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8 Precedence: PRIORITY Date: 03/31/1999
To: Finance ™ Attn: | Rm 6885
OT-ERF
Criminal Investigative Attn: _ Rm 5155
Laboratory Attn: QT -ERF
. QT-ERF i
QT-ERF . RS
QT-ERF o7 C
QT-ERF
From: Laboratory , . . . .
Electroni i logy Section/TICTU/QT-ERF
Contact: 703 .
Aﬁproved By: | I i
Drafted By: L} E
Case ID #: ,2697HQ“1194267 -
Title: DIGITAL DELIGHT/ .
TASK ORDER FCOR BOCZ-ALLEN & HAMILTON (BAH)
Synopsis: To request that the Finance Division assign BAH a task i
under GSA's Telecommunications Support Contract 2 (TSC 2), to .

provide labor and services to support the specification,

development, verification, operation, and maintenance of interim
electronic surveillance systems for emerging wireless and
wireline telecommunications technologies.

s Enclosures: FD-369'#900509, Statement of Work

Details:

The Communiéations Asgistance to Law Enforcement Act

(CALEA) of 1994 sets out telecommunications' common carriers’
responsibilities with regard to providing law enforcement
agenciegs with lawful access to communications intended for
interxception (Title III/Foreign Intelligence Security Act, Pen

Register, Trap & Trace).

The CALEA Implementation Section (CIS)

has responsibility for carrying out the duties imposed on the

Attorney General for implementing the legislation.

The CIS is

currently negotiating with telecommunications. industry carriers,
manufacturers, and associations in order to facilitate this
process. It is anticipated that CALEA compliant interception
capabilities will be available within the carriers' systems
sometime in the 1999-2001 time frame. Additicmnally, it is
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To: Finance From: Laboratory
Re: 269-HQ-1194267, 03/31/1999

expected that carrier capabilities to accommodate law enforcement

. capacity requirements for communications interceptions will be

forthcoming in the 2000 time frame.

The Laboratory Division, Electronic Surveillance
Technology Section, Telecommunications Intercept and Collection
Technology Unit, Telecommunications Access Program (TAP), has
responsibility for ensuring that alternatives. for conducting
electronic communication interceptions within the carriers'
networks exist. These alternative solutions are needed to ensure
law enforcement interception capability during the interim period
when CALEA compliant solutions are not available and as a
tactical alternative to CALEA compliant solutions. Also, these

* solutions serve as a "bridge" to the CALEA compliant solutions

and provide the Federal Bureau of Investigation (FBI) with a test
bed to evaluate switch/network-based interception capabilities.
S

Currently, many new digital wireless communications
services offering personalized and complex communications
services to the public are being introduced in the United States.
The concept which these new wireless systems are based upon is
¢alled Personal Communication Services (PCS). The objective of
PCS is to provide ubiquitous wireless communications coverage
with more advanced call and network features than existing
cellular radio systems currently provide {(e.g. text and voice
messaging, Caller Identification, alphanumeric paging, and
Internet access). Each PCS service provider is free to implement
any of a number of air-interface standards and system
architectures within each service area as long as their system - bf
complies with Federal Communications Commission rules. Enhanced bIE
Specialized Mobile Radio services are similar. Recently,
carriers (e.g. have begun to offer these services without
a capability to efrect law enforcement interceptions. As a
result, TAP initiated a project entitled DIGITAL DELIGHT to
develop, deploy, and support interim interception capability on
these complex systems.

In January 1997 and July 1998, the FBI awarded a
limited task orders to BAH, under GSA's TSC 2 contract, to
develop a custom collection system, called the DCS-3000, which
provides for the collection and recording of both call content
and call detail information.for three PCS switches. The BAH
successfully developed intercept and collection capabilities for
PCS switches manufactured by As a b2
result of the successful work conducted by BAH, the FBI nhas b7E
deployed the DCS-3000 system in more than 34 FBI field divisions -
and 61 PCS switches throughout the country, and field office
demand for the system continues to grow.




To: Finance From: Laboratory
Re: 269-HQ-1194267, 03/31/1999%

Initially, the FBI believed the DCS-3000 capability
would be a relatively short lived prototype which would quickly
be replaced by commercial systems. However, the emergence of
satisfactory commercial products has been slow. Further, due to
delays in the implementation of CALEA, various parts of the
telecommunications industry have been deploying some intermediate
level of electronic surveillance capabilities until CALEA is
implemented. These intermediate capabilities will likely not be
well supported by commercial surveillance products. Thus, TAP
has continuing requirements to specify, develop, field, and
support interim surveillance systems in order to achieve its
mission.

New PCS switches and new. upgrades to existing PCS
switches are currently being deployed in the United States. For

ample ridium and Omnipoint mmunications are deploying the
| |switch in their
networks. cCurrently, the FBL does not have any intercept
capabilities for this PCS/satellite switch. As a result, the FBI .
requires additional support from BAH to extend the current h7E
DCS-3000 collection system, to specify and develop additional
required surveillance products, and to support the scores of
systems already deployed. The TAP requests that the Finance
Division assign BAH an additional task, under GSA's TSC 2
contract, to provide labor and services to support. the
specification, development, verification, operation, and
maintenance of the existing DCS-3000 system and new interim
electronic surveillance systems for emerging PCS systems.

The estimated cost of the task specified in the
enclosed Statement of Work is $1,000,000. Funding is available
from Budget Item Number VCRP-JM,




STATEMENT OF WORK ____
UNDER TELECOMMUNICATIONS SUPPORT CONTRACT 2
b2 *
k78 1.0 INTRODUCTION

This Statement of Work (SOW) is to be performed for the General Services
Administration (GSA), Information Resources Management Service, in the National Capital Zone,
under Telecommunications Support Contract 2 (TSC 2). The corresponding GSA contract

number iL

1.1  Organization

~ This SOW is for the United States Department of Justice, Federal Bureau of Investigation
(FBI), Washington, D.C.

1.1.1 Identification and Address

U.S. Department of Justice

Federal Bureau of Investigation

Networks Access Development Unit
Electronic Surveillance Technology Section
Engineering Research Facility

Building 27958A

Quantico, VA 22135

1.2 PROJECT BACKGROUND AND OBJECTIVES
1.2.1 Project Background

The mission of the FBI's Telecommunications Intercept and Collection Unit (EST-3) is
the development of access and collection technology to perform lawfully authorized electronic
surveillance of telecommunications services. Personal Communications Services (PCS) is one
type of telecommunications service for which EST-3 must support surveillance and collection.
Since no commercial products are available to support this mission, the FBI has developed a
custom collection system, called the DCS-3000, that provides for the collection and recording of
both call content and call detail information for a variety of PCS switches. The system is
deployed and in use in more than thirty-four FBI field divisions.

Initially, the FBI believed that DCS-3000 capability would a relatively short lived
prototype which would quickly be replaced by commercial systems. However, the emergence of  «
satisfactory commercial products has been slow. Further, due to delays in the implementation of
the Communications Assistance to Law Enforcement Act (CALEA), various parts of the
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telecommunications industry have been deploying some intermediate level of electronic
surveillance capabilities until CALEA is implemented. These intermediate capabilities will likely
not be well supported by commercial surveillance products. Thus, the FBI has continuing
requirements to specify, develop, field, and support interim surveillance systems in order to
achieve its mission.

1.2.2 Objectives

The FBI requires support to extend the current DCS-3000 collection system and to
specify and develop additional required surveillance products. ‘

This SOW defines the tasks required to support the FBI’s electronic surveillance needs.
The specific’objective of the order is to procure the following types of services:

. Analytical support services to support the definition of system requirements for interim
solution.capabilities and provide liaison with the service providers for technical evaluation
of the proposed solutions.

. Design and engineering services to support the design of éxtensions to existing electronic
surveillance systems and the development of new surveillance systems
. Installation, integration, and implementation services to support the development,

integration, and test of extensions to existing surveillance systems and the development of
new systems

. Operations and maintenance services to support applications software maintenance,
documentation, help desk operations, logistics, and field support.

2.0 STATEMENT OF WORK
2.1  Task Description

This is a firm fixed price task.
2.2-  Required Services

The contractor shall provide labor and services to support the specification, development,
verification, operation and maintenance of interim electronic surveillance systems. Much of the
work of EST-3 is driven by the often urgent requirements of cases and other projects that the
organization is required to support. As a result, the specific activities the contractor will be

required to perform cannot be defined a priori. However, the types of required tasks can be
characterized. Typical tasks the contractor will be called upon to perform include:




L. Provide interim solution implementation support to:
TA. Develop requirements for new technologies or systems to include the foIIowmg
activities;

1. Define a high level electronic surveillance needs document

2. Liaison with key vendors and service providers to gather technical data

3. Provide in-depth technical assessment of a technology which includes network
architectures and features/service

4. Evaluate existing electronic surveillance capabilities for the technology

5. Define detailed requirements documents

B. Evaluate technical solutions proposed by a vendor or a service provider
C. Liaison with vendors and service providers during solution implementation
D. Verify surveillance solutions proposed by vendors or service providers
IL Provide software development support to: -
A Develop new software applications to support new collection requirements.
B. Modify/enhance the existing DCS-3000 system to provide support for the
following:

1. New revisions of switch operating software., Frequently, new
switch software revisions chance the format and content of detail
messages. ‘

2. New communications facilities to support new requirements for
data communications between the PCS switch and the collection
system or communications between elements of the collection
system.

3. New user controls for system configuration and operation. ‘

4. Collection of call detail and content information from a previously
unsupported PCS switch type. Addition of a new switch type may entail the
development of items described in 1, 2, and 3.

III.  Perform software maintenance and troubleshooting to resolve intercept system operational
and performance problems identified by EST-3 or FBI field offices.

IV.  Develop or enhance user documentation for developed system prototypes and related
products.

V. Provide operations, logistics, and field support to include:

A Provide on-call operational support for fielded systems. This service will be
effectively a “help desk” function. The service shall be provided Monday through




. to BAH, under GSA's TSC 2 contract, to develop a custonm

To: Finance From: Information Resources
Re: 269-HQ=-1012496, 07/28/1998

interception capabilities will be available within carriers’
systems sometime in the 1998-2000 time frame. Additionally, it
is expected that carrier capabilities to accommodate law -
enforcement capacity requirements. for communications
interceptions will be forthcoming in the 2000 time frame.

The Networks Access Development Unit (NADU), Electronic
Surveillance Technology Section, IRD, has responsibility for
ensuring that alternatives for conducting electronic
communications interceptions within the carriers’' networks exist.
These alternative solutions are needed to ensure law enforcement
interception capability during the interim period when CALEA
compliant solutions are not available, and as a tactical
alternative to CALEA compliant solutions. Also, these solutions
serve as a 'bridge’ to the CALEA compliant solutions and provide
the FBI with a test bed to evaluate.switch/network-based
interception capabilities.

Recently, digital wireless communications services-
offering personalized and complex communications services to the.
public were introduced in the United States. The concept these
new wireless systems are based upon is called Personal
Communications Services (PCS). The objective of PCS is to
provide ubiquitous wireless communications coverage with more
advanced call and network features than existing cellular radio
systems currently provide (e.g. text and voice messaging, Caller
ID, alphanumeric paging, and Internet access). Each PCS service
provider is free to implement any of a number of air-interface
standards and system architectures within each service area as
long as their system complies with FCC rules. Enhanced
Specialized Mobile Radio (ESMR) services are similar. Recently,
carriers have begun to offer these services broadly without a
capability to effect law enforcement interceptions. As a result,
NADU initiated a project entitled DIGITAL DELIGHT to develop,
deploy, and support interim interception capability on these
complex systems.

In January 1997, the FBI awarded a limited task order

collection system, called the DCS-3000, that provides for the
collection and recording of both call content and call detail
information for three PCS switches. BAH successfully developed

intercept and collection capabilities for PCS switches
manufactured byl I As result of the
successful work conducted by BAH, cthe FBI has deployed the DCS-

3000 system in more than twenty FBI field offices throughout the
country.

b2
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To: Finance From: Information Resources
Re: 269-HQ-10124%6, 07/28/1998

Initially, the FBI believed the DCS-3000 capability
would be a relatively short lived prototype which would quickly
be replaced by commercial systems. "'However, the emergence of
satisfactory commercial products has been slow. Further, due to
delays in the implementation of CALEA, various parts of the
telecommunications industry have been deploying some intermediate
level of electronic surveillance capabilities until CALEA is
implemented. These intermediate capabilities will likely not be
well supported by commercial surveillance products. Thus, NADU
has continuing regquirements to specify, develop, field, and
support interim surveillance systems in order to achieve its

‘mission.

4 t

New PCS switches and new upgrades to existing PCS
switches are currently being deployed in the United States. As a
result, the FBI requires additional support from BAH to extend
the current DCS-3000 collection system and to specify and develop
additional required surveillance products. NADU requests the
Finance Division to assign BAH an additional task, under GSA's
TSC 2 contract, to provide labor and services to support the
specification, development, verification, operation and
maintenance of the existing DC8-3000 system and new interim
electronic surveillance systems for emerging PCS systems.

The estimated cost of the task specified in the
enclosed Statement of Work is $700,000. Funding is available
from Budget Item Number JV-VCRP, :




To: Albany _ From: Operational +echnology
Re: 269-HQ-1194267. Date: 03/01/2006

Synopsis: To advise of a Telecommunications Intercept and .
Collection Technology Unit (TICTU) training seminar to be held in
Denver, Colorado. _ ‘ :

Details: The TICTU will conduct a two-day seminar on switch-
based intercept concepts and methods in Denver, Colorado during
06/06-07/2006. The seminar is designed for Technically-Trained
Agents (TTAs) and support personnel who routinely use collection
equipment supported by TICTU. The seminar will provide training
on new DCS-3000 features and updates on many issues related to-
switch-based electronic surveillance. Additicnally, the
participants will acquire a current overview of the
Communications Assistance for Law Enforcement Act (CALEA)
compliant solutions that telecommunication carriers use, and an
updated description of the technigues developed by TICTU to
provide intercept capabilities for these carriers' solutions.

This tralnlng has been coordinated with the Technical

Personnel Development Unit and is being held on a_regional basis 2
to minimize travel expenses. The ITAR number is] ] - b7E

The following personnel have been assigned to attend
this seminar. Please respond immediately to any changes in
attendance. '

Field Office .Attendees

Albany

Albuguerque

Atlanta

Baltimore

e
<1 5
®)

.Boston

Charlotte

Cincinnati

Cleveland

Denver ***Host Office*** E?P

_Detroit
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Precedence: DEADLINE 03/01/2006 Date: 01/04/2006

TO: Anchorage . ATTN:
Birmingham ~ ‘
Buffalo
Chicago
Columbia
Dallas
El Paso
Jackson
Jacksonville
Kansas City
Little Rock
Los Angeles
Louisville
Minneapolis
Mobile
New Haven
New Orleans
Oklahoma City
QOmaha

. Phoenix
Pittsburgh
Richmond
Sacramento
San Diego
San Juan
Seattle
Springfield
WFO -
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.From: Operational Technolocgy

Electronic Surveillance Technology Section/TICTU/QT-ERF
Contact: SS 703

Approved By: | Ik‘ajﬁa/hh’,
: Thomas Marcus C /A C-W
. Clifford Michael Jr
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Drafted By: | “jbicp%ﬂ;/

Case ID #: 269-HQ-1194267 —4(3

Title: DCS-3000
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To: Albuguerque From: Operational Technology
Re: 269-HQ-118%4267 Date: 01/04/2006

‘Synopsis: To advise of a Telecommunications Intercept and
Collection Technology Unit (TICTU) training seminar to be held in
San Diego, California.

Details: The TICTU will conduct a two-day seminar on switch-
based intercept concepts and methods in San Diego, California
during 04/12/2006-04/13/2006. The seminar is designed for
Technically-Trained Agents (TTAs) and support personnel who
routinely use collection equipment supported by TICTU. The
seminar will provide training on new DCS-3000 features and
updates on many issues related to switch-based electronic
surveillance. Additionally, the participants will acquire a
current overview of the Communications Assistance for Law
Enforcement Act (CALEA) compliant solutions that
telecommunication carriers use, and an updated description of the
techniques developed by TICTU to.provide intercept capabilities
for these carriers' solutions.

This training has been coordinated with the Technical
Personnel Development Unit and is being held on a regional basis Lz
to minimize travel expenses. The ITAR number is| | IR b7E

The following personnel have been assigned to attend
this seminar. Please respond immediately to any changes in
attendance.

Field Office l Attendees

Anchorage

Birmingham

Buffalo

Chicago

~ &

oo

Columbia

Dallas

El Paso

Jackson

Jacksonville

Kansas City

bz
bIE




.DCS-5000 sSSP v3.4b Errata Sheet November 28, 2005
OTHER out of scope

# Page/Para  Comment [Sicoificanc
25.
26. Is not- all FISA data classified and if so, why is Security
DCS-3000 processing this data? concern

Comments: This needs to be explained to SecD and
possibly put into the SSP as well

27.

28.

29.

This needs
to be linked
to section
1.1.3

OTHER out of scope

Page 6 of 10
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To: Operational Techﬁology From: Operational Technology
Re: (U) 268-HQ-1332034, 08/16/2006

1

(81

LD _There nanimous agreement among representatives g
ﬂﬂ)"frmd that metadata is the principal
information needed at the corporate level for analytical
applications. In addition, the current work being conducted by
each organization to improve collection capabilities is focused
on intercepting and collecting metadata from telephony and
IP-based intercept operations.

(U) SSA ! EEI l and Ed provided
the group with an w of the FBI’s current collection be
capabilities for telephony and IP intercepts. SSA briefly b7C
diifff:ff Ege function of the Data Intercept Technology Unit.
EE | discussed the operational functions of the DCS-3000,
DCS-5000, and DCS-6000 systems and provided an update on recent
telephony intercept capabilities developed by the FBI.
E‘.Eﬁgprovided a brief overview of the Elsur Data
Managemen ystem (EDMS) and further explained the FBI’s business
processes and data flows for intercept collections.

CcC: LOT-ERF

QT-ERF

QT-ERF

QT-ERF o6
QT-ERF b7C
T-ERF

QT-ERF

} QOT-ERF

| QT-ERF

el Yy

*
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 05/11/2006

To: Finance ‘ Attn:

ERF-QT (Enc)
From: Operational Technology
Electronig Surveillance Techno] ion/TICTU/QT-ERF
Contact: 7034

Approved By: | _ l b6
Thomas Marcus C k7C
Clifford Michael Jr

Drafted By: bic

Case ID #: 268-~HQ-1045581

Title: DCS-3000

Synopsis: Purchase of |Firewall to support DCS-
3000, DCS-5000, and DCS- systems.

Enclosure(s): FD-369, #E003245 in the amount of $61,200; IT
Acquisition Form; and Quotes from (1) CDWG, (2) Lyme Computer
Systems, Incorporated and (3) World Wide Technology,
Incorporated. COTS number assigned is 32568/06.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. TICTU is responsible for providing
technical expertise and equipment to implement all Communications
Assistance for Law Enforcement Act (CALEA)-based intercepts. To
perform the operations involving Title III and Title 50 court
ordered surveillance, the TICTU must be able to provide support
in a timely manner.

&LL INFOEMATION CONTXINED
HEPEIN I% UNCLA3SXIFIEL .
DATE 05-04-2Z007 BY 55179 LMH/TAM,/KSE/JE
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To: Finance From: Operational Technology L7E
Re: 268-HQ-1045581, 05/11/2006

Attached is Requisition #E003245 dated 05/09/2006 in
the amount of fﬁLhZQQ4¢LLh_QQTS number 32568/06 for the
procurement of Firewal;J:LJuuxxu:;LﬁS—3000,
DCS-5000, and DCS-6000 systems. The Firewalls are
needed to build out specific applications with the system and

ensure connectivity. Funding in the amount of $61,200 is
available from Subobject Classification 573109, Budget Item JM.

h2
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 05/2/2006
To: Operational Technology Attn:
Security Attn:

From: Security

Informat Assuyrance/Accredi i v-B F-501
Contact: 202 | ﬁjﬂ

Approved By:

Drafted By: tmlm

Case ID #: 319U-HQ-1487677-SECD-275

Title: IT SYSTEMS SECURITY RISK ANALYSES
INFORMATION ASSURANCE SECTION (IAS)
ACCREDITATION UNIT (AU)

DIGITAL COLLECTION SYSTEM 3000 (DCS-3000)
ACCREDITATION DECISION: '
SECURITY CHARACTERISTIC AND TIER LEVEL
DESIGNATION FOR DCS-3000

Synopsis: Designate the DCS$S-3000 Tier Level, Mode of Operation,
determine the Confidentiality, Integrity, Availability Levels,
Boundary description, and name the key Certification and
Accreditation Team Members.

Administrative: DCS-3000 Accreditation Boundary Diagram, dated
05/1/2006.

Details: As a result of correspondence and meetings with the
Accreditation Representative, Information System Security
Manager, Information System Security Officer, Certification

~ [ o BEpUp R e




To: Operational Technology From: Security
Re: 319U-HQ-1487677-SECD, 05/2/2006

The DCS-3000 application suite was developed to assist
Law Enforcement Agencies (LEA) with collecting and processing
data for court-ordered Electronic Surveillance (ELSUR)
operations. The DCS-3000 collects J-STD-25 data from the
Telecommunications Service Provider (TSP) and stores it at the
LEA site.

The DCS-3000 application suite consists of five (5)
component applications residing on one or more workstations. The
components of the DCS suite used to support a particular
requirement depend upon the type of surveillance to be conducted,
the switch providing the data, the telecommunications service
provider, and availability of equipment at the field office.

The Certification and Accreditation Team Members are:

System Owner:

Information System Security OLiicer:
System Administrator:

Information System Security Manager:
Certification Representative:
Accreditation Representative:

ke
b7C
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To: Operational Technology From: Security
Re: 319U-HQ-1487677-SECD, 05/2/2006

LEAD(s) :
Set Lead 1: (Info)
OPERATIONAL TECHNOLOGY
AT OQUANTICO, VA
Notify the ISSM if there are any changes to DCS-3000
that could impact its designation of the Tier Level, Levels of
Concern, Mode of Operation, and accreditation boundary.
Set Lead 2: (Info)
SECURITY
AT WASHINGTON, DC

For information only.

cc: b6
h7c

* '
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/17/2005
To: Finance Attn: I_
ERF-QT (Enc)
Criminal Investigative Attn:| |Rm 5155
(Enc)

From: Operational Technology
Electronic Surveillance I%chno]aan_Sec:icn/TICTU/QT—ERF b
Contact: 703 b7c

Approved By:

Thomas Marcus C
ifford Michael Jr

Drafted By: tbic

Case ID #: 268-HQ-1045581
Title: DCS-5000

Synopsis: Purchase of Cisco routers, cables, and associated
components to support DCS-5000. :

Enclosure(s): FD-369, Requisition Number E002214 in the amount
of $285,650.20; Quotes from GTS, CDWG, and IBM; Acquisition Form
and Acquisition Planning Form.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. TICTU is responsible for providing
technical expertise and equipment to implement all Communications
Assistance for Law Enforcement Act (CALEA-based intercepts. To
perform the operations involving Title III and Title 50 court
ordered surveillance, the TICTU must be able to provide support
in a timely manner.

Attached is Requisition Number EQ002214 dated 11/17/2005
in the amount of $285,650.20 for the procurement of Cisco

&LL INFOPMATION CONTATNED
HEREIN I3 UNCLA3ZIIFIEL
DATE 05-04-2Z007 BY 65173 IMH/TAW/KIB/JE
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To: Finance From: Operational Technology
Re: 268-HQ-1045581, 11/17/2005

routers, cables, and associated components to support DCS-3000,
DCS-5000 and DCS-6000 systems. The Cisco routers, cables, and
components are needed to build out specific appllcatlons with the
system and ensure connectivity.

Funding in the amount of $285,650.20 is available from
Subobject Classification 573109, Budget Item JM.

2
R7E
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FEDERAL BUREAU OF INVESTIGATION

b6
Precedence: ROUTINE b7 Date: 10/25/2005
To: Finance Attn: RF, (Enc)
fFMU, Bldg 15,
{Enc)
Counterintelligence Attn: | |Rm 1B045
lhﬂ‘
Rm_I1B045 (Enc)
| |
R L1033 (LNC)
Criminal Investigative Attn: | [ Rm 5515

From: Operational Technology
Electronic Surveillance Techn 'Iogylmtl;IICTU/QT—ERF
Contact: 703

Approved By: | ]
Thomas Marcus C s
Cliffard Michael Jr k7C
Drafted By: bic

Case ID #: 268-HQ-1045581
Title: DCS-3000

Synopsis: The Engineering Contracts Unit (ECU) is requesting to
exercise the first option year with Booz/Allen/Hamilton to
provide labor and services to continue to support the
specification, development, verification, operation, and
maintenance of electronic surveillance systems for emerging
wireless and wireline telecommunications technologies.

Enclosure(s): FD-369, #E002040 in the amount of $1,900,000.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and collection technologies to
perform lawfully authorized electronic surveillance of
telecommunications services. The TICTU is engaged in a number of
rapidly developing and changing telecommunications activities and
projects that require program planning, requirements development,
development, deployment, support of ccllection systems, and

2LL INFORMATION CONTAIHED
HEREIN IS UNCLASSTFIED b2
DATE 05-04-2007 BY $5179 DMH/TAM/KSR/JE k78




To: Finance From: Operational Technology
Re: 268-HQ-1045581, 10/25/2005

industry liaison and coordination support. In order to
accomplish its mission, the TICTU requires the augmentation of
its current capabilities with additional collection system
software development, wireless communications technical
expertise, and telecommunications industry expertise.

The DCS-3000 system is a custom system developed,
deployed, and supported by the TICTU. The DCS-3000 provides
access and collection of both call detail information (i.e., pen-
register and trap/trace) and call content for a variety of
telecommunications switches. The DCS-3000 has recently been
modified to comply with new Counterintelligence Division (CD)
security requirements to meet certification and accreditation.
These modification are integral to maintaining security and
timely pen register and voice collections. New technologies .that
must be addressed include Voice OQver Internet Protocol, packet~

Booz/Allen/Hamilton is currently supporting many of the
TICTU's activities and is the only company with the unique mix of
qualifications required to adequately address the breadth and
depth of the TICTU program needs. Booz/Allen/Hamilton supported
the development of the current DCS-3000 collection system. Most
recently Booz/Allen/Hamilton has modified the DCS-3000 software
suite to accommodate one way push scenario to enable Title 50
systems to accept Communicatiocns Assistance for Law Enforcement
Act (CALEA) data into Foreign Intelligence Surveillance Act
Collection (FISA) systems. Booz/Allen/Hamiltén also has
technical expertise in the field of off-air electronic
surveillance of wireless communications systems.

The TICTU requests the Finance Division exercise the
first option year of the Booz/Allen/Hamilton contract to provide
support to extend the current DCS-3000 system and to specify and
develop additional capabilities for the system.

gl Packet Radigq
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" (Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 05/13/2005

To: Finance Attn: |
OO0 85024 (EnC)

Criminal Investigative Attn:

Room 5155

From: Operational Technology

Electronicgc Surveillance Technolaav Section/TICTU/QT-ERF

Contact: 7034 :
Approved By: | | L6
Thomas Marcus C b7C

Clifford Michael Jr

Drafted By: lng

Case ID #: 269-HQ-1194267

Title: DCS-3000

k2
Synopsis: Approve the purchase of 50 each]| Jand k7B
50 each converter to support the DCS-3000
program.

Enclosure(s): FD-369, #E001607 in the amount of $87,200.88 and
quote from CDWG, IT Acquisition Form, Mission Critical Needs
Statement.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. To perform the operations involving Title
ITI, Title 50 court ordered surveillance, and the DCS-3000
program, TICTU must be able to provide support in a timely
manner.

Attached is requisition #EOOlGOf__in_:he_amnunL_of
$87,200.88 for the procurement of 50 each and 50

each converter. The systems will be modified to

&LL INFORMATION CUONTAINED
HEPEIN IS5 UNCLASIIFIEL
DATE 05-04-2Z007 BY 55175 DMH/TAM,/K3E/IE
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To: Finance From: Operational Technology
Re: 269-HQ-1194267, 05/13/2005

meet the programs specifications. As the units are completed,
the systems will be deployed to the field offices as needed.

The requested equipment is reguired to support switch-
based intercepts for national security investigations. This
equipment will be used to access and intercept call content data
from Commuications Assistance for Law Enforcement Act-compliant
switches. The equipment will be integrated with the FBI's
enterprise collections system (DSC-3000) to support collections.

Funding in the amount of $87,200.88 is available from
Subobject Classifications 573109 and 552580, Budget Item JM.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/13/2005

To: Finance Attn:

Room B504 (EnNc)

Criminal Investigative Attn:

“ROOM 510D

chnolo Section/TICTU/QT-ERF
7031 |

From: Operational Technology
Electroni i
Contact:

Approved By:

Clifford Michael I

3

k2
Drafted By: 1ng I7E

Case ID #: 269-HQ-1194267
Title: DCS-3000

&”s: Approve the purchase of 100 each L |

everything modems to support the DCS-3000 program.

Enclosure(s): FD-369, #EQ01606 in the amcunt of $22,781.00 and

quotes from Mission Critical Needs Statement. th

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. To perform the operations involving Title
III, Title 50 court ordered surveillance, and the DCS-5000

program, TICTU must be able to provide support in a timely
manner.

Attached is requisition #E001606, in the amount of ﬁsE
.00 for the procurement of 100 each| 1 )
everything mcdems.

&LL INFOPMATION CONTAINED I I
HEREIN I% UDNCLASSIFIED
DATE 05-04-2007 BY 5517% DMH/TAM/KSE/JE b2
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To: Finance From: Operational Technology
Re: 269-HQ-1194267, 05/13/2005

The requested equipment is required to support switch-
based intercepts for national security investigations. This
equipment will be used to egress Communications Assistance for
Law Enforcement Act (CALEA) data in support of electronic
surveillance (ELSUR) operations. The equipment will be
integrated with the FBI's DCS-3000 systems.

Funding in the amount of $22,781.00.00 is available
from Subobject Classification 573109, Budget Item JM.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/05/2005
To: Finance Attn: | |
OT-FRF (Enc)
Criminal Investigative Attn: L_ | he
Room 5155 b7C

From: Operational Technology

Electronic Surveillance Technolo Section/TICTU/QT-ERF
Contact: | |703

Approved By: | ]
Thomas Marcus C
Clifford Michael Jr

Drafted By: 1ng b2
‘ b7E
Case ID #: 269-HQ-1194267

Title: DCS-3000

Synopsis: Approve the purchase of 43 each
to support the DCS-3000 program.

Enclosure(s): FD-369, #EQ001555 in the amdunt of $75,449.52 and
quotes from Graybar, Kipper Tool Company and Anixter.

Details: The Telecommunications Intercept and Collection .
Technology Unit ({(TICTU) is the primary development, deployment,

and support unit for switch-based telecommunications intercepts.

The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. To perform the operations involving Title b2

I1II, Title 50 court ordered surveillance, and the DCS-3000 : b7g
program, TICTU must be able to provide support in a timely
manner.

Attached is requisition #E001555, h of

$75,449.52 for the procurement of 43 each

&LL INFOPMATION CONTAINED . bL7E
HEPEIN IS UNCLASIIFIED
DATE 05-04-Z007 BY 53179 LMH/TAN/K3E/JE




.
s Y

(Rev. 01-31-2003)

.

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 03/15/2005

To: Albuquerque
Atlanta
Birmingham
Charlotte
Columbia
Dallas
Denver

El Paso
Honolulu
Houston
Jackson
Jacksonville
Knoxville
Las Vegas
Little Rock
Los Angeles
Memphis
Miami

Mobile

New Orleans
Oklahoma City
Phoenix
Sacramento
San Antonio
San Diego
San Francisco
San Juan
Tampa

bhe
e

From: Investigative Technology
Electronic S i ce

Contact:

ch

Date: 02/16/2005

Attn:

Approved By:

Clifford Michael Jr

Drafted By:l bic

Case ID #: 269-HQ-1194267

Title: DCS-3000

&LL INFOPMATION CONTAINED
HEPEIN I3 UNCLASSIFIED
DATE 05-04-2007 BY 53175 DMH/TAN/KSE./JE

noloqu _Secticon/TICTU/QT-ERF
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To: Albuquerque From: Investigative Technology
Re: 269-HQ-1194267

Synopsis: To advise of a Telecommunications Intercept and '
Collection Technology Unit (TICTU)training seminar to be held in
Phoenix, Arizona.

Details: The TICTU will conduct a three-day seminar on switch-
based intercept concepts and methods in Phoenix, Arizona during
04/19/2005-04/21/2005. The seminar is designed for Technically-
Trained Agents (TTAs) and support personnel who routinely use
collection equipment supported by TICTU. The seminar will
provide training on new DCS-3000 features and updates on many
issues related to switch-~based electronic surveillance.
Additionally, the participants will acquire a current overview of
the Communications Assistance for Law Enforcement Act (CALEA)
compliant solutions that telecommunication carriers use, and an
updated description of the techniques developed by TICTU to
provide intercept capabilities for these carriers' solutions.

This training has been cocrdinated with the Technical
Personnel Development Unit and is being held on a regional basis
to minimize travel expenses.

Based on TICTU experience working with the field
offices, it would be most beneficial for the following personnel
to attend the seminar:

Field Office Attendees

Albugquerque

Atlanta

Birmingham

Charlotte

k6
Columbia o7c

Dallas

Denver

Bl Paso

Honolulu

Houston
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE e Date: 10/25/2004
. b7¢ .
To: Finance Attn: | Newington-
r__Bnnex*_LEnﬁ)
ewington-
‘ Annex Enc
Counterintelligence Attn: Rm_1RB045 (Enc)

Rm_1B045 (ENc

Rm 11533 (Enc)
Criminal Investigative Attn: | ]

Rm 5515 (Enc)

From: Investigative Technology
Electronic_Surveillance Technology i CTU/QT-ERF
Contact: 703

Approved By: I |
omas Marcus

Clifford Micha Jr

ikl
335

e

Drafted By: bic

Case ID #: 268-HQ-1045581
Title: DCS-5000

Synopsis: The Engineering Contracts Unit (ECU) is requested to
establish a new contract with Booz Allen Hamilton for one {1)
base year with four (4) option years, to be funded yearly. The
contract will provide labor and services to continue support of
the specification, development, verification, operation, and
maintenance of electronic surveillance systems for emerging
wireless and wireline telecommunications technologies.

Enclosure(s): FD-369, #E000718 in the amount of $2,100,000 and
Sole Source Justification.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and collection technologies to
perform lawfully authorized electronic surveillance of
telecommunication services. The TICTU is engaged in a number of

ALL TWFOFPMATION CONTATHNED
HEREIN IS UNCL&3SIFIELD bz
DATE 06-04-2007 BY 55172 DMH/TAM/K3E/JR 7R
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To: Finance From: Investigative Technology
Re: 268-HQ-1045581, 10/25/2004

rapidly developing and changing telecommunications activities and
projects that require program planning, requirements development,
deployment, support of collection systems, development, and
industry liaison and coordination support. In order to
accomplish its mission, the TICTU requires the augmentation of
its current capabilities with additional collection systems
software development, wireless communications technical
expertise, and telecommunications industry expertise.

The DCS-3000 is a custom system developed, deployed,
and supported by the TICTU, The DCS-3000 provides access and
collection of both call detail information (i.e., pen-register
and trap/trace) and call content for a variety of
telecommunications switches. The DCS-3000 has recently been
modified to comply with new Counterintelligence Division (CD)
security requirements to meet certification and accreditation.
These modifications are integral to maintaining security and
timely pen register and voice collections. New technologies that
must be addressed include Voice Over Internet Protocol, packet-
mode telephony, General Packet Radlcw
push-to-talk wireless serxvices from

b2
Booz Allen Hamilton is currently supporting many of b7E

TICTU's activities and is the only company with the unique mix of

qualifications required to adequately address the breadth and

depth of the TICTU program needs. Booz Allen Hamilton supported

the development of the current DCS-3000 collection system. Most

recently Booz Allen Hamilton has modified the DCS-3000 software

suite to accommodate one way push scenario to enable Title 50

systems to accept CALEA data into Foreign Intelligence

Surveillance Act (FISA) collection systems.

The TICTU requests the Finance Division to establish a
new contract with Booz Allen Hamilton for one (1) year, with four
(4) option years, to be funded yearly. The contract will provide
support to extend the current DCS-3000 system and to specify and
develop additional capabilities for the system.

Funding in the amount of $2,100,000 is available for
the contract specified. Funding is available as follows:

k2
b7E
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 04/26/2004

To: Investigative Technology Attn: QT-ERF

From: Investigative Technology
Electronig Surveillance Techn logy i ICTU/QT-ERF
Contact: 703

ke
Approved By: _Clifford Michael Jr e
——
Drafted By: bic Tz
h7E
Case ID #: 269-HQ-1194267

Title: DCS-3000

Synopsis: The Telecommunications Intercept and Collection
Technology Unit (TICTU) requests the technical assistance of the
Cryptographlc and Electronic Analysis Unit (CEAU)} to develop a

anced Variable Rate Code (EVRC) decoder for
service.

Details: The TICTU is currently working with to
develop an interim intercevt and collection cababPITTty 1OF

[ i ] service. The

. interim solution proposed by| will intercept

audio and signaling data from their packet data. network and . oo

deliver this j FBI in its native digital packet h;E
data format. as provided the TICTU with
sufficient teC icon to decode the signaling

information but cannot directly assist the FBI with decoding the
audio packet data. The algorithm used by lto

digitally e the audio, called EVRC, 1s not
property of] Qualcomm Incorporated (Qualcomm)
owns the intellectual property rights to this algorithm.

| lis currently negotiating an unlimited
right to use agreement with Qualcomm that will grant the FBI and
other law enforcement agencies the right to develop and use
software to decode intercepted EVRC audio packets.

h2
The TICTU requests the CEAU to assist in the L7E

development of a software-based decoder for the EVRC algorithm.
has provided the TICTU with sample intercept
audio. Tne T1CTU will provide this sample data and any other

&LL INFORMATION CONTATNED
HEREIN I% UNCLASIIFIED
DATE 05-04-Z007 BY 55174 IMH/TAM/K5B/JE
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/19/2004

To: Finance Attn: [ LRm 6032 {(Enc)
Rm 6823 (Enc)

Chantilly (Enc)
Criminal Investigative Attn: Rm 5155
Information Resources Attn: Rm 0421 (Enc)

From: Investigative Technology

Electronig Surveillance Techno ction/TICTU/QT-ERF
Contact: 703 N

Approved By: | |
Thomas Marcus C
Clifford Michael Jr

Drafted By: ' tbic

534
Case ID #: 269-HQ-1436080 ) b7E

Title: DIGITAL COLLECTION SYSTEMS NETWORK (DCSN)
Synopsis: The Finance Division is request to provide continued

funding for the DCSNET to| |under the GSA
FTS-2001 contract. " .

Enclosure(s): FD-369, #0152902 in the amount of $250,000.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and collection technology to
perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services.

The DCS-3000 and DCS-5000 systems provide access and
collection of both call detail information (i.e., pen-register
and trap/trace) and call content for a variety of .
telecommunication switches. To deliver the ELSUR data from the
service providers to the collection systems requires a reliable,
scalable network. The DCSNET provides this connectivity.

The TICTU request that $250,000 be allocated to DCSNET
from Budget Item JM.

&1L INFOPMATION CONTAINED
HEREIN IS UNCLAL3SIIFIED
DATE (05-04-2007 BY 6517% [WH/TANKSR/JE
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Precedence: ROUTINE ' Date: 11/19/2003

To: Finance Attn: [rRm 6032 (Enc)
Rm 6823 (Enc)

ntilly (Enc)
Criminal Investigative Rm 5155
Information Resources [Rm 6421 (Enc)

From: Investigative Technology

Electronig Surveillance Technology Section/TICTU/QT-ERF I}IL;SH,
Contact: , 703 o
Approved By: Thomas Marcus C
Cclifford Michael Jr
Drafted By: t aehb .
Case ID #: 269-HQ-1436080 b7E

Title: DIGITAL COLLECTION SYSTEMS NETWORK (DCSNET)

Synopsis: The Finance Digision is reguested to proyvide continued
funding for the DCSNET to under the GSA
FTS-2001 contract. -

Enclosure(s): FD-369, #093998 in the amount of $500,000.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and collection technology to
perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services.

The DCS-3000 and DCS-5000 systems provide access and
collection of both call detail information (i.e., pen-register
and trap/trace) and call content for a variety of
telecommunications switches. To deliver the ELSUR data from the
service providers to the collection systems require a reliable,
scalable network. The DCSNET provides this ccnnectivity.

The TICTU requests that $500,000 be allocated to DCSNET
from Budget Item JM, Subobject Classification 552580.

ALL IWFORMATION CONTATNED
HERPEIN IS UNCLASSIFIELD
DATE 056-04-2007 BY 63179 DMH/TAM/K3R./IE
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ) Date:

To: Investigative Technology

From: Investigative Technology
Electronic _Surveillance Techn ztion/TICTU/QT~ERF
Contact: 7031 '

Approved By: liffard Michasl Jr ﬁs
57C

Drafted By: t pmm
Case ID #: 269-HQ-1194267

6
Title: DCS-3000 b7
Synopsis: To report travel to Waynesboro, Virginia.

i 1 0On 05/20/2003, Flectronics Technicians (ETs)
raveled to Waynesboro,

Virginia to install CALEA egress eguipment. AnE:pad was L2
connected to the service providersb switch . he pad's b7E
first port was then connected to a laptop to buffer the Call Data

Channel (CDC) until the Richmond Field Office (RHFO) called in
and requested the data. The equipment was hand carried to the
switch location. It included :

k2
b7E
ETs | [vere assisted by Technically hé
Trained Agent (TTA)| Jof the RHFO. Eguinment transfer [gle
paperwork was returnea tq [with TTA signature.
ccC: QT-ERF
QT-ERF
¢ QT -ERF
QT-ERF
QT-ERF
*
b2
&Ll INFOPMATION CONTAINED L7E

HEPEIN I5 UNCLAJSSIFIEL

DATE 05-04-2007 BY 65179 DMH/TAN/K3R/JE
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/29/2003
To: Investigative Technology
From: Investigative Technology

Electronigc Surveillance Technolo Section/TICTU/QT~ERF
Contact: 7031 I

Approved By: _Clifford Michael Jr R
bC

Drafted By: | f prm

Case ID #: 269-HQ~-1194267
Title: DCS-3000

Synopsis: To report travel to Denver, Colorado.

ils: 26 - 28/2003, Electronics Techpnician (ET) %EP

[ ___land Electronics Engineer (EE) 1 >

traveled to Denver, Colorado to install CALEA egress equipment.

New equipment was installed to connect the Denver Field Office

{DNFO) and the taskforce offsite. Two new Cisco 1760 routers

with encryption were installed.to secure the network. A new

computer was installed to push Call Data Channel (CDC) to the

voice box network located in the taskforce workspace. The

equipment shipped to the DNFO included:

2
b7E

ET) and EE@ were assisted by Technical

Advisor (TA) Lthe DNFO. All proper paperwork was
provided tol
cC: QT-ERF ke

QT-ERF b7C

QT-ERF |

QT-ERF

QT~ERF
+*

ALL INFURMATION CONTAINED
HEPEIN I5 UNCLASSIFIED
DATE (5-04-2007 BY 5517% DMI/TAN/K3E/JB
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 09/26/2003
To: Investigative Technology
From: Investigative Technology

Electronic Surveillance Techno ion/TICTU/QT-ERF
Contact:l 703

Approved By: Clifford Michael Jr

Drafted By: I Ipmm

Case ID #: 269-HQ-1194267

okl
3
P

Title: DCS-3000
Synopsis: To report travel to Dallas, Texas.

Details: On 06/11 - 13/2003, Electronics Technician (FT)

and Electronics Engineer (EE) ]
traveled to Dallas, Texas to install CALEA egress equipment. A
new Cisco 2621 router was installed to interface with thf service

bs
h7c

providers equipment. A new Compaq computer running was
installed to connect to the many switching modules at e service
provider. The equipment shipped to the Dallas Field Office
{DLFO) included:

ET
Trained Agent
paperwork was provided to

were assisted by Technically
ot *he_fLFO. All proper

cC: QT-ERF
QT-ERF b
QT-ERF k7C
DT-ERE
QT-ERF

*

&LL FRI INFORMATION CONTAINEID
HERETIN I% UNCLASSIFIEL
DATE 05-04-2Z007 BY 65179 DHMH/TAN/KSR/IE
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b1C ***For Official Use Only**¥*
June 13, 2003
To:

HQ Information Resocurces Manager

Subject: INFORMATION TECHNOLOGY (IT) MATTER
NON-IT WAIVER

Purpose: This request for a Non-IT Waiver is for the acquisition
of systems and related support for the Telecommunications
Intercept and Collection Technolecgy Unit (TICTU).

Background: The TICTU is responsible for the development,
deployment, and support of access and collection technologies to
perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services. The TICTU is engaged in a number of
rapidly developing and changing telecommunications activities and
projects that require program planning, requirements development,
development, deployment, and support of collections systems, and
industry liaison and coordination support. In order to
accomplish its mission, the TICTU requires the augmentation of
its current capabilities with additional collection system
software development, wireless communications technical
expertise, and telecommunications industry expertise.

The DCS-3000 system is a custom system developed, deployed and
supported by the TICTU. The DCS~-3000 provides access and
collection of both call detail information (i.e. pen-register and
trap/trace} and call content for a variety of telecommunications
switches. The DCS-3000 was believed to be a short-lived
prototype system that would be replaced with commercial systems:;
however, the emergence of commercial systems with adequate CALEA
capabilities has been slow. Further, due to delays in the
implementation of CALEA, various parts of the telecommunications
industry have deployed some intermediate level of ELSUR
capabilities. These intermediate capabilities will not likely be
well supported by commercial surveillance products. Thus, the
TICTU has a continuing requirement to specify, develop, field,
and support surveillance systems in order to achieve its mission.

The TICTU is also responsible for the research, development, and
deployment of off-air ELSUR (interception, identification, and
direction-finding) capabilities for advanced wireless
communications systems. The FBI has been successful with
capturing wireless target phone numbers and locations in real
time, with techniques and- technologies developed by the TICTU.
However, the rapid progression of wireless telecommunication
technologies and the increasing use of "over-the-air"™ encryption
by wireless service providers are drastically increasing the

ALL THNFORMATION CONTAIMEL:
HERETH I3 UNCLASSIFIED
L&TE D6-04-2007 EY A5173 DMH/TaMN/EIR/IE
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complexities of off-air ELSUR.
***For Official Use Only*+*¥*

***For Official Use Only¥¥*

The TICTU must develop systems to integrate switch-based ELSUR
product with off-air ELSUR technology to create an efficient and
effective technique to identify and locate targeted wireless
telephones. The DCS-3000 system is used for all wireless switch-
based intercepts and can provide real—~time cell-site, pen-
register, and trap/trace information that can and should be used
to assist in off-air identification and location operations.
This initiative requires significant effort for the research,
specification, development, deployment, and support of new off-
air ELSUR technologies and integration of these new systems with
the FBI's existing enterprise collection systems.

Booz/Allen/Hamilton is currently supporting many of the TICTU's
activities and is the only company with the unique mix of
qualifications required to adequately address the breadth and
depth of the TICTU program needs. Booz/Allen/Hamilton supported
the development of the current DCS 3000 ceollection system and
other related CALEA test platforms and has supported the TICTU's
CALEA operational needs since 1997. Booz/Allen/Hamilton also has
technical expertise in the field of off-air ELSUR of wireless
communications systems.

Non-IT Waiver Request: The ELSUR collection systems, tools,
computers, and communications capabilities used or developed by
the TICTU do not attach to FBI IT networks and were never
intended for incorporation within the TRILOGY system.

The TICTU wishes to continue to minimize the administrative and
cost burdens in the contracting of scientific, engineering, and
technical services by acquiring staff resources through multiple
awards to GSA suppliers. The same scientific, communications,
and computer based technical skills found in these IT companies
can be directly applied to TICTU's critical mission of developing
and deploying ELSUR capabilities.

The primary function of the required services is not traditional
IT and it is recommended that these services be determined to be
Non-IT for procurement purposes.

()
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STATEMENT OF WORK
UNDER GSA CONTRACT NUMBER GS-09-K99BHD0002

1.0 INTRODUCTION

This Statement of Work (SOW) j r General Services ‘{’;E
Administration (GSA) contract number

1.1 Organization

This SOW is for the United States Department of Justice, Federal Bureau of
Investigation (FBI), Washington D.C.

1.1.1 Identification and Address

U.S. Department of Justice

Federal Bureau of Investigation

Telecommunications Intercept and Collection Technology Unit
Electronic Surveillance Technology Section

Engineering Research Facility

Building 27958A

Quantico, VA 22135

1.2 Mission

The mission of the FBI’s Telecommunications Intercept and Collection
Technology Unit (TICTU) is the development, deployment, and support of access and
collection technology to perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services. TICTU supports a broad range of operational investigative
needs of the FBI. This support focuses on national security and criminal investigative
requirements for Title III, Title 50, pen-register, and trap and trace interceptions. TICTU
is responsible for ensuring capabilities exist to tactically intercept and collect lawfully
authorized electronic surveillance, providing equipment to the field, troubleshooting
problems with equipment and systems, providing training to field office users, tracking
needs of the field to identify new ELSUR requirements, and serving as the FBI's
technical liaison with telecommunications service providers. Often times the responsive
nature of the TICTU requires immediate modifications to the DCS-3000 software suite to
perform emergency requirements. The TICTU’s responsibilities make the unit a critical
clement of the Electronic Surveillance Technology Section as well as the overall FBI.

1.2.1 Project Background

The DCS-3000 system is a custom system developed, deployed, and supported by
TICTU. The DCS-3000 provides access and collection of both call detail information
(i.e. pen-register and trap/trace) and call content for a variety of telecommunications
switches. Emerging technologies such as Voice Over Internet Protocol telephony

LLL INFORMATION CONTAINED
HEPEIN I3 UNCLASSIFIEL
DATE 05-04-2007 BY 65179 LMH/TAM/K3E./JE 1
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services,| ] Iservices, packet switching
and General Packet Radio Services will require tuture modifications to the DSC 3000
suite. The recent certification and accreditation certification of the CALEA interface to
FISA collection systems with also require modification to adjust with these same
emerging technologies. Failure to modify our collection systems to push CALEA and
non-CALEA interim CDC to FISA systems is a serious threat to diminishing the FBI’s
investigative efficiency. The DCS-3000 system is deployed and in use in all FBI field
offices and is used for all FBI ELSUR (pen-register, trap/trace, Title-III, and Title-50) of
wireless communications technologies and an increasing amount of wiréline
technologies.

Initially, the FBI believed the DCS-3000 capability would be a relatively short-
lived prototype system that would quickly be replaced by commercial systems. However,
the emergence of satisfactory commercial products for telecommunications switch-based
ELSUR has been slow. During the transition to the Communications Assistance for Law
Enforcement Act (CALEA) implementation, various parts of the telecommunications
industry have deployed some intermediate level of electronic surveillance capabilities.
These intermediate capabilities are not well supported by commercial surveillance
products, Thus, the FBI has continuing requirements to specify, develop, field, and
support surveillance systems in order to achieve its mission.

The TICTU is also responsible for the research, development, and deployment of
off-air ELSUR (interception, identification, and direction-finding) capabilities for
advanced wireless communications systems. For many years, the FBI has successfully
utilized off-air ELSUR techniques and technologies developed by TICTU to identify the

fugitives and kidnappers. However, the rapid evolution of wireless telecommunication

technologies and the increasing use of “over-the-air” encryption by wireless service

providers are drastically increasing the complexities of off-air ELSUR. o

b7E

The TICTU must develop new off-air ELSUR technologies and techniques to

address these rapidly increasing complexities. A major TICTU initiative is to integrate

switch-based ELSUR product with off-air ELSUR technology to create an efficient and

effective techniqueg The DCS-3000

system that is used by the FBI for all wireless switch-based intercepts can provide real-

time cell-site, pen-register, and trap/trace information that can and should be used to

assist in off-air identification and location operations. This initiative requires significant

effort for the research, specification, development, deployment, and support of new off-

air ELSUR technologies and integration of these new systems with the FBI’s existing

enterprise collection systems. )

1.2.2 Obijectives

The FBI requires support to extend the current DCS-3000 system and to specify
and develop additional capabilities for the DCS-3000 system. In addition, the FBI

s




requires support in its ongoing mission to develop, deploy, and support wireless off-air
ELSUR systems that will provide enhanced investigative capabilities.

This SOW defines the tasks required to support the FBI’s ELSUR needs. The
specific objective is procure the following types of services:

»  Analytical support services to support the definition of system requirements for
new ELSUR capabilities and provide liaison with telecommunications service
providers for technical evaluation of proposed solutions.

= Design and engineering services to support the extensions to existing ELSUR
systems (e.g. DCS-3000) and the development of new off-air surveillance
systems. '

» Installation, integration, and implementation services to support the development,
integration, and testing of extensions of existing and new ELSUR systems.

= Qperations and maintenance services to support applications software
maintenance, documentation, help desk operations, logistics, and field support.

1.3  Computer and Telecommunications Environment

This task shall be performed primarily at a location furnished by the contractor.
Specific requirements for office furniture, support systems, computer hardware and
software shall be identified in the contractor’s proposal. :

2.0 STATEMENT OF WORK
2.1  Task Description

This is a firm fixed price task. The contractor shall provide labor and technical
services for one year to support the specification, development, verification, operation
and maintenance of ELSUR systems. Much of the work of TICTU is often driven by
urgent requirements of cases and other projects that the organization is required to
support. As a result, the specific activities the contractor will be required to perform
cannot be defined a priori. However, the types of required tasks can be characterized.
Tasks the contractor will be called upon to perform include:

2.1.1 Program Planning Support [Deliverable D-1]

The goal of this task is to support TICTU in performing the administrative and
program management functions necessary to accomplish its stated objectives.
Specifically, the contractor shall support TICTU in the planning and execution of
individual projects, including the following:

1. Develop execution plans that identify projects, timelines, budgets, and staffing
necessary to execute the TICTU mission.
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2. Prepare program briefings for project status, technical overviews, budget data,
schedule information, and program strategy.

3. Develop control products required by ERF’s project management process.

2.1.2 Imglementétion Support [Deliverable D-2]

The TICTU must develop, procure, and deploy advanced ELSUR capabilities to
meet the investigative demands of the field. The contractor shall provide solution
implementation support, including the following:

1. Develop requirements for new technologies or systems to include the following
activities:
a. Define high level electronic surveillance needs documentation
b. Develop implementation plans that define the approach for deployment of
off-air intercept solutions.
2. Evaluate technical solutions proposed by a vendor or a service provider and
document the results of the evaluations.
3. Verify and document surveillance solutions proposed by vendors or
telecommunications service providers.

2.1.3 Software Development Support [Deliverable D-3]

The goal of this task is to continue the development and support for the DCS-
3000 collection system. The contractor shall provide support to:

1. Develop new software applications to support new collection requirements.
2. Modify/enhance the existing DCS-3000 system to provide support for the
following: ‘

a. New revisions of switch operating software. Frequently, new switch
software revisions change the format and content of pen-register and
trap/trace data

b. New communications facilities to support new requirements for data
communications between service provider switches and the collection
system or between elements of the collection system

- ¢. New interfaces for DCS-3000 system configuration and operation

d. Collection of call detail and content information from previously
unsupported switch types.

3. Perform software maintenance and troubleshooting to resolve intercept system
operational and performance problems identified by TICTU and FBI field offices.

The efforts of the contractor for this task shall be documented in detailed Software
Development Support Reports.
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[. Provide the engineering services and training required to deploy, maintain, and
operate the hardware and software configurations necessary to support specific
case requirements for switch-based and off-air ELSUR systems.

2. Provide field support for the testing, installation, and troubleshooting of new and
revised ELSUR systems.

3. Provide support for the assembly and testing of component boards for ELSUR
systems.

4. Develop the materials necessary to train field office personnel in the use of
switch-based access and collection systems and off-air identification and location
systems.

5. Provide support for TICTU’s efforts to conduct regional training classes as well
as training at ERF.

The contractor shall document operations and logistics activities in Operations and
Logistics Support Reports.

2.1.7 User Manual Document Support [Deliverable D-7]

The goal of this task is to provide appropriate user manuals for ELSUR systems.
The contractor shall develop and/or enhance user technical user manual documentation
for existing and new ELSUR systems as needed.

2.1.8 System Security Support [Deliverable D-8]

The goal of this task is to support TICTU in developing and deploying
appropriate system security for the DCS-3000. The contractor shall provide support to:

Review, develop, document or update security requirements, plans and procedures
Develop security concepts of operations

Develop security architectures

Perform and document risk assessments

Develop and/or assemble materials in preparation for system security certification
and accreditation

The contractor shall document system security support activities in System Security
Support Reports.

2.1.9 Monthly Status Reports [Deliverable D-9]

The goal of this task is to provide, on a monthly basis, an executive summary of
the previous month’s progress and activities, planned activities for the next month, and
any problems and/or issues that have been identified. The contractor shall submit a




o o

(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/10/2003
To: Finance Attn: | Newington-
T g L (Enc)
Newington-
nnex, Building L (Enc)
Counterintelligence | | Rm 4844 (Enc)
| I Rm 1B045 (Enc)
Criminal Investigative Rm 5515

From: Investigative Technology

ElectroniT_Su:xe;liance_mechnofogy Section/TICTU/QT-ERF
Contact: 703

o5
|

Approved By:l

Thomas Marcus C
Cliffoerd Michael Jr

Drafted By: I ehb

-

Case ID #: 268-HQ-1045581 ng

Title: DCS-5000

Synopsis: The Engineering Contracts Unit (ECU) is requested to

assign Booz/Allen/Hamilton with a task under GSA's Federal Supply
Service contract for one base year and four
option years, to provide labor and services to continue to

support the specification, development, verification, operation,
and maintenance of electronic surveillance systems for emerging
wireless and wireline telecommunications technologies.

Enclosure(s): FD-369, #128854 in the amount of $4,558,004,
Statement of Work, Acquisition Plan, Justification for other Than
Full and Open Competition, and Non-IT Waiver.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and collection technologies to
perform lawfully authorized electronic surveillance of
telecommunications services. The TICTU is engaged in a number of
rapidly developing and changing telecommunications activities and
projects that require program planning, requirements development,
development, deployment, support of collection systems, and
industry liaison and coordination support. In order to
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To: Finance From: Investigative Technology
Re: 268-HQ-1045581, 06/10/2003

accomplish its mission, the TICTU requires the augmentation of
its current capabilities with additional collection system
software development, wireless communications technical
expertise, and telecommunications industry expertise.

The DCS-3000 system is a custom system developed,
deployed, and supported by the TICTU. The DCS-3000 provides
access and collection of both call detail information {(i.e., pen-
register and trap/trace) and call content for a variety of
telecommunications switches. The DCS-3000 has recently been
modified to comply with new Counterintelligence Division (CD)
security requirements to meet certification and accreditation.

s

These modifications are integral to maintaining
timely pen register and voice collections. The
commercial systems with adequate Communications

security and
emergence of
Assistance for

Law Enforcement Act (CALEA) capabilities has been slow, and is
unavailable for tactical CD case support. Further, due to delays
in the implementation of CALEA and ongoing standards, various
parts of the telecommunications industry have deployed some
intermediate level of electronic surveillance capabilities.

These intermediate capabilities will not likely be well supported
by commercial surveillance products. Thus, the TICTU has a
continuing requirement to specify, develop, field, and support
surveillance systems in order to achieve its mission. New
technologies that must be addressed include Voice Over Internet

Protocol, pac = ral Packet Radio Service
and nationwid services froml | e
L B7E

The TICTU is also responsible for the research,
development, and deployment of off-air electronic surveillance
(interception, identification, and direction-finding)
capabilities for advanced wireless communications systems. The
FBI has been successful with capturing wireless target phone
numbers and locations in real time with techniques and
technologies developed by the TICTU. However, the rapid
progression of wireless telecommunication technologies and the
increasing use of "over-the-air" encryption by wireless service
providers are drastically increasing the complexities of off-air
electronic surveillance.

The TICTU must develop systems to integrate switch-
based electronic surveillance product with off-air electronic
surveillance technology to create an efficient and effective
technique to identify and locate targeted wireless telephones.
The DCS-3000 system is used for all F;;g;ggg_égftch—based
intercepts and can provide real-time pen-register, and
trap/trace information that can and should be used to assist in
off-air identification and location operations. This initiative

ool
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To: Finance From: Investigative Technology
Re: 268-HQ-1045581, 06/10/2003

requires significant effort for the research, specification,
development, deployment, and support of new off-air electronic
surveillance technologies and integration of these new systems
with the FBI's existing enterprise collection systems.

Booz/Allen/Hamilton is currently supporting many of the
TICTU's activities and is the only company with the unique mix. of
gualifications required to adequately address the breadth and
depth of the TICTU program needs. Booz/Allen/Hamilton supported
the development of the current DCS-3000 collection system and
other related CALEA test platforms and has supported the TICTU's
CALEA operational needs since 1997. Most recently
Booz/Allen/Hamilton has modified the DCS-3000 software suite to
accommodate one way push scenario to enable Title 50 systems to
accept CALEA data into Foreign Intelligence Surveillance Act
collection systems. Booz/Allen/Hamilton also has technical
expertise in the field of off-air electronic surveillance of
wireless communications systems.

bz

The TICTU requests the Finance Division to assign b7E

Booz/Allen/Hamilton a task, under GSA contract number

| jte provide support to extend the current
- system and to specify and develop additional

capabilities for the system. Also, the TICTU requires support in
its ongoing mission to develop, deploy, and support wireless off-
air electronic surveillance systems that will provide enhanced
investigative capabilities.

Funding in the amount of $4,558,004 is available for
the task specified. Funding is available as follows:

OTHER out of scope
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Case ID #: 269-HQ-1194267

Title: DCS-3000

Synopsis: The Finance Division is requested to initiate contract
action to solicit vendors under the GSA FTS5-2001 contract to
satisfy requirements as set forth in the attached Statement of
Work.

Enclosure(s): Digital Collection System Network (DCSNET)
Statement of Work, FD-910, FD-369 #128851 in the amount of
$560,000.

Details:  The Telecommunications Intercept and Cocllection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and collection technology to
perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services.

The DCS-3000 and DCS-5000 systems provide access and
collection of both call detail information (i.e., pen-register
and trap/trace) and call content for a variety of
telecommunications switches. To deliver the ELSUR data from the
service providers to the collection systems require a reliable,
scalable network. The enclosed Statement of Work describes the
requirements for such a network, referred to as DCSNET.
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DIGITAL COLLECTION SYSTEM NETWORK
STATEMENT OF WORK
UNDER GSA FTS 2001CONTRACT
1.0 INTRODUCTION

This Statement of Work (SOW) is to be performed under General Services
Administration (GSA) FTS 2001 contract.

1.1  Organization

This SOW is for the United States Department of Justice, Federal Bureau of Investigation
(FBI), Washington, D.C. ‘

1.1.1 Identification and Address

U.S. Department of Justice

Federal Bureau of Investigation

Telecommunications Intercept and Collection Technology Unit
Electronic Surveillance Technology Section

Engineering Research Facility

Building 27958A

Quantico, VA 22135

1.2 Mission

The mission of the FBI’s Telecommunications Intercept and Collection Technology Unit
(TICTU) is the development, deployment, and support of access and collection
technology to perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services. The TICTU is responsible for providing equipment to the
field, troubleshooting problems with equipment and systems, providing training to field
office users, tracking needs of the field to identify new ELSUR requirements, and serving
as the FBI’s technical liaison with telecommunications service providers. The TICTU’s
responsibilities make the unit a critical element of the Electronic Surveillance
Technology Section as well as the overall FBI.

1.2.1 Project Background

The DCS-3000 system is a custom system developed, deployed, and supported by
TICTU. .The DCS-3000 provides access and collection of both call detail information
(i.e. pen-register and trap/trace) and call content for a variety of telecommunications
switches. The DCS-3000 system is deployed and in use in 56 FBI field offices and is
used for all FBI ELSUR (pen-register, trap/trace) of wireless communications
technologies and an increasing amount of wireline technologies. The DCS-3000 provides
a front-end Communications Assistance for Law Enforcement Act (CALEA) interface to
the DCS-6000 collections system, used for Title-III collection.

ALL INFORMATION CONTAIWEL
HEREIN I3 UNCLAZ3IFIED
LATE D6-04-2007 BY 65173 DMH,TAM/ESR,/JB 1




‘ o Q@ ii-zws

DCSNET STATEMENT OF WORK
UNDER GSA FTS 2001CONTRACT

1.0 INTRODUCTION

This Statement of Work (SOW) is to be performed under General Services
Administration (GSA) FTS 2001 contract.

1.1  Organization

This SOW is for the United States Department of Justice, Federal Bureau of Investigation
(FBI), Washington, D.C.

1.1.1 Identification and Address

U.S. Department of Justice

Federal Bureau of Investigation

Telecommunications Intercept and Collection Technology Unit
Electronic Surveillance Technology Section

Engineering Research Facility

Building 27958A

Quantico, VA 22135

1.2 Mission

The mission of the FBI’s Telecommunications Intercept and Collection Technology Unit
(TICTU) is the development, deployment, and support of access and collection
technology to perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services. The TICTU supports a broad range of operational
investigative needs of the FBI. This support focuses on national security and criminal
investigative requirements for Title-III, Title-50, pen-register, and trap and trace
interceptions. The TICTU is responsible for providing equipment to the field,
troubleshooting problems with equipment and systems, providing training to field office
users, tracking needs of the field to identify new ELSUR requirements, and serving as the
FBUI’s technical liaison with telecommunications service providers. The TICTU’s
responsibilities make the unit a critical element of the Electronic Surveillance
Technology Section as well as the overall FBI.

1.2.1 Project Background

The DCS-3000 system is a custom system developed, deployed, and supported by
TICTU. The DCS-3000 provides access and collection of both call detail information
(i.e. pen-register and trap/trace) and call content for a variety of telecommunications
switches. The DCS-3000 system is deployed and in use in fifty-six FBI field offices and
is used for all FBI ELSUR (pen-register, trap/trace, Title-Il1, and Title-50) of wireless
communications technologies and an increasing amount of wireline technologies. The

ALL INFORMATION CONTAINED
HEREIN I3 THCLASSIFIED 1
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DCS-3000 provides a front-end Communications Assistance for Law Enforcement Act
(CALEA) interface to the DCS-5000 collection system, used for Title-50, FISA
collection, and to the DCS-6000 collections system, used for Title-III collection.

As the wireless and wireline phone carriers become CALEA compliant, most of the
ELSUR data is delivered to the FBI though consolidated data circuits at specific access
points around the country. The TICTU’s Switch-Based Intercept Team is responsible for
distributing this data to the appropriate field offices where it is collected per court orders.
Since this data is delivered real-time, the network infrastructure to deliver this data must
be efficient and extremely reliable. Any loss of connectivity could result in permanent
loss of ELSUR data.

To attain a network capable and reliable enough carry this critical data, TICTU is looking
to an outside vendor to design, implement and manage a dedicated network to
specifically meet these needs.

v

1.2.2 Objectives

This SOW defines the tasks required to support the FBI’s ELSUR needs. The specific
objective is procure the following services:

= A reliable managed network to support the critical ELSUR needs for the FBI
2.0 STATEMENT OF WORK
- Task Requirements
The requirements within this section are 2 minimum set of characteristics the vendor will
have to provide in building and maintaining the DCSNET. Once a vendor has been
chosen, the vendor will have to fulfill the order within the time frame specified in
requirement section 2.3.2.
21 Network Requirements
2.1.1 Topology

The network shall be fully meshed. Each node shall be able to communicate with every
other node directly, without traversing any other node of the network.

2.1.2 Bandwidth
The network shall have a minimum bandwidth of 56kb. The bandwidth shall be easily

upgradeable to 1.544Mb without hardware changes and without FBI personnel going
onsite.
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Case ID #: 269-HQ-1194267

Title: DCS-3000

Synopsis: To report travel to Atlanta, Georgia during
04/09-11/2003.

ing 04/9-11/2003, Flectronics Engineer (EE) o
_ and EE traveled to the Atlanta e
Field Office to assist in the installation of electronic 17E

surveillance eguipment for call data channel and call content

from a switching platform. EEs and
successfully Implemented a Communications Assistance for

Law Enforcement Action intercept on a switch. The
testing performed both pen register and audio delivery to the
Atlanta Field Qffice, This turn trip from the 02/13/2003
testing. EE and EEl lalso upgraded the Atlanta
Field Office's DCS5-3000 router for an upcoming Title III order to
be implemented. Since this travel, successful implementation of
the Title III order has been accomplished.

CcC: QT-ERF
QT-ERF b6
QT-ERF Sl
QT-ERF
*
o2
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Case ID #: 269-HQ-1194267
Title: DCS-3000

Syneopais: To report travel to Dallas, Texas during
01/29-30/2003.

rpg;g;;g;__ggg;ng101/29—30/2003, Electronics Engineer (EE)
traveled to the Dallas Field Office to assist in

b2
the installation of electronic surveillance equipment for Call b6
Data Channel egress from a| — |switching platform. bfc
EE assisted Technical Trained Agent (TTA) _ b7E
in installation and testing. Successf ing of CDC delivery
was performed. Since this travel, TTA has successfully
implemented his court ordered surveillance.
CcC: QT-ERF
QT-ERF
QT-ERF
*
b7C
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Approved By: Clifford Michael Jr E?r
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Case ID $#: 269-HQ-1194267
Title: DCS-3000

Synopsis: To report travel to Detroit, Michigan during
04/23-25/2003.

Details: During 04/23-25/2003, Electronics Engineer (EE)

| land BAE Systems employeel] kraveled to

the Detroit Field Office to assist in the i1nstallation of

electronic surveillance (ELSUR) equipment for Call Data Channel o

(CDC) and Call _Content Channe ) from a switching b6
platform. EE |and successfully assisied 7 s
Technically Traine gent

and _|in b 7E
the installation of CALEA CCC an €gress equipment in the
switch site. 1Installation of the equipment was
performed to implement a signed ELSUR court order. Due to lack
of experience in utilizing the Communications Assistance for Law
Enforcement Act surveillance feature, successful testing was not
accomplished during this travel. Since this travel, testing has
occurred and implementation of the court order is proceeding.

cec: QT~ERF
QT-ERF
OT-ERF
hé
* k7C
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Case ID #: 268-HQ-1045581

Title: DCS-5000

Synopsis: Approve purchase of 96 various cisco routers and
associated components to be used in support of the DCS-5000 and
DCS-3000 programs.

Enclosure(s): FD-369, #128829 in the amount of $411,741, quotes
from Northrop Grumman Computing Systems, Incorporated; Force 3,
Incorporated; and GTSI Corporation; and Non-IT Waiver Request.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. To perform the operations involving Title
III, Title 50 court ordered surveillance, and the DCS-5000 and

DCS5-3000 programs, TICTU must be able to provide support in a
timely manner.

Attached is requisition #128829, in the amount of
$411,741 for the procurement of 96 various cisco routers and
associated components. The routers will be modified to meet
system specifications then deployed to the field. The components
are needed to build out specific applications with the system.
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Case ID #: 269-HQ-1194267
Title: DCS-3000

Synopsis: To report travel to Atlanta, Georgia during
02/12-13/2003.

Details: During 02/12-13/2003, El%ctronics Engineer (EE)
| l = and Electronics Technician
(ET) ] traveled to the Atlanta Field Office to

assist 1n the installation of electronic surveillance equipment ko2
for Call Data Channel (CDC) and Call Content Channel fro bé
bnd a iswitching platform. EEs Iand b7
Jend ETI performed "friendly” testing with a major b7E

andll

ne carrier to work out specific details on a Communications
Assistance for Law Enforcement Act (CALEzr_imnlgmsnied
surveillance. Successful testing for th platform was
ished. Several technical difficulties arose with the
[:f:fffiifj CALEA implemented solution. Procurement of the
elecommunication service provider's suggested equipment for CDC
circuit termination was pursued subsequent to this trip.

Ultimately, all the technical impediments were overcome on a
following trip.

CC: QT-ERF
QT-ERF ke
QT-ERF b7C
OT~-ERF
QT-ERF

*

3
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Case ID #: 269-HQ-1194267
Title: DCS-3000

Synopsis: The Finance Division is requested to submit a

Statement of Work to vendors for proposals on building out a

network to support the operation and maintenance of electronic surveillar
systems for emerging wireless and wireline telecommunications technologie

Enclosure(s): DCSNET Statement of Work

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and ceollection technology to
perform lawfully authorized ELSUR of telecommunications services.

The DCS-3000 and DCS-5000 systems provide access and
collection of both call detail information {(i.e., pen-register
and trap/trace) and call content for a variety of '
telecommunications switches. To deliver the ELSUR data from the
service providers to the collection systems require a reliable
scalable network. Such services are available from| |
which are named on the GSA FTS-2001 contract. The enclosed
Statement of Work describes the requirements for such a network.

b2
b7E
The estimated cost of this network is $600,000

annually, tc be paid out of TICTU's budget.
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Case ID #: 269-HQ-1194267 (Pending)
Title: DCS-3000

Synopsis: To report travel to Beckley, West Virginia; Phoenix,
Arizona; and Atlantic City, New Jersey.

; s During 01 /28722072003, Electronics Technicians (ET)
I traveled to Beckley, West
1

rginia to install equipment into a cellular providers space and
the Beckley Resident Agency {(RA}. A Packet Assembler- e
Disassembler (PAD}) and a modem were installed at Highland oo
Cellular to enable the pen register collection. The cable to E%E
connect the switch to was not present. Highland Cellular *
tried to reach out for Ito get the correct cable but the
pen register expired before this was done. A DCS-3000
workstation and a modem were i o collect the
pen register information. ETs i
were assisted by Technically Trained Agent (TTA) of
the Pittsburgh Field Office (FO).

During 03/11/14/0203, ETs traveled

to Phoenix, Arizona to install equipment foq |intercepts.

was connected to the Phoenix FO the we€k prior using CALEA
intercept equipment (je: routers and 56K DDS circuit). A rack
containing a cards was installed to be used 2
with the VoiceBox _LlIl, Thel] card broke out the Tl into 24 s
channels, and thel Jcards combined the target and associate b7c
together into one output. Another system was in place for FISA b7a
intercepts. It u a_separate Tl and a CPU to modify the 480
hertz tone from aE:f::;:jswitch into "C" tone to control the

nt.

recording equipme oth systems were tested with[:::::]and
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To: Investigative Technolégy From: Investigative Technology
Re: 269-HQ-1194267, 04/03/2003

were successful. ETsI !were assisted by
Telecommunications Specialis aren Hajek and BAE Systems

employee Tony McLean of the Phoenix FO.

__During 03/25-26/2003, ET::l and BAE Systems
employee traveled to Atlantic City, New Jersey to

install two DC5-3000 Title III workstations. The workstations
were connected and tested for data collection through the

network. The recorders, printers, and audio connections were
tested and were successful. ET trained and was assisted
by TTA| Jof the Newark FO.
CcC: QT-ERF
QT-ERF b6
QT-ERF bh7C
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Justification for other than full and open competition.

This document is submitted as a justification for other than
full and open competition for the award of a services contract
for utilization by the Federal Bureau of Investigation’s (FBI)
Telecommunications Intercept and Collection Technology Unit
(TICTU). The TICTU is the primary development, deployment, and
support unit for switch-based telecommunications intercepts.
TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. To perform the operations involving pen
register, Title III, and FISA court ordered Electronic
Surveillance (ELSUR), TICTU must be able to provide support to
field offices in a timely manner.

Tasking under this services contract will provide two main
functions for TICTU. First is logistical support in training and
liaison. The FBI is in a continual relationship with all major
telecommunication service providers. The ability of the FBI to
tactically implement court authorized ELSUR and react in exigent
circumstances to threats of life require a significant amount of
training and liaison. This requires industry leaders with unique
abilities and backgrounds. Secondly, this contract will support
continuing software developments pertaining to the FBI’s ELSUR
capabilities. The continuing emergence of new telecommunications
technologies require a unique ability to design and implement
solutions at accelerated rates. The lack of a quick reaction
capability to adapt ELSUR techniques within the FBI results in
significant wvulnerability and exploitation opportunities to
enemies of the United States of America. The remaining portions
of this justification are to stress the critical nature and
unique characteristics of the tasking required under this
contract. This contracting effort will be awarded for the amount
of $2.1 million dollars for FY0S5 with four years of renewal
options.

Currently TICTU is utilizing the DCS 3000 software suite
to accomplish its ELSUR collections in every FBI Field Office.
The FBI's dependence on the DCS 3000 software suite depends on
tactical adaptability and its application on all ELSUR intercepts
utilizing the Communication Assistance to Law Enforcement Act
(CALEA) standard to include delivery of pen register and several
versions of packet audio collection. The development of the DCS
3000 software suite has been accomplished by one company.

Booz Allen Hamilton has been in active development of this CALEA
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software interface for more than 5 years. Booz Allen Hamilton is
actively performing maintenance on this software under existing
contracting efforts. The complexity and unique institutional
requirements of the FBI’'s CALEA ELSUR mission are uniquely
understood and met by Booz Allen Hamilton’s staff. The DCS 3000
code which currently stands at ines of computer code is
completely and solely maintaine y Booz Allen Hamilton’s
computer programming staff. It is impractical to re-engage in
development effort with a new vendor. This would have two costs
which are unacceptable: first is the monetary cost for the
government to re-code and redevelop capabilities which already
exist, and secondly and more importantly, the cost in time for
any other vendor tc develop a comparable solution. The time lost
means intelligence collections losses to the FBI.

The DCS 3000 software suite consists of the following
existing applications:

The DCS 3000 Multiserver application is a fundamental
connection application providing for a wide array of data
delivery connections. The Multiserver application has
incorporated into its filters several generations of proprietary
switch vendor data formats including switch manufacturers such as

. Along with the

I1ltering and processing capabillities of € Multiserver
application are several protocol interfaces for accessing the
required Call Data Channel (CDC) or pen register information.
Currently the Multiserver supports TCP/IP connections in a client
mode, FTP with login mode, serial connection with password
authentication mode, timed/request initiated connection mode and
GR30 (Frequency Shift Keying using caller ID specifications)
mode. These modes are all utilized to perform ongoing ELSUR
collections. This application is also envisioned to be modified
for future technology collections when tactically needed.

The DCS 3000 Multivanguard application is a CDC distribution
and primary server mode collections software. The Multivanguard
has a proprietary redistribution technique based on case
identification parameters. This software is currently the
pathway for all CDC data collections for service providers using
the | JCALEA delivery system, the|_P:|CDDU
delivery system, and several proprietary delivery systems being
used by major wireless telecommunications carriers. The
Multivanguard also integrates with the DCS 5000 and DCS 6000
systems for input of CDC information for collection. These
systems currently must interface through the DCS 3000
Multivanguard. There is no vendor system available to perform
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the functions of the DCS 3000 Multivanguard.

The DCS 3000 Server application is utilized for

|IcDC collection. The DCS 3000 server _applicatism

has protocol d interface modes specific for the PTT
commun j i Ihis is the TICTU"s primary pen-
register interface for follections.

The DCS 3000 VDecoder application is a Vector Sum Excited
Linear Predictor (VSELP) decode software for use with the
proprietaryQPTT Call Content Channel (CCC)

elivery. The DCS 3 ecoder was the first application for

decoding ofl “ ] audio and is an essential application for
TICTU in its current support of field operations.

The DCS 3000 Enhanced Codec application is a
decoding application for i |
a proprietary Qualcomm codec which Booz Allen Hamilton has

integrated into this application to perform audio decode for
qcollect' ns. This application is essential for
collect od audio.

The DCS 3000 viking application is a server application for
the collection ofﬁ%CDc information. This software
also is the gateway Ior all CCC packets in the case of an audio
intercept. It works in conjunction with the ECD to decode audio

packets for intercepts. It is the first developed
application to perform this type of intercept.

The DCS 3000 Tracker application is an integrated
specialized software to graphically display the cell site
location for a targeted subject. This software utilizes the
CALEA location information, collected with lawful authorization,

by requesting global position system (GPS) coordinate information

from a TICTU develope

The training of these applications is currently being
supported by Booz Allen Hamilton personnel. The TICTU presents
a class to FBI Technical agents on the operation and utilization
of the DCS 3000 suite of applications. Since this software is
solely utilized by law enforcement entities there are no
commercially available avenues for training on it's use. TICTU
personnel perform administration of classes to law enforcement
agencies using the DCS 3000 with significant support from
dedicated Booz Allen Hamilton personnel.
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/06/2003
To: Investigative Technology
From: Investigative Technology

Electroni veil 'echnology Section/TICTU/QT-ERF
Contact: 703

Approved By: _Clifford Michagl Jr

Ing
o7C

Drafted By: ehb

Case ID #: 269-HQ-1194267 {Pending)
Title: DCS-3000
Synopsis: To report travel to Newark, New Jersey.

Details: On 11/22/2002, Electronics Technician (ET)

| [traveled to the Newark Field Office (FO) to

assist i1n moving the DCS-3000 collection equipment into the new L
Newark FO. A Cisco 2620 router, two modems, and a DCS-3000 E;"
workstation were installed in the new Central Monitoring Plant. T
The connection for data was rerun to the Philadelphia FO because

the T-1 was not yet installed between Newark and the New York FO.

=Tl |was assisted by Technically Trained Agent (TTA)

of the Newark FO.

ET@ and ET traveled to the
Newark FO during 18-19/2002 to finish installing the DCS-3000
workstations and configure the VoiceBox III. ETs! |and

rack mounted the Cisco 2620 router, ran a -2 networking -
cable, and connected a DCS-3000 workstation for FISA intercepts. k;
ET[_____]programmed routes into the VoiceBox III collection S
system to interface with the firewall and the 2620 router. T E
The T-1 between Newark and the New York FO was installed, but the

incorrect channel bank cards were installed. The correct cards
were brought over to Newark from the New York FO and the circuit

was_up in a few days. ETSE:;;::::]andI were assisted by
TTAE of the Newar .

cC: QT-ERF
QT-ERF s
OT-ERF k7C
QT-ERF
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FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 03/01/2006 Date: 01/04/2006

TO: Anchorage ATTN |
Birmingham
Buffalo
Chicago
Columbia
Dallas
El Paso
Jackson
Jacksonville
Kansas City
Little Rock
Los Angeles
Louisville
Minneapolis
Mobile
New Haven
New Orleans
Cklahoma City
Omaha
Phoenix
Pittsburgh
Richmond
Sacramento
San Diego
San Juan
Seattle
Springfield
WEO

From: Operational Technology

/ Section/TICTU/QT-ERF

Electronic Suryeil e _Technology
Contact: SSA 703

Approved By: | |
Thomas Marcus C
Clifford Michael Jr

Drafted By: tbic

Case ID #: 269-HQ-1194267
Title: DCS-3000

ALL INFORMATION CONTAINED
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To: Albuquerque From: Operational Technology
Re: 269-HQ-1194267 Date: ~01/04/2006
out of

Synopsis: To advise of a T&COPe mmunications Intercept and

Collection Technology Unit (TICTU) training seminar to be held in
San Diego, California.

Details: The TICTU will conduct a two-day seminar on switch-
based intercept concepts and methods in San Diego, California
during 04/12/2006-04/13/2006. The seminar is designed for
Technically-Trained Agents (TTAs) and support personnel who
routinely use collection equipment supported by TICTU. The
seminar will provide training on new DCS-3000 features and
updates on many issues related to switch-based electronic
surveillance. Additionally, the participants will acquire a
current overview of the Communications Assistance for Law
Enforcement Act (CALEA) compliant solutions that
telecommunication carriers use, and an updated description of the
techniques developed by TICTU to provide intercept capabilities
for these carriers' solutions.

This training has been coordinated with the Technical

Personnel Development Unit and is being held on a_regional basis |

A 2
to minimize travel expenses. The ITAR number is 379

The following personnel have been assigned to attend
this seminar. Please respond immediately to any changes in
attendance.

Field Office Attendees

Anchorage .

Birmingham

Buffalo

Chicago

Columbia ‘b6
b7C |

Dallas

El Paso

Jackson

. k2
Jacksonville Sy

Kansas City
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FEDERAL BUREAU OF INVESTIGATION

Pracedence: DEADLINE 03/15/2005 Date: 03/02/2005

To: Albuquerque Attn:
Atlanta
Birmingham
Charlotte
Columbia
Dallas
Denver
El Paso
Honolulu
Houston
Jackson
Jacksonville
Knoxville
Las Vegas 7
Little Rock N
Los Angeles
Memphis
Miami
Mobile
New Orleans
Oklahoma City
Phoenix
Sacramento
San Antonio
San Diego
San Francisco
San Juan
Tampa

From: Investigative Technology
Electronic Surveillance Techn ion/TICTU/QT~-ERF
Contact:l |703-

Approved By: L

Ibs

1 fford Michael Jr 76

Drafted By: | bic

Case ID #: 269-HQ-1194267

Title: DCS-3000

ALL INFOPMATION CONTATHNED
HEREIN IZ UNCLASSIFIED
DATE 06-04-Z007 BY 853179 DM /TAM/KSE./JE
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FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 04/15/2005 Date: 03/24/2005

To: Albany Attn:
Anchorage
Baltimore
Buffalo
Boston
Chicago
Cincinnati
Cleveland
Detroit
Indianapolis
Kansas City
Louisville
Minneapolis b
Milwaukee %3c
Norfolk )
New Haven
Newark
New York
Omaha
Portland
Pittsburgh
Philadelphia
Richmond
Seattle
Springfield
St. Louis
Salt Lake City
WFO

From: Operational Technology

Electronic Survej y Section/TICTU/QT-ERF
Contact: SSA 703

Approved By:

Clifford Michael Jr

&5
~1 &
(@}

Drafted By: tbic

Case ID #: 269-HQ-1194267

Title: DCS-3000

ALL FERI INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIEL .
DATE 06-04-2007 BY 5517% DIH/TAWM/K3E/JE
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To: Albany From: Operational Technology
Re: 269-HQ-1194267

Synopsis: To advise of a Telecommunications Intercept and
Collection Technology Unit (TICTU) training seminar to be held in
Kansas City, Missouri.

Details: The TICTU will conduct a three-day seminar on switch-
based ‘intercept concepts and methods in Kansas City, Missouri
during 05/24/2005-05/26/2005. The seminar is designed for
Technically-Trained Agents (TTAs) and support personnel who
routinely use collection equipment supported by TICTU. The
seminar will provide training on new DCS-3000 features and
updates on many issues related to switch-based electronic
surveillance. Additionally, the participants will acquire a
current overview of the Communications Assistance for law
Enforcement Act (CALEA) compliant solutions that
telecommunication carriers use, and an updated description of the
techniques developed by TICTU to provide intercept capabilities
for these carriers' solutions.

This training has been coordinated with the Technical
Personnel Development Unit and is being held on a regional basis
to minimize travel expenses. An ITAR number will follow at a
later date.

Based on TICTU experience working with the field
offices, it would be most beneficial for the following personnel
to attend the seminar:

Field Office Attendees

Albany

Anchorage

Baltimore

Buffalo b7C

Boston

Chicago

Cincinnati

Cleveland

S35
hiE
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(Rov. 08-28-2000)
FEDERAL BUREAU OF INVESTIGATION
Precedenca: ROUTINE Date: 06/1%/2001
To: Criminal Investigative Attn: k Rm 5155
Finance Rm 6888 (Enc)
Information Resources | Rm 9396

From: Laboratory

Technical Qperations Section/TICTU/QI_ERE
Contact: 703 he
7¢
; Approved By:
Drafted By: t ehb

Case ID #: 269-HQ-1194267
Title: DIGITAL DELIGHT

LT S
Synopsis: The Finance Division, Engineering Contracts Unit, is
requested to modify the Basic Ordering Agreement (BCA), with
Integrated Systems Research (ISR) Corporatioun..

Enclosure(s): FD-369, Number 921714 in the amount of $34 066 and
two quotes from ISR Corporation.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based and off-air telecommunications
intercepts. The TICTU supports both criminal and national
security investigations utilizing telecommunications intercept
techniques. To perform the operations involved with Title III
and Title 50 court ordered surveillance, TICTU must be able to
provide support in a timely manner.

The attached requisition number 921714 dated 06/20/2001,
allocates $34,066 for engineering services to fund the
implementation of tasks FY2001-01 and FY2001-02 received from
ISR.

The FBI negotiated a three year engineering services contract, J-
FBI-96~068, with ISR Corporation which recently expired on
09/30/2000. This contract was negotiated with three option years
which could be exercised at the discretion of the FBI. At this

ALL IWFOPMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 05-04-2007 BY 6517% IWIH/TAM,K3R/{JE
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To: Finance From: Laboratory
Re: 269-HQ-1194267, 06/19/2001

time, the FBI is negotiating a new multi-year contract, Reference
FD-369 #850987, dated 01/31/01.

The Physical Surveillance Unit (PSU), Radio Surveillance Aids

(RSA) has an established standard in place for performing

computer generated mapping. This system is known internal to the
FBI as] ] A standardized mapping system reduces the

amount of training required for field personnel and increases

their proficiency and eff1c1ency as they are not required to A
learn a whole new mapping system with the introduction of each b7E
new tracking device. Not only are all offices are

using the b mapping system, the rsystem software

is installed on all new agents laptop computers. The FBI has a
multi-user license. agreement with ISR which states that an

unlimited number of copies can be distributed throughout the FBI
for use by FBI personnel.

Theg system is used to display latitude and longitude
{lat/long) I'ocations from FBI Global Positioning System (GPS)

tracking devices as well as the estimated lat/long position of a
target transmitter. This lat/long position is calculated using
line-of-bearing information and received signal strength. TICTU

would like to leverage se existing capabilities and ng
update and enhance the |system software to include a new -
data interface for their DCS3000 switch-based collection system.

This new data interfacc will display the GFS location of a

M

serving celisite tower and will include a 'real-time' display of
call detail information received from the DCS3000 system.

It is requested that the pending contract be increased by $34,066
to address the need for these services. Funding for this request
is available under Budget Item 2580JM, Spend Code WLS200.
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~(01726/1998)
FEDERAL BUREAU OF INVESTIGATION
. Precedence: ROUTINE ‘ Date: 12/02/1598
To: Laboratory Attn: QT-ERF
From: Laboratory ‘
Electronig illance Tec logy Section/CIMU/QT-ERF
. " Contact: (703) 6

hic
Approved By: f
[___——IAZ”“?% | ~
Drafted By: ehb .

Case ID #: 2695-HQ-1194267 (Pending)

Title: DIGITAL DELIGHT
TRAVEL TO RALEIGH, NORTH CAROLINA TO INSTALL CUSTOM
AUDIO INTERFACE FOR THE DCS3000 COLLECTION SYSTEM AND
DIGITAL MULTIMEDIA WORKSTATION (DMW)

Synopsis: To report travel to Raleigh, North Carolina on
}1/30—12/01/1998 to install a custom audio interface.

Ty
N

Details: Electronics Technician (ET)

- traveled to Raleiagh, North CarolinAa on 1l1/30-12/01719¢°8 toO
instrll o cuziom anlel tineerface Lo vhe BCSAN0N collecticon
system and the Digital Multimedia Workstation (DMW). The custom
audic interface was built “in-house” by EST-3 and will route call
audio collected by the DCS3000 to the DMW.

41LL INFORMATION CONTATNED

HEREIN IS UNCLASSIFIEL UPL A v gﬂf
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FEDERAL BUREAU OF INVESTIGATION

#

Precedence: ROUTINE Date: 02/01/2001

To: Laboratory Attn QT-ERF
QT-ERF
QT-ERPF

From: Laboratory : ’

Technical Operation i JCTU/QT-
Contact: 703

Approved By: h%/

Drafted By: eh@ygwél

Case ID #: -269—HQ-1194267—/b?Pehding)«
*80-HQ-876~

Title: DIGITAL DELIGHT
ON SITE FIELD SUPPORT

Synopsis: To report travel to Baltimore, Maryland during

N lar AmlAanna

Ty
~1 Gy

(@]

Wdip et e Ay e - ].b6
) . b7C

Details: At the request of the Baltimore Division, Electronics
Technician (ET) traveled to Baltimore,
Maryland to insta a DCS300 itle LII Client system, which
would assist with a fugitive hunt.

A DCS3000 Title II1I Client workstation to perform!

Jbased intercepts and wide area networking equipmenC were

installed at the Baltimore Field Office.

‘ BT Iutilized a prototyﬁe software applicat
which he developed 'in-house', to provide a 'real-time' display

of serving cellsite data on a computer mapping application.

ion,

This

information proved to be invaluable to the Baltimore FBI Fugitive
Task Force and greatly assisted them in their efforts in locating.

the fugitive in Atlanta, Georgia.
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FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 04/18/2000
To: Laboratory Attn: T-ERF
QT-ERF
QT-ERF

From: Laboratory

Technica jons Section/TICTU/QIERE N
Contact: 703 gff

Approved By: hTM[mre|RET
e (RET .

: o
Drafted By: ehbw/

Case ID #: ,80-HQ-876— =5
269-HQ-1194267 1\ ({’ending)

Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT

Synopsis: To report travel to Minneapolis, Minnesota on
N47101-.14 /')nnn

Details: At the request of the Minneapolis Division, Electronics

Technician (ET)[ ] traveled to Minneadolis,
Minnesota, Lo imnsta WO 3000 Title I1I workstations and o2

working sguipyment to perform interceptg—on tfargets using bGN
telephones. ET deployed t;“
networking equilp CS3000 Client wdlPTRETITIOnS at the TE

Minneapolis Field Office (FOQ), Minneapolis Police Department .
nd the Minnesota Bureau of Criminal Apprehension {(MnBCA) .

configured a Cisco 2600 Series router in
o create a wide area network betwee

FBI, MPD and MnBCH.

assisted a Fugitive Apprehension Task Force b2
[:ff%:fﬁo, separate ugltlve searches by utilizing a prototype, &

cellsitg database appllcatlon This application, nIC
esigned by ET| I rresﬁammf-h wirtually any L7E
) n “Of

UPLOADED .

_ ALL INFORMATION CONTAIHED
MAY 15 2000 HEREIN 13 UNCLASSIFIED
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From: Laboratory
(Pending), 04/18/2000

7 A ET!

provided technical assistance to the
C and assisted theirsefforta to rnerform T4t

nneapolis IT

ntercepts on_targets utilizing ¥
.o kY e Ty
" gservices. ET t gpecial Agernt of the

Minneapolis F

assisted ith the development of

switch translations which will provide law
TIC W1 intercept capabilities forl |

telephones.
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