U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

October 22, 2007
FOUNDATION
1

Subject: SYSTEM DCS-3000 and RED HOOK
FOIPA No. 1056287- 000 and FOIPA#1056307-1

Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exermnpt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

®(b)(1) B(b)(7)A) 0(d)()
®(b)(2) B(b)(7)(B) 2()(2)
O(b)(3) ®(b}7)(C) a(k)(1)

®(b)X7)(D) a(kx2)

®(b)(7)(E) O(k)(3)

S(b)(7)(F) O(k)(4)
O(b)(4) O(b)(8) O(k)(5)
®(b)(5) B(b)(©) a(k)(6)
®(b)(6) Bk 7)

909 page(s) were reviewed and 564 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Director, Office of Information and Privacy, U.S. Department of Justice,1425

New York Ave., NW, Suite 11050, Washington, D.C. 20530-0001 within sixty days from the

date of this letter. The envelope and the letter should be clearly marked “Freedom of Information
Appeal” or “Information Appeal.” Please cite the FOIPA number assigned to your request so that it
may be easily identified.



O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

See additional information which follows.

Sincerely yours,

Brliald

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

Please be advised that this is the sixth interim release as ordered by the court on May 7, 2007 for
documents concerning surveillance systems known as DCS-3000 and Red Hook.

The first page of this correspondence reflects that 909 pages were reviewed for this release. There were
actually 1,209 pages reviewed, however, after a review by the technical operations group that manages the system,
they determined that 300 pages of this material was not responsive to the request.

A decision has not been made concerning your request for a waiver of fees. We will be corresponding
with you concerning that request in the near future. In the interim, we are providing you with the enclosed documents.
Pursuant to Title 28, Code of Federal Regulations, Section 16.11, there is a fee of ten cents per page for duplication.

No fees are assessed for the first 100 pages. If it is determined that you do not qualify for a fee waiver, duplication fees
will be assessed accordingly.



EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

()(1)  (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

(b)(2) related solely to the internal personnel rules and practices of an agency;

(b)(3) ° specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

(b)(6)  personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7)  records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endariger the life or
physical safety of any individual;

(b)(8)  contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

(b)(9)  geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
(d)(5) information compiled in reasonable anticipation of a civil action proceeding;

()(2)  material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

(k)(1)  information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

(k)(2)  investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

(k)(@)  required by statute to be maintained and used solely as statistical records;

(&)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

(k)(7)  material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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(01726/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/02/1698
To: Laboratory . Attn: Mr. McDevitt, QT-ERF

From: Laboratory

Electroni i gy Sectd 1/QT-ERF
Contact: {703)

Approved By: FWMW '

. : ’(f,/&‘ .. I

: tiﬁhgﬁfj/ I
Drafted By: '

Case ID #: 269-HQ-1194267 (Pending)

~3 O
3

Title: DIGITAL DELIGHT
TRAVEL TO PITTSBURGH, PENNSYLVANIA TO INSTALL DCS3000
COLLECTION SYSTEM

Synopsis: To report travel to Pittsburgh, Pennsylvania on

o 11/22-25/1998 to install a DCS2000 collection system.

b6

ke D ilg- crronics Technicians' (ETs)| |

b7E traveled to Pittsburgh, Pennsylvania on
11/22-25/15088 to install a DCS3000..cellection system. . The
instaiiarion of “we opotam gus witheno petident, however, the

O

syspam [ajled to collect the target’s pen register information.
ETsl iscoveggd du;ﬁng troubleshooting that the
Informacion being from th switch to the DCS3000 was --
in an incompatible format.l !had failed to
inform the Pittsburgh DivisIOn OL & Switc Oltware upgrade

installed byl |during the week of 11/16/1998.

ETs hastily developed a| |
| | app purpose of collecting call
information from switch. ETs |

collected 1.44M of sample call data from the
utilizing a test phone and simulating multiple call scenarios.
The sample call data was returned to Quantico so EST-3 could

develop a software ‘patch’ for the DCS3000 collection system. Eé

. : e

. The :IJ application developed by ETs LR
is currently

E;;:::] being used as an interim collection system
while Pittsburgh Division awaits the delivery of the DCS3000

software “patch”.

?

&LL INFORPMATION CONTAINED #1056782-000 -
HEREIN IS UNCLASSIFIED

DATE 06-01-2007 BY 55173 LMH/TAM/K3R/JH e, ey QE\ i 2 - oo
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. 2
ISR TASK AUTHORIZATION bTE
L - Modin_______|to work witl |ntertace
Customer Request ID:
Contract Number: , Proposed
ISR Task Number: . 2-101-03
Statement of Problem: [____Jupports only one instance of bnd does

NOT possess an interface for the purpose of receiving and displaying DCS3000 (switch) information that is recexved
'real-time' from the Central Mouitoring Plant (CMP).

Proposed Solution:

Laboratory testing conducted by TICTU personnel ET
nf iability to simultaneously display multiple instances of
il display the correct geographical coordinates of

isi T the problem. The problem occurs when a user attempts to
assigned for use with multiple instances o

utomatically 'linked' to th instance that is

designated Therefore ALL sul tances ‘track’ on the coordinates of the
nstance that is designated as he user is unable to independently assign aI |

mstance wi ce and ultunately sees multiple Lme-Of Bearing/Signal Strength Circle displays all
associated with the mstance desngnated as

- . S %dﬂlul w properiy display iie conreui Line-Of-Beacing/Signa) Strength urcle is NU’I
an issuié. Testmg ver D[D display the correct information - but only at the wronE

. instance.
(Note: Any i i :Range Table or suggested use of multiple Range Tables shall be
ignored! Al instances will utilize the SAME Range Table.)
PROPOSAL: Modi that it s rts multi le instances o Lie

I_m;hu.bj]imlto designat . |

PROBLEM:q‘)es NOT possess an interface for the purpose of receiving and displaying DCS3000
(switch) information is received ‘real-time’ from the Central Monitoring Plant (CMP).

PROPOSAL: Develop a DCS interface which will a

and carriage return/line feed delimiters th:
[ Jrhe ASCII information will be displayed m a

k6

b7

automatically to display the most recent data. When the DCS interface receives an
Qghmcter sﬁng,bﬂl automatically displayl

coordinates.

ALL INFORMATION CONTAINED o . b7E
HEREIN IS UNCLASSIFIEL
DLTE 05-01-2007 BY 55175 DMH/ESR/JB

e
f7C

(1)



file:///nterface
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h7E

PROPOSED ADDITIONS] |SOFTWARE APPLICATION

PROBLEM: :does NOT possess an interface for the purpose of receiving and displaying
DCS3000 (switch) information that is received 'real-time’ from the Central
- Monitoring Plant (CMP). '

PROPOSAL: Develop a DCS interface which will accept ASCIL consisting of Call Detail
. . ! . ivers tha tlﬁLg_L_—l -
I The ASCI information will be L7E
displayed m a] | automatically to display the most recent
data. When the DCS interface receives an ASCII string that contains the Igharacter
string, Iw:]] automatically display
coordinates.

(2)




- Here’s a diagram depicting thtbcswoo driver in operation... . ' Page 1 of 1

Here’s a diagram depicting the (DCS3000 driver in operation. .. g ——

A ‘beta’ driver is expected to be available within 2 weeks. This will allow evaluation and us to
perform testing on ‘our’ custom app to perform data mux and demux. Our initial efforts will focus on
those areas depicted with the Green, Red, Fuchsia and heavy Black arrows. If favorable results are
achieved, phase 2 will be to focus on those areas depicted by the Orange and Blue arrows.

, b2
3 b7

06/19/2001




Requirements ***For Official Use Only*** Version 4.0

2. SCOPE

The overall mission for surveillance van integration is to enhance cell tracking capabilities by leveraging
a wireless link to acquire real time pen register data to integrate with tracking applications GPS van
location readings, and cellular surveillance data. This document defines the minimum functional and

‘W& elements within Wireless Intercept and Tracking Team’s (WITT)

and to interface these vans to associated external systems, referred

“to as| i

Because implementation of all requirements at once would delay the availability of initial functionality,
the requirements are broken into two categories. The Complete category in the second column define the
full set of requirements for an ideal solution to be implemented-in further stages (see Figure 1).

b
b7E

SWITCH-BASED
INTERCEPT
(DCS3000 & CCU)

cpfe . 0+
-~
.

e o i R e en

-

1
Figure 1: High Level Architecture (Complete Solution)

The Initial category in the first column of the requirements tables defines the core requirements for an
interim solution intended to be released during 3Q04 (see Figure 2). This solution is based on existing
capabilities and solutions available from core elements. Surveillance equipment will operate '

" independently of any other systems, and tracking software may include independent operation of
I Epplications. The cell phone controller software likely will be a value
added feature purchased with the cellular data terminal. Minimal development will be required to

introduce core functionality into a Central Command and Control Unit, and many elements w1ll be
integrated for the first time.

b7E




Requirements ' ***For Official Use Only*** Version 4.0

2.2

Thel K(see Figure 4) leverages a collection platform whose development is managed by

The Switched Based Intercept Team (SBIT). This system, the DCS3000, is a switch-based surveillance
collection system that gathers CALEA data for presentation to law enforcement. The Central Command
and Control Unit (CCU) will be developed as a distribution element for selecting, formatting, translatmg
and routing of data from the DCS3000 and among the field deployed equipment.

bz
bh7E

/

DCS3000

Gr—-

Figure 4:
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Requirements ***For Official Use Only*** " Version 4.0
Number bz Initial { . Complete
1.3-5 bR
1.3-6
1.3-7 Event-based time stamps shall derive from
the DCS3000’s collected [AP data

3.1.4. Tracking Applicition(s)

Number , Initial : Coamanlate !
1.4-1
1.4-2 i
) 2
h7E
1.4-3 [
144 '

10
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b7E

]Requirements

***For Official Use Only***

Version 4.0

Number

Initial -

Complete

The Mobile Data Terminal shall meet
appropriate FBI security polity

3.3.TERRESTRIAL SYSTEM

Te;'restrial system requirements cover the DCS3000, CCU, and wireless data network.

"3.3.1. DCS3000

Number

Initial -

Complete

3-1

The DCS3000 shall use a standard interface
to output data

3-2 The DCS3000 shall allow custom The DCS3000 should allow autobaud
configuration of standard interface configuration
parameters, such as baud rate (between
1200 and 19.6k), parity, and start/stop bit;
this shall be manageable from a GUI
3-3 The DCS3000 shall allow multiple cases to
operate simultaneously and without
interference
3-4 The DCS3000 shall be capable of outputting | The DCS3000 shall be capable of outputting
o real iime collected pen register data all real time collected pen register data
3-5 The DCS3000 shall be capable of] |
3-6 Security? (application-level end to end, such | Security? (application-level end to end, such

as bit shuffling and reverse ordering)

as PKI)

Several existing design characteristics for the DCS3000 will need to be considered for an initial
integration effort:

Curren

An add,,tiona! !can be configured to provide cell face

The DCS300

The DCS3000 allocates one comm port per case o
An unlimited number od ican be added and conﬁgured

|provide real]

security

time to the associated comm port

16

ransmits over an port with the

ine cut to ensure proper

Data is formatted in coordination with the desigﬁ forl |
» The DCS3000 Tracker feature will enable a dump of selected surveillance datato be passed real-

b2
7B
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Requirements ***For Official Use Only*** Version 4.0
Number Initial Complete
4.1-5 The CCU interface to the DCS3000 shall | The CCU should allow autobaud
allow custom configuration of standard configuration
is e interface parameters, such as baud rate
(between 1200 and 19.6k), parity, and
| start/stop bit; this shall be manageable
from a GUI o
4.1-6 The CCU shall ensure the identity (e.g., GUIDELINES SHOULD INCREASE AS
login, caller ID) of any user attempting THE SCOPE OF DCS MESSAGING
access or responding to calls from the INCREASES
CCU, consistent with FBI security
A guidelines ' :
4.1-7 The CCU shall ensure that data transmitted | GUIDELINES SHOULD INCREASE AS
to and received from users are encrypted | THE SCOPE OF DCS MESSAGING
sufficiently to meet FBI security INCREASES
guidelines
4.1-8 | The CCU shall provide a means to
configur®, view, and manage interfaces
with and between the DCS3000 and
wireless data networks, including case
numbers, ports, routing tables, and means
of interconnect (e.g., dial-out numbers)
4.1-9° The CCU shall enable mobile users (e.g.,
vans) to receive associated real-time and
“| non-real-time data by dial-in or dial-out |
means ) o
4.1-10 The CCU should connect via VPN t wireless
data networks to enable “always on” service
4.1-11 The CCU shall incorporate a means to

provide stored log file data to mobile users
automatically and when requested,
depending on the mobile user’s configured
profile; the quantity and parameters of the
data shall be selectable by the mobile user or
pre-configurable in the CCU’s mobile user
profile configuration. Envisioned steps
include

e Most recent
Last minute
Last 5 minutes
Last 15 minutes
Last hour
Last 8 hours
Last 24 hours
All

18




To: Finance From: Laboratory
Re: 269-HQ-1194267, 07/05/2001

cption years which could be exercised at the discretion of the
FBI. At this time, the FBI is negotiating a new multi-year
contract, Reference FD-369 #850987, dated 01/31/2001.

The Physical Surveillance Unit, Radio Surveillance Aids
nas an established standard in place for performing computer
generated mapping. This system is known internal to the FBI as

[:f;;;;;;:l A standardized mapping system reduces the amount of
CL equired for field personnel and increases their
croficiency and effiiciency as they are not required to learn a
whole new mapping system with the introduction of each new
tracking device. Not only are all FBI field offices using the
Wintrack mapping system, the system software is
installed on all new agents' laptop computers.. The FBI has a
multi-user license agreement with ISR which states that an
unlimited number of copies can be distributed throughout the FBI

* for use by FBI personnel. - b2

-

The[ . ]system is used to display latitude and
longitude (lat/long) locations from FBI Global Positioning Svstem
(GPS) tracking devices as well as the estimated lat/long position
of a target transmitter. This lat/long position is calculated
using line-of-bearing information and received signal strength.

" The TICTU would like to leverage upon these existing capabilities
and update and enhance the[f::f;;;:lsystem software to include a.
mew dare interface for theif Tonw switch-based coltlection B
‘system. This new data interface will display the GPS location of
a serving cellsite tower and will include a 'real-time' display

of call detail information received from the DCS3000 system.

It is requested that the pending contract be increased
oy $34,066 to address the need for these services. Funding for
this request is available under Budget Item 2580JM, Spend Code
WNLS201.

(18]

¥
b7E




‘.—' g .Message c O Page 1 of 2
| loTD) (FBI) b6
7

From: | o) (FBI)
Sent:  Monday, November 08, 2004 2:21 PM
To: | | 1TD) (CON)

Subject: RE: Nov 17 EOSO Orientation

UNCLASSIFIED
NON-RECORD

Please contac: Thanks,[___]

--==-0r nmaLMsmeﬂ L6
From ITD) (CON) b7
Ser'n_ r 08, 2004 1:22 PM

Yo: ) (FBI) L(LID) (FBY)

Cei (ITD) (FBI ITD) (CON)

Subject: Nov 17 EOSC Orientation

UNCLASSIFIED

NON-RECORD

513
:(conﬁrmed schedule below) b7C

:ref: orientation presentation pending

Will you be able to present for the upcoming orientation. if not, can you advise of a recommended
replacement.

Your involvement in the past has been an important factor to the overall success of the orientation and |
hope that your schedule will allow you to participate again. The technology manager portion of the
program is scheduled for Wednesday, 17 November from 1:45-2:45 and 3:00 to 4:00 (a short break
scheduled between sessions). Please let me know if you {or a designated alternate) would be available,

b2
1:45-2:15 DCS3000 | I (pending) %ﬁc
2:115-245 [ [pending) oTE
2:45-3:00 Break
3:00-3:30 DCS5000 [confirmed)
3:30-4:00 DCS6000 tonfirmed)

Thanks in advance for your time. | look forward to your feedback regarding participation. Please call me
with any guestions you may have.

bé
Sl |

Electronic Surveillance Operations Support Office (EOSO)
Electronic Surveillance Technology Section (ESTS)

Investigative Technology Division (ITD)

540 Desk) ALL INFORMATION CONTATMEL
%] 540 Fax) HEREIN I3 UNCLAZSIFIED
ba DATE D6-D1-2007 BEY 65178 DMH,/TAM/ESR/JB
kg

10/5/2006
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» Message Q ° . Page 1 of 2

loTD) (FBI) L
bhC
From: ITD) (FBI)
Sent: Wednesday, August 04, 2004 7:52 AM
To: | [iTD) (cON)
Subject: RE: EOSO Orientation Iog
h7o
UNCLASSIFIED
NON-RECORD

peal ]
Sorry... | will be on Lﬁgvg 23-27 Agﬁ. b6
I_H.Pnﬂfl ly (t can provide his expertise on my behaif. bL7¢
70

I

----- Original Message--—--

Fro ITD) (CON)
Sent: Tu Auqust 03, 2004 3.35 BM.
To: Jro) () T2 I
T1D) (FBI TTD) (FBL) TTDI (T Bl
< 4 FIT5) (CoN)] k) (Fe1); b6
1TD) (FBI) [TTD) (CON) 7C

Subject: EOSO Orientation

UNCLASSIFIED

NON-RECORD

Our next new employee orientation is quickly approaching. Your involvement in the past has been an
important factor to the overall success of the orientation and | hope that your schedule will aliow you to
participate again. The technology manager portion of the program is scheduled on Wednesday, 25 August
from 1:45-2:45 and 3:00 to 4:00 (a short break scheduled between sessions). Please let me know if you
(or a designated alternate) wouid be available as noted below. Thanks in advance.

1:45-2:15 DCS3000]} |
2:15-2:45 |
2:45 - 3:00 reak
3:00-3:30 DCS5000
3:30-4:00 DCS6000

I Ihas done this for us previously. Please contact me at your convenience to
discuss. Thanks again!

LE@EFL Operations Support Office (EOSO)
54

be
Ty 7C ALL INFOPMATION CONTAINED
B HEFEIN I35 TNCLASIIFIED
UNCLASSIFIED DATE 05-01-2007 BY 65179 DIMH/TAMKSR/JE

10/5/2006
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Message . | ‘ Page 1 of 1

ke
b7c

(OTD) (FBI)

From: TD) (FBI)

Sent:  Thursday, August 05, 2004 10:40 AM -
To: l l(ITD) (FBI) }bQE

Subject: RE: Pen Register, Telephone Applications

SENSITIVE BUT UNCLASSIFIED
NON-RECORD e

FYl- Boss - | will be on AL August 25, 26 and 27th.

| o) (FaI)

£ 05, 2004 10:16 AM b6
(OGC) (FBI) k7C
ecD) (CQN): I(ITD) (FBI); |(rD) (FBI);

(ITD) (FBI) ITD) (FBI) (ITD) (FBI);

i (ITD) (FBL
Subject: Pen Register, elephone Applications -

SENSITIVE BUT UNCLASSIFIED b7E
b6 NON-RECORD

iC
! aml Ifor the Telecommunications Intercept and Collection
Technology Un . unit is responsible for providing electronic surveillance equipment h2
mf 7

to ali FBI field offices. This equipment ranges from the 1033 unit, the acsimile intercept equipment, LTE
the DCS-3000 (switched based equipment), the DCS-5000 (FISA plal . and the DCS-6000 (criminal

platform). | am contacting you to schedule a meeting of all parties listed in t . (and any you deem

-necessary) to meet here at ERF and work towards written guidance with the| FISA incoming data and

what classification before telephone applications.

TICTU is currently receiving increased communications from the field offices as to the direction to follow. |
am providing two possible dates to meet: Thursday, August 26, at 10:00 a.m. or Friday, September 3rd at
10:00 a.m. Please advise of the date you prefer, and if additional information is needed before we meet. |
can be contacted via e-mail or by telephone 703' | await your response.

ke
b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

BLL INFOPMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE (5~01-2007 BY 55175 LMh/TAM/KSR./JE

10/5/2006
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OTD) (FBI) bé
L7C
From:
Sent:
To:
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b6
h7C

-----Original M e
From: TD) (FBI)

Sent: 2, 2006 8.5
To: {OTD) (FBI) TD) (FBI); TD) (FBI); OTD) (FBI}
Ca | I(OTD) (FBI OTD) (FB (OTD) (FB!

y Friday 3/24

Subject: FW: IT Information Request - Need

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please coordinate a response to]__ |

All, P! message and ascertain your costs associated with the listed systems/projects. Please provide this
info t by Thursday, 3/23/086.

Please assisDwith a coordinated response tq ] Note deadline of 3/24/06. Reminders as
necessary. Thanks.

mme!pt and Collection Technology Unit (TICTU)

Electronic Surveillance Technology Section ba
Operational Technology Division b7
Qu i “
703

-----QOriginal M o

From: I IOTD) (FBI)
Sent: 4:11 PM
To:

Ce:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24.

EDMS - IT Interface

DCS 6000 - T Interface &LL INFORMATION COWNTAINED
DCS 3000 - IT Interface HEREIN I3 UNCLASSIFIED
DCSNet (CALEA transport) DATE 05-01-2007 BY 5517% DMH/TAM/K3R/JE




hOTD! (FBI)
From: TD) (CON)
Sent: ctober 04, 2 12:11 PM
To: (OTD) (ERI OTD) (FB fotD)
Q1D B OTD ON);
OTRL(CON) ITD) (CONY
OTD) (FB OR JAQ,I
~TCON], QTV(CONT . J(OTD)(FBI
L OTD ORN {OTD) (EBD) :
b6 (OTDYCON; m—mmm—
Ib;/. -~ DY (EBL OTD BI)]
.— " DYICON :
orD)(FBN ____ HOIDL(CON
O D) ( EEI) [OT10) (FBl) rexinw(== NN
OTD N)I (O ON
(D) (CONJ JO D) (CON) (OTD) (FBI);
{OTD) ( QTIDMCON)]
(o1In)X(Z:1)) I D) (FB)]
[ JotoyrByy __ J(OTD)(CON),
o Jomo el
Subject: FW: Immediate action required
Importance: High
Follow Up Flag: Read
Flag Status: Flagged
UNCLASSIFIED

NON-RECORD

Please see:nail below. Thanks.

----- Qriginal M = i
From: I !OTD) (FBI)
Sent: nesda’ r :02 AM

To: TD) (CON)

Subject: mmediate acton required!

Importance: High

UNCLASSIFIED

NON-RECORD
ke
b7

please forward to the Unit.

All,

In an effort to answer a FOIA request, | am requesting that all TICTU employees and contractors immediately do a word

search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 30

(variations of the same term). If a document or e-mail is located print it and bring the hard copy to

- rDCS3000"
for compilation.

I need this accomplished ASAP. [f there is a negative response - | need that also.
ALL INFORMATION CONTAINEL
1 HEREIN IS UNCLASSIFIED
DATE D6-01-2007 BEY 65175 DMH,/TAM/E3R/JB




; o . .e

MessageFrom (ER) (CON)
" Sent: Monday, May 10, 2004 12:01 PM
To{ LER) (FBD{ YER) (FBI)|
. [CIenesy —_ R @By [ER) (CoN)
52 Subject: RE: Applying Secret Stickers ¢ Equipt at Installs
b2 j g | [Eauip
oI UNCLASSIFIED
NON-RECORD

Although ERF/DCSP/Raytheon can be delegated responsibility for ensuring stickers are applied, this task
should really be done by the site. Systems don't become classified until the site starts to input information
- sometimes months after the installation. Having other than site personnel responsible for marking
systems/drives would be feasible only in cases when the system went classified during the install. It'san
easy task to apply stickers to the outside of the "boxes", but each hard drive needs to be marked as well.

FYI - During the Fort Worth installation, I noticed that the hard drives that were pulled from the system
- for shipping - didn'thave any markings. They intended to wipe the drives and reuse in unclassified
machines. I told them that the FBI's policy, as  know it today, is that the drives remain secret regardless
of wiping procedures. This policy needs to be given to all DCSPs.

v/I.

-----Original Message---— _
From R) (FBI)

Sent: Monday, May 10, 2004 8:39 AM
To| keR) (FBD] |ER) FBD); 15V
(FBI) (ER) (CON)f ‘ [ER) (CON) b7C
uipt at Installs

Subject: Applying Secret Stickers to b7E

UNCLASSIFIED
NON-RECORD

Gang,

Whie visiting San Juan last week, I noticed that there weren't any "SECRET" stickers applied to any of
thy ﬁquipt. That would include the FAS, thd and the DCS-5000 half-rack system.

Also, there 1s a need to install a large UPS for the DCS-3000 One Way Push machines (2) and th

ALL INFOPMATION CONTATHED ho
HEFEIN IS UNCLASSIFIED , LTE
'DATE 05-01-2007 BY 55179 LMH/TAM/K5R/JE '
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v (Rev.01-31-2003)

. FEDERAL BUREAU OF INVESTIGATION
N Precedence: ROUTINE : Date: 05/13/2005
To: Finance . . Attn:
com e
‘Criminal Investigativé Attn:
Room 5155

From: Operational Technoloéy . e
Electronic Surveillance Technology Section/TICTU/QT-ERF 7
Contact: I I 703 ’ .

Approved By: Nt "
: omas Marcus Y el

-

.

l
. | =
3 | /8 .
Drafted By: 1?%%3,' ' 2
L . , . . b7E
Case ID #: 269-HQ-1194267-HW .
_Title: DCS-3000
Synopais: - Approve the purchase -of 100 eachl‘ ]
Ieverything modems to support the DCS-3000 program. .

Enclosure{sl: FD-369 01606 in the amount of. $22,781.00 and’
guotes from| Migsion Critical Needs Statement.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based telecommunications intercepts. .
The TICTU supports criminal, national security, and foreign
"counterintelligence investigations utilizing telecommunications
intercept technigques. To perform the operations involving Title’
III, Title 50 court ordered surveillarice, .and the DCS-5000 ‘
program, TICTU must be able to prov1de,support in a timely
manner. ‘

Attached is requisition #E001606 in the amount.of
22,781 .00 for the procurement of 100 each|
everything modems. _
' : k2 ’
hiE

4PLOADED
ALL INFOPMATION CONTATNED 2
HEREIN IS UNCLASSIFIED . - h7E
DLTE (5-01-2007 BY 5517% DUH/TAN/KSR/JE “AY 2 4‘ ZQDS

g.0.!
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To: PFinance From: Operational Technology
Re: 269-HQ-1194267, 05/13/2005

The requested equipment is required- to support sw1tch—l

.based intercepts for national security investigations. This

equipment will be used to egress Communications Assistance for
Law Enforcement Act (CALEA) data in support of electronic
surveillance (ELSUR) operations. The equipment will be
integrated with the FBI's DCS-3000 systems.

. . Funding in the amount of $22,781.00.00 is available
from Subobject Classification 573109, Budget Item JM.

r
£

2 h1E




Mission Critical Needs Statement

The Telecommunications ‘Intercept and Collection Technology
Unit (TICTU) is responsible for the development, deployment, and
support of access and collection technologies to perform
lawfully authorized electronic surveillance of 4
telecommunications services. The TICTU is engaged in a number
of rapidly developing and changing telecommunications activities
and projects that require program planning, reguirements
development, development, deployment, support of collection
systems, and industry liaison and coordination support. In
order to accomplish its mission, the TICTU requires the ;
continued support and augmentation of its current capabilities.

The requested ecuipment is required to support switch-based
intercepts for national security investigations. This eguipment
will be used to egress Communications Assistance for Law
Enforcement Act (CALEA) data in support of ELSUR collections.
The equipment will be integrated with the FBI's enterprise
collections system (DSC-3000) to support collections.

Please process the attached requlsltlon on an ‘“urgent and

compelling need” basis so that the necessary critical
engineering services may continue without ‘interruption.

Approval

OTD Assistait Directbr - ' Date

oo Gtlirar | 22m of

ALL INFORMATION CIOWTAINED
HEREIN IS UNCLASSIFIED -
DATE 05-01-2007 BY 55179 LMH/TAN/K5R/JE
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§"' FEDERAL BUREAU OF INVESTIGATION
A Precedence: ROUTINE | Date: 05/13/2006
" Tp: Finance Attn: |
) ) oot 8502 (BIC)
Criminal Investigative Attn:l
oom Sido
From: Operational Technoiogy ,
ké . : Electronig Surveillance Techno i n/TICTU/QT-ggF
b7C ' Contact: 703 S

Approved By: [ J{,@%//'

Thomas Marcus C pn ¢

Drafted By: L n

Case ID #: 269-HQ-1194267—4) L7E
Title: DCS-3000

Synopsis: Apprcve the purchase of 50 each and
50 eachl iconverter to suppor e DCS-3000 ’

program.

Enclosure(s): FD-369, #E001607 in the amount of $87,200.88 and
quote from CDWG, IT Acquisition Form, Mission Critical Needs
Statement. .

Details: The Telecommunications Intercept and Collection
Technclogy Unit (TICTU)} is the primary development, deployment,
and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign i
counterintelligénce investigations utilizing telecommunications
intercept techniques. To perform the operations involving Title
I1II, Title 50 court ordered surveillance, and the DCS-3000 xh
program, TICTU must be able to provide support. in a timely
manner., ’ : =
_ o : b7E
Attached is requisition #E001607, in the amount of
$87,200.88 for the procurement of 50 each /| | and 50
each v converter. The systems will be modified to';

&4LL INFOPMATION CONTAINED .
HEREIN I3 UNCLASSIFIED .
DATE 0§-01-Z007 BY 55179 DHH/TAM/KSB/JE Up L 0 A D E D

MAY 1 8 2005
§.0. )
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To: Finance From: uperational Technology
Re: 269-HQ-1194267, 05/13/2005

meet the programs specifications. As the units are'completed,
the systems will be deployed to the field offices as needed.

The reqguested equlpment ig required to support switch-
based intercepts for national security investigations. This B
eguipment will be used to access and intercept call content data
from Commuications Assistance for Law Enforcement. Act- -compliant
switches. The equipment will be integrated with the FBI's
enterprise collections system (DSC-3000) to support collectionsﬁ

Funding in the amount of $87,200.88 is available from;
Subobject Classifications 573109 and 552580, Budget Item JM.

-

he
k78
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o ' FEDERAL BUREAU OF INVESTIGATION

t ' '
Precedence: ROUTINE Date: 05/05/2005 :
. . :;
To: - Finance Attn: | | '
. QT -KERE (Enc) :
Criminal Investigative Attn: | ] e
rRoom 5155 i ) b7C
From: Operational Technology , ' :
Electroni vej chnol ign/TICTU/QT-ERF
Contact: 7031 iy
Approved By: | | peAs g
S Thomas Marcus C k. «Lpr"
Clifford Michael Jr ns—"
— 7 |
) ] | | - b2
Drafted By: ln% P
Case ID #: 269—HQ-1194267f4,D ' :
Title: DCS-3000
Synopéis: Approve the purchase of 43 each TS250 ISDN Test Sets.
to support the DCS-3000 program. .
Enclosure(s); FD-369, #F001555 in the amount of $75.449.52 and
quotes from S
Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
-and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. To perform the operations involving Title
III, Title 50 court ordered surveillance, and the DCS-3000 ‘
program, TICTU must be able to provide support in a timely
manner.
b2
Attached is requisition #E00155%.dn the amoupnt of - Db7E
$75,449.52 for the procurement of 43 each] |
UWPLOADED
ALL INFORPMATION CONTAINED \
HEFEIN IS UNCLASSIFIED ) MAY 17 2003
DATE 05-01-Z007 BY /5179 DHMH/TAN/KSB./JE g 6.1

¥
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FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 04/15/2005

Date: 03/25/2005

To: Albany Attn:
Anchorage
Baltimore
Buffalo
Boston
Chicago
Cincinnati
Cleveland-
Detroit
Indianapolis
Kansas City
Louisville
Minneapolis hs
Milwaukee
Norfolk

- New Haven
Newark-
New York
Omaha
Portland -
Pittsburgh
Philadelphia
Richmond
Seattle
‘Springfield
St. Louis
Salt Lake City
WFO '

From: Operational Technology

}gg;gm;g;;&u;ggﬁlance Technolo y Sectlon/TICTU/QT -ERF
Contact: 703

Approved By: L_ k}iﬁ
' Thomas Marene O

c__/,qm/-/
T

k6

Z b7C
1
Drafted By: : %ft/
Case ID #: 269-HQ-1194267 —H)
Title: DCS-~-3000
4LL INFOPMATION CONTAINED
HEREIN I% UNCLASSIFIED ‘
DATE (6-01-2007 BY 65179 DMH/TAM/KSR./JE
: UPLOADED b
©b7E
APR 17 2005

§.0.1
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migp

v  Precedence: DEADLINE 04/15/2005

To: Albany

* Anchorage
Baltimore
Buffalo

. Boston
Chicago
Cincinnati
Cleveland
Detroit-
Indianapolis
Kansas City
Louisville
Minneapolis
Milwaukee
Norfolk
New Haven
Newark
New York
Omaha
Portland
Pittsburgh
Philadelphia
Richmond
Seattle
Sptingfield
St. Louis
Salt Lake City
WEO

From: Operational Technology
Electronic Surveillance Technology Ssg
703

Contact:

SSA

- ' FEDERAL BUREAU OF INVESTIGATION

Date: 03/24/2005

Attn

.be
b7C

2 B

Approved By:

e

o o

Drafted By:

= bié{)ﬁ?/

Case ID #: 269*HQ~1194267"4ﬂog

Title: DCS-3000

ALL INFORMATION CONTAINED
HEREIN I3 UNCLA3SIIFIEL

gPLOADER

DATE 06-01-2007 BY 65173 DHMH/TAM/K5R/JB MAR 30 2005
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To: Albany Froﬁ: Operationa. Technology
Re: 269-HQ-1194267

Synopsis: To advise of a Telecommunications Intercept and .
Collection Technology Unlt (TICTU) training 'seminar to be held in
Kansas City, - Mlssourl '

Details: The TICTU will conduct a three-day seminar .on switch-
based intercept concepts and methHods in Kansas City, Missouri
during 05/24/2005-05/26/2005. The seminar is designed for
Technically-Trained Agents (TTAs) and support personnel who
routinely use collection equipment supported by TICTU. The
seminar will provide training on new DCS-3000 features and
updates on many issues related to switch~based electronic
surveillance. Additionally, the participants will acquire a
current overview of the Communications Assistance for Law
Enforcement Act (CALEA)} compliant solutions that :
telecommunication carriers use, and an updated description of the
techniques developed by TICTU to provide intercept capabilities
for these carriers' solutions. ‘

This training has been coordlnated with thé Technical
Personnel Development Unit and is being held on a regional basis
to minimize travel expenses An ITAR number will follow at a
later date. '

Based on TICTU experience working with the field
offices, it would be most beneflclal for the following personnel
to attend the seminar: ‘ S

Field OFfice Attendees

Albany

Anchorage b7C

Baltimore

Buffalo

Boston

Chicago

Cincinnati b7E

Cleveland
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To: Albany From: Operationa. Technology
.Re: 269-HQ~11094267 ,

Field Cffice . Attendees

Detroit

Indianapolis

Kansas City

Louisville

Minneapolis

Milwaukee

~1 Gy
@]

&5

Norfolk

New Haven

Newark

New York

Omaha

Portland

Pittsburgh

Philadelphia

Richmond

Seattle

Springfield |

St. Louis

Salt Lake City

WEQ
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To: Albany , o l From: Operationa. Technology
Re: 269-HQ-1194267

The conference is being held at the Embassy Suites
Hotel Kansas City-Plaza located at 220 West 43" Street, Kansas
City, Missouri 64111. Conference attendees should arrive at the

conference venue on 05/23/2005, and should plan to depart on o
05/27/2005. Travel costs should be charged to TR ] BE
: The Kansas City, Missouri per diem rates are $98 for

lodglng and $47 for meals. To make hotel reservations, call
the Embassy Suites Hotel Kansas City-Plaza at 816-756-1720 and
request the TICTU Group Rate. ALL ATTENDEES ARE REQUIRED TO
STAY AT THE Embassy Suites Kansas City-Plaza at the address

listed above. Please make your reservations on or before
05/09/2005:

Transportation between the airport and hotel is
available through KCI Shuttle for a fee of $16.00 one-way. The
KCI Shuttle can be accessed outside of baggage claim.

Please contact at 703 on or
béfore April 15, 2005 to confirm attendance. :

he
L7C

b2
b7E
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i . FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 04/26/2004

To: Investigative Technology Attn: QT-ERF

From: Investigative Technology .
Electronic Surveillance Technglogy ' ICTU/QT-ERF
Contact: 703 .

Approved By: i i el Jr - _ 3
P I hk{ h7C

Drafted By: I bic

Case ID #:° 269—HQ-‘1194267-""3/)4'
Title: DCS-3000

Synopsis: The Telecommunications Intercept and Collection

Technology Unit (TICTU) requests the technical assistance of the b2

Cryptographic and Flectronic Analysis Unit (CEAU) to develop a 7R
= d (EVRC) decoder for

push-to-talk service.

Details: The TICTU is currently working with| . Jto

develop an interim intercept and collection ¢ L1ty for
service. The
Interim solution intercept

audio and signaling data from their packet data network and Y
deliver this fg;g;mg;;gg_gg_ggi FBI in its native digital packet - 7E
data format. has provided the TICTU with

sufficient technical documentation to decode the smgnallng
information but cannot directly assist the F ng the
audio packet data. The algorithm used b to
digitally e de _and de i i :
property of

L ]
| I

| that will grant the FBl and
other law entorcement agencies the right to develop and use

software to decode intercepted EVRC audio packets.

The TICTU requests the CEAU to assist in the )
development of a software-based decoder for th{::;:::;;::::;;:] : %2
[ - !has provided the TICTU with sample INCEIcep BIE
audio. The TICTU will provide this sample data and any other
4LL INFOPMATION CONTAINED )
HEREIN 15 UNCLA3SIFIEL UPLOADED :

DATE 05-01=-2007 BY 55179 LMH/TAN/KSE./JE

MAY 0 3 2004
§.0.J
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Precedence:

To:

‘Salt Lake City

From:

Approved By:

Drafted By:

Case

Title:

FEDERAL BUREAU OF INVESTIGATION

Anchorage
Albuquerque
Dallas
Denver

El Paso
Honolulu
Houston
Indianapolis
Jackson
Kansas City
Knoxville
Los Angeles
Little Rock
Las Vegas
Memphis
Minneapolis
Milwaukee
Oklahoma City
Omaha
Portland
Phoenix

San Antonio
Sacramento
San Diego
Seattle

San Francisco
St Louis

Investigative Technology
Electronic Surveillance Technology Section/TICTU/QT-ERF

Contact:

DEADLINE 03/05/2004

Date: 02/19/2004

httn: TA

16 TS
b7¢ TA

703

Thomas Marcus C m q%ié?k«/

Clifford Michael Jdr /g

o R ’ b6
(Tgicg}c 7

ID #¢

ALL INFOPMATION CONTAINED
HEREIN IS UNCLASIIFIEL

DATE 08-01-2007 BY 5317% LMH/TAM/K3R/JE

v

269-HQ-1194267- )5 -

Eég-BOOOJ

el

UPLOADED
FEB 2 6 2004
$.D.J .
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To: Anchorage Frc Investigative Technolog,
Re: 269-HQ-1194267, 02/15/2004

Synopsis: .To advise of a DCS-3000 training seminar conducted by
the Telecommunications Intercept and Collection Technology Unit
(TICTU) in San Francisco, California.

Details: The TICTU is conducting a three—day seminar on switch-
based intercept concepts and methods in San Francisco, California
during 03/23-25/2004. The seminar is designed for Technically
Trained Agents (TTAs) and support personnel who routinely use the
-DCS-3000 system. The seminar provides training on new DCS-3000
features and updates on many issues related to switch-based
~electronic surveillance. Additionally, the participants receive
an overview of the current Communications Assistance for Law
Enforcement Act (CALEA) compliant solutions that
telecommunication carriers use, and an updated description of the
techniques developed by the TICTU to provide intercept
capabilities for these carriers' solutions.

This training, coordinated with the Technical Personnel
Development Unit, is being held on a regional basis to minimize
travel expenses.

Based on the TICTU's experience in working with the
~field offices, it would be most beneficial for the following
personnel to attend the seminar:




{Rev. 01-31.2003) .
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Precedence: DEADLINE 02/13/2004

- FEL=RAL BUREAU OF INVESTIGA:'. 1ON

Date: 01/07/2004

A To: Albany Attn: TA
Atlanta ‘ . TS
Baltimore . TA
Birmingham , TA
Boston TS
Buffalo : . - TA
Charlotte . TA
Chicago ‘ TS
Cincinnati TA
Cleveland . TS
Detroit TS
Louisville b6 TA

- Mobile 7o TA
Jacksonville “TA
Knoxville-» : TA
Miami TS

-Mobile TA
Newark TS
New Haven TA
New Orleans TA
New York TS
Norfolk TA
0GC ' Ssa|
Philadelphia TS
Pittsburgh . TA
Richmond TA
St. Louis TA
San Juan TS
Tampa . ‘ TA
Washington Field ' TS

From: Investigative Technology
Electronic Surveillance Technolo

r Sect :‘ Qn !r

'ICTU/QT~ERF

Contact: §Sa |703

Approved By: Thomas Marcus C r«‘ff/fﬁ
Clifford Michael Jr
f\

Drafted By: ic et

Case ID #: 269-HQ—119426’7-5gb

Title: ¢§555290

ALL INFOPMATION CONTAINED
HEFEIN I3 TDHCLASSIFIEL .
DATE 05=-01-2007 BY 55179 [MH/TAM/K3R./JIE
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To: Albany From Investigative Technology
Re: 269-HQ-1194267, 01/07/2004

Synopsis: To advise of a DCS-3000 training seminar to be
conducted by the Telecommunications Intercept and Collection
Technology Unit (TICTU) in Miami, Florida.

Details: The TICTU will conduct a three-day seminar on switch-
based intercept concepts and methods in Miami, Florida during
02/24-26/2004. The seminar is designed for Technically Trained
Agents (TTAs) and support personnel who routinely use the DCS-
3000 system. The seminar will provide training on new DCS-3000
features and updates on many issues related to switch-based
electronic surveillance.” Additionally, the participants will
acqulre a current overview of the Communications Assistance for
Law Enforcement Act (CALEA) compliant solutions that
telecommunication carriers use, and an updated description of the
technigues developed by the TICTU to provide intercept
capabilities for these carriers' solutioans.

This training has been coordinated with the Technical
Personnel Development Unit and is being held on a regional ba51s
to minimize travel expenses.

Based on TICTU experience working with the field
offices, it would be most benefl¢1a1 for the following personnel
to attend the seminar:

Field Office Attendees
Albany Tal 1
. 0J ]
Atlanta TA Hi
. TTA I .

Baltimore TA] |

TTal I
Birmingham TA |
Boston TS| %70

QJT |
Buffalo | TA ] |

TD |
Charlotte l

TTA
Chicago T
Cincinnati | ]
Cleveland TSA

TTA

2 |
2
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"t FEDERAL BUREAU OF INVESTIGATION
¢ Precedence: ROUTINE ) Date: 06/04/2003
To: Finance Attn: | Rm 6032 (Enc)

L Rm 6823 {Enc)
| Chantilly

Information Resources : l_Rm 6421
Criminal Investigative | Rm 5155

From: Investigative Technology
Electronig Surveillance Technology Section/TICTU/QT-ERP
Contact: , 703

Approved By:

Drafted By:

Case ID #: 269-HQ-1194267—0)
Title: DCS-3000

Synopsis: The Finance Division is requested to initiate contract
action to solicit vendors under the GSA FTS-2001 contract to
satisfy requirements as set forth in the attached Statement of
Work.

Enclosure(s): Digital Collection System Network (DCSNET)
Statement of Work, FD-910, FD-369 #128851 in the amount of
$560,000. -

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is responsible for the development,
deployment, and support of access and collection technology to
perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services.

The DCS-3000 and DCS-5000 systems provide access and
collection of both call detail information (i.e., pen-register:
and trap/trace) and call content for a variety of
telecommunications switches. To deliver the ELSUR data from the
service providers to the collection systems require a reliable,
scalable network. The enclosed Statement of Work describes the
requirements for such a network, referred to as DCSNET.

T
BPL@;%B iz ALL INFORMATION CONTAIWED

I HEREIN 13 UNCLASSIFIED il ezo0d
JUN 2 ¢ 7003 DATE D6-01-2007 EY 65179 DMH,/TAM/ESR/JB
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DCSNET STATEMENT OF WORK
UNDER GSA FTS 2001CONTRACT

1.0 INTRODUCTION

This Statement of Work (SOW) is to be performed under General Services
Administration (GSA) FTS 2001 contract.

1.1 Organization

This SOW is for the United States Department of Justice, Federal Bureau of Investigation
(FBI), Washington, D.C.

1.1.1 Identification and Address

U.S. Department of Justice

Federal Bureau of Investigation

Telecommunications Intercept and Collection Technology Unit
Electronic Surveillance Technology Section

Engineering Research Facility

Building 27958A

Quantico, VA 22135

1.2 Mission

The mission of the FBI's Telecommunications Intercept and Collection Technology Unit
(TICTU) is the development, deployment, and support of access and collection
technology to perform lawfully authorized electronic surveillance (ELSUR) of
telecommunications services. The TICTU is responsible for providing equipment to the
field, troubleshooting problems with equipment and systems, providing training to field
office users, tracking needs of the field to identify new ELSUR requirements, and serving
as the FBI’s technical liaison with telecommunications service providers. The TICTU’s
responsibilities make the unit a critical element of the Electronic Surveillance
Technology Section as well as the overall FBI.

~

1.2.1 Project Background

The DCS-3000 system is a custom system developed, deployed, and supported by-
TICTU. The DCS-3000 provides access and collection of both call detail information
(i.e. pen-register and trap/trace) and call content for a variety of telecommunications
switches. The DCS-3000 system 1s deployed and in use in 56 FBI field offices and is
used for all FBI ELSUR (pen-register, trap/trace) of wireless communications
technologies and an increasing amount of wireline technologies. The DCS-3000 provides
a front-end Communications Assistance for Law Enforcement Act (CALEA) interface to
the DCS-6000 collections system, used for Title-III collection. .

ALL INFORMATION CONTAINED
HEREIN I3 UHCLAZSIFIED
LATE D06-01-2007 BY 65179 DMH,/TAMN/ESR/IB . 1
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k7c
From:
To: 7
8 Date: Thu, May 29, 2003 2:41 PM
Subject: DCSNET
A
i A k2
o _ 3000%¢ BL7E
ransfer th:m Switch-Based Intercept Team's SIT101 (equipment) account to our
iggs) account. This money is.to be used in the upcoming DCSNET activity as outlined in Req
: P25 q gy
Thanks!
' b6
I h7C
o33
CC: b7

ALL INFORPMATION CONTATHED
HEREIN I3 DHCLASSIFIED

DATE 056-01-2007 BY 551727 DMH/TAM/KSR/JE
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FEDERAL BUREAU OF INVESTIGATION

Précedence: ROUTINE . Date: 03/04/2003

To: All Field Offices Attn: All Technical Supervisors
: All Technical Advisors

From: Investigative Technology '
Electronigc Surveillance Techno ion/TICTU/QT-ERF
Contact: 703

Approved By: _ JTWF’ L~ g
Thomas Marcus C &1 Cirz b7C
: Cliffo ic P
mR| sV

D;afted By: ehﬁaﬁzf

Case ID #: 269-HQ-1194267-23A0

Title: DCS-3000

Synopsis: To notify Technical Supervisors/Technical Advisors of
a required software upgrade to all DCS-3000 systems and to
solicit their support in providing system location information to
members of the Dedicated Contractor Support Program (DCSP) who
will be performing the upgrade.

_ Details: The DCS-3000 system has recently gone through the

certification and accreditation process being conducted on all
information technology systems. To satisfy requirements needed
to achieve accreditation, several system administration items
must be upgraded. There is no change to system capabilities.

Personnel from the DCSP have been provided with the
patch and upgrade instructions. These personnel have been .
instructed to contact the Technical Supervisor/Technical Advisor
in each field office to schedule the upgrade. They will need to
know and be shown the specific location of each DCS-3000 system
so they can install the patch. They will also be gathering '
specific information about each system to update DCS 3000
configuration records.

ALL INFORMATION CONTAIWNED
HEREIN I3 UNCLASSIFIED
L&TE 06-01-2007 EY 65179 DHH,TAN/FIR/IB

UPLOADED | |

MAR 1 { 2043 File: ©2s-3omh
o
804,60
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‘To: All Field Offices From: Investigative Technology

Re: 269-HQ-1194267, 03/04/2003

LEAD(s):
Set Lead 1:

ALL RECEIVING OFFICES

All Technical Supervisors/Technical Advisors are
requested to provide DCSP personnel the necessary support
required to locate all DCS-3000 systems in their respective field
office so they can perform the required upgrade. The work is

. expected to be tompleted no later than 03/31/2003.

CC: QT-ERF
QT-ERF
QT-ERF
+*¢
e
Vo¥le!

b2
k7B
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i FEDERAL BUREAU OF INVESTIGATION
A Precedence: ROUTINE pate: 10/04/2002
To: Investigative Technology
From: investigative Technology
Electronic Surveillance Technology Se J/QT-ERF
Contact: SSA] 703
Approved By: Clifford Michael JI ey~ ;.)6
7C

L

Drafted By: |

ﬂkm&

Case ID #: 269-HQ-1194267-93€-R(one)

Title: DCS-3000

Synopsis:
regional DCS-3000 training conference.

.Enclosure(s) : Conference agenda

Details: On 09/23/2002 ervisory Special Agents (SSA)

To report travel to Jacksonville, Florida, to host a

Elec i
_ and Electronics Technician
traveled to Jacksonville, Florida to host an east coas

| = ind conference. Support was provided by
of Booz|Allen|Hamilton.

The following individuals participated:

. . k6
Field Office Attendees b7C
Albany TA
OJT]
Atlanta TTA H—‘
TTA] I
Baltimore Telco Spec.] |
OJ% |
Birmingham TA
TTA
Boston TS
oJ ]
Buffalo T. I 5
TT! r b7
UPLOADED
o}
ALL INFORMATION CONTAINED 0CT 4 § 200 .\ ;1°°2\
HEREIN I3 UNCLAZSIFIED 2 1o s
DATE D6-01-2007 BT 65179 DMH/TAM/E File: s2otd

R/dB S'D.vj- Z

U




To: Investigative Technology From: Investigative Technology
Re: 269-HQ-1194267, 10/04/2002

Charlotte | TA
. ’ TTJ"
Cincinnati T ]
. | Telcom Spec.| |
Cleveland TA 1
] TTA
Columbia TTA
Detroit OJT r
El Paso TA] |
Jacksonville TA ]
TTA |
Louisville TA |
- | TTAl
Miami TTAf ]
Mobile TTA
OJT
Newark TTA J o6
' TTA ];r) qC
New Haven TTA
New Orleans TAh |
TT.
New York TS
SA
) SAa
Philadelphia TTA |
TTA
Pittsburgh TA| |
Richmond
. TTAI
St. Louis TA |
San Juan TTA
- | TTA
Tampa TTA
TTA :
Washington D.C. | ET |

The conference consisted of one day of DCS-3000 training and two
days of telephone carrier presentations. The attached agenda
‘describes the training and outlines the carriers conducting
presentations.

A west coast seminar is planned for December 2002.
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FEDERAL BUREAU OF INVESTIGATION

Rev, os-zs-?eooj

(Y

Precedénce: ' ROUTINE ' " Date: 06/27/2002
To: Finance Attn:l Rm. 6888
. | Bm.__6888 (Enc)
Criminal Investigative I Rm. 5012

From: Laboratory

Cyber Technology Section/TICTU/QT-ERF
Contact: 703

&&
3,

Approved By:

Drafted By: APe

I
Case ID #: 269-HQ-1194267— ke
Title: DCS-3000

Synopsis: Purchase 22 computer systems and 22 Epson serial
printers to be used in support of DCS-3000.

- Enclosure(s): FD-369, #832121 in the amount of $27,324, FD-901,
Minimum Computer Reguirements, Non-Information Technology (IT)
Waiver request, and quotes from GovConnection, CDW-G, and GTSI.

Details: The Telecommunications Intercept and Collection
Technology Unit (TICTU) is the primary development, deployment,
and support unit for switch-based telecommunications intercepts.
The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications
intercept techniques. To perform the operations involving Title
III and Title 50 court oxder surveillance and the DCS-3000
program, TICTU must be able to provide support in a timely
manner. , :
Attached is requisition #832121 in the amount of
$27,324 for the procurement of 22 computer systems and 22 Epson
serial printers. The computer systems will be modified to meet
system specifications. As the units are completed, the systems
‘'will be deployed to the field offices as needed.

&LL INFOPMATION CONTAINED
HEREIN IS UNCLASSIFIEL
DATE (05-01-2007 BY 655174 DMH/TAWN/KSR{JE

UBLORDED |
JuL 1002
S.D.J.
Fle: Ds 2oy
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To: Finance From- Laboratory
Re: 269-HQ-1194267, 06/27/2002

4 LEAD(s) :
Set Lead 1: (Adm)
FINANCE

AT WASHINGTON, DC

The Finance Divisign is requested to approve the
purchase of 22 computer systems and 22 Epson serial printers to
be used in support of DCS-3000. Funding in the amount of $27,324
is available from Budget Item JM.

Set Lead 2: (Adm)
CRIMINAL INVESTIGATIVE

AT WASHINGTON, DC

For information only.

CC: . Mxr. Thomas T-ERF

) Kkl

QT-ERF
QT-ERF (Enc)
T-ERF (Enc)
QT-ERF
T-ERF (Enc)

b6
b7¢

*

b2
L7E \,
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-8 FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 04/18/2002
To: Finance Attn: . 2 g8388
Criminal Investigative | Rm 5012

From: Laboratory :
Cyber Technploav Section/TICTU/QT-ERF

. Contact: 7023
iesniviuynipniinabuspmming égg:ge}.{eg':; '_B_YT,.E,' I:De'.? /:-V'b oottt vt :’-:':_}]i) (75 (“__" e ———ar e v o T
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Drafted By: Eehﬁﬁﬁt}

Case ID #: 268-HQ;1045581,—l§f\' ' ;
bh7E

Title:

Synopsis: The Engineering Contracts Unit (ECU) is requested to
issue a delivery order for the purchase of various Jatom Systems
Incorporated (JSI) products to support the | yocs-3000

Programs. :

Enclosure(s): FD-369, #857037, in the amount of $58,850.

Details: The Telecommunications Intercept and Collection

Technology Unit (TICTU) is the primary development, deployment,

and support unit for switch-based telecommunications intercepts.

The TICTU supports criminal, national security, and foreign
counterintelligence investigations utilizing telecommunications o
intercept techniques. To support ongoing operations inv i 7K
Title II11 itle 50 court ordered surveillance, and the ﬁﬁ

TICTU must be able to provide support in a timely

Attached is requisition #857037 dated 04/18/2002, in
the amount of $58,850 for the procurement of JSI products as
follows: 10 each 2171-01 Trunk Extender Combiner Cards; 10 each
1215-01 Digital Break-outs (Tl to 24 analog); 20 each 1215-51
Card enclosures; and 10 each 2066-01 Dial up slave controllers.
The items mentioned may all be obtained from the DEA contract
#97-C-0053. .
ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED
DATE D6-01-2007 BY 65179 DMH/TAM/ESR/JB
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v To: Finance From: Laboratory
Re: 268-HQ-1045581, 04/18/2002

}
e’}

1]

A3 The ECU is requested to issue a delivery order for the
I_m;gdnmf the above mentioned JSI products to support the
/DCS-3000 Programs. Funding in the amount of $58,850
1s avallable from Budget Item JM, TICTU Spend Code IT101.

b2
k7E
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To: Finance From: Laboratory
Re: 268-HQ-1045581, 04/18/2002

LEAD(s) s
Set Lead 1l: {Adm)
b7E
FINANCE

AT WASHINGTON, DC

The ECU is requested to issue a delivery order for the
e wsaRUEChase . Of :\.@.a;.:L;Ql;_s_r_qs_l.—_.yp.@p.q;s:gqv-:suppqagmgh@m I

DCS-3000 Programs. Funding in the amount of $58, 1s available
from Budget Item JM, TICTU Spend Code IT101l.

Set Lead 2: (aAdm)
CRIMINAL INVESTIGATIVE

AT WASHINGTON, DC

For information-only.

CC: er‘;Ihnmas__ T-ERF bé
QT-ERF (Enc) h7C
QT-ERF
T-ERF
QT-ERF (Enc)
QT-ERF (Enc)
QT-ERF (Enc)

144

b2
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“ FEDERAL BUREAU OF INVESTIGATION

4?5
A .Precedence: ROUTINE Date: 10/29/2001
To: Chicago TS
Cincinnati TA
Cleveland TA
Detroit TS
Indianapolis TA b6
Kansas City TA b
Louisville TA
Milwaukee TA
Omaha TA
Springfield . TA
St. Louis TA

From: ILaboratory
Technical Operations cti TT J/QTj?FE_____1
Contact: SSA 703

Approved By:

ke
b7C

Drafted By: | iehﬁ%@j

Case ID #: 269-HQ—1194267-‘Q§¥5

Title: DIGITAL DELIGHT

Synopsis: To advise of a DCS-3000 Training Seminar to be
conducted by the Telecommunications Intercept and Collection
Technology Unit (TICTU) and hosted by the Chicago Field Office.

Details: A two day seminar has been prepared for Technically
Trained Agents (TTA) who routinely support the DCS-3000 program.
The seminar will provide selected training by the TICTU staff to
identify the most common DCS-3000 problems and the steps needed
to resolve them. To handle more complex issues, field office
personnel will be trained to gather specific data necessary for
troubleshooting and become familiar with the diagnostic tools
available for network analysis. The participants will acquire an
overview of the Communications Assistance for Law Enforcement Act
(CALEA) -compliant solutions that telecommunication carriers are
deploying and a description of the methods developed by TICTU to
provide intercept capability.

ALL INFORMATION CONTAINED

HEREIN I3 UNCLAZ3IFIED )

L&TE D6-01-2007 BY 65173 DHH,TAM/EIR/IB £<
hH7E

Fle: DS 3000
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To: Chicago From: Laboratory
Re: 269-HQ-1194267, 10/29/2001

This training has been coordinated with the Technical
Programs Unit and is being held on a regional basis to minimize
travel expenses.

In an effort to strengthen professional relationships
between Bureau technical personnel and representatives from
carrier organizations operating in your field divisions, this
seminar will provide the opportunity for carrier presentations
and dialog between carriers and the field office personnel.

The following personnel are invited to attend the

seminar:
Chicago Host Qffjce
Cincinnati TA
CS
Cleveland TA
TTR
Detroit TS
TTAl i b6
Indianapolis TA I © b
SA |
Kansas City TTA I
TA
Louisville TA
TT2 ]
Milwaukee TA 1
TT |
Omaha TAtI_'_J
TT
Springfield TA
TTA
St. Louis TTA

The seminar will run from 11/14-15/2001 and consist of
the following: ‘

Day One: DCS-3000 Training/CALEA Compliant Solutions
Overview. :

Day Two: Carrier Presentation: Meet]

The seminar will be conducted at the Amerisuites
Chicago O'Hare Hotel, 8101 Higgins Road, Chicago, Illinois
60631, phone 773-653-2032. A block of rooms has been reserved at
the Amerisuites, under the code, "TICT" for $99 per night. The
per diem lodging rate for Chicago is $155 per night.

2 e oo 1
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- Precedence: ROUTINE

FEDERAL BUREAU OF INVESTIGATION

Date: 07/05/2001

To: Criminal Investigative Attn: ] Rm 5155
Finance JRm 6888 (Enc)
Information Resources | Rm 9356

From: Laboratory ’

Technical ions Section/TICTU/QT=
Contact: 703&

Approved By:

P
McDevitt Michael //

Drafted By:

Case ID #: 269-HQ-11594267

Title: DIGITAL DELIGHT

Synopsis: The Finance Division, Engineering Contracts Unit, is
requested to modify the Basic Ordering Agreement, with Integrated
Systems Research (ISR) Corporation.

Enclosure(s): FD-369, Number 921714 in the amount of $34,066 and
two quotes from ISR Corporation. :

Details: The Telecommunications Intercept and Collection
Technoleogy Unit (TICTU) is the primary development, deployment,
and support unit for switch-based and off-air telecommunications
intercepts. The TICTU supports both criminal and national
security investigations utilizing telecommunications intercept
techniques. To perform the operations involved with Title III
and Title 50 court ordered surveillance, TICTU must be able to
provide support in-a timely manner.

The attached requisition number 921714 dated 06/20/2001,
allocates $34,066 for engineering services to fund the
implementation of tasks FY2001-01 and FY2001-02 received from

b2
ISR. 7R
The FBl negotiated a three year engineering services
contract, J-FBI-96-068, with ISR Corporation which recently
expired on 09/30/2000. This contract was negotiated with three
1"‘~~.._“_‘. ' -: -t :~_. . ] };“ ‘ i‘ ",—‘ - A
3 e \"‘M\ - - . - -
T A N R T—
R Sl )
Toa ALL INFORMATTON CONTAIMED
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'To: Finance From. Laboratory

Re: 269-HQ-11894267, 07/05/2001

option years which ¢ould be exercised at the discretion of the

FBI. At this time, the FBI is negotiating a new multi-year
contract, Reference FD-369 #850987, dated 01/31/2001.

The Physical Surveillance Unit, Radio Surveillance Aids

has an established standard in place for performing computer

generated mapping. This system is known internal to the FBI as

Wintrack. A standardized mapping system reduces the- amount of

tralnlng required for field personnel and increases their

proficiency and efficiency as they are not required to learn a

whole new mapping system with the introduction of each new :
device. Not only are all FBI field offices using the b2
apping system, the[ | system software is b7E

installed on all new agents' laptop computers. The FBI has a

multi-user license agreement with ISR which states that an

unlimited number of copies can be distributed throughout the FBI

for use by FBI personnel.

Thel Isystem is used to display latitude and
longitude (lat/long ocations from FBI Global Positioning System
(GPS) tracking devices as well as the estimated lat/long position
of a target transmitter. This lat/long position is calculated
using line-of-bearing information and received signal strength.
The TICTU would like to leverage upon these existing capabilities
and update and enhance theE::fE::fEhystem software to include a
new data interface for their DCS3000 switch-based collection
system. This new data interface will display the GPS location of
a serving cellsite tower and will include a 'real-time' display
of call detail information received f£rom the DCS3000 system. ’

It is requested that the pending contract be increased
by $34,066 to address the need for these services. Funding for
this request is available under Budget Item 2580JM, Spend Code
WLS201.

t9




PROPOSED ADDITIONS Td ISOFTWARE APPLICATION

PROBLEM: does NOT possess an interface for the purpose of receiving and displaying
DCS3000 (switch) information that is received 'real-time' from the Central
Monitoring Plant (CMP).

PROPOSAL: Develop a DCS interface which will accept ASCII data consisting of Call Detail b

Channel information and carriage return/line feed delimiters tha | b7E
| | ¢ ASCII information wall be

displayed in a sizable/scrollable listbox that will scroll automatically to display the most recent

data. When the DCS interface receives an ASCII string that contains th character o
string, [ will automatically TR
coordinates.

(2)
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S Precedence: ROUTINE , Date: 03/29/2001
To: Atlanta TS
- TA
TTA
Birmingham T
. Charlotte T
5 Columbia T
Knoxville T.
Memphis - T
Mobile . , o6 .T.
Jacksonville e T
Los Angeles T
"Miami T.
* New York T
~ San Juan T
Tampa T
Laboratory SC Michael J. McDevitt
uc
uc
. ss
. EE
. : . EE

From: Laboratory
Technical Ope
Contact: - SSA

J/QT-ERFE
7031 1

'Approved By:

>} $(
“McDevitt Michael deﬁ\
;@ ‘ b6

Drafted By: | ehﬁ%&b/’#&{ k7c

Case ID #: 269-HQ-1194267

Title: DIGITAL DELIGHT

Synopsis: To advise of a DCS-3000 Training Seminar to be
conducted by the Telecommunications Intercept and Collection
Technology Unit (TICTU) and hosted by the Atlanta Field Office.

Enclosure{s): List of lodging in the Atlanta area

- 1194207~ 1779

LJFDL_(:Z‘\[)EEE) ALL INFORMATION CONTAINED :
HEPFEIN IS UNCLASSIFIED : b
APR &6 2001 DATE (5-01-2007 BY 65179 DMH/TAM/K3R/JE WTE
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-To: Atlanta Fro.  Laboratory

o ®

Re: 269-HQ-1194267, 03/25/2001

Details: A two day seminar has been prepared for Technically
Trained Agents (TTA) who routinely support the DCS-3000 program.
The seminar will provide selected training by the TICTU staff to
identify the most common DCS-3000 problems and the steps needed
to resolve them. To handle more complex issues, field office
personnel will be trained to gather specific data necessary for
troubleshooting and become familiar with the diagnostic tdols
available for network analysis. The participants will acgquire an
overview of the Communications Assistance for Law Enforcement Act
(CALEA) -compliant solutions that telecommunication carriers are
deploying and a description of the methods developed by TICTU to
provide intercept capability.

This training has been coordinated with the Technical
Programs Unit and is being held on a regional basis to minimize
travel expenses. : :

In an effort to strengthen professional relationships
between Bureau Technical personnel and representatives from
carrier organizations operating in your field divisions, this
gseminar will provide the opportunity for carrier presentations
and dialog between carriers and the field office personnel.

The following personnel are invited to attend the
seminar:

Atlanta

Birmingham
Charlotte b6
b7C
Columbia
Knoxville
Memphis
Mobile ¢
Jacksonville
Miami

San Juan-

b2
bhTE




To: Atlanta Fro. Laboratory
Re: 269-HQ-1194267, 03/29/2001

Tampa

Los Angeles
New York

The seminar will run from 05/22-23/2001 and consist of
the following: E

Day One: DCS-3000 Training/CALEA Compliant Solutions
Overview.

Day Two: Carrier Presentation: Meet 2

The seminar will be conducted at the Atlanta FBI Field
Office, 2635 Century Parkway, Suite 400, Atlanta, Georgia, 30345,
telephone 404-679-9000. The seminar will begin at 2:00 a.m. on
May 22. Attendees should meet at the field office at 8:45 a.m.
to clear security. . , .

This seminar is limited to no more than two TTAs from
each visiting field office and/or resident agency. A TR number
for travel will be provided by TICTU. The seminar will run from
05/21-24/2001, with travel days on 05/21/2001 and 05/24/2001.
For the attendees not driving Bureau cars to the seminar, rental
vehicles are being authorized and limited to one vehicle per
Division.

b2z
b7E
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L Precedence: ROUTINE Date: 01/23/2001
To: Albuquergue Attn: TA ]
. TTA
Denver ' . TA
Dallas . TS
: . TTa] rj
. El1 Paso TA
TTA
Houston TTA
: , SA
~Jackson b5 TA|
. h7C TT
Little Rock TTZ
SA |
. Miami TTA |
* New Orleans TA L
: < TTA
San Antonio TTA
TTA .
Laboratory . SC Michael J. McDevitt
sC rcug C. Thoma
UC|
uc
SSAl

From: Laboratory

Technical Operxatigns.Section LTICTI/QT-ERE
. Contact: SSA 7034 |
Approved By:
: "McDevitt ﬁchaeE o6
| . b7c
Drafted By: ehﬂfﬂk{ ?ﬁy/'

Case ID #: 269-HQ-1194267

Title: DIGITAL DELIGHT

Synopsis: To advise of a DCS-3000 Training Seminar to be
conducted by the Telecommunications Intercept and Collection
Technology Unit (TICTU) and hosted by the Dallas Field Office.

w7 Ho-1 19426 7= 7
UPLOADED | s

ALL INFORMATION CONTAINED b7E

[ y 1 HEREIW I3 UNCLAXSIFIED \
JAN 3 0 208 0, DATE D6-01-2007 B¥ 65179 DNH/TAN/K2R/JB Rle: P{;ﬁaﬂ "z‘j
. o rai
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Enclosure(s): Hotel description sheet
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To: Albugquerque .-rom: Laboratory
Re: 269-HQ-1194267, 01/23/2001

Details: A two-day seminar has been prepared for Technically
Trained Agents (TTA) who routinely support the DCS-3000 program.
The TICTU staff will provide insight into various intercept
solutions which carriers are deploying to satisfy the
requirements of the Communications Assistance for Law Enforcement '
Act (CALEA). The methods developed by the Bureau to interface
with these solutions and optimize intercept capabilities will
also be reviewed.

This seminar will also strive to strengthen
professional relationships between Bureau Technical personnel and
representatives of' carrier organizations operating in FBI field
divisions. Selected telecommunications carrier personnel will

. attend portions of the seminar to outline operational pOllCleS

and address your inquiries.

This training has been coordinated with the Technical
Programs Unit and is being held throughout the nation. To
minimize travel expenses the seminars are being held on a
regional basis.

The following Bureau personnel are invited to attend
the seminar:

Albugquerque

Denver
Dallas

El Paso
Houston
Jackson b6

. . b7C
Little Rock

Miami
New Orleans

San Antonio

The seminar will run from 02/13-14/2001 and consist of
the following:

Day One: DCS-3000 Training/CALEA Compliant Solutions
Cverview.

b2
L7E




: To: Albuquergue .rom: Laboratory L7E
Y Re: 269-HQ-1194267, 01/23/2001

4

D i Zie rege tion; Meetl] B

« L - !

The seminar will be held in the conference room at the
Harvey Suites in Irving, Texas (see attached hotel information
sheet). A block of rooms is being held at the Harvey Suites
until 01/28/2001 under the name, "Dallas DCS Seminar".

This seminar is limited to no more than two TTAs from
each field office and/or resident agency. A TR number for
lodging and meals will be provided by TICTU. The seminar will
ryun from 02/13-14/2001, with travel days on 02/12/2001 and
02/15/2001. Vehicle rental is not being authorized as the hotel
provides shuttle service to and from the airport and to eating
establlshments in the local area.

o2
b7E
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FEDERAL BUREAU OF INVESTIGATION

t Precedence: ROUTINE Date: 01/10/2001
To: Anchorage Attn: TA
Dallas TS
Honolulu TA
Las Vegas . TA
Los Angeles TS
TTJL N
Phoenix ) ~ TS
. . TA
Portland TA
Sacramento TA b6
salt Lake City © TA 17C
San Diego TS
San Francisco TS
Seattle TA,
Laboratoxry SC Michael J. McDevitt
vc
uc
=1
EE
EE
From: Laboratory :
Technical Operation ction/TICTU/QT-ERFE
Contact: SSA 703
Approved By: | L M
’ | - | Lo/ b6 .
McDevitt Michael ‘ k7
| }
. 7N
Drafted By: | :ehﬁ%%fl

Case ID #: 269-HQ-1194267
Title: DIGITAL DELIGHT

Synopsig: To advise DCS-3000 Training Seminar attendees of the
TR number to be used for travel expenses.

‘ b2
Reference(s): 2695-HQ-1194267 Serial 148 b7E
Details: Travel to attend the DCS-3000 Seminar has been approved
a 1ses will be provided by ERF under TR Number
WIHO-119467- [56
UPLOADED ' |
ALL INFORMATION CONTATHED RN
JAN 2 5 ZU0% HEREIN 15 UNCLASSIFIED eL. D\S\T:_L Lghc[w
’ [} DATE 06-01-2007 BY 65179 DMH/TAM/ESR/JB F?}e~'??24hs'ﬁr%
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7 . FEDERAL BUREAU OF INVESTIGATION
\-,
Precedence: ROUTINE Date: 12/21/2000
To: Anchorage Attn: TA
Dallas TS
Honolulu TA
Las Vegas TA
Los Angeles TS
TTA]
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From: Laboratory

Technical Operations Section TICTU/QT-.ER.LI
Contact: SSA 703
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Drafted By: ehbfy

Case ID #: 269-HQ-1194267

Title: DIGITAL DELIGHT

r

Synopsis: To advise of a DCS-3000 Training Seminar to be
conducted by the Telecommunications Intercept and Collection
Technology Unit (TICTU) and hosted by the Los Angeles Field
Office. :

Enclosure(s): List of lodging in the Los Angeles area
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To: Anchorage From: Laboratory
Re: 269-HQ-1194267, 12/21/2000

Details: A two day seminar has been prepared for Technically
Trained Agents (TTA) who routinely support the DCS-3000 program.
The seminar will provide selected training by the TICTU staff to
identify the most common DCS-3000 problems and the Steps needed
to resolve them. To handle more complex issues, field office

personnel will be trained to gather specific data necessary for

troubleshooting and become familiar with the diagnostic tools
available for network analysis. The participants will acquire an
overview of the Communications Assistance for Law Enforcement Act
(CALEA) -compliant solutions that telecommunication carriers are
deploying and a description of the methods developed by TICTU to
provide intercept capability.

This training has been coordinated with the Technical
Programs Unit and is being held on a regional basis to minimize’
travel expenses. . :

In an effort to strengthen professional relationships
between Bureau Technical personnel and representatives from
carrier organizations operating in your field divisions, this
seminar will provide the opportunity for carrier presentations
and dialog between carriers and the field office personnel.

‘ The following personnel are invited to attend the
seminar:

Anchorage

Dallas
Honolulu

Las Vegas

Los Angeles
Phoenix :

Portland
Sacramento

Salt Lake

San Diego

San Francisco

(Lo e CetorMlned

Seattle
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To: Ancherage From: Laboratory
Re: 269-HQ-1194267, 12/21/2000

The seminar will run from 01/23-24/2001 and consist of
the following: '

Day One: DCS-3000 Training/CALEA Compliant Solutions
Overview. -

D [ i resentation: Meet

The seminar will be conducted in Room C-206 of the
Cafeteria Annex, the building adjacent to the Federal Building at
11000 Wilshire Boulevard in Los Angeles. Attendees are asked to
meet in the Cafeteria at 8:45 a.m. on 01/23/2001. ‘

This seminar is limited to no more than two TTAs from
each field office and/or resident agency. A TR number for travel
will be provided by TICTU. The seminar will run from
01/22-25/2001, with travel days on 01/22/2001 and 01/25/2001.
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Precedence: ROUTINE Date: 03/10/2000

To: Criminal Investigative Attn: ] Rm 5155
Finarice IRm 6885

Rm 6885

| M , QT-ERF

6 QT-ERF (Enc)

bic . QT-ERF

QT-ERF (Enc)

, QT-ERF

Laboratory

From: Laboratory .
Electronig S ; logy Section/TICTU/QT-ERF
Contact: 703~

Appfoved By:

Dréfted By:

Case ID #: 269-HQ-1194267
Title: DIGITAL DELIGHT

Synopsis: To request the Finance Division to assign Booz-Allen &
Hamilton, Incorporated (BAH) a task, under General Services
Administratiorn's (GSA) Telecommunications Support Contract 2

(Tsc 2).

Enclosure(s): FD-369, Number 900878 in the amount of $1,212,000
and Statement of Work .

Details: The Communications Assistance to Law Enforcement Act

(CALEA) of 1994 sets out telecommunications common carriers'
responsibilities with regard to providing law enforcement

agencies with lawful access to communications intended for
interception (Title III/FISA, Pen Register, Trap & Trace). The

CALEA Implementation Section (CIS) has the responsibility for
carrying out the duties imposed on the Attorney General for
implementing the legislation. The:-CIS is currently negotiating ,
with telecommunications industry carriers, manufacturers, and . b2
associations in order to facilitate this process. It is L7E
anticipated that CALEA compliant interception capabilities will

be available within carriers' systems sometime in mid-2001.
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To: Criminal Investigative From: Laboratory
Re: 269-HQ-1194267, 03/10/2000

Additionally, it is expected that carrier capabilities to
accommodate law enforcement capacity requirements for
communications interceptions will be forthcoming in mid-2000.

The Laboratory Division, Electronic Surveillance
Technology Section, Telecommunications Intercept and Collection
Technology Unit, Telecommunications Access Group (TAG), has
responsibility for ensuring that alternatives for conducting
electronic communications interceptions within the carriers!
networks exist. These alternative solutions are needed to ensure
law enforcement interception capability during.the interim period
when CALEA compliant solutions are not available, and as a
tactical alternative to CALEA compliant solutions. Also, these

.solutions serve as a "bridge" to the CALEA compliant solutions

and provide the FBI with a test bed to evaluate switch/network-
based interception capabilities.

In January 1997, July 1998, and June 1999, the FBI
awarded limited task orders to BAH, under GSA's TSC 2 contract,
to develop a custom collection system, called the DCS-3000, that
provides for the collection and recording of both call content
and call detail information for five wireless and wireline
switches. The BAH successfully developed intercept and

collection capabilities for switches manufactured by[ ]
—— R e
.~ successiul work conducte 3 , e FBI has deployed the

DCS-3000 system in more than 42 FBI field divisions and 105

-wireless and wireline switches throughout the country and field

office demand for the system continues to grow.

Initially, the FBI believed the DCS-3000 capability
would be a relatively short lived prototype, which would quickly
be replaced by commercial systems. However, the emergence of
satisfactory commercial products has been slow. Further, due to
delays in the implementation of CALEA, various parts of the
telecommunications industry have been deploying some intermediate
level of electronic surveillance capabilities until CALEA is
implemented. These intermediate capabilities will likely not be
well supported by commercial surveillance products. Thus, TAG
has continuing requirements to specify, develop, field, and
support interim surveillance systems in order to achieve its
mission.

The TAG requests the Finance Division to assign BAH an
additional task, under GSA's TSC 2 contract, to provide labor and
services to support the specification, development, verification,
operation, and maintenance of the existing DCS-3000 system and
new interim electronic surveillance systems for emerging wireless
and wireline telecommunications switches.
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STATEMENT OF WORK #
'UNDER TELECOMMUNICATIONS SUPPORT CONTRACT 2

v

1.0 Introduction

This Statement of Work (SOW) is to be performed for the General Services
Administration (GSA), Information Resources Management Service, in the National Capital

Zone, under Telecommunications Support Contract 2 (TSC 2). The TSC 2 contract number is

1.1 Organiza_tipn

This SOW is for the United States Department of Justice, Federal Bureau of
Investigation (FBI), Washington, D.C.

1.1.1 Identification and Address

U.S. Department of Justice

Federal Bureau of Investigation .
Telecommunications Interception and Collection Technology Unit
Electronic Surveillance Technology Section

Engineering Research Facility

Building 27958A

Quantico, VA 22135

1.2 PROJECT BACKGROUND AND OBJECTIVES
1.2.1  Project Background

The mission of the FBI's Telecommunications Interception and Collection Technology

Unit (TICTU) is the development of access and collection technology to perform lawfully

" authorized electronic surveillance of telecommunications services. Personal Communications
Services (PCS) is one type of telecommunications service for which EST-3 must support
surveillance and collection. Since no commercial products are available to support this
mission, the FBI has developed a custom collection system, called the DCS-3000, that provides
for the collection and recording of both call content and call detail information for a variety of
PCS switches. The system is deployed and in use in more than forty FBI field offices.

[nitially, the FBI believed that DCS-3000 capability would%arelatively short lived
prototype which would quickly be replaced by commercial systems. However, the emergence
of satisfactory commercial products has been slow. During the transition to Communications
Assistance to Law Enforcement Act (CALEA) implementation, various parts of the
telecommunications industry have deployed some intermediate level of electronic surveillance
capabilities until CALEA implementation has been completed. These intermediate capabilities
are not well supported by commercial surveillance products. Thus, the FBI has continuing

ALL INFORMATION CONTAINETL:
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requirements to specify, develop, field, and support mtenm surveillance systems in order to
achieve its mission.

1.2.2  Objectives

The FBI requires support to extend the current DCS-3000 collection system and to
specify and develop additional required surveillance products required.

This SOW defines the tasks required to support the FBI's electronic survelllance needs.
The specific objective of the order is to procure the following types of services:

s Analytical support services to support the definition of system requirements for interim
solution capabilities and provide liaison with the service providers for technical evaluatlon
of the proposed solutions. .

» Design and engineering services to support the design of extenswns to existing electronic
surveillance systems and the development of new surveillance systems

» Installation, integration, and implementation services to support the development,
integration, and test of extensions to existing surveillance systems and the development of
new systems ' ‘

s Operations and maintenance services to support applications software maintenance,
documentation, help desk operations, logistics, and field support.

2.0 Statement of Work
2.1 Task Description

This is a‘ firm fixed price task.
2.2 Required Services

The contractor shall provide labor and services to support the specification,
development, verification, operation and maintenance of interim electronic surveillance
systems. Much of the work of EST-3 is driven by the often urgent requirements of cases and
other projects that the organization is required to support. As a result, the specific activities the
contractor will be required to perform cannot be defined a priori. However, the types of
required tasks can be characterized. Typical tasks the contractor will be called upon to perform
include:

I. * Provide interim solution implementation support, including the following:
A. Develop requuements for new technologles or systems to, include the following

activities:
1. Define high level electronic survexlla.nce needs documentation, as required

()
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2. Liaison with key vendors and service providers to gather operational or technical
data

3. Provide in-depth technical assessment of technologies, network architectures
and features/service , ,

4. Evaluate existing electronic surveillance capabilities for these technologies

5. Define detailed requirements for collection systems

B. Evaluate technical solutions proposed by a vendor or a service provider
C. Liaison with vendors and service providers during solution implementation
D Verify surveillance solutions proposed by vendors or service providers

Provide software development support to:

A. Develop new software applications to support new collection recjuirements.

" B. Modify/enhance the existing DCS-3000 system to provide support for the

following;

1. New revisions of switch operating software. Frequently, new switch software
revisions change the format and content of detail messages.

2. New communications facilities to support new requirements for data
communications between the PCS switch and the collection system or
communications between elements of the collection system.

3. New interfaces for system configuration and operation.

4. Collection of call detail and content information from previously unsupported
PCS switch types. Addition of a new switch type may entail the development
-of items described in 1, 2, and 3.

Perform software maintenance and ‘Eroubleshooting to resolve intercept system
operational and performance problems identified by EST-3 or FBI field offices.

Provide support for resolution of operational issues with agency and industry
representatives, to include:

A.  Support the development of briefings, pamplets, or training materials relevant to
TICTU's operational and collection activities.

B. Coordinate, attend and document meetings with industry representatlves and/or
other agencies to resolve access and collection issues.

Develop or enhance user documentation for developed system prototypes and related
products.

Provide operations, logistics, and field support to include:

A. Provide configuration management and logistics services to track and maintain all
'versions of the system software, track the deployed hardware and software, assist in.

(3)
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Precedence: ' ROUTINE Date: 01/31/2000

To: Laboratory Attn: QT-ERF
) b6 QT-ERF
ke QT-ERF
QT-ERF
- Los Angeles - TTH |

From: Laboratory

Electronj i nolo ian /TICTU/QT-ERF
Contact: 703

Approved By: ,g/ryél

Drafted By: ehﬁiﬁyﬁ/ﬁ

Case ID #: 269-HQ-1194267 (W

Title: DIGITAL DELIGHT

1 request that Technically Trained Agent (TTA)
attend the Interim Solutions For Telecommunications g
intercepts Course on 02/07-18/2000. k7C

Details: The Telecommunications Intercept apd Qgﬁlection

Technology Unit (TICTU) invites TTA to attend the
Interim - Solutions for Telecommunications Intercepts Course at
Quantico (QT), Virginia, from 02/07-18/2000. This course will
provide information on technical issues pertaining to modern
electronic surveillance such as Personal Communications Systems,

the Windows NT operating system, router and modem configurations,

and the DCS-3000 scftware. In, addition, significant

non-technical issues will be discussed, including legal
considerations, interaction with telecommunications service bz
providers, and progress in implementing the Communications b7E
Assistance for Law Enforcement Act.

All travel expense will be paid by the Electrocnic
Surveiliance Tecnnoiggv Secrion/TICTU/QT-Engineering Research

acility using 7)6 C/ /JQ / /é//é // ((/
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QT-ERF
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To: Laboratory ° Attn

From: Laboratory !
Electronig Suryveillance Technology Section/TICTU/QT-ERF
Contact: 703

Approved By: rm;ummmaa{/v
Drafted By: IehbW‘/é

Case ID #: 269-HQ-1194267  (Pending)

Title: DIGITAL DELIGHT . . b6
TRAVEL TO BOCA RATON, FLORIDA . ) : Ib';C

Synopseis: To report travel to Boca Raton, Florida on

03/07-08/1999 to meet with Siemens and Omnipoint PCS

Communications (Omnipoint) to discuss intercept issues.

.Details: On 03/08/1999, Electronics Engineerl |
traveled to Boca Raton, Florida to meet with Siemens and
Omn:Lp01nt to discuss 1awfu11y :Lntercept issues.

Omnipoint presented its current network architecture
and lawful intercept implementation which utilizes the DCS-3000
system developed by the FBI. Presently, Omnipoint has 11 Global
System for Mobiles (GSM) switches in its network. Omnipoint is

currently in the process of expanding its network and will deploy -
. switches within the next 12 months.
Omnipoint will install switch in New York

City in May 1998. b

. b7E
ﬁpresented detailed information about the
current electronic surveillance capabilities of the |switch,

The current[ ___ limplementation for interception utilizes a
server, called Intercept Control Center (ICC), developed by
Kryptokom. This equipment provides dual functionality, acting as
both the target provisioning system as well as the interxcept call
data receiver. The ICC generates the necessary commands to

switch to establish the monitoring of intercept targets. It also -

receives the | Jgenerated by the switch and distributes
these records to law enforcement monitoring centers via

connection. | ) Ny géxﬁil;; - ’
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To: Laboratory From: Laboratory

Re: 269-HQ-1194267, 04/20/1999

| Igrovided the technical specification for the

and the FBI so that the
nec enhancements to e - 0 can be made to accommodate
theffffff]switch. )

plans to 1mplement an ICC in its test lab in

‘Boca Raton, rFlorida sometime in April 1999 so that: testlng with

the DCS-3000 system can be conducted.




