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DCS IVR SYSTEM Statement of Need ' TICTU

NEW PROJECT PROPOSAL TITLE: DCS3000 INTERACTIVE VOICE RESPONSE
AUTHENTICATION (DCS5_IVR) SYSTEM.

ORIGINATOR: bo
‘ b7C

DATE OF ORIGINATION: May 01, 2001

PURPOSE: To request the start of a new engineering activity
within the Technical Operations Section {(TOS}, Telecommunications
Intercept and Collection Technology Unit (TICTU).

The purpose of the new activity is to develop a computer-based
DCS_IVR System for use by TICTU that will greatly enhance their
capabilities in tracking the deployment of the FBI's DCS3000
software application.

RECOMMENDATIONS/STATUS:

1. That the TOS approve the start of a new engineering activity
to develop a DCS IVR System.

2. That Electronics Technician |be made b6
Project Leader for this engineering activity.- b7C

3. That file number 268-HQ-1012496 be used for this engineering
activity.

DETAILS: The TICTU is responsible the for research, development,
and field-deployment of Electronic Surveillance (ELSUR) systems
that perform ‘switch-based' intercept and collection of wireless
telecommunication data and audic. One cf those ELSUR systems
TICTU developed is the DCS3000.

The DCS3000 is a computer-based ELSUR system that performs
'switch-based' intercept and collection of call detail (data) and
call content (audio) information. ~Call detail and call audio
information is delivered over a local area network from cellular,
enhanced specialized mobile radio and GSM serv1ce providers to

The D i rr

| | and many
state and local law enforcement agenciles.

b2
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DCS_IVR SYSTEM Statement of Need TICTU

It is the goal of TICTU to authenticate and log each installation
of the DCS3000 software before the software is installed on a
computer. Therefore, to facilitate the authentication process,
TICTU engineered an authentication function in the DCS3000 Setup
Application to better track the numerous deployments of the
DCS3000 software. This authentication function runs at the
beginning of the DCS3000 installation process and forces the user
to perform an Authentication Request Call to TICTU.

The TICTU personnel, after receiving this Authentication Request
call, must access a computer with the DCS3000 Authority Program,
manually input the Authentication Request Number and wait for the
computer to calculate the Authorization Result Code. When the
calculation is finished, TICTU personnel must then verbally relay
the Authorization Result Code to the caller and enter the
date/time/caller's name and organization in a DCS3000
Authentication Log. Unfortunately these procedures take up
valuable work time (typically 5 to 7 minutes per call) and TICTU
personnel must be available on a 24-hour hasis to answer
Authentication Request Calls.

The goal of this engineering activity is to provide TICTU with a
self~contained, DCS IVR System that will provide Automated Call
Attendant features with intuitive Interactive Voice Response
messages. The DCS IVR System's capabilities will ultimately save
TICTU valuable work time and ensure that each installation of
DCS3000 Software is authenticated and accurately recorded in a
database log.

DCS IVR SYSTEM REQUIREMENTS

- Operate from a Windows NT PC

- Ability to answer incoming calls .

- Ability to decode, log and display Caller ID

- Ability to place outgoing call to caller's callback number
and/or Caller ID

- Provide automated logging of Authentication Regquests

- Provide automated logging of Authorization Result Codes

~ Provide friendly, Interactive Voice Responses to help
guide the caller through the Authentication Process

- Provide digital audio recording of caller's name and
organization '

- Provide a date/time stamp for all calls

- Provide DTMF digit decoding capabilities

~ Provide an Access Database Log of all information

- Provide a robust Report Generator Utility to facilitate
generation of reports

File No. 268-HQ-1012496 "2 May 01, 2001
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1. . MISSION/REASON

The purpose of this new engineering activity is to provide
TICTU with a self-contained, DCS_IVR System that will provide
Automated Call Attendant features with intuitive Interactive
Voice Response messages. The DCS_IVR System's capabilities will
ultimately save TICTU valuable work time and ensure that each
installation of DCS3000 Software is authenticated and accurately
recorded in a database log.

2. BASIS OF NEED

There are no DCS IVR Systems currently available for TICTU,
FRBRI, other government agencies, and/or state and local law
enforcement agencies to use.

3. ASSESSMENT OF CAPABILITIES
The DCS_IVR System activity will focus on providing TICTU,
FBI, other government agencies, and/or state and local law
enforcement agencies with a user-friendly, feature rich
DCS_IVR System capable of fully meeting the technical
requirements listed in the details section.

A . Existing Capability
Currently, the FBI has no deployable DCS IVR Systems.

B. Planned or Programmed Capability
Develop a user friendly, feature-rich DCS IVR System.

The DCS_IVR System will utilize commercial-off-the-shelf
(COTS) computer equipment and digital telephony hardware
controlled by TICTU-developed software. The DCS IVR System
will be programmable so that various modes of operation are
possible. The DCS_IVR System will be developed to
accommodate future methods to be fully defined at a later
date.

The TICTU personnel will provide system development,
integration, configuration, and final testing of the DCS_1IVR
System. The DCS_IVR System development activities will also
include the release of information and/or equipment by
TICTU, FBI, other government agencies, and/or state and
local law enforcement agencies.

No other programs are known which are developing DCS_IVR
System capabilities.

File No. 268-HQ-1012496 3 May 01, 2001
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DCS _IVR SYSTEM Statement of Need TICTU

4. NEEDED CAPABILITY

The TICTU has studied the technical specifications required
for the successful deployment of a DCS _IVR System. Based

upon these studies, TICTU has determined that COTS equipment
or system components will meet the hardware reguirements for
the DCS_IVR System. The TICTU will utilize COTS hardware in

conjunction with TICTU-developed software to develop the
DCS IVR System.
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this Digital Delight Project Status Report (PSR) is
to document the accomplishments of and lessons learned from the
specified time period for the Digital Delight development project.
This PSR summarizes the accomplishments, key issues and decisions,
and performance from 11/01/2000 to 11/30/00, and identifies the
major activities to be conducted in the future.

1.2 SCOPE

1.2.1 Identification
Project Digital Delight has served as an interim CALEA
telecommunications intercept system development. Initially formed
to £fill the need for an intercept system with capabilities to
receive switch based intercept data and audio for
wireless communications. The "CALEA" like
delivery of the initial] | switches has evolved the development
into a platform capable of interfacing with most CALEA switch based b2
surveillance packages being implemented. The resulting system is
known as the DCS-3000 collection system. The DCS-3000 collection b7E
system is comprised of a software package for pen register and
Title IIT1 Call Data Channel (CDC) receipt as well as an
computer card for Call Content Channel (CCC) audio distribution to
recorders. The software runs on a Windows NT operating system and
is networkable to accommodate multiple Title III workstations.
Current release for the DCS Software stands at Version 4.2D.

The DCS-3000 Revision 4.2Q has capabilities for CDC intercept

from TCP/IP, RS-232, and X.25 data format. The DCS-3000 software 12
] and

rform intercepts on|
| switches as well as accept J-STD-025 CALEA call data. The b7E
CDC data is parsed into complete call records and a Telephones
Application up-loadable file is generated. The CDC data is also
merged with recorder control functions provided by the DCS—3000| I
computer card to provide audio distribution to standard| I
ﬂrecorders for Title III operations.

DATE: 0s-15-2007
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1.2.2. Project Status Objectives

The objectives of this status report are to document and
>convey the current development status and scope of deployments of
the DCS-3000 system resulting from Project Digital Delight. Also,
future issues and enhancements for the DCS-3000 development are

presented.
a. Software Status and Revision
b. Switch Manufacturer's incorporated
c. Hardware Developments
d. Presentation of Budget Information
e. Presentation of Future Issues

2.0 ACTIVITIES ACCOMPLISHED

Project Digital Delight has been conducted under the Project
Management Offices (PMO)} reporting guidelines. To date, this
project has documented its progress via the initial Statement Of
Need document, an Internal Concept Proposal, and bi-monthly Project
Progress Summary reports. Further activities associated with this
project are developmental and operational.

The development history of the DCS-3000 software started
initially with software written for the[:::::]operating system to
perform a switch CDC intercept. After initial complexities
with field operations using: Iit was ported to the Windows NT
operating system which provides a much easier graphical user
interface (GUI) for field personnel to operate. Additional

requests for pen-register and Title-III solutions for other b2
wireless and wireline switch types have resulted in multiple b7F
enhancements for the DCS-3000 software. Currently, the DCS5-3000
software can be utilized for| | and

switch types as well as for all J-STD-025 complaint
switches. Due to constant upgrades and data revision changes on
these switches, the DCS~-3000 has been in continuous development.

Due to varying CDC delivery methods, the DCS-3000 software has
also evolved to accept multi-protocol data formats. It is capable
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232

Project Number 269-HQ-1194267
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delivery it is capable of performing both a direct connect leased
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI
Telephones Application up-loadable file.

The DCS-3000 audio intercept card for CCC audio delivery has
been a solely "in-house" hardware development. The audio intercept
card is an[jf]computer card capable of interacting with the DCS-
3000 software to provide minimization control and audio delivery to
the TASCAM MKII analog recorder.

Testing was conducted by pumping the J-STD-25 output of the
DCS-3000 into the JSI CALEA Gateway and VoiceBox After some
initial problems, .the VoiceBox and JSI CALEA Gateway are able to
handle the DCS-3000 J-STD messaging and mate the call content
channel to the call data. This testing is being conducted on an OS82
version of the Voicebox running version 4.2.2 of the Voicebox:
scoftware. There are currently no systems aeployed in the field .
running this version of software.

A Interim Solutions for Telecommunications Intercept
class is planned for early December and 8 attendees from various
state, local and other federal agencies are attending. Much
planning and preparation is required to conduct these classes.

Efforts are currently underway to integrate the cell tower b2
location message from the DCS-3000 withi a software b7F

mapping program. This integration will provide real-time mapping
capability for DCS-3000 targets and is in the final testing phase.
Additionally, a development is underway to interface DCS-3000
intercept information with| iunits active 1in an area

under surveillance.

is utilizing thel lsystem
for CALEAR call data delrvery to law enforcement. has
centralized their data center in the Atlanta, Georgia area. It is
necessary for law enforcement, conducting intercepts, to build a

link to this facility to receive call data information from the b2
l system. The Telecommunications Access Group (TAG), has b7E
1scovered that some message delivery problems exist, one in

particular relating to the Inot delivering the "disconnect"”

Project Number 269-HQ-1194267
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b7E

message at the completion of the call. This is a critical problem
1 because without this message, the collection eguipment_does not

know when to terminate the audio collection function. has
been made aware of this problem and is currently seeking
resolution.

15

bl

Members of the TICTU traveled to Denver, Coloradoc to meet with

Ito disc intercepting a FISA tardet in the
Denver area, subscribing to

has agreed, due to the importance of this case, to allow TICTU to
co-locate access hardware in the switching center to egress the
Call Data Channel information to the Denver collection site.
b2 Alternative access methods will be required for future criminal
bTE related intercepts.

The TICTU assisted the Los Angeles Division in conducting the

first Title-III intercept witﬂ I
I utilizes al Jswitch. The DCS-

3000 1s being used tfor call data interception and a TICTU custom-
designed box, utilizing Dialogic cards, 1is being used to intercept
the call content channels being delivered on a T-1.

Operationally, the DCS-3000 system is currently deployed in
46 FBI field offices. Project Digital Delight has provided the FBI
with access to 125 switches from over 10 different
telecommunications service providers. Since the commencement of
this project, the DCS-3000 system has been used to institute over
100 Title III surveillance court orders and provide a means to
institute over 500 pen register orders. A table of Qctober, 2000
DCS-3000 system utilizations for collection are as follows:

Project Number 269-HQ-1194267
12/06/00
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Table 1. New DCS Utilization November, 2000.

Field Office /
RA

Boston

Columbus, OH

Toledo, OH

Atlanta

b2
b7E

West Palm Beach,
Fla.

Baltimore

Minneapolis

Knoxville

b2 3.0 ISSUES/DECISIONS
b7E

Testing onducted with htilizing the
krstem, used to output CDC intormation form the

| switch, formatting the data into J-STD-025 and
routing the data to law enforcement. The test was successful but
some issues did come up. One problem pertains to the
opening a new port every time a new call is generated. This 1s a
problem for 2 reasons; If the system is processing numerous
intercepts, there might not be enough ports available in the
operating system. A second problem arises when numerous calls are
off-hook at the same time, 1if a current call goes into a call

. waiting status, a new call record is generated and there is no way

to associate the new call with the exigting call. These issues

have been brought to the attention of of Comverse.

Mr. McDermott visited ERF on 09/29/2000 and advised that a new b6
software revision scheduled for release in 11/2000 will resclve bi7C

these issues. As of month's end, this problem continues to exist.

Project Number 269-HQ-1194267
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The CATEA Tmplementation Section (CIS)has been in negotiations

v with features resident in the
wire . a ly, TICTU has a DCS-300Q solution for
thel |service, with the exception of a
| Jcall in the same local service area. These calls

never leave the local switch, thus the vselp encoding remains
resident in the call. The call content passed to law enforcement
sounds like modem traffic and is not of any evidentiary benefit. b2
is aware of this problem and prefers to make an adjunct b7F
device available for vselp decoding at the monitoring facility.
TICTU advised CIS that this solution is not acceptable and that
should provide an in-switch decoding solution and provide
law enforcement, clear audio at the monitoring facility. A meeting
was held witH | CIS and ERF on November 16, 2000 to discuss
these issues. The TICTU demonstrated td | the interim
solution designed by the ERF engineers. Thel Istaff was
impressed by the demonstration and the Bureau's ability to reverse-
engineer the VSELP code. ‘ continues to balk at providing
law enforcement with an "upstream" solution to the VSELP encoding.
Discussions are continuing. This meeting is memorialized in an EC
entitled TICTU Administrative, dated 11/30/200.

4.0 PERFORMANCE

4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL)

This report reflects the beginning of FY-2001. The
Telecommunications Access Group (TAG) budget has been enhanced to

|

for development and deployment of DCS-3000 systems. To

date, funding has not been awarded due to a continuing resolution
in effect.

b2
b7E

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL)

Project Number 269-HQ-1194267
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The project schedule has been adjusted twice since the
project was initiated in January 1997. Since the goal of this
project is to provide telecommunications intercept capabilities
that are otherwise unavailable, accurate schedule estimation is
difficult to achieve. In addition, delays in the deployment of
CALEA-complaint switch solutions and commercial collection
systems with universal capabilities have forced the FBI to extend
the project schedule to continue to support the needs of the
field. All planned project activities (i.e. developments and
deployments) are on-schedule in accordance with the latest
modified schedule.

5.0 NEXT STEPS

The next steps will involve proceeding with support of
operations as regquested from the FBI field offices as well as
integration of the DCS-3000 system with deployed Digital Storm
collection systems. Due to the roll out of CALEA compliant
solutions by most telecommunications switch manufacturers,
adaptation to the DCS-3000 software to accommodate anomalies
between switch platforms are expected.

pg-7
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this Digital Delight Project Status Report (PSR) is
to document the accomplishments of and lessons learned from the
specified time period for the Digital Delight development project.
This PSR summarizes the accomplishments, key issues and decisions,
and performance from 10/01/2000 to 10/31/00, and identifies the
major activities to be conducted in the future.

1.2 SCOPE
1.2.1 Identification
Project Digital Delight has served as an interim CALEA

telecommunications intercept system development. Initially formed
to fill the need for an intercept system with capabilities to

receive switch bacsed intercept data and audio for I
wireless communications. The ALEA" like

delivery of the 1initial switches has evolved the development
into a platform capable of interfacing with most CALEA switch based
surveillance packages being implemented. The resulting system is
known as the DCS-3000 collection system. The DCS-3000 collection
system is comprised of a software package for pen register and
Title III Call Data Channel (CDC) receipt as well as an
computer card for Call Content Channel (CCC) audio distribution to
recorders. The software runs on a Windows NT operating system and
is networkable to accommodate multiple Title III workstations.
Current release for the DCS Software stands at Version 4.2D.

The DCS-3000 Revision 4.2Q has capabilities for CDC intercept
from TCP/IP, RS-232, and X.25 data format. The DCS-3000 software

can perform intercepts on Iand
:switches as well as accep - - ca ata. The

CDC data is parsed into complete call records and a Telephones
Application up-loadable file is generated. The CDC data is also
merged with recorder control functions provided by the DCS—3000| |

computer card to provide audio distribution to standard | |
ﬂrecorders, for Title III operations.
b2
b7E
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1.2.2 Project Status Objectives

The objectives of this status report are to document and
convey the current development status and scope of deployments of
the DCS-3000 system resulting  from Project Digital Delight. Also,
future issues and enhancements for the DCS-3000 development are
presnlted.

Software Status and Revision
Switch Manufacturer's incorporated
Hardware Developments

Presentation of Budget Information
Presentation of Future Issues

" 0o e

2.0 ACTIVITIES ACCOMPLISHED

Project Digital Delight has been conducted under the Project
Management Offices (PMO) reporting guidelines. To date, this
project has documented its progress via the initial Statement Of
Need document, an Internal Concept Proposal, and bi-monthly Project
Progress Summary reports. Further activities associated with this
project are developmental and operational.

The development history of the DCS-3000 software started
initially with software written for the operating system to
perform a[::::::]switch CDC intercept. After initial complexities
with field operations using[:::::]it was ported to the Windows NT
operating system which provides a much easier graphical user
interface {GUI) for field personnel to operate. Additional
requests for pen-register and Title-III solutions for other
wireless and wireline switch types have resulted in multiple
enhancements for the DCS-300Q _software Currently, the DCS-23000
software can be utilized for

‘Project Number 269-HQ-1194267
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switch types as well as for all J-STD-025 complaint switches. Due
to constant upgrades and data revision changes on these switches,
the DCS-3000 has been in continuous development.

Due to varying CDC delivery methods, the DCS-3000 software has
also evolved to accept multi—pfotocol data formats. It is capable
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232
delivery it is capable of performing both a direct connect leased
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI
Telephones Application up-loadable file.

The DCS-3000 audio intercept card for CCC audio delivery has
been a solely "in-house" hardware development. The audio intercept
card is an Dcomput:er card capable of interacting with the DCS-
3000 software to provide minimization control and audio delivery to
the TASCAM MKII analog recorder.

A Interim Solutions for Telecommunications Intercept class was
held in August and 8 attendees from various state, local and other
federal agencies attended. This brings the total number of DCS-
3000 trained technical investigators to 24. The attendees thought
the class was very well prepared and presented. A future class is
scheduled for 12/2000.

Testing was conducted by mating the J-STD-25 output of the

DCS-3000 with the J8I VoiceBox and the After
some initial problems, the VoiceBox and JSI CALEA Gateway are
handling the DCS-3000 J-STD messaging. | ]is also handling

most of the messages but is dropping some of them. Testing will
continue in an effort to resolve the message dropping issue. Both
system are able to answer a ring down circuit for the call content
delivery. ‘

Efforts are currently underway to in T the cell tower
location message from the DCS-3000 withﬁ a software
mapping program. This integration will provide real-time mapping
capability for DCS-3000 targets. Additionally, a development is

underway to interface DCS-3000 intercept information with
Iunits active in an area under surveillance.
- b2
b7E
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Operationally, the DCS-3000 system is currently deployed in
46 FBI field offices. Project Digital Delight has provided the FBI
with access to 125 switches from over 10 different
telecommunications service providers. Since the commencement of
this project, the DCS-3000 system has been used to institute over
100 Title IITI survelllance court orders and provide a means to
institute over 500 pen register orders. A table of October, 2000
DCS-3000 system utilizations for collection are as follows:

Table 1. New DCS Utilization October, 2000.

Field Office /
RA

Orlande (Tampa
FO)

Raltimore

Chicago

Atlanta

Raleigh

Knoxville

b2
b7E

3.0 ISSUES/DECISIONS

provider offering dial
tone service to various parts of the U.5. The Los Angeles Field
Office (LAFO) has served Iwith a pen register order and is
currently receiving billing records on a diskette. A Title III
order will be obtained shortly after. TICTU has met with

at their test facility in Denver, CO. to test the DCS-3000 with the

] switch. The testing was successful, however,
will not allow for installation of FBI eguipment in their

switch facility. The LAFO has built a lease line fromI:to
a site within 18,000 feet of the switch site to locate a router and

Project Number 269-HQ-1194267
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- modem to route the call data to the LAFO. The audio will be
= delivered to the LAFO via T-1 connection. The CDC channel has been
tested and is passing data successfully. The CCC T-1 has been
ordered and will carry the audio for interception once a court

order has been obtained. b2
. . 1 b7E
Testing wag_fonducted with utilizing the
system, used to output (CDC information form the

|switch, formatting the data into J-STD-025 and
routing the data to law enforcement. The test was successful but
some issues did come up. One problem pertains to the
opening a new port every time a new call is generated. This is a
problem for 2 reasons; I1f the system is processing numerous
intercepts, there might not be enough ports available in the NT
operating system. A second problem arises when numerous calls are
off-hook at the same time, if a current call goes into a call
waiting status, a new call record is generated and there is no way
to associate the new call with the exisfing call These jssues b6
have been brought to the attention of b7C
Mr. McDermott visited ERF on 09/29/2000 and advised that a new
software revision scheduled for release in 11/2000 will resolve
these issues. As of month's end, this problem continues to exist.

The CALEA Implementation Section (CIS)has been in negotiations
withl] features resident in theﬁ

Services éurrentLy, TICTU has a DCS-300Q _solutigon for

the service, with the exception of a

| | call in the same local service area. These calls

never leave the local switch, thus the vselp encoding remains b2
resident in the call. The call content passed to law enforcement b7E

sounds like modem traffic and is not of any evidentiary benefit.
is aware of this problem and prefers to make an adjunct
device avallable for vselp decoding at the monitoring facility.
TICTU advised CIS that this solution is not acceptable and that

should provide an in-switch decoding solution and provide
law enforcement, clear audio at the monitoring facility.
Negotiations will continue in November.

in the southern
United oStates nas advised the rBl oLrLices 1n rampa, Florida and New
Orleans, Louisiana that it plans to provide a CALEA-type intercept
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capability and that traditional intercept methods will no longer be
supported. A problem arises in the fact that is not
technically capable of offering a CALEA-type 1intercept at this time

and as a result, the pen register intercept in Tampa is currently -
down. Issues of this nature will continue to arise as more and

more providers switch to a CALEA type interface. TICTU will need

to keep abreast of the provider plans and work closely with to
providers to offer a seamless transition to CALEA intercept b2
delivery. b7F

4.0 PERFORMANCE

b2
4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL) b7E

This report reflects the beginning of FY-2001. The
Telecommunications Access Group (TAG) budget has been enhanced to
| [ftor development and deployment of DCS-3000 systems. To
date, funding has not been awarded due to a continuing resolutiocn
in effect. '

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL)

The project schedule has been adjusted twice since the
project was initiated in January 1997. Since the goal of this
project is to provide telecommunications intercept capabilities
that are othexrwise unavailable, accurate schedule estimation 1is
difficult to achieve. In addition, delays in the deployment of
CALEA-complaint switch solutions and commercial collection

Project Number 269-HQ-11394267
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systems with universal capabilities have forced the FBI to extend

- the project schedule to continue to support the needs of the
field. All planned project activities (i.e. developments and
deployments) are on-schedule in accordance with the latest
modified schedule.

5.0 NEXT STEPS

The next steps will involve proceeding with support of
operations as requested from the FBI field offices as well as
integration of the DCS-3000 system with deployed Digital Storm
collection systems. Due to the roll out of CALEA compliant
solutions by most telecommunications switch manufacturers, -
adaptation to the DCS-3000 software to accommodate anomalies
between switch.platforms are expected.
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this Digital Delight Project Status Report (PSR) is
to document the accomplishments of and lessons learned from the
specified time period for the Digital Delight development project .
This PSR summarizes the accomplishments, key issues and decisions,
and performance from 1/2000 to 6/2000, and identifies the major
activities to be conducted in the future.

1.2 SCOPE
1.2.1 Identification
Project Digitél Delight has served as an interim CALEA

telecommunications intercept system development. Initially formed
to fill the need for an intercept system with capahilities to

r;ggg;gg_sm;;gh_based intercept data and audio for 41
wire] communications. The "CALEA" like

delivery of the 1nitialj switches has evolved the development
into a platform capable of interfacing with most CALEA switch based
surveillance packages being implemented. The resulting system is
known as the DCS-3000 collection system. The DCS-3000 collection
system is comprised of a software package for pen register and
Title IITI Call Data Channel (CDC) receipt -as well as an

computer card for Call Content Channel (CCC) audio distribution to
recorders. The software runs on a Windows NT operating system and
is networkable to accommodate multiple Title IITI workstations.
Current release for the DCS Software stands at Version 4.2D.

The DCS-3000 Revision 4.2D has capabilities for CDC intercept
from TCP/IP, RS-232, and X = tware

can perform intercepts on and
;;switches as well as accept J-OTD-025 CALEA call data. The

ata is parsed into complete call records and a Telephones
Application up-loadable file is generated. The CDC data is als
merged with recorder control functions provided by the DCS—BOOOT::::::]
computer card to provide audio distribution to standard FBI Tascam
MKII recorders for Title III operations.

ALL INFORPMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-14~2007 BY o517S5DMH/K3R/N
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1.2.2 Project Status Objectives

The objectives of this status report are to document and
convey the current development status and scope of deployments of
the DCS-3000 system resulting from Project Digital Delight. Also,
future issues and enhancements for the DCS-3000 development are
presented.

Software Status and Revision
Switch Manufacturer’s incorporated
Hardware Developments

Presentation of Budget Information
Presentation of Future Issues

®anNnoH

2.0 ACTIVITIES ACCOMPLISHED

Project Digital Delight has been conducted under the Project
Management Offices (PMO) reporting guidelines. To date, this
project has documented its progress via the initial Statement Of
Need document, an Internal Concept Proposal, and bi-monthly Project
Progress Summary reports. Further activities associated with this
project are developmental and operational.

The development history of the DCS-3000 gsoftware started
initially wi ftware written for theﬁoperating system to
perform a[fiff:fjswitch CDC 4 ept. er initial complexities
with field operations using it was ported to the Windows NT
operating system which provides a much easier graphical user
interface (GUI) for field personnel to operate. Additional
reqguests for pen-register and Title-IITI solutions for other
wireless and wireline switch types have resulted in multiple
enhancements for the DCS-3000_software Curreptiyv . the NCS_3000
software can be utilized for
switch types as well as for all J-S1D-020 complaint switcnes. Due
to constant upgrades and data revision changes on these switches,
the DCS-3000 has been in continuous development.

Due to varying CDC delivery methods, the DCS-3000 software has.
also evolved to accept mutli-protocol data formats. It is capable
of TCP/1IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232
delivery it is capable of performing both a direct connect leased
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI
Telephones Application up-loadable file.

The DCS-3000 audio intercept card for CCC audio delivery has
been a solely "in-house" hardware development. The audio intercept
card is anI Fomputer card capable of interacting with the DCS-

Project Number 269-HQ-1194267
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3000 software to provide minimization control and audio delivery to
the TASCAM MKII analog recorder. :

Operationally, the DCS-3000 system is currently deployed in
44 FBI field offices. Project Digital Delight has provided the FBI
with access to 115 switches from over 10 different
telecommunications service providers. Since the commencement of
this project, the DCS-3000 system has been used to institute over
100 Title III surveillance court orders and provide a means to
institute over 500 pen register orders. A table of new (calendar
year 2000) DCS-3000 system utilizations for collection are as
follows:

Table 1. New DCS Utilization since 1/2000.

Field Office / RA

Albany

Atlanta

Chicago

Detroit

Houston

Knoxville

Las Vegas b2

b7E

Los Angeles

Miami

Minneapolis

New Ofleans

New York

Norfolk

Phoenix

Sacramento

Seattle

Project Number 262-HQ-11984267 »
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3.0 ISSUES/DECISIONS

Four significant project issues were confronted during
calendar year 2000. The following list summarizes these issues and
the key decisions made in response:

1. In March 2000, a software development was initiated to enhance
the DCS-3000 server capabilities for multiple switch
connections. The regulbt of thig development is a new server

b2 application, calledl | capable of simultaneously
b7F connecting to multiple switches. This development has

significantly improved the overall performance of the DCS-3000
system. As a result of this development, the DCS-3000 is much
easier to administer and maintain in field offices with
multiple connections to multiple server providers. For
example, the DCS-3000 system in the Atlanta Field Office is
currently connected to-eleven (1l1l) switches using one Windows
NT Workstatign :

2. In May 2000, Iannounced their CALEA
implementationl pran TId schedqule. Dill centralize the

access to CDC information for all their switches nationwide.

Law enforcement will be allowed t cce DC information
via one of two methods: 1) frame-relay

b2 network, or 2) virtual private Nnetwork using the Internet.
The former method was chosen since FBI policy prohibits use of
b7E the Internet for egress purposes. An important decision was
made to establish a single access point at Quantico ERF

for the entire FBI. This technigue will sj ificantly reduce
operatiocnal costs and maintenance for the ipen—register
intercepts. '

3. In May 2000, a software development was initiated to create a
new DCS-3000 functionality to support the centralized
distribution of CDC information received fromi i The new
software system, called establishes a single
connection to a service provider and then parses and

distributes raw CDC informatien to the appropriate field
office collection systems. The system does not process (i.e.

b2 . decode) the raw CDC information and does not require any user
b7E input (i.e. target provisioning).
4. In May 2000, aﬁl&tdj\mct module for the DCS-3000 was
developed to allow e -3000 system fo reliably connect to
a large] _ﬁswitch (i.e. a with more that 10
switch-modules). The new module is capable of accepting

hundreds of simultaneous TCP/IP connections and delivering the
CDC information from each connection to the DCS-3000 server
via a single TCP/IP connection.

Project Number 269-~-HQ-~1194267
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4.0 PERFORMANCE N

b7E
4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL)

The plannef.n;ﬂi&:Lamist to date is The actual
cost to date is

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL)

The project schedule has been adjusted twice since the
project was initiated in January 1997. Since the goal of this
‘project is to provide telecommunications intercept capabilities
. that are otherwise unavailable, accurate schedule estimation is
difficult to achieve. In addition, delays in the deployment of
CALEA-complaint switch solutions and commercial collection
systems with universal capabilities have forced the FBI to extend
the project schedule to continue to support the needs of the
field. All planned project activities (i.e. developments and
deployments) are on-schedule in accordance with the latest
nodified schedule.

5.0 NEXT STEPS

The next steps will involve proceeding with support of
operations as requested from the FBI field offices as well as
integration of the DCS-3000 system with deployed Digital Storm
collection systems. Due to the reoll out of CALEA compliant
solutions by most telecommunications switch manufacturers,
adaptation to the DCS-3000 software to accommodate anomalies
between switch platforms are expected.
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* TRIP REPORT

Cellular South Liaison Meeting

125 South Congress Street

Jackson, Mississippi

Wednesday, October 08, 2003 — 2:30 pm to 5:30 pm bo
b7C
1. Participants '
| Namg Organization Location Phone | E-Mail
FBITICTU Quantico, VA 703
FBI/TICTU/BAH | Quantico, VA 703
FBUTICTU/BAH | Quantico, VA 703
Delta Telco Louise, MS 662
Delta Telco Ackerman, MS 662
Delta Telco Ackerman, MS 662
Delta Telco Louise, MS 662
Delta Telco Louise, MS 662
Telapex, Inc. Jackson, MS 601
Cellular South Jackson, MS 601
Cellular South Jackson, MS 601
Cellular South Meadville, MS 601
Telapex,Inc. Jackson, MS 601
Telapak, Inc. Jackson, MS | 601
Cellular South Jackson, MS 601
Telapak, Inc. Jackson, MS 601
Telapak, Inc. Jackson, MS 601
Telapex, Inc. Jackson, MS 601
Telapex, Inc. Jackson, MS 601
Cellular South Jackson, MS 601
Cellular South Jackson, MS 601
Franklin Telco Bude, MS 601
Franklin Telco Bude, MS 601
Franklin Telco New Augusta, MS | 601
Telepak Networks | Jackson, MS 601

2. Background/Purpose
e TICTU Liaison effarts with§ ] were arranged to gain an
understanding of policies and ELSUR interconnection techniques 1 rkets.
perates in Mississippi, western Tennessee, southern Al
Jalso provides service a:
Ithough r entatives of all companies were present, the focus of this
OutTeacn rcelng was 0 b2
o _Thj ing was coordinated through |provides legat counsel for
All subpoenas and court orders are processed through his office. b6
b7C
b7E

031008 Cellular South.doc

ALL INFORMATION CONTAINELD
HEREIN I3 UNCLAZSIFIED
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bo
b7C
b7E

b2
bo
b7C
b7E

b2
b6
b7C
b7E

3. Discussion

Following introductioni Igrovided an overview of the FBI/TICTU organization and mission of

the Switch-Based Intercept Team

. resentation that had been customized fof
| The presentation provided insight into the following areas:

narrated portions of the

ELSUR: Statutory Authority and Statistics
Typical Investigative Chronology
Review of an Actual Kidnapping Investigation

i i i hasis placed on the
arTier Sysiems Security and Integn

Carrier/L.aw Enforcement Relationships

Igtilizegl

echnology.

[provide the switching

. :brocesses approximately six hundred subpoenas and seven court orders yearly.

L

Throughout the presentation, representatives o
questions for discussion with FBI representatives.
s Lengthy discussions ensued on the proper documentatio:
enforcement for subpoenas requesting call detail. Current]
through a separate system from their normal billing system.

ere extremely interactive and posed many

ould provide to law
retrieves this information

r request bills may or
may not include call detail. The main con :mmmm.ﬂ.ve o oiced was giving too
much information uggeste contact the Chief General Council (CDC) at
the Jackson field office, as he did not feel that he was appropriate person to address this concern.
Representatives o determined that they would continue to process subpoenas as they
have been and plan to coordmmate 2 meeting with the Jackson CDC.

sked about location information requests in court orders. l
provided an overview of location information (Cell Site) requests in court orders and the necessary

inclusion of the specific requirement pursuant to federal law (18 USC 2703(d)).
* A discussion followed pertaining to E911 Phase I1 epresentatives asked if this should
be provided to law enforcement upon request. essed this by outlining the pros and

se II for ELSUR operations, H her
stated how helpful this information would be and how the FBI would work wit] 0 have

cons carriers consider pertaining to the dissemination o

access to it ~ pursuant to it being specified in a court order.

. uestion how new technologies are affecting the defined CALEA structure.
addressed this question by explaining how law enforcement is sometimes a step behind the rapidly

changing technology. Discussion of the CALEA J-Sta
ﬁsked how lon, igr | ired to keep

echnical specification ensued.
data? | ktated that this has

not been addressed to datewhas been keeping their data the required 18 months that the
FCC requires toll records be kept on file. :

. :Fasked how the FBI read{™data. He suggestecj@ec iciaps age having
trouble with testing since they cannot read the garbled data rovide ith a

brief overview of the DCS 3000 software and offered the software t

. provides an Internet service under the nam

for testing.
uestioned

how the FBI handles data intercepts.
(DITU) handles such issues
representatives of DITU.

031008 Cellular South.doc

xplained that the Data Intercept Technology Unit
suggested that they would be interested in meeting with




. S| ns in the case of an emergency when there has not been a circuit b2
established. xplained that the possible use of dial-up circuits. bo

. stated he would be interested in having :ﬁanicipate in any FBI training b7C
CONJerences. bIE

4. Action Items

. to provide DCS 3000 Software tq bnd
to includ in the East Coast Conference.
will provid JPOC information to facilitate a DITU
utreach Meeting. :

5. Attachments

e 031008 CellularSouth.PDF — PowerPoint presentation (Adobe Acrobat format)

Respectfully submitted,

b6
b7C

031008 Cellular South.doc
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TRIP REPORT
FBI/TICTU - ATU Meeting with Globalstar
461 South Milpitas Blvd
Milpitas, CA 95035
b6 P
b7C Wednesday, November 17", 2004 - 10:00 a.m. to 12:00 p.m.
1. Participants
{ Name Representing Location Phope E-Mail

FBU/ATU Quantico, VA 7034

FBUTICTU Quantico, VA 7034

FBUTICTU T Quantico, VA ] 7031

FBI/TICTU Richmond, VA | 804

FBI/ATU Quantico, VA 7034

FBI/SF San Francisco, 4154

CA

FBUSF Palo Alto, CA 650

Globalstar Milpitas, CA 408

Globalstar Milpitas, CA 925

Globalstar Milpitas, CA 408

Giobalstar Milpitas, CA 408

Globalstar Milpitas, CA 408

2. Background/Purpose
e TICTU/ATU liaison efforts witﬂ were arranged to gain an understanding of:policies

and ELSUR interconnection techniques and tracking capabilities.

e This meeting was coordinated throu bf TICTU an sa
Ground Operations Manager for nd handles requests for electronic surveillance. is the

primary point of contact for ELSUR operations and tracking requests.

b2

3. Discussion - bo
b7C
. Ekpened the meeting with introductions and a brief overview of the FBI/TICTU organization and b7E
mission of the Switch-Based Intercept Team.E:followed with-a description of the mission of

the Advanced Technology Units’ Wireless Intercept Tracking Tea
%anh:ﬁowerpoint presentation that had been customized for
he presentation provided insight into the following

arcas:

e  ELSUR: Statutory Authority and Statistics

111704- Globalstar

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06~13-2007 BY 55179DMH/KSR/MAT



. is to sen CD of DCS 3000

will discuss ¢ ALEA solutio@ .

. or another member of WITT will contac for testing the registration message and
it’s availability.

. :s to complete the Carrier contact sheet and return it to: b2

b6

S. Attachment ' b7C
. Attachments _ bIE

¢  Globalstar. PDF - PowerPoint presentation {Adobe Acrobat format)

Guide-Handout.pdf

Respectfully submitted,

b6

b7C

111704- Globalstar



1. Participants

TRIP REPORT

Montana Telecommunications Association
Holiday Inn Grand Montana

5500 Midland Road

Billings, MT 59101
Tuesday, December 02, 2003 ~ 3:00 pm to 6:00 pm

[ Name Representing ‘alanhono..
FBI/ATU Q (703
Quantico, VA
FBITICTU (703
Quantico, VA
FBVTICTU (703
Quantico, VA
BAH/TICTU (703
Quantico, VA
FBI (801
Salt Lake City, UT
One Eighty Communications, | (406
Billings, MT
One Eighty Communications (4064
Billings, MT
One Eighty Communications | (406
Billings, MT
Southern Montana Telco (406
Wisdom, MT
RT Communications (307
Worland, WY
Triangle Telephone (406
North Havre, MT
Triangle Telephone (406
North Havre, MT
RT Communications (307
Worland, WY
A.CT. (307
Sheridan, WY
Triangle Tel (406
North Havre, MT
Triangle Tel (406
North Havre, MT
Blackfoot T} (406
Missoula, MT
Blackfoot (406
Missoula, MT
Range Tel {405]
Worland, WY
Range Tel (406
Worland, WY
Range Tel (406
Worland, WY

|

I

L1 1

031203 MTA Conference.doc

ALL INFORMATION CONTAINED
HEREIN I% UNCLASIIFIED
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b7C
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Valley Telecommunications (404
Wolfpoint, MT

Nemont Tele Coop . (409
Glasgow, MT

Valley Tele (406
Glasgow, MT

Lincoln Telephone (404
Lincoln, MT

Lincoln Telephone (404
Lincoln, MT

Acertion Connect (714
Anaheim, CA

SRT Communications Inc. (704
Minot, ND

Triangle Telephone (404
Havre, MT

Triangle Telephone (406
North Havre, MT

Triangle Telephone (406
Havre, MT

Trangle Telephone (406
North Havre, MT

Project Telephone (404
Worden, MT b6
Project Telephone (404
Worden, MT b7C
Interbel Telephone (406
Eurekar, MT

Nemont Tel Coop (406
Scobey, MT

Nemont Tel Coop (404
Scobey, MT

Light River Telephone (425
Issaquah, WA

SRT Communications Inc. (701
Minot, ND

SRT Communications Inc. (701
Minot, ND

SRT Communications, Inc. (701}
Minot, ND

3 Rivers Communications (404
Fairfield, MT

3 Rivers Communications (404
Fairfield, MT

Northern Telephone (404
Sunburst, MT

Northern Telephone (404
Sunburst, MT

Triangle Telephone (404
North Havre, MT

Triangle Telephone (406
North Havre, MT

Triangle Telephone (404
North Havre, MT

031203 MTA Conference.doc



3 Rivers Telephone (406)|
Fairfield, MT y
2. Background/Purpose
b6 ¢ The Montana Telecommunications Association (MTA) requested FBI/TICTU representation at the MTA
B7C Conference held in Billings, Montana. MTA represents wireline and wireless carriers from Montana, North

Dakota, South Dakota, Wyoming, and Idaho. Liaison efforts with the MTA point of contact,
: were made to arrange TICTU participation at this conference.

3. Discussion

¢ Following introductions, vided an overvie he FBI/TICTU organization and mission
of the Switch-Based Intercept Team. ated portions of the
Powerpoint presentation that had been custormzed for the Montana Telecommunications Association; “A
Carrier’s Guide to Electronic Surveillance.” The presentation provided insight<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>