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DCS IVR SYSTEM Statement of Need ' TICTU

NEW PROJECT PROPOSAL TITLE: DCS3000 INTERACTIVE VOICE RESPONSE
AUTHENTICATION (DCS5_IVR) SYSTEM.

ORIGINATOR: bo
‘ b7C

DATE OF ORIGINATION: May 01, 2001

PURPOSE: To request the start of a new engineering activity
within the Technical Operations Section {(TOS}, Telecommunications
Intercept and Collection Technology Unit (TICTU).

The purpose of the new activity is to develop a computer-based
DCS_IVR System for use by TICTU that will greatly enhance their
capabilities in tracking the deployment of the FBI's DCS3000
software application.

RECOMMENDATIONS/STATUS:

1. That the TOS approve the start of a new engineering activity
to develop a DCS IVR System.

2. That Electronics Technician |be made b6
Project Leader for this engineering activity.- b7C

3. That file number 268-HQ-1012496 be used for this engineering
activity.

DETAILS: The TICTU is responsible the for research, development,
and field-deployment of Electronic Surveillance (ELSUR) systems
that perform ‘switch-based' intercept and collection of wireless
telecommunication data and audic. One cf those ELSUR systems
TICTU developed is the DCS3000.

The DCS3000 is a computer-based ELSUR system that performs
'switch-based' intercept and collection of call detail (data) and
call content (audio) information. ~Call detail and call audio
information is delivered over a local area network from cellular,
enhanced specialized mobile radio and GSM serv1ce providers to

The D i rr

| | and many
state and local law enforcement agenciles.

b2
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DCS_IVR SYSTEM Statement of Need TICTU

It is the goal of TICTU to authenticate and log each installation
of the DCS3000 software before the software is installed on a
computer. Therefore, to facilitate the authentication process,
TICTU engineered an authentication function in the DCS3000 Setup
Application to better track the numerous deployments of the
DCS3000 software. This authentication function runs at the
beginning of the DCS3000 installation process and forces the user
to perform an Authentication Request Call to TICTU.

The TICTU personnel, after receiving this Authentication Request
call, must access a computer with the DCS3000 Authority Program,
manually input the Authentication Request Number and wait for the
computer to calculate the Authorization Result Code. When the
calculation is finished, TICTU personnel must then verbally relay
the Authorization Result Code to the caller and enter the
date/time/caller's name and organization in a DCS3000
Authentication Log. Unfortunately these procedures take up
valuable work time (typically 5 to 7 minutes per call) and TICTU
personnel must be available on a 24-hour hasis to answer
Authentication Request Calls.

The goal of this engineering activity is to provide TICTU with a
self~contained, DCS IVR System that will provide Automated Call
Attendant features with intuitive Interactive Voice Response
messages. The DCS IVR System's capabilities will ultimately save
TICTU valuable work time and ensure that each installation of
DCS3000 Software is authenticated and accurately recorded in a
database log.

DCS IVR SYSTEM REQUIREMENTS

- Operate from a Windows NT PC

- Ability to answer incoming calls .

- Ability to decode, log and display Caller ID

- Ability to place outgoing call to caller's callback number
and/or Caller ID

- Provide automated logging of Authentication Regquests

- Provide automated logging of Authorization Result Codes

~ Provide friendly, Interactive Voice Responses to help
guide the caller through the Authentication Process

- Provide digital audio recording of caller's name and
organization '

- Provide a date/time stamp for all calls

- Provide DTMF digit decoding capabilities

~ Provide an Access Database Log of all information

- Provide a robust Report Generator Utility to facilitate
generation of reports

File No. 268-HQ-1012496 "2 May 01, 2001
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1. . MISSION/REASON

The purpose of this new engineering activity is to provide
TICTU with a self-contained, DCS_IVR System that will provide
Automated Call Attendant features with intuitive Interactive
Voice Response messages. The DCS_IVR System's capabilities will
ultimately save TICTU valuable work time and ensure that each
installation of DCS3000 Software is authenticated and accurately
recorded in a database log.

2. BASIS OF NEED

There are no DCS IVR Systems currently available for TICTU,
FRBRI, other government agencies, and/or state and local law
enforcement agencies to use.

3. ASSESSMENT OF CAPABILITIES
The DCS_IVR System activity will focus on providing TICTU,
FBI, other government agencies, and/or state and local law
enforcement agencies with a user-friendly, feature rich
DCS_IVR System capable of fully meeting the technical
requirements listed in the details section.

A . Existing Capability
Currently, the FBI has no deployable DCS IVR Systems.

B. Planned or Programmed Capability
Develop a user friendly, feature-rich DCS IVR System.

The DCS_IVR System will utilize commercial-off-the-shelf
(COTS) computer equipment and digital telephony hardware
controlled by TICTU-developed software. The DCS IVR System
will be programmable so that various modes of operation are
possible. The DCS_IVR System will be developed to
accommodate future methods to be fully defined at a later
date.

The TICTU personnel will provide system development,
integration, configuration, and final testing of the DCS_1IVR
System. The DCS_IVR System development activities will also
include the release of information and/or equipment by
TICTU, FBI, other government agencies, and/or state and
local law enforcement agencies.

No other programs are known which are developing DCS_IVR
System capabilities.

File No. 268-HQ-1012496 3 May 01, 2001
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DCS _IVR SYSTEM Statement of Need TICTU

4. NEEDED CAPABILITY

The TICTU has studied the technical specifications required
for the successful deployment of a DCS _IVR System. Based

upon these studies, TICTU has determined that COTS equipment
or system components will meet the hardware reguirements for
the DCS_IVR System. The TICTU will utilize COTS hardware in

conjunction with TICTU-developed software to develop the
DCS IVR System.
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this Digital Delight Project Status Report (PSR) is
to document the accomplishments of and lessons learned from the
specified time period for the Digital Delight development project.
This PSR summarizes the accomplishments, key issues and decisions,
and performance from 11/01/2000 to 11/30/00, and identifies the
major activities to be conducted in the future.

1.2 SCOPE

1.2.1 Identification
Project Digital Delight has served as an interim CALEA
telecommunications intercept system development. Initially formed
to £fill the need for an intercept system with capabilities to
receive switch based intercept data and audio for
wireless communications. The "CALEA" like
delivery of the initial] | switches has evolved the development
into a platform capable of interfacing with most CALEA switch based b2
surveillance packages being implemented. The resulting system is
known as the DCS-3000 collection system. The DCS-3000 collection b7E
system is comprised of a software package for pen register and
Title IIT1 Call Data Channel (CDC) receipt as well as an
computer card for Call Content Channel (CCC) audio distribution to
recorders. The software runs on a Windows NT operating system and
is networkable to accommodate multiple Title III workstations.
Current release for the DCS Software stands at Version 4.2D.

The DCS-3000 Revision 4.2Q has capabilities for CDC intercept

from TCP/IP, RS-232, and X.25 data format. The DCS-3000 software 12
] and

rform intercepts on|
| switches as well as accept J-STD-025 CALEA call data. The b7E
CDC data is parsed into complete call records and a Telephones
Application up-loadable file is generated. The CDC data is also
merged with recorder control functions provided by the DCS—3000| I
computer card to provide audio distribution to standard| I
ﬂrecorders for Title III operations.

DATE: 0s-15-2007
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1.2.2. Project Status Objectives

The objectives of this status report are to document and
>convey the current development status and scope of deployments of
the DCS-3000 system resulting from Project Digital Delight. Also,
future issues and enhancements for the DCS-3000 development are

presented.
a. Software Status and Revision
b. Switch Manufacturer's incorporated
c. Hardware Developments
d. Presentation of Budget Information
e. Presentation of Future Issues

2.0 ACTIVITIES ACCOMPLISHED

Project Digital Delight has been conducted under the Project
Management Offices (PMO)} reporting guidelines. To date, this
project has documented its progress via the initial Statement Of
Need document, an Internal Concept Proposal, and bi-monthly Project
Progress Summary reports. Further activities associated with this
project are developmental and operational.

The development history of the DCS-3000 software started
initially with software written for the[:::::]operating system to
perform a switch CDC intercept. After initial complexities
with field operations using: Iit was ported to the Windows NT
operating system which provides a much easier graphical user
interface (GUI) for field personnel to operate. Additional

requests for pen-register and Title-III solutions for other b2
wireless and wireline switch types have resulted in multiple b7F
enhancements for the DCS-3000 software. Currently, the DCS5-3000
software can be utilized for| | and

switch types as well as for all J-STD-025 complaint
switches. Due to constant upgrades and data revision changes on
these switches, the DCS~-3000 has been in continuous development.

Due to varying CDC delivery methods, the DCS-3000 software has
also evolved to accept multi-protocol data formats. It is capable
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232

Project Number 269-HQ-1194267
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delivery it is capable of performing both a direct connect leased
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI
Telephones Application up-loadable file.

The DCS-3000 audio intercept card for CCC audio delivery has
been a solely "in-house" hardware development. The audio intercept
card is an[jf]computer card capable of interacting with the DCS-
3000 software to provide minimization control and audio delivery to
the TASCAM MKII analog recorder.

Testing was conducted by pumping the J-STD-25 output of the
DCS-3000 into the JSI CALEA Gateway and VoiceBox After some
initial problems, .the VoiceBox and JSI CALEA Gateway are able to
handle the DCS-3000 J-STD messaging and mate the call content
channel to the call data. This testing is being conducted on an OS82
version of the Voicebox running version 4.2.2 of the Voicebox:
scoftware. There are currently no systems aeployed in the field .
running this version of software.

A Interim Solutions for Telecommunications Intercept
class is planned for early December and 8 attendees from various
state, local and other federal agencies are attending. Much
planning and preparation is required to conduct these classes.

Efforts are currently underway to integrate the cell tower b2
location message from the DCS-3000 withi a software b7F

mapping program. This integration will provide real-time mapping
capability for DCS-3000 targets and is in the final testing phase.
Additionally, a development is underway to interface DCS-3000
intercept information with| iunits active 1in an area

under surveillance.

is utilizing thel lsystem
for CALEAR call data delrvery to law enforcement. has
centralized their data center in the Atlanta, Georgia area. It is
necessary for law enforcement, conducting intercepts, to build a

link to this facility to receive call data information from the b2
l system. The Telecommunications Access Group (TAG), has b7E
1scovered that some message delivery problems exist, one in

particular relating to the Inot delivering the "disconnect"”

Project Number 269-HQ-1194267
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b7E

message at the completion of the call. This is a critical problem
1 because without this message, the collection eguipment_does not

know when to terminate the audio collection function. has
been made aware of this problem and is currently seeking
resolution.

15

bl

Members of the TICTU traveled to Denver, Coloradoc to meet with

Ito disc intercepting a FISA tardet in the
Denver area, subscribing to

has agreed, due to the importance of this case, to allow TICTU to
co-locate access hardware in the switching center to egress the
Call Data Channel information to the Denver collection site.
b2 Alternative access methods will be required for future criminal
bTE related intercepts.

The TICTU assisted the Los Angeles Division in conducting the

first Title-III intercept witﬂ I
I utilizes al Jswitch. The DCS-

3000 1s being used tfor call data interception and a TICTU custom-
designed box, utilizing Dialogic cards, 1is being used to intercept
the call content channels being delivered on a T-1.

Operationally, the DCS-3000 system is currently deployed in
46 FBI field offices. Project Digital Delight has provided the FBI
with access to 125 switches from over 10 different
telecommunications service providers. Since the commencement of
this project, the DCS-3000 system has been used to institute over
100 Title III surveillance court orders and provide a means to
institute over 500 pen register orders. A table of Qctober, 2000
DCS-3000 system utilizations for collection are as follows:

Project Number 269-HQ-1194267
12/06/00
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Table 1. New DCS Utilization November, 2000.

Field Office /
RA

Boston

Columbus, OH

Toledo, OH

Atlanta

b2
b7E

West Palm Beach,
Fla.

Baltimore

Minneapolis

Knoxville

b2 3.0 ISSUES/DECISIONS
b7E

Testing onducted with htilizing the
krstem, used to output CDC intormation form the

| switch, formatting the data into J-STD-025 and
routing the data to law enforcement. The test was successful but
some issues did come up. One problem pertains to the
opening a new port every time a new call is generated. This 1s a
problem for 2 reasons; If the system is processing numerous
intercepts, there might not be enough ports available in the
operating system. A second problem arises when numerous calls are
off-hook at the same time, 1if a current call goes into a call

. waiting status, a new call record is generated and there is no way

to associate the new call with the exigting call. These issues

have been brought to the attention of of Comverse.

Mr. McDermott visited ERF on 09/29/2000 and advised that a new b6
software revision scheduled for release in 11/2000 will resclve bi7C

these issues. As of month's end, this problem continues to exist.

Project Number 269-HQ-1194267
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The CATEA Tmplementation Section (CIS)has been in negotiations

v with features resident in the
wire . a ly, TICTU has a DCS-300Q solution for
thel |service, with the exception of a
| Jcall in the same local service area. These calls

never leave the local switch, thus the vselp encoding remains
resident in the call. The call content passed to law enforcement
sounds like modem traffic and is not of any evidentiary benefit. b2
is aware of this problem and prefers to make an adjunct b7F
device available for vselp decoding at the monitoring facility.
TICTU advised CIS that this solution is not acceptable and that
should provide an in-switch decoding solution and provide
law enforcement, clear audio at the monitoring facility. A meeting
was held witH | CIS and ERF on November 16, 2000 to discuss
these issues. The TICTU demonstrated td | the interim
solution designed by the ERF engineers. Thel Istaff was
impressed by the demonstration and the Bureau's ability to reverse-
engineer the VSELP code. ‘ continues to balk at providing
law enforcement with an "upstream" solution to the VSELP encoding.
Discussions are continuing. This meeting is memorialized in an EC
entitled TICTU Administrative, dated 11/30/200.

4.0 PERFORMANCE

4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL)

This report reflects the beginning of FY-2001. The
Telecommunications Access Group (TAG) budget has been enhanced to

|

for development and deployment of DCS-3000 systems. To

date, funding has not been awarded due to a continuing resolution
in effect.

b2
b7E

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL)
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The project schedule has been adjusted twice since the
project was initiated in January 1997. Since the goal of this
project is to provide telecommunications intercept capabilities
that are otherwise unavailable, accurate schedule estimation is
difficult to achieve. In addition, delays in the deployment of
CALEA-complaint switch solutions and commercial collection
systems with universal capabilities have forced the FBI to extend
the project schedule to continue to support the needs of the
field. All planned project activities (i.e. developments and
deployments) are on-schedule in accordance with the latest
modified schedule.

5.0 NEXT STEPS

The next steps will involve proceeding with support of
operations as regquested from the FBI field offices as well as
integration of the DCS-3000 system with deployed Digital Storm
collection systems. Due to the roll out of CALEA compliant
solutions by most telecommunications switch manufacturers,
adaptation to the DCS-3000 software to accommodate anomalies
between switch platforms are expected.

pg-7
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this Digital Delight Project Status Report (PSR) is
to document the accomplishments of and lessons learned from the
specified time period for the Digital Delight development project.
This PSR summarizes the accomplishments, key issues and decisions,
and performance from 10/01/2000 to 10/31/00, and identifies the
major activities to be conducted in the future.

1.2 SCOPE
1.2.1 Identification
Project Digital Delight has served as an interim CALEA

telecommunications intercept system development. Initially formed
to fill the need for an intercept system with capabilities to

receive switch bacsed intercept data and audio for I
wireless communications. The ALEA" like

delivery of the 1initial switches has evolved the development
into a platform capable of interfacing with most CALEA switch based
surveillance packages being implemented. The resulting system is
known as the DCS-3000 collection system. The DCS-3000 collection
system is comprised of a software package for pen register and
Title III Call Data Channel (CDC) receipt as well as an
computer card for Call Content Channel (CCC) audio distribution to
recorders. The software runs on a Windows NT operating system and
is networkable to accommodate multiple Title III workstations.
Current release for the DCS Software stands at Version 4.2D.

The DCS-3000 Revision 4.2Q has capabilities for CDC intercept
from TCP/IP, RS-232, and X.25 data format. The DCS-3000 software

can perform intercepts on Iand
:switches as well as accep - - ca ata. The

CDC data is parsed into complete call records and a Telephones
Application up-loadable file is generated. The CDC data is also
merged with recorder control functions provided by the DCS—3000| |

computer card to provide audio distribution to standard | |
ﬂrecorders, for Title III operations.
b2
b7E

Project Number 269-HQ-1194267
‘ 11/06/00

For Official Use Only

1 4LL INFORMATION CONTAINED
HEFEIN I3 UNCLASZIFIED
DATE (6-14-2007 BY 55173DMH/K3R/ A




b2
b7E

For Official Use Only

1.2.2 Project Status Objectives

The objectives of this status report are to document and
convey the current development status and scope of deployments of
the DCS-3000 system resulting  from Project Digital Delight. Also,
future issues and enhancements for the DCS-3000 development are
presnlted.

Software Status and Revision
Switch Manufacturer's incorporated
Hardware Developments

Presentation of Budget Information
Presentation of Future Issues

" 0o e

2.0 ACTIVITIES ACCOMPLISHED

Project Digital Delight has been conducted under the Project
Management Offices (PMO) reporting guidelines. To date, this
project has documented its progress via the initial Statement Of
Need document, an Internal Concept Proposal, and bi-monthly Project
Progress Summary reports. Further activities associated with this
project are developmental and operational.

The development history of the DCS-3000 software started
initially with software written for the operating system to
perform a[::::::]switch CDC intercept. After initial complexities
with field operations using[:::::]it was ported to the Windows NT
operating system which provides a much easier graphical user
interface {GUI) for field personnel to operate. Additional
requests for pen-register and Title-III solutions for other
wireless and wireline switch types have resulted in multiple
enhancements for the DCS-300Q _software Currently, the DCS-23000
software can be utilized for

‘Project Number 269-HQ-1194267
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switch types as well as for all J-STD-025 complaint switches. Due
to constant upgrades and data revision changes on these switches,
the DCS-3000 has been in continuous development.

Due to varying CDC delivery methods, the DCS-3000 software has
also evolved to accept multi—pfotocol data formats. It is capable
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232
delivery it is capable of performing both a direct connect leased
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI
Telephones Application up-loadable file.

The DCS-3000 audio intercept card for CCC audio delivery has
been a solely "in-house" hardware development. The audio intercept
card is an Dcomput:er card capable of interacting with the DCS-
3000 software to provide minimization control and audio delivery to
the TASCAM MKII analog recorder.

A Interim Solutions for Telecommunications Intercept class was
held in August and 8 attendees from various state, local and other
federal agencies attended. This brings the total number of DCS-
3000 trained technical investigators to 24. The attendees thought
the class was very well prepared and presented. A future class is
scheduled for 12/2000.

Testing was conducted by mating the J-STD-25 output of the

DCS-3000 with the J8I VoiceBox and the After
some initial problems, the VoiceBox and JSI CALEA Gateway are
handling the DCS-3000 J-STD messaging. | ]is also handling

most of the messages but is dropping some of them. Testing will
continue in an effort to resolve the message dropping issue. Both
system are able to answer a ring down circuit for the call content
delivery. ‘

Efforts are currently underway to in T the cell tower
location message from the DCS-3000 withﬁ a software
mapping program. This integration will provide real-time mapping
capability for DCS-3000 targets. Additionally, a development is

underway to interface DCS-3000 intercept information with
Iunits active in an area under surveillance.
- b2
b7E
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Operationally, the DCS-3000 system is currently deployed in
46 FBI field offices. Project Digital Delight has provided the FBI
with access to 125 switches from over 10 different
telecommunications service providers. Since the commencement of
this project, the DCS-3000 system has been used to institute over
100 Title IITI survelllance court orders and provide a means to
institute over 500 pen register orders. A table of October, 2000
DCS-3000 system utilizations for collection are as follows:

Table 1. New DCS Utilization October, 2000.

Field Office /
RA

Orlande (Tampa
FO)

Raltimore

Chicago

Atlanta

Raleigh

Knoxville

b2
b7E

3.0 ISSUES/DECISIONS

provider offering dial
tone service to various parts of the U.5. The Los Angeles Field
Office (LAFO) has served Iwith a pen register order and is
currently receiving billing records on a diskette. A Title III
order will be obtained shortly after. TICTU has met with

at their test facility in Denver, CO. to test the DCS-3000 with the

] switch. The testing was successful, however,
will not allow for installation of FBI eguipment in their

switch facility. The LAFO has built a lease line fromI:to
a site within 18,000 feet of the switch site to locate a router and

Project Number 269-HQ-1194267
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- modem to route the call data to the LAFO. The audio will be
= delivered to the LAFO via T-1 connection. The CDC channel has been
tested and is passing data successfully. The CCC T-1 has been
ordered and will carry the audio for interception once a court

order has been obtained. b2
. . 1 b7E
Testing wag_fonducted with utilizing the
system, used to output (CDC information form the

|switch, formatting the data into J-STD-025 and
routing the data to law enforcement. The test was successful but
some issues did come up. One problem pertains to the
opening a new port every time a new call is generated. This is a
problem for 2 reasons; I1f the system is processing numerous
intercepts, there might not be enough ports available in the NT
operating system. A second problem arises when numerous calls are
off-hook at the same time, if a current call goes into a call
waiting status, a new call record is generated and there is no way
to associate the new call with the exisfing call These jssues b6
have been brought to the attention of b7C
Mr. McDermott visited ERF on 09/29/2000 and advised that a new
software revision scheduled for release in 11/2000 will resolve
these issues. As of month's end, this problem continues to exist.

The CALEA Implementation Section (CIS)has been in negotiations
withl] features resident in theﬁ

Services éurrentLy, TICTU has a DCS-300Q _solutigon for

the service, with the exception of a

| | call in the same local service area. These calls

never leave the local switch, thus the vselp encoding remains b2
resident in the call. The call content passed to law enforcement b7E

sounds like modem traffic and is not of any evidentiary benefit.
is aware of this problem and prefers to make an adjunct
device avallable for vselp decoding at the monitoring facility.
TICTU advised CIS that this solution is not acceptable and that

should provide an in-switch decoding solution and provide
law enforcement, clear audio at the monitoring facility.
Negotiations will continue in November.

in the southern
United oStates nas advised the rBl oLrLices 1n rampa, Florida and New
Orleans, Louisiana that it plans to provide a CALEA-type intercept
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capability and that traditional intercept methods will no longer be
supported. A problem arises in the fact that is not
technically capable of offering a CALEA-type 1intercept at this time

and as a result, the pen register intercept in Tampa is currently -
down. Issues of this nature will continue to arise as more and

more providers switch to a CALEA type interface. TICTU will need

to keep abreast of the provider plans and work closely with to
providers to offer a seamless transition to CALEA intercept b2
delivery. b7F

4.0 PERFORMANCE

b2
4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL) b7E

This report reflects the beginning of FY-2001. The
Telecommunications Access Group (TAG) budget has been enhanced to
| [ftor development and deployment of DCS-3000 systems. To
date, funding has not been awarded due to a continuing resolutiocn
in effect. '

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL)

The project schedule has been adjusted twice since the
project was initiated in January 1997. Since the goal of this
project is to provide telecommunications intercept capabilities
that are othexrwise unavailable, accurate schedule estimation 1is
difficult to achieve. In addition, delays in the deployment of
CALEA-complaint switch solutions and commercial collection

Project Number 269-HQ-11394267
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systems with universal capabilities have forced the FBI to extend

- the project schedule to continue to support the needs of the
field. All planned project activities (i.e. developments and
deployments) are on-schedule in accordance with the latest
modified schedule.

5.0 NEXT STEPS

The next steps will involve proceeding with support of
operations as requested from the FBI field offices as well as
integration of the DCS-3000 system with deployed Digital Storm
collection systems. Due to the roll out of CALEA compliant
solutions by most telecommunications switch manufacturers, -
adaptation to the DCS-3000 software to accommodate anomalies
between switch.platforms are expected.

Project Number 269-HQ-1194267
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this Digital Delight Project Status Report (PSR) is
to document the accomplishments of and lessons learned from the
specified time period for the Digital Delight development project .
This PSR summarizes the accomplishments, key issues and decisions,
and performance from 1/2000 to 6/2000, and identifies the major
activities to be conducted in the future.

1.2 SCOPE
1.2.1 Identification
Project Digitél Delight has served as an interim CALEA

telecommunications intercept system development. Initially formed
to fill the need for an intercept system with capahilities to

r;ggg;gg_sm;;gh_based intercept data and audio for 41
wire] communications. The "CALEA" like

delivery of the 1nitialj switches has evolved the development
into a platform capable of interfacing with most CALEA switch based
surveillance packages being implemented. The resulting system is
known as the DCS-3000 collection system. The DCS-3000 collection
system is comprised of a software package for pen register and
Title IITI Call Data Channel (CDC) receipt -as well as an

computer card for Call Content Channel (CCC) audio distribution to
recorders. The software runs on a Windows NT operating system and
is networkable to accommodate multiple Title IITI workstations.
Current release for the DCS Software stands at Version 4.2D.

The DCS-3000 Revision 4.2D has capabilities for CDC intercept
from TCP/IP, RS-232, and X = tware

can perform intercepts on and
;;switches as well as accept J-OTD-025 CALEA call data. The

ata is parsed into complete call records and a Telephones
Application up-loadable file is generated. The CDC data is als
merged with recorder control functions provided by the DCS—BOOOT::::::]
computer card to provide audio distribution to standard FBI Tascam
MKII recorders for Title III operations.

ALL INFORPMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-14~2007 BY o517S5DMH/K3R/N
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1.2.2 Project Status Objectives

The objectives of this status report are to document and
convey the current development status and scope of deployments of
the DCS-3000 system resulting from Project Digital Delight. Also,
future issues and enhancements for the DCS-3000 development are
presented.

Software Status and Revision
Switch Manufacturer’s incorporated
Hardware Developments

Presentation of Budget Information
Presentation of Future Issues

®anNnoH

2.0 ACTIVITIES ACCOMPLISHED

Project Digital Delight has been conducted under the Project
Management Offices (PMO) reporting guidelines. To date, this
project has documented its progress via the initial Statement Of
Need document, an Internal Concept Proposal, and bi-monthly Project
Progress Summary reports. Further activities associated with this
project are developmental and operational.

The development history of the DCS-3000 gsoftware started
initially wi ftware written for theﬁoperating system to
perform a[fiff:fjswitch CDC 4 ept. er initial complexities
with field operations using it was ported to the Windows NT
operating system which provides a much easier graphical user
interface (GUI) for field personnel to operate. Additional
reqguests for pen-register and Title-IITI solutions for other
wireless and wireline switch types have resulted in multiple
enhancements for the DCS-3000_software Curreptiyv . the NCS_3000
software can be utilized for
switch types as well as for all J-S1D-020 complaint switcnes. Due
to constant upgrades and data revision changes on these switches,
the DCS-3000 has been in continuous development.

Due to varying CDC delivery methods, the DCS-3000 software has.
also evolved to accept mutli-protocol data formats. It is capable
of TCP/1IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232
delivery it is capable of performing both a direct connect leased
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI
Telephones Application up-loadable file.

The DCS-3000 audio intercept card for CCC audio delivery has
been a solely "in-house" hardware development. The audio intercept
card is anI Fomputer card capable of interacting with the DCS-

Project Number 269-HQ-1194267
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3000 software to provide minimization control and audio delivery to
the TASCAM MKII analog recorder. :

Operationally, the DCS-3000 system is currently deployed in
44 FBI field offices. Project Digital Delight has provided the FBI
with access to 115 switches from over 10 different
telecommunications service providers. Since the commencement of
this project, the DCS-3000 system has been used to institute over
100 Title III surveillance court orders and provide a means to
institute over 500 pen register orders. A table of new (calendar
year 2000) DCS-3000 system utilizations for collection are as
follows:

Table 1. New DCS Utilization since 1/2000.

Field Office / RA

Albany

Atlanta

Chicago

Detroit

Houston

Knoxville

Las Vegas b2

b7E

Los Angeles

Miami

Minneapolis

New Ofleans

New York

Norfolk

Phoenix

Sacramento

Seattle

Project Number 262-HQ-11984267 »
10/1/96
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3.0 ISSUES/DECISIONS

Four significant project issues were confronted during
calendar year 2000. The following list summarizes these issues and
the key decisions made in response:

1. In March 2000, a software development was initiated to enhance
the DCS-3000 server capabilities for multiple switch
connections. The regulbt of thig development is a new server

b2 application, calledl | capable of simultaneously
b7F connecting to multiple switches. This development has

significantly improved the overall performance of the DCS-3000
system. As a result of this development, the DCS-3000 is much
easier to administer and maintain in field offices with
multiple connections to multiple server providers. For
example, the DCS-3000 system in the Atlanta Field Office is
currently connected to-eleven (1l1l) switches using one Windows
NT Workstatign :

2. In May 2000, Iannounced their CALEA
implementationl pran TId schedqule. Dill centralize the

access to CDC information for all their switches nationwide.

Law enforcement will be allowed t cce DC information
via one of two methods: 1) frame-relay

b2 network, or 2) virtual private Nnetwork using the Internet.
The former method was chosen since FBI policy prohibits use of
b7E the Internet for egress purposes. An important decision was
made to establish a single access point at Quantico ERF

for the entire FBI. This technigue will sj ificantly reduce
operatiocnal costs and maintenance for the ipen—register
intercepts. '

3. In May 2000, a software development was initiated to create a
new DCS-3000 functionality to support the centralized
distribution of CDC information received fromi i The new
software system, called establishes a single
connection to a service provider and then parses and

distributes raw CDC informatien to the appropriate field
office collection systems. The system does not process (i.e.

b2 . decode) the raw CDC information and does not require any user
b7E input (i.e. target provisioning).
4. In May 2000, aﬁl&tdj\mct module for the DCS-3000 was
developed to allow e -3000 system fo reliably connect to
a large] _ﬁswitch (i.e. a with more that 10
switch-modules). The new module is capable of accepting

hundreds of simultaneous TCP/IP connections and delivering the
CDC information from each connection to the DCS-3000 server
via a single TCP/IP connection.

Project Number 269-~-HQ-~1194267
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4.0 PERFORMANCE N

b7E
4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL)

The plannef.n;ﬂi&:Lamist to date is The actual
cost to date is

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL)

The project schedule has been adjusted twice since the
project was initiated in January 1997. Since the goal of this
‘project is to provide telecommunications intercept capabilities
. that are otherwise unavailable, accurate schedule estimation is
difficult to achieve. In addition, delays in the deployment of
CALEA-complaint switch solutions and commercial collection
systems with universal capabilities have forced the FBI to extend
the project schedule to continue to support the needs of the
field. All planned project activities (i.e. developments and
deployments) are on-schedule in accordance with the latest
nodified schedule.

5.0 NEXT STEPS

The next steps will involve proceeding with support of
operations as requested from the FBI field offices as well as
integration of the DCS-3000 system with deployed Digital Storm
collection systems. Due to the reoll out of CALEA compliant
solutions by most telecommunications switch manufacturers,
adaptation to the DCS-3000 software to accommodate anomalies
between switch platforms are expected.
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* TRIP REPORT

Cellular South Liaison Meeting

125 South Congress Street

Jackson, Mississippi

Wednesday, October 08, 2003 — 2:30 pm to 5:30 pm bo
b7C
1. Participants '
| Namg Organization Location Phone | E-Mail
FBITICTU Quantico, VA 703
FBI/TICTU/BAH | Quantico, VA 703
FBUTICTU/BAH | Quantico, VA 703
Delta Telco Louise, MS 662
Delta Telco Ackerman, MS 662
Delta Telco Ackerman, MS 662
Delta Telco Louise, MS 662
Delta Telco Louise, MS 662
Telapex, Inc. Jackson, MS 601
Cellular South Jackson, MS 601
Cellular South Jackson, MS 601
Cellular South Meadville, MS 601
Telapex,Inc. Jackson, MS 601
Telapak, Inc. Jackson, MS | 601
Cellular South Jackson, MS 601
Telapak, Inc. Jackson, MS 601
Telapak, Inc. Jackson, MS 601
Telapex, Inc. Jackson, MS 601
Telapex, Inc. Jackson, MS 601
Cellular South Jackson, MS 601
Cellular South Jackson, MS 601
Franklin Telco Bude, MS 601
Franklin Telco Bude, MS 601
Franklin Telco New Augusta, MS | 601
Telepak Networks | Jackson, MS 601

2. Background/Purpose
e TICTU Liaison effarts with§ ] were arranged to gain an
understanding of policies and ELSUR interconnection techniques 1 rkets.
perates in Mississippi, western Tennessee, southern Al
Jalso provides service a:
Ithough r entatives of all companies were present, the focus of this
OutTeacn rcelng was 0 b2
o _Thj ing was coordinated through |provides legat counsel for
All subpoenas and court orders are processed through his office. b6
b7C
b7E

031008 Cellular South.doc

ALL INFORMATION CONTAINELD
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b7C
b7E

3. Discussion

Following introductioni Igrovided an overview of the FBI/TICTU organization and mission of

the Switch-Based Intercept Team

. resentation that had been customized fof
| The presentation provided insight into the following areas:

narrated portions of the

ELSUR: Statutory Authority and Statistics
Typical Investigative Chronology
Review of an Actual Kidnapping Investigation

i i i hasis placed on the
arTier Sysiems Security and Integn

Carrier/L.aw Enforcement Relationships

Igtilizegl

echnology.

[provide the switching

. :brocesses approximately six hundred subpoenas and seven court orders yearly.

L

Throughout the presentation, representatives o
questions for discussion with FBI representatives.
s Lengthy discussions ensued on the proper documentatio:
enforcement for subpoenas requesting call detail. Current]
through a separate system from their normal billing system.

ere extremely interactive and posed many

ould provide to law
retrieves this information

r request bills may or
may not include call detail. The main con :mmmm.ﬂ.ve o oiced was giving too
much information uggeste contact the Chief General Council (CDC) at
the Jackson field office, as he did not feel that he was appropriate person to address this concern.
Representatives o determined that they would continue to process subpoenas as they
have been and plan to coordmmate 2 meeting with the Jackson CDC.

sked about location information requests in court orders. l
provided an overview of location information (Cell Site) requests in court orders and the necessary

inclusion of the specific requirement pursuant to federal law (18 USC 2703(d)).
* A discussion followed pertaining to E911 Phase I1 epresentatives asked if this should
be provided to law enforcement upon request. essed this by outlining the pros and

se II for ELSUR operations, H her
stated how helpful this information would be and how the FBI would work wit] 0 have

cons carriers consider pertaining to the dissemination o

access to it ~ pursuant to it being specified in a court order.

. uestion how new technologies are affecting the defined CALEA structure.
addressed this question by explaining how law enforcement is sometimes a step behind the rapidly

changing technology. Discussion of the CALEA J-Sta
ﬁsked how lon, igr | ired to keep

echnical specification ensued.
data? | ktated that this has

not been addressed to datewhas been keeping their data the required 18 months that the
FCC requires toll records be kept on file. :

. :Fasked how the FBI read{™data. He suggestecj@ec iciaps age having
trouble with testing since they cannot read the garbled data rovide ith a

brief overview of the DCS 3000 software and offered the software t

. provides an Internet service under the nam

for testing.
uestioned

how the FBI handles data intercepts.
(DITU) handles such issues
representatives of DITU.

031008 Cellular South.doc

xplained that the Data Intercept Technology Unit
suggested that they would be interested in meeting with




. S| ns in the case of an emergency when there has not been a circuit b2
established. xplained that the possible use of dial-up circuits. bo

. stated he would be interested in having :ﬁanicipate in any FBI training b7C
CONJerences. bIE

4. Action Items

. to provide DCS 3000 Software tq bnd
to includ in the East Coast Conference.
will provid JPOC information to facilitate a DITU
utreach Meeting. :

5. Attachments

e 031008 CellularSouth.PDF — PowerPoint presentation (Adobe Acrobat format)

Respectfully submitted,

b6
b7C

031008 Cellular South.doc
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TRIP REPORT
FBI/TICTU - ATU Meeting with Globalstar
461 South Milpitas Blvd
Milpitas, CA 95035
b6 P
b7C Wednesday, November 17", 2004 - 10:00 a.m. to 12:00 p.m.
1. Participants
{ Name Representing Location Phope E-Mail

FBU/ATU Quantico, VA 7034

FBUTICTU Quantico, VA 7034

FBUTICTU T Quantico, VA ] 7031

FBI/TICTU Richmond, VA | 804

FBI/ATU Quantico, VA 7034

FBI/SF San Francisco, 4154

CA

FBUSF Palo Alto, CA 650

Globalstar Milpitas, CA 408

Globalstar Milpitas, CA 925

Globalstar Milpitas, CA 408

Giobalstar Milpitas, CA 408

Globalstar Milpitas, CA 408

2. Background/Purpose
e TICTU/ATU liaison efforts witﬂ were arranged to gain an understanding of:policies

and ELSUR interconnection techniques and tracking capabilities.

e This meeting was coordinated throu bf TICTU an sa
Ground Operations Manager for nd handles requests for electronic surveillance. is the

primary point of contact for ELSUR operations and tracking requests.

b2

3. Discussion - bo
b7C
. Ekpened the meeting with introductions and a brief overview of the FBI/TICTU organization and b7E
mission of the Switch-Based Intercept Team.E:followed with-a description of the mission of

the Advanced Technology Units’ Wireless Intercept Tracking Tea
%anh:ﬁowerpoint presentation that had been customized for
he presentation provided insight into the following

arcas:

e  ELSUR: Statutory Authority and Statistics

111704- Globalstar

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06~13-2007 BY 55179DMH/KSR/MAT



. is to sen CD of DCS 3000

will discuss ¢ ALEA solutio@ .

. or another member of WITT will contac for testing the registration message and
it’s availability.

. :s to complete the Carrier contact sheet and return it to: b2

b6

S. Attachment ' b7C
. Attachments _ bIE

¢  Globalstar. PDF - PowerPoint presentation {Adobe Acrobat format)

Guide-Handout.pdf

Respectfully submitted,

b6

b7C

111704- Globalstar



1. Participants

TRIP REPORT

Montana Telecommunications Association
Holiday Inn Grand Montana

5500 Midland Road

Billings, MT 59101
Tuesday, December 02, 2003 ~ 3:00 pm to 6:00 pm

[ Name Representing ‘alanhono..
FBI/ATU Q (703
Quantico, VA
FBITICTU (703
Quantico, VA
FBVTICTU (703
Quantico, VA
BAH/TICTU (703
Quantico, VA
FBI (801
Salt Lake City, UT
One Eighty Communications, | (406
Billings, MT
One Eighty Communications (4064
Billings, MT
One Eighty Communications | (406
Billings, MT
Southern Montana Telco (406
Wisdom, MT
RT Communications (307
Worland, WY
Triangle Telephone (406
North Havre, MT
Triangle Telephone (406
North Havre, MT
RT Communications (307
Worland, WY
A.CT. (307
Sheridan, WY
Triangle Tel (406
North Havre, MT
Triangle Tel (406
North Havre, MT
Blackfoot T} (406
Missoula, MT
Blackfoot (406
Missoula, MT
Range Tel {405]
Worland, WY
Range Tel (406
Worland, WY
Range Tel (406
Worland, WY

|

I

L1 1

031203 MTA Conference.doc

ALL INFORMATION CONTAINED
HEREIN I% UNCLASIIFIED
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b7C
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Valley Telecommunications (404
Wolfpoint, MT

Nemont Tele Coop . (409
Glasgow, MT

Valley Tele (406
Glasgow, MT

Lincoln Telephone (404
Lincoln, MT

Lincoln Telephone (404
Lincoln, MT

Acertion Connect (714
Anaheim, CA

SRT Communications Inc. (704
Minot, ND

Triangle Telephone (404
Havre, MT

Triangle Telephone (406
North Havre, MT

Triangle Telephone (406
Havre, MT

Trangle Telephone (406
North Havre, MT

Project Telephone (404
Worden, MT b6
Project Telephone (404
Worden, MT b7C
Interbel Telephone (406
Eurekar, MT

Nemont Tel Coop (406
Scobey, MT

Nemont Tel Coop (404
Scobey, MT

Light River Telephone (425
Issaquah, WA

SRT Communications Inc. (701
Minot, ND

SRT Communications Inc. (701
Minot, ND

SRT Communications, Inc. (701}
Minot, ND

3 Rivers Communications (404
Fairfield, MT

3 Rivers Communications (404
Fairfield, MT

Northern Telephone (404
Sunburst, MT

Northern Telephone (404
Sunburst, MT

Triangle Telephone (404
North Havre, MT

Triangle Telephone (406
North Havre, MT

Triangle Telephone (404
North Havre, MT

031203 MTA Conference.doc



3 Rivers Telephone (406)|
Fairfield, MT y
2. Background/Purpose
b6 ¢ The Montana Telecommunications Association (MTA) requested FBI/TICTU representation at the MTA
B7C Conference held in Billings, Montana. MTA represents wireline and wireless carriers from Montana, North

Dakota, South Dakota, Wyoming, and Idaho. Liaison efforts with the MTA point of contact,
: were made to arrange TICTU participation at this conference.

3. Discussion

¢ Following introductions, vided an overvie he FBI/TICTU organization and mission
of the Switch-Based Intercept Team. ated portions of the
Powerpoint presentation that had been custormzed for the Montana Telecommunications Association; “A
Carrier’s Guide to Electronic Surveillance.” The presentation provided insight into the following areas:

ELSUR: Statutory Authority and Statistics
b2 Typical Investigative Chronology
hE Review of an Actual Kidnapping Investigation

Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the
b7C [ |

b7E Carrier Systems Security and Integrity
Carrier/Law Enforcement Relationships

»  Throughout the presentation, representatives of MTA were extremely interactive and posed many questions
for discussion with FBI representative
e Lengthy discussion ensued througho tion on “Addressing Technical Challenges”.
Upon requestﬁpmvided etwork as an example of how carriers can
network their switches together for ELSUK delivery.
s Carrier representatives expressed their dissatisfaction towards the cost associated with making the
IQJ_EA_Qanliant, noting that it is less expensive to purchase a new switch than to upgrade. :
. £3 Rivers Telephone asked what the plans are to handle Local Number Portability (LNP)[__]
| xplained thai there is a solution in the development stages supported b He further
b2 explained the main concern law enforcement has exists at the onset of investigations when determining
b6 which carrier owns a nupnber._To that he described the current method the FBI is utilizing to obtain ported
information through the system. This system provides the most
b7C recent phone company the phone number has been ported to.
b7E ° ﬁwith Lincoln Telephone asked if the FBI has a way to deal with electronic surveillance of
calling cards. xplained there is a system in place that is handled by the Wireline Intercept

Group.

. :af Nemont Teico expressed his frustrations with CALEA filings. He stated that he has been
unsuccesstul in filing the appropriate paperwork with the FCC for the purchase of switches from another
phone company. He suggested that sinc o longer working with the CALEA group, no
one seems to know what the process is. He claimed the FCC has offered no help and feels he is bein,

iven the “run around.“ﬁuggcsted he contact the CALEA Intercept Unit Chief, i
bat«:r provided Jwi int of contact information.

¢ Many of the carrier represeplatives.nrescnt expressed their concerns of having installed CALEA equipment
and not being able to test it. xtended an offer to assist with testing.

Each carrier present was provided with an ELSUR guide.

Following the presentation, some of the carrier representatives met one on one with the Switched Based
Intercept Team members present to discuss their individual concerns.

031203 MTA Conference.doc



4. Action Items

. [::m provide DCS 3000 Software tf _______Jof Nemont Telco.

§. Attachments

b6
b7C

» 031203 MTA.PDF - PowerPoint presentation (Adobe Acrobat format)

Respectfully submitted,

031203 MTA Conference.doc



MEETING REPORT

Booz | Allen | Hamilton

FBI - TICTU meeting with Nextel Communications
Wednesday, September 10, 2003 10:00 a.m.

2001 Edmund Halley Drive b6
Reston, V
ston, VA b7C
1. Participants
L Name Representing | Location Telephone el

FBI/TICTU Quantico, VA 703

FBI/TICTU Quantico, VA 703

Booz | Allen | | Maplewood, NI | 973

Hamilton

Booz | Allen| | Quantico, YA 703

Hamilton

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel 1 Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel Reston, VA 703

Nextel McLean, VA 703

e

030910 Nextel Communications

ALL INFORMATION CONTAINET:
HEREIN I3 UNCLASSIFIED
DATE 06-14-2007 EY 65179D0MH IR AT
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Nextel - | McLean, VA 703
Nextel Reston, VA 704
Nextel Reston, VA 703
Nextel Reston, VA 703
2. Background/Purpose
J L lequested this meeting to familiarize new members od:coun order and

subpgena compliance team with electronic surveillance and CALEA issues,
[ Jooontiated ths mecting witl ]

3. Discussion
. :)pened the meeting with an address to thetaff, emphasizing why it is beneficial to

establish a good working relationship with law enforcement.

. Followinuopening remarks, SSDbegan the TICTU presentation by providing an
overview of the FB/TICTU organization and mission of the Switch-Based Intercept Team. ﬁ
SSA| nd] rrated portions of the PowerPoint presentation that had been customized
for the hosting participants; “A Carrier’s Guide to Electronic Surveillance.” The presentation provided
irisight into the following areas:

s ELSUR: Statutory Authority and Statistics
* Typical Investigative Chronology
e Review of an Actual Kidnapping Investigation
e  Carrier Systems Security and Integrity
e  Carrier/Law Enforcement Relationships
* Prior portion of the presentation on Carrier Systems Security and IntegrityE

rief explanation of CALEA for the newest members of her staff.

provided a brief overview of CALEA.

¢lysion of the presentation, SSA:opened the meeting for questions.
sked if law enforcement agencies have noticed trends in criminal activity based on
advances in techng-zIOffj and if the “bad guys™ knew the tools Law Enforcement could use to track criminal

activity. SSA addressed this question explaining the usual trends and behaviors of ELSUR

targets.
] msked if there was a to minimize the different types of terminology asking for the same thing
1.e Dumps/Calls to Destination Searches; Call Defail/Call Records); as it can be perplexing to

discern what is being requested. SS uggeste ontact the issuing agency to ensure
full comprehension of what was being requested. In addition it was suggested tha include the
preferred language in their law enforcement guide.

® A brief discussion on num %ued. In an effort to assist with some of the confusion that

number portability causes, offered to FTP the LERG database tc:on a
monthly basis. '

. epresentatives stated they process 4,200 subpoenas (6,200 numbers) and 300 Court Orders (250
Pen Registers and 50 Title I1Is) per month.

. ;feprcsematives stated that they now offer 4 | This service is currently
only available in California.

. ?sked iDlm chosen g vendor fo! ' ftated the
vendor chosen for this service i ske ey will meet the CALEA November

date. Estated they would more than likely need to file an extension.

030910 Nextel Communications
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o A discussion ensued in reference to provisioning o LSUR orders by IMSI numbers; and how
often an IMSI is changcd.ﬁstated that IMSI changes are usually done as a last resort when
__troubleshooting problems with a Ehone and after an unsuccessful master reset.

. o longer utilizes the database as a tool for fraud detection. Therefore the thirty days of
' call detail records, which capture both incoming and outggj 1ls, are no longer available to
disseminate to law enforcement upon subpoenaed request. Currently is utilizing a tool created in
house called] i Similar to oes not consider this information a
transitional record; and thercfore, they do not guarantee the accuracy of the reports. Additionally, they can
form dialed digit searches.
LI riefly explained hODaS the ability to capture registration of a phone upon request.
| uilt a patch that forces phones to register; this capability was created pursuant to the recent sniper
attacks.
0| brovided: with DCS 3000 and a| Jor testing purposes. 5o
: b6
4. Action Items b7C
L o b7D
. to FTP th atabase ¢ (this will be an ongoing item).
. to providE with copy of Powerpoint presentation (completed 9/11/03).

5. Attachments

Nextel-TICTU-Guide.zip — Adobe .PDF file (zipped) containing Powerpoint presentation.

Respectfully submitted,

b6
b7C

030910 Nextel Communications
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TRIP REPORT
Suncom Triton PCS
100 Westgate Parkway
Richmond, VA 23233 ~
b6
Wednesday, October 22, 2003 b7C

1. Participants
Name Organization Location Pho E-Mail

FBI/TICTU Quantico, VA | 703

FBI/TICTU/BAH | Quantico, VA | 703

FBI/TICTU/BAH | Quantico, VA | 703

FBI/TICTU/BAH | Quantico, VA [ 703

FBI Richmond, VA | 804

Triton PCS Berwyn, PA 610§

Triton PCS Berwyn, PA 610]

Triton PCS Berwyn, PA 610}

Triton PCS Richmond, VA | 804

Triton PCS Richmond, VA | 804

Triton PCS Richmond, VA | 804

Triton PCS Richmond, VA | 804

Triton PCS Berwyn, PA 610 Not provided
2. Background/Purpose

e TICTU Liaison efforts withEa member © were arranged to gain an
b2 understanding of policies and interconnection techniques in markets | Joperates in
Il“g' inia, North Carolina, South Caroling, lfnnessee and Georgla. oughl ]
b6 holdings they are not involved in any o aily

b7C operations
b7E ¢ This meeting was coordinated throughl lSecurity Division,
directed b is located in Berwyn, PA. All court orders and subpoenas are processed out

of the Berwyn, PA location.
3. Discussion
«  Following introductiond ___Joegan the presenation g oroxiding an verview of s FUTICTU
organization and mission of the Switch-Based Intercept Te

narrated portions of the Powerpoint presentation that had been customized for] J'A
Carrier’s Guide to Electronic Surveillance.” The presentation provided insight into the following areas:

b2 + ELSUR: Statutory Authority and Statistics

b6 ® Typical [nvestigative Chronology

b7C ¢ Review of an Actual Kidnapping Investigation
o ) .

LTE ﬁWMMr Specific Switch Environments with emphasis placed on:

Carrier Systems Security and Integrity
Carrier/Law Enforcement Relationships

031022 Suncom — Triton, PCS

ALL INFORMATION CONTAINED
HEREIN IS UNCLASAIFIED
DATE 05-14-2007 BY 55173DMH/K3R/MAd




| wireless technology.
vi e switching environment for:
| switches to be in compliance for electronic surveillance requests.

s approximately eight hundred thousand subscribers.

rocesses a combination of eighteen hundred subpoenas and court orders yearly.
gan a discussion on local number portability (LNHmtcd the
concerns LNP raises pertaining to matters of electronic surveillance. Furtherance of this discussion was

tabled for a later date.
Per the request o Joutlined the field offices that fall withjn:]

0] ing venue.
sked who within the FBI is authorized 1o sign subpoenas and how can those signatures be
validated? tated that only supervisors, Assistant Special Agents in Charge (ASAC), sign

subpoenas. He suggested that if thf; !f fnf fjstion of signature validity they could contact the US

Attorneys office for substantiation xplained that a carrier “acts in good faith” unless there is a

reason to believe a subpoena on its face 1s invalid. i
Throughoul Ipresentation on technical challenges, representatives 011 Iwere
extremely interactive and posed many questions for discusﬁonbuﬂne some of the issues
wi kurrent method of delivery, such as with not being able to capture the stop time of
unanswered calls. '
Members olﬁtated they are curtently discussing a frame relay method. :l:oncurred
that this me works well fo

Lengthy discussions ensued on th
DCS 3000 software to utiliz
was not meant to replace th

ystem. ffered members o

< ooting mechanism. He elucidated that this software
stem only to use for verification and testing data.

rocesses a fair amount of FISA orders each year. He further
stated that while attempting to obtain the secret clearance necessary to administer FISA orders, a

representative of the FBI Philadelphia field office state e no longer processing security
clearances do to lack of funding] hssure that he would look into this.

raised concemns of NOC ing knowledge of “taps” and questioned why they are
not required to have secret clearancesl Eddrcssed his co-workers concerns and a géneral
discussion ensued on integrity ] Fuggested that members of] just follow best
ractices to alleviate any such issues.

sked what carriers are entitled to charge to recuperate their costs for electronic surveillance.
av a thumbnail cost based on the average amount that carriers are charging.

stated that ould be interested in attending the upcoming Regional Conference.

4, Action Items

o provide DCS 3000 Software t

o keep| Jinformed of upcoming Regional Conference details. b2

Jto contac ko discuss LNP. b6
I Jto contact T f the Philadelphia field office to address their policy on - b7C

on assisting carriers with security clearances.

b7E

5. Attachments

031022 Triton-Suncom — PowerPoint presentation in .pdf format

031022 Suncom — Triton, PCS

b2
b6
biC
b7E
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TRIP REPORT

Birch Telecom

2020 Baltimore Avenue - 4™ Floor

Kansas City, MO 64108
. b6
Thursday, April 8, 2004 — 9:00 a.m. to 11:15a.m. b7 C
1. Participants
| Name ILOrganization Location Phone E-Mail |
FBI/TICTU Quantico, VA 7034
[l FBU/Kansas City [ Kansas City, MO | 816] |
ILFBI/TICTU/BAH Quantico, VA 703 |
Birch Telecom | Kansas City, MO_| 816 I
Birch Telecom | Kansas City, MO_| 816 i
Birch Telecom Kansas City, MO | 8161
Birch Telecom Kansas City, MO | 8164 |
|l Birch Telecom Kansas City, MO | 816 j
Higkch Telecom __{ Kansas City, MO | 816 i
Birch Telecom Kansas City, MO | 8164 |
[[ Birch Telecom | Kansas City, MO_ | 816/ ]
Birch Telecom Kansas City, MO { 816 1]
Birch Telecom Kansas City, MO | 8164 |
Birch Telecom Kansas City, MO | 816} I
Birch Telecom | Kansas City, MO, | 816 l
Birch Telecom Kansas City, MO _{ 816; |
Birch Telecom | Kansas City, MO_| 816] I
|| Birch Telecom Kansas City, MO_ | 816;
2. Background/Purpose

s  TICTU liaison efforts wit}:vere arranged to gain ap understanding of policies and
interconnection techniques in their wireline markets.thas over 500,000 subscribers in 50

markets within 12 southern states (North Carolina, South Carolina, Tennessee, Kansas, Missouri,

Qklahoma, Texas, Louisiana, Mississippt, Alabama, Florida and Georgia.
o  Within their various market area rovides competitive local exchange (CLEC) services,
Under the brand name ervices are also offered.

e  This meeting was injt] ision. Arrangements b2
were coordinated b an b6
b7C
3. Discussion b7E
e Following introductionsl Ibegan the presentation 4 FBVTICTU
organization and mission of the Switch-Based Intercept Team.} rrated

portions of the Powerpoint presentation that had been customized fo JA Carrier’s Guide to
Electronic Surveillance.” The presentation provided insight into the following areas:

040408 Birch Telecom
ALL INFORMATION CONTAINED
HEFEIN IS UNCLASZIFIED
DATE (5-14-2007 BY 65S179DMH/KSR/MAT
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b2
b7E

ELSUR: Statutory Authority and Statistics
Typical [nvestigative Chronology
Review of an Actual Kidnapping Investigation

Carrier Systems Secunity and Integrity
Carrier/Law Enforcement Relationships

I.AWMIT Specific Switch Environments with emphasis placed onD
witches.

macknowledged havin witches in operation. Their Houston and Dallas
ocation switches are loaded witl-l generic software, which is purportedly CALEA compliant

additiona switches (in Wichita, KS, St. Louis, MO m@s City, MO are loaded with the
to|

generic, nticipates upgrading those three switches
satisfy CALEA obligations,

n the very near future in order to

Iso has on:switch in operation. A sing]eEl;witch is in place but is

o1 serving end-users.
ﬁlreportedly is early in the process of selecting a vendor for future soft switches to replace their circuit b2

witched devices.

management has not objection to allowing the installation of FBI equipment (i.e. routers, modems, b6

._etc.) in their central office facilities.
inted out that they backhaul a great deal of traffic in various market areas to switch facilities

b7C

in Kansas City, He inquired as to how they would interconnect with the FBI office in, say, Atlanta.D b7E
explained the internal DCSNet facilities and suggested that the FBI would assume responsibility
for forwarding data from the nearest point of presence to the appropriate field office.

ther or not there exists a list of soft switches, wiy
compliant Explained the testing process and suggested thal

yn to be CALEA
contact the

Advan elephony Unit for further information.
acknowledged that both he anchold ‘secret” clearances, accept FISA orders, and

maintain aEﬁroved security containers for the storage of classified orders and National Security Letters.

noted that they had been approached by a number of companij
issues on their behalf. He asked if such subcontracting was advisable.|

ing to handle ELSUR
tated that the FBI does

not make endorsements of any such offerings. Determinations of this nature must be made by the

management of each individual carrier.
tated that, until all switches were fully CALEA complian

would ensure that a

“listening station” is ilable so facilitate ELSUR activities at the central office location.
provide with an outreach binder and copy of the Powerpoint presentation on CD.

4, Action Items

to provide the DCS 3000 software and documentation toI

5. Attachments

040408 Birch Telecom.ppt — PowerPoint presentation

040408 Birch Telecom

ovg{___]

eed to compile and forward a list of switches, switch locations and service areas to the

0 complete and return the “Carrier Contact Information Sheet” to:

b2
b6
biC
b7E




EXS v
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TRIP REPORT
Conversent Communications
313 Boston Post Road
Marlboro, MA 01752
Monday, June 14, 2004 ¢ 2:00 p.m. — 4:00 p.m. b7C
1. Participants
[ Name Representing Location Phone [ E-Mail B
FBI/TICTU Quantico, VA 702
FBUTICTU Quantico, VA 703
FBI/TICTU/BAH Maplewood, NJ 973
FBI New Haven, CT 203
Conversent New Haven, CT 203
Conversent Providence, R1 401
Conversent New Haven, CT 203
Conversent Marlboro, MA 508
Conversent’ New Haven, CT 203
2. Background/Purpose
¢ Inresponse to a request from WAmNew Haven Field Office, TICTU liaison efforts with
b6 Conversent Communications were artanged © gai an understanding of Conversent policies and ELSUR

interconnection techniques.
b7C o [ Jeoordinated this meeting.

3. Discussion

¢ Following introductionsl brovidcd an overview of the FBI/TICTU organization and mission of
the Switch-Based Intercept Tea: narrated portions of the Powerpoint
b6 presentation that had been customized for Conversent Communications; “A Carrier’s Guide to Electronic
b7C Surveillance.” The presentation provided insight into the following areas:

ELSUR: Statutory Authority and Statistics

Typical Investigative Chronology

Review of an Actual Kidnapping Investigation

Agdressinf Technical Challenges for Specific Switch Environments with emphasis placed on the

witch.
b2 Carrier Systems Security and Integrity
b7E e Camrier/Law Enforcement Relationships

o Founded in 1998, Conversent Communications is a facilities-based, competitive local exchange carrier
(CLEC) that focuses on business customers along the northeast corridor. They currently support 30,000
business subscribers (with a total of 200,000 lines) from southern Maine to New Jersey. They do not lease
switch space from any incumbent LECs.

» Conversent operates six switches, four of which run the 16.2 software 1 e remaining
two switches, serving their NY and NJ markets, are soon to be upgraded from theﬂﬁware release.

040614 Conversent Com.doc
b2

b7E ALL INFORMATION CONTAINED
HEPEIN I3 UNCLASSIFIED
DATE 06-14-2007 BY S55179DMH/KSR/MAD




b2
b6
b7C
b7E

Q\Oted tha_____Jreceives a small number of subpoenas each month and has only

accommodated a few pen register/Title I1I orders since launching their services. All such orders are handled
through their corporate office in Marlboro, MA. :

Having discussed security needsj

indicated that they would likely seek a security clearance for

one or more employees through the New Haven field office.
. Etechnical representatives expressed interest in the ipterconn %md asked for

assistance i i mprehensive documents on thi feature
they contac it} @has dealt in the past.

uggested that

and the New Haven FBI field office would be coordinated

e It was agreed that testing betweer

4. Action Items

5. Attachments

tuture.,

b6

. Ito provide DCS 3000 Software toE: bh7C

¢ 040614 Conversent Guide to ELSUR.PDF -- PowerPoint presentation (Adobe Acrobat format)

Respectfully submitted,

b6
b7C

040614 Conversent Com.doc
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MEETING REPORT
Booz | Alien | Hamilton
Nextel Communications, Inc.
2001 Edmund Halley Drive
Reston, VA 20191
Thursday, November 29, 2001 — 1:00 p.m. — 3:15 p.m. b6
b7C
- 1. Participants
[ Name Representing Location Phong [ E-Mail
Nextel Reston, VA (703 ‘
Lucent Naperville, IL (630) ]
Technologies |
Nextel Reston, VA (703)
Technologies |
Nextel/NTS McLean, VA (703)
Nextel/NTS McLean, VA (703 B
Nextel/NTL McLean, VA (703i |
Nextel Reston, VA (703 ]
FBI/TICTU Quantico, VA 703' I
FBI/TICTU Quantico, VA 703' I
FBVTICTU Quantico, VA 703
. FBI/TICTU Quantico, VA 703
FBI/TICTU Quantico, VA 703
2. Background/Purpose
e  The meeting wa o discuss how the introduction of tandem switches would affect ELSUR
operations in th vireless network.

b2 3. Discussion

b6 s  Following roundtable introductions,] distributed a “Nextel Gateway MSC

b’iC CALEA Solution” document (dated June 20, 2001) and described the introduction o

b7E witches. This document had been the topic of discussion with CIS representatives last

une,

A pair of|

New Yor

kwitches (“GTS”) will be installed in each of ﬁve:}n:ukets;

k, Chicago, Southern California, Florida and Detroit.

011129 Nextel.doc
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e It has been determined that, once the[__Jtandems are in place, certain calls destined for ELSUR
targets will go undetected. This will occur in three scenarios:
o  Calls which are unconditionally forwarded to voicemail (as may be programmed by a
subscriber),
e Calls which are unconditionally forwarded to any other number (as may be programmed by a
- subscriber), and
¢ Calls which are unconditionally forwarded to any other number, including voicemail, as a
result of the subscriber being “detached” (i.e. out of coverage area, handset turned “off”
e To address these scenarios as contracted wit or the insmllaﬁ:)rlrm&
s

systemn, to be located at a central Tacility in Elmhurst, IL, a suburb of Chicago, Th

intended to provide J-STD output through interconnection to all ten witches.
¢ This design is intended to satisfy CALEA requirements in the five barkets when used as a
b2 supplement to other CDC and CCC connections made tc:switches in those areas.
*  The point of presence/demarcation point for all five markets will be Elmhurst, IL. Call content (CCC)
b6 will be delivered to law enforcement over dedicated T1 trunks from theD Call-related data (CDC)

b7C will require an agency to usJ l:ircuits.
b7E . macknowledged that the solution might present prohibitive costs, especially to state

and local law enlorcement agencies. He indicated that this had been a topic of previous discussions
with CIS.

o [ Jexpressed concern over the manner in which th ____Jdevice closes TCP/IP
connections after each call, resulting in data loss. The FBI has developed an interim “fix” for this
problem but it is doubtful that it will accommodate the volume of traffic that is likely to be

tcred. A preferable solution would be to make the “H” interface a permanent connectionD
ﬂtated that he would explore this wi

e Discussion turned to the possibility of coliectively routing data (CDC) from thcl:and the

o an adjunct server. This server could be configured to deliver data via a permanent

circuit or via a “s(tir,ﬁ_and_ ump” function,
. | I)ffere se of the DCS-3000:|soﬁware as a tool to test various

configurations and support interim solutions.
¢  After extended discussion parties tentatively agreed to the following:

. interim solution will be implemented until such time as:has completed necessary -
difications. .
¢  The ten tandems will be temporarily configured to deliver call content via dial-out on ISUP trunks.
»  Two adjunct servers (one Vanguard, on ill be temporarily installed in Eimhurst,
ilitating CDC delivery via a permanent connection or via a “'store and dump” function.
. xpressed the FBI’s preference for CCC delivery via dial-out, acknowledging that such a
b2 decision lies with the carvier.
b6 ) oted that interest in iDEN technology was growing within the international law
enlorcement community and inquired i‘:‘rm’ght be willing to participate in future forums
b7C said he would gladly consider participation when further details were made available.

b7E

4. Issues/Action Items

Issue: Confi tion of “H” interface as a permanent connection fron:
Action: to discuss with|

Issue: Installation/testing of adjunct Van ervers in Elmhurst, IL
Action: to coordinate.

011129 Nextel.doc
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Attéch ments

ubmitted,

011129 Nextel.doc
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b7C

b2
b7E

b2
b6
bi7C
b7E

CALEA Implementation Section (CIS)

MEETING REPORT

Booz | Allen | Hamilton

Telecommunications Intercept and Collection Technology Unit (TICTU)

1, Participants

FBI Engineering Research Facility
Quantico, VA 22135
Wednesday, December 19, 2001 - 9:30 am, — 11:00 a.m.

Name Representing Pho;
FBI/CTS/TICTU 703

FBI/CTS/TICTU 703

FBY/CTS/TICTU 703

FBI/CTS/TICTU 703

FBI/CTS/TICTU 703

FBUCITS/TICTU 703

Michael Ciifford, Section Chief FBI/CIS 703

| FBI/CIS/SPAU 703
FBI/CIS/'WTU 703

f FBL/CIS 703
I FBI/CIS 703
| FBIITB 703
| FBI/OGC 703
DEA 703

2. Background/Purpose

R o

rconnection issues affecting two carriers
and various issues of common interest to

]

CALEA Implementation Section (CIS) and the Telecommunications Intercept and Collection

Technology Unit (TICTU).

3. Discussion - Following introductory remarks by:lhe following topics were discussed:

- L

}

[ ]
I I Noting that it was a generally good design
the content of communications (CCC) would be lost when a targeted wireless customer roams

ided an overview of the interconnection scheme to be utilized b

pointed

outside of the market in which the intercept is provisioned (see attachment).
Ensuring that all communications is intercepted would necessitate the installation of T1
circuits to a DACS in each market area. In addition to the expense, the installation of a T1
cannot be accomplished rapidly, a detriment to investigations in which the time factor is

the wireless switches mn eac

critical (i.e. kidnapping case). :
As an altemativel uggested thaD:
market.

011219 CIS-TICTU.doc

out tha

onsider using a dialout capability in

ALL INFORMATION CONTAINED
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. Qquestioned if roaming were an issue in many ELSUR operations
suggested that a large percentage of intercepts were impacted since roaming and anonyrmi
arc appealing features to the criminal element.

" ::Fprovidcd an overview of an issue associated with the “Interconnect™ feature in the
ireless network (see attachments).

. LE_fxplained that interconnect calls pass through a
which determines the format in which targeted communicafions (CCC) are sent (o a
monitoring facility (VSELP or PCM). If sent as VSELF it is critical that SS7 trunks are used
for the [SDN connection.
» TICTU has encountered situations in which the switch has selected MF (analog) trunks for the
delivery of the content. The result is that the VSELP encoded data cannot be properly
b2 decoded at the monitoring facility.
b6 ®  The issue is resolved when a carrier applies appropriate translations to ensure that only SS7
K7C trunks are used. However, the remainder of the delivery path to the monitoring facility is not
under control of the wireless carrier. Hence, there can be no guarantee that SS7 circuits will

b7E be used exclusively throughout the delivery path,
. :I;uggested that CIS reques‘iegto pursue an “upstream” solution, wherein all

intercepted data would be converted to PCM before delivery to the law enforcement
monitoring facility. This would solve a technical obstacle and also universally benefit the
manufacturers of collection box equipment. The contract between CIS and provides
ingencies and noted that costs are negotiable.
. oted that, since PCM can be delivered on SS7 or MF trunks, an added benefit
would be that inexpensive dialout circuits would be sufficient for switch/LEA connections.
He also described a “bit adjustment” solution that is currently being developed with some

SUCCESS.
. mentioned tha has been less than responsive when inquiries have been
b2 made regarding VSELP iss nufacturers of collection boxes (LEM).
b6 . hould be disclosing this info to all LEMs and stated he
o discuss this.
b7C .

ight consider this anomaly a “delivery” issue that is
b7F outside the scope of their contract with CIS. He also cautioned t.ha‘Dy as the affected

carrier, might not agree to that type of network change.

»  Mr, Clifford suggested that this issue must be explored theraughly beford_____Jis
approached. It would be important to gef Isuppon and consider the financial factors as
well. It would be advisable to identify all pr. technical solutions, including a “bit
adjustment” scheme mentioned b efore contacting|

e  Mr. Clifford requested a brief techmical document that explains the tssue an

agreed to royide one.

. I nquired as 1o whether this solution might require modification to the
switch as wc'l as the TRAU. That would affect the cost of any solution.

e Mr. Clifford stated that timeliness and costs were important issues as, aside from

supplemental efforts, the funds needed r the completion of their tasks were not
available through FY03. CIS is seeking n supplemental funds.

. |introduced a matter involvinDand the installation of tandem switches in their
ma)of market areas (see attachments).

. viewed several network configurations which included the ten ( IOD
switches that ill install. It is necessary to address these switches as there are

under which forwarded calls may not be intercepted.

b2 . oted that, as an interim measure, the FBI could provide a DCS-3000 system to
b6 issue for a period of 4-6 months until al vere in place and certain
difications were complete. This will address ELSUR concerns and savelja
b7C
uostantia) sum of money.

b7E

011219 CIS-TICTU.doc




. Fnoted that we have deployed a DCS-3000 in other carrier environments and now
ve a walver from the Attorney General to freely distribute the software to other law
enforcement agencies. It is no longer considered the “loan of technical equipment.”

. rought the group’s attention to recent press attention to Comverse InfoSys. He
~ e3sed the need to consider what responsive efforts, if any, might be appropriate.
b6 . oted that security issues such are these appear to be the responsibility of a
b7C carrier pursuant to their Section 105 “Carrier System Security and Integrity” (SSI)
obli
. uggested that it might be wise to ask carriers how they address this type of
CUTIty 1SSUE.

«  Mr. Clifford noted that SSI objectives are encapsulated in regulations promulgated by the
FCC. Historically, the FCC has not supported security initiatives sought by the FCC (i.e.
requiring background checks on certain carrier personnel). It may be appropriate to approach
the FCC, describe the potential issue, and suggest supplemental FCC regulations.

»  Miscellaneous [ssues:
. inquired as to the schedule for ISGs in thclzpnctwork tated that
¢ have been no changes subsequent to the list he recently provided.
. requested that CIS enhance coordination as it applies to testing arrangeme
b2 Iief of increased levels of activity and travel advance notice of test dates is essential

greed o provide regular updates to the test schedule and will also check on the status
b6 oI overdug quipment.
b7C o [ voice-activated dialing system is to be tested in the near future. The system utilized
b7E an adjunct processing device which, at the present time, does not ontput dialed digits over the
CDC. This issue is being investigated.
. oted that a new pod would be added to ERF. Facility requirements are sought and
are due by the end of January Zoozgncoumgcd all participants to provide any
input on any attributes and/or features that may be desired by CIS or TICTU..

4, Issues/Action Items

Issue: Written description ofI —l issue is required by CIS. b2

Action: :to provide to CIS. b6
- ) . b7C

Issue: n of CIS/Carrier testing

Action: o ensure that TICTU is notified in a timely fashion. b7E

Issue: Suggestion for future pod construction at ERF.

Action: All parties to consider and forward suggestions tD

5. Attachments
. Meeting handouts b2
o | Powerpoint presentation b7E
Respectfully s
b6
b7cC

011219 CIS-TICTU.doc
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TRIP REPORT

Booz | Allen | Hamilton

McLeod USA
401 North 2™ Avenue — Suite 1036

Minneapolis, MN 55426
b6

Monday, August 26, 2002 ¢+ 1:00 p.m. —- 4:00 p.m. b7C

1. Participants

Name Title/Organization Location P h ey E-M il
SSA, Quantico, VA 703
FBUTICTU
Electrical Engineer, Quantico, VA 703
FBI/TICTU
Senior Associate, Quantico, VA 703
Booz | Allen | Hamilton | Maplewood, NJ 973
Mgr. Switch Engineering | Minneapolis, MN 612
McLeod USA
Sr. Eng. — Translations Minneapolis, MN 612
McLeod USA
Switch Engineer Minneapolis, MN 612
McLeod USA
5ESS Switch Engineer Minneapolis, MN 612
MclLeod USA
SESS Switch Engineer Minneapolis, MN 612
McLeod USA
Project Manager Minneapolis, MN 612
McLeod USA
Dir. Switch Engineering | Minneapolis, MN 612
McLeod USA

2. Background/Purpose

. :Technical Advisor to the Minneapolis Division, initiated this meeting through a
request for field office assistance. The purpose was to gain an understanding of McLeod USA
policies and interconnection techniques in support of FBI ELSUR operations in their market areas. b6
(Note: Due to a scheduling conflict, Tﬂvas unable to attend.) L7C

3. Discussion

¢ Following introduction. i providing an overview of the
TICTU organization and mission| arrated portions of the
Powerpoint presentation that had been customized for McLeod USA: “A Carrier’s Guide to
Elecironic Surveillance.” The presentation provided insight into the following areas:

b2
b6 o ELSUR: Statutory Authority and Statistics
o  Typical Invesiigative Chronology
b7C e Actual Investigation
b7E ALL INFORMATION CONTAINEIL
020826 McLeod USA HEREIN IS UNCLAZSIFIED

DATE 06-14-2007 BEY &5173LHH/ESE M




wr

:‘L

e  Addressing Technical Challenges
»  Carrier Systems Security and Integrity
» Carrier/Law Enforcement Relationships

¢ McLeod USA is a competitive local exchange carrier (CLEC) with active operations in 25 states.
Their activities are generally focused on markets in which the incumbent LEC is Ameritech and
SBC. Their corporate offices are located in Cedar Rapids, lowa and another major provisioning
facility is located in Tuisa, OK. McLeod USA absorbed the operations of the former Innovation
Communications.

+  AsaCLEC, McLeod has switching components collocated in[_____Jacilities. One[_______]

switch is located at their facility in Minneapolis, MN.
. | Imode]s dominate the McLeod USA switchin
- b2 EI

environment. They also operate several long distance switches
be i All their switches utiliz{ Jmodules and the maximum number of

b7C n any switch 1s presentl .
e  McLeod USA’s has chose as their voicemail server platform irDof their markets.
b7E However, they are delaying the purchase and installation omlice surveillance™
option until such time as there is a demonstrated need. A small number o oicemail -
processors are also in use, In either system, messaging is provisioned for a 30-day retention
period.

o At the present time McLeod USA is exploring a partnership arrangement to provide telephone
services over cable. The partnership was not further identified.

. explained the common interconnection options that are available on thDand

platform: indicated that McLeod USA would prefer to terminate a

ircuit within their switching facilities and would permit the FBI to install any
required packet assembler/disassembler (PAD), router and/or medem equipment. In discussing
hardware McLeod USA expressed a preference for components that were DC powered.

[ —Jsuggested thata i}eﬂes router might be appropriate and agreed to provide

ificati d power requirements tor any equipment that might be installed.

b2 . xplained that access to central office facilities would need to be carefully

b6 as coordination with the incumbent local exchange carrier is necessary.

b7¢C . in response 10 an inquiry, stated that they would continue to lls\mm_\mﬂ_hm_l
intercepts as necessary. However, this method is made more complicated fo

b7E facilities/resources, not under the control of McLeod USA, are also required.

. ﬁsuggeswd that McLeod USA consider the creation of a guide to law enforcement
agencies on their ELSUR procedures and cost schedule. Local field office assistance was offered
should McLeod USA wish to have select personnel seck a security clearance.

. eviewed the role played by the DCS-3000 software, adding that he could make the

ilable tdfor the purposes of testing.

. xplained that TICTU personnel would conduct the installation efforts and conduct
operationa) tests with the local field office.

4. Action Items
b2

b6 . }vill emai‘ Ia copy of this presentation in adobe acrobat format.
b7C . will follow up with | Jon equipment specifications, DCS-3000 software and
b7F router configuration scripts.

020826 McLeod USA
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5. Attachments

Respect

I— Powerpoint presentation
b2
bé
b7C
b7E
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TRIP REPORT

Booz | Allen | Hamilton

Mid-Rivers Communications (host)
408 First Street West
Roundup, MT 59072

1. Participants

Tuesday, October &, 2002 « 10:00 a.m. — 3:00 p.m.

I ]!amg

Title/Organization Location Phone
SSA, Quantico, VA 703
FBITICTU

Electrical Engineer, Quantico, VA 703
FBI/TICTU

Senior Associate, Quantico, VA 703
Booz | Allen | Hamilton | Maplewood, NJ 973]
SSA Salt Lake City, UT | 801
FBI, Salt Lake City Div.

FB], Salt Lake City Div. [ Salt Lake City, UT | 801
(BAE Contractor)

Range Telephone Forsyth, MT 406
Cooperative, Inc.

Range Telephone Forsyth, MT 40
Cooperative, Inc.

Range Telephone Forsyth, MT 406f
Cooperative, Inc.

Range Telephone Forsyth, MT 406
Cooperative, Inc.

Range Telephone Forsyth, MT 406]
Cooperative, Inc. .

Lincoln Telephone Lincoln, MT 406
3 Rivers Fairfield, MT 40
Communications

3 Rivers Fairfield, MT 406}
Communications

Mid-Rivers Telephone Glendive, MT 406}
Cooperative, Inc.

Mid-Rivers Telephone Glendive, MT 406
Cooperative, Inc.

Mid-Rivers Telephone Glendive, MT 406}
Cooperative, Inc.

Mid-Rivers Telephone Roundup, MT 404
Cooperative, Inc.

Mid-Rivers Telephone Roundup, MT 406]
Cooperative, Inc.

Mid-Rivers Telephone Circle, MT 406]
Cooperative, Inc. .
Triangle Telephone Havre, MT 406|

021008 Mid-Rivers Communications
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b7cC
APV — Title/Organization Location Pho -

Triangle Telephone Havre, MT 406
Nemont Telephone Scobey, MT 406
Nemont Telephone Scobey, MT 406
Nemont Telephone Scobey, MT 406
Project Telephone’ Worden, MT 406
Sagebrush Cellular Glasagow, MT 406
Northwest Communi- Ray, ND 701
cations Cooperative, Inc.
Northwest Communi- Ray, ND 701
cations Cooperative, Inc.

2. Background/Purpose

. :Lf Mid-Rivers Communications requesied this meeting through SSA:)f

the Salt Lake City Division:offered to host the forum for other Montana agd w
North Dakota carriers as well. Mid-Rivers also offered a testbed opportunity on thehﬁn
ﬂwitch, a wircline platform on which TICTU had not previously tested.
o  The majority of attendees represented rural wireline local exchange carriers. Many of the
companies also offered ISP services.

3. Discussion

e Following inuoductionmmn_hy‘?roviding an overview of the
TICTU organization and mission arrated portions of the
Powerpoint presentation that had been customized for the many carriers in attendance; “A

Carrier’s Guide to Electronic Surveillance.” The presentation provided insight into the following
areas:

ELSUR: Statutory Authority and Statistics
Typical Investigative Chronology

Review of an Actual Kidnapping Investigation
Addressing Technical Challenges

Carrier Systems Security and Integrity
Carrier/Law Enforcement Relationships

e Following the presentation, questions from carrier participants centered on various elements of
costs, charges and reimbursement opportunities. Responses were necessarily limited to the manner
in which carriers may elect to charge law enforcement entities when they perform ELSUR
activities in response to a court order. Questions on initial costs were referred to the CALEA
Implementation Unit.

®  Asanumber of companies were Internet Service Providers, an explanation was made as to the

distinct missions of the Data Intercept Technology Unit (DITU) and the Telecommunications
Intercept and Collection Technology Unit (TICTU).

021008 Mid-Rivers Communications
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e Following a lunch break, testing was initiated on the livq witch operated
by Mid-Rivers Communications. Representatives of numerous other carriers observed the testing
process. Mid-Rivers had previously installed the requisite hardware and software offered by their
vcndorm. Prior to this time, there had been no opportunity for operational testing with a
law enforcement agency.

s It was apparent that the| FALEA solution utilized] . komponents. For
the oses of this inital test, the CDC connectivity to a DCS-3000 device was provided by a b2
ﬂcomectiom In an actual installation, CDC delivery could be accomplished through the b7F
use of a router/modem pair installed at the end office switch oiced no objection to

having law enforcement equipment located on their premises.

e  Testing disclosed that the call content channel {CCC) could be delivered to a local or long distance
directory number that would be provided by the law enforcement agency. No special dedicated
circuits were required. ’

e  All tests seemed to function properly. However, no attempt was made to apply the many call
scenarios and variations that are addressed in J-STD025 or J-STD0235A. as cautioned
that this testing should not be deemed an “official™ acceptance of th olutionora’
guarantee of compliance. b2

e  Many carriers expressed interest in the DCS-3000 software as a tool for their own testing b6
purposes.| Iagrecd to provide a copy of the latest release to each participating carrier b7C

organization. bL7E

4. Action Items

0 6 . Ee provide each participating carrier with a copy of the DCS-3000 software suite and
b7C installation/operation guide.

5. Attachments

¢ 021008 Mid-Rivers Guide to- ELSUR pdf — Powerpoint presentation in .pdf format

Re 1
b6
b7C

021008 Mid-Rivers Communications




TRIP REPORT

Booz | Allen | Hamilton

Northwest Telecom Carrier Group
Monitor Telephone Company (host)
15265 Woodburn Monitor Road NE, Woodburn, OR 97071

b6
Wednesday, December 11, 2002 * 8:30 a.m. — 4:00 p.m. bicC
1. Participants
[ Name Organization Location Phone [ E-Mail |

FBI/TICTU Quantico, VA (703))
FBI/TICTU Quantico, VA 703)]
Booz Allen Quantico, VA (703)
FBI Field Office Portland, OR (503)}
FBI Field Office Portland, OR (503)
Cascade Utilities Estacada, OR (503))
Cascade Utilities Estacada, OR (503)
Western Independent | Beaver Creek, OR | {503)
Networks
St. Paul St. Paul, OR (503)]
Colton Telephone Colton, OR (503)]
Colton Telephone Colon, OR (503))
RT Communications | Worland, WY 307)}
RT Communications | Worland, WY 3ol
Monroe Telephone Monroe, OR 54D}
Beaver Creek Tel. Beaver Creek, OR | (503)]
Oregon Telephone Mt. Vernon, OR 541
SMTA/ Scio, OR (503)|
Scio Telephone
SMTA/ Scio, OR (5031
Scio Telephone
PowerTelNet Prosser, WA 509)]
Wahkiakum West Rosberg, WA (360)]
Wahkiakum West Rosberg, WA (360)|
TelAlaska Anchorage, AK (907))
Mt. Angel Telephone | Mt. Angel, OR (503)]
Pioneer Telephone Philomoth, OR (541))
Pioneer Telephone Philomoth, OR 25 |

Irfable Top Telephone | Ajo, AZ (520)
Mt. Angel Telephone | Mt. Angel, OR (503)|

|| GVNW Tualatin, OR 503)
GVNW Tualatin, OR 503)
GVNW Tualatin, OR (503)]
Nehalem Telephone | Nehalem, OR (503))
Monitor Telephone Monitor, OR (503))
Monitor Telephone | Monitor, OR 503)]
Monitor Telephone Monitor, OR 503)]

Hﬁayton Coop. Stayton, OR 503)] K =

021211 Portland-GVNW .doc
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b7C
| Name Organization Location Phone E-Mail
Molalla Comm. Molalla, OR {503
Molalla Comm, Molalla, OR {503)
Molalla Comm. Molalla, OR | (503%
Canby Telephone Canby, OR (503)
Association
Canby Telephone Canby, OR (503
Association
Western Independent | Tualatin, OR (503)
Networks
Western Independent | Beaver Creck, OR (503)|
r— Networks
2. Background/Purpose
. :IGVNW Consulting) offered to coordinate this gathering of service providers in the
northwest region of the country, having been advised of our previous presentation in Montana. Monitor

Telephone Company agreed to host the meeting. The majority of attendees represented rural wireline local
exchange carriers. Many of the companies also offer ISP services.

3. Discussion

bo
b7C

b2
b7E

b6 .
b7C

Following introduction: iding an overview of the TICTU
organization and mission narrated portions of the Powerpoint
presentation that had been customized for the many carriers in attendance; “A Carrier’s Guide to Electronic
Surveillance.” The presentation provided insight into the following areas:

ELSUR: Statutory Authority and Statistics
Typical Investigative Chronology

Review of an Actual Kidnapping Investigation
Addressing Technical Challenges

Carrier Systems Security and Integrity
Carrier/Law Enforcement Relationships

During and following the presentation, questions from carrier participants centered on various elements of

- interconnection methods. Several questions on extension requests were referred to the CALEA

Implementation Unit.
Carriers were requested to complete “Carrier Information Sheets” reflecting current company contact
information for ELSUR issues. :
Following a lunch break, individual consultations were held with several representatives, again centering
on interconnection techniques.
iers expressed interest in the DCS-3000 software as a tool for their own testing purposesD
agreed to provide a copy of the latest release to each participating carrier organization.
Each carrier was provided with a binder containing comprehensive information related to ELSUR
authorizations, statistical reports, FCC regulations, CALEA Sec. 105 and J-STD025.

021211 Portland-GVNW.doc
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4. Action Items
. o provide any interested carrier with a copy of the DCS-3000 software suite and
operation guide.
) to provide copy of switch interconnection slides and copies of “Carrier Info Sheets” to A ]

ortland Division. (completed 12/13/02)

5. Attachments

¢ GVNW-Portland - Guide to ELSUR.pdf — Powerpoint presentation in .pdf format
GVNW-Portland-Carrier Info Sheets.pdf

Respectfully submitted,
B

b7C

021211 Portland-GVNW .doc
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TRIP REPORT

FBI/TICTU — ATU Meeting with i-Wireless
4135 N.W. Urbandale Drive
Urbandale, lowa, 50322

b6 Wednesday, September 15, 2004 — 10:00 a.m. to 12:00 p.a.
b7C

1. Participants

Name Representing Location Phone E-Mail
FBI/TICTU Quantico, VA 703
FBI/TICTU Quantico, VA 703}
FBI/TICTU Quantico, VA 703|
FBI/TICTU Richmond, VA 804|
FBI/TICTU Quantico, VA | 703]
FBI/ATU Quantico, VA 703]
FBI/ATU Quantico, VA 703
i- Wireless Urbandale, 1A 515
i ~-Wireless Urbandale, 1A 515
i -Wireless Urbandale, 1A 515
i -Wireless Urbandale, 1A 515
i-Wireless Urbandale, 1A 5154
i -Wireless Urbandale, [A 319

]

1 Wireless Urbandale, IA 514

2. Background/Purpose

¢ TICTU/ATU liaison efforts with i-Wireless were arranged to gain an understanding of i-Wireless® policies
and ELSUR interconnection techniques.

b6 o This meeting was coordinated throughy s a Network
le Engineer for i-Wireless and has worked with the TICTU engineers to establishf
[ Jased on an initial request from the Springfield Division. | Jis the primary

point of contact for ELSUR operations.

‘

3. Discussion

. I tpened the meeting with introducg i rview of the FBI/TICTU organization and

b6 Tiss10n 01 the Switch-Based Intercept Team.'wwow ed with a description of the mission
of the Advanced Technology Units® Wireless Intercepi 1racking Team.l I

b7C 1 Inarrated portions of the Powerpoint presentation that had been.

customized for i-Wireless; “A Carrier's Guide to Electronic Surveillance.” The presentation provided

040915 i-Wireless
ALL INFORMATION CONTAINEID
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4. Action Items

insight into the following areas:

ELSUR: Statutory Authority and Statistics

Typical Investigative Chronology

Review of an Actual Kidnapping Investigation :

Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the
witch. .

Wireless Intercept Tracking Team (WITT) Overview

Carrier Systems Security and Integrity

Carrier/Law Enforcement Relationships

i-Wireless is a privately owned company that was established in 1998 and provides wireless GSM service
in Iowa and Illinois.
i-Wireless zlso offers prepaid wireless service:indicated that proper identification for new
subscribers is required at the time of purchase.
i-Wireless processes approximately 120 subpoenas monthly. Since 1998, they have processed five criminal
ELSUR orders, and one FISA order.
i-Wireless currently offers GSM technology utilizing 4—_____—]switch with software load M-11
located in Cedar Rapids, lowa. This switch currently supports approximately 300 cell sites.
Since i-Wireless is a privately owned company, they were reluctant to offer the exact number of subscribers
they have. One representative disclosed that they had more than fifty thousand subscribers.
Throughout the presentations, members of i-Wireless interacted with questions and comments for the
TICTU and ATU representatives.

addressed representatives of i-Wireless explaining the differences between Title I1I and Title 50

court orders. He further explained that after 9/11/2001 the FBI’s primary focus has shifted towards

National Security investigations.
A comprehensive discussion about the delivery of CDC and CCC ensued during the “Technical
Challenges” portion of the presentation. When asked explained the FBI's position on VPN

delivery of CDC information.

ﬁtawd that although representatives oDclaim that th:s CALEA
compliant it is not J-STD-025 compliant.

tlsmed that the FBI is willing to test the CDC data witf{_____Jand could alter the DCS

3000 software to adapt to the message format that i-Wireless delivers. Once this is completed he will
provide i-Wireless with the DCS 3000 software to use for future internal testing.
Members of i-Wireless agreed to provide the FBI with cell site data that is needed for tracking operations,

stated that for GPRS deployment i-Wireless utilize infrastructure and asked if
hould be addressed in court orders for GPRS intercepts. xplained that more than
likely that would be the case, but it would be up to the legal entities o d i-Wireless to make

that determination.
i-Wireless seemed interested in attending future TICTU Regional Conferences.

| _Jo coordinate testing for connectivity and data delivery witq:]
pravide i-Wireless with DCS-3000 software upon implementation of upgrades necessary to
adapt t data format.

o coordinate the transfer of i-Wireless cell site data witl':

040915 i-Wireless
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5. Attachments

» 040915 i-Wireless.PDF — PowerPoint presentation (Adobe Acrobat format)

Respectfully submitted,

b6
bicC

0409135 i-Wireless
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TRIP REPORT

Booz | Allen | Hamilton

FBI Field Office — San Juan
US Federal Office Building - Room 526

150 Carlos Chardon Avenue - Hato Rey, PR 00918 b

Thursday, March 27, 2003 « 10:00.a.m. - 12:30 p.m. b7C

1. Participants

| Name Organization Location Phone E-Mail
FBI/'TICTU Quantico, VA (703)
FBI/TICTU Quantico, VA (703)
Booz Allen Quantico, VA (703)
FBI, San Juan San Juan, PR (787)
FBI, San Juan San Juan, PR {(787)
Verizon Wireless | San Juan, PR (787)
Verizon Wireless | San Juan, PR {787)
Verizon Wireless | San Juan, PR (787)
Sprint Guaynabo, PR (787)
AT&T Wireless Miramar,PR (787)
Movistar Guaynabo (787)
Movistar Guaynabo (787
Movistar Guaynabo (787
Movistar Guaynabo (787
(787
Centennial PR San Juan, PR (787
Cingular San Juan, PR (787
2. Background/Purpose
b6 e Liaison efforts with the carriers in attendance resulted from a request from San Juan field office personnel.
b7C This gathering was hosted by the FBI field office and included all carriers providing wireless services

within the commonwealth of Puerto Rico.

3. Discussion

* Following mtroductionsl_I:ﬁmigw_ang an overview of the FBI/TICTU
organization and mission arrated portions of the Powerpoint
presentation that had been customized for the hosted participants; “A Carrier’s Guide to Electronic
Surveillance.” The presentation provided insight into the following areas:

e ELSUR: Statutory Authority and Statistics

e Typical Investigative Chronology

e Review of an Actual Kidnapping Investigation

o  Addressing Technical Challenges for Specific Switch Environments, including;

. I IGSM techniology)
ALL INFORMATION CONTAINED
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L ]
Carrier Systems Security and Integrity
Carrier/Law Enforcement Relationships

. lso reviewed future switch enhancements that will enable CDC and CCC channels to be
interconnected to FBI collections points via dial-out circuits. Data will be transported as GR-30 information

in a manner similar to “Caller ID.”

s Carriers in attendance expressed interest in the DCS-3000 software and the ability to use the application to
test their individual CALEA-type solutions greed to provide carriers with a copy of the
software and documentation at no cost. .

. :dis&ributed an ELSUR Contact/network information sheet to each carrier and requested that
they be returned via FAX. This information is to be posted on the Intranet resources available to all field

office technical personnel.

4. Action Items

* o provide carriers with a soft copy of the Powerpoint presentation that was reviewed during the
meeting as well as the DCS-3000 application for distribution to the attendees.
e [t was requested that a “Carrier Outreach” binder be sent t SprintPCS, Metro Office

Park, Suite #1, Guaynabo, PR 00968 (shipped on 03/28/03)

5. Attachments

¢ PuertoRico-Guide to ELSUR.pdf — Powerpoint presentation in .pdf format

Respectfully submitted,

b6

b7C

030327 Carriers-PuertoRico.doc




1. Participants

TRIP REPORT

Booz | Atlen | Hamilton

Telephone Apprenticeship Safety & Training

1615 Capitol Way, Suite 204

Bismarck, ND 58501

Wednesday, April 2, 2003 < 10:00 a.m. — 1:30 p.m.

REY; h Organization Location Phone -Mail |
FBUTICTU Quantico, VA (703)
FBITICTU Quantico, VA (703)
Booz Allen Quantico, VA 703)
Booz Allen Stafford, VA 540)
Telepgone AT&S Bismarck, ND 701)
SRT Wireless/ Minot, ND (701)
Communications
Reservation Parshall, ND (701)
Telephone
Reservation Pacshall, ND (701)
Telephone
IdeaOne Telecom Fargo, ND (701
IdeaOne Telecom | Fargo, ND (701)
Wikstrom Karlstad, MN 218)|
Telephone
Polar Park River, ND (701)
Communications
Polar Park River, ND (701)
Communications
Consolidated Dickinson, ND (701
Telecom
Consolidated Dickinson, ND (701}
Telecom
Consolidated Dickenson, ND (701)
Telecom
Northwest Com- Ray, ND (701)
munications Coop
Northwest Com- Ray, ND (701
munications Coop
Dakota Central Carrington, ND | (701)}
Dakota Central Carrington, ND | (701)]
BEK Steele, ND (701)|
Communications
BEK Steele, ND (701‘)|
Communications
North Dakota Devils Lake, ND (701)I
Telephone y

ALL INFORMATION CONTAINED
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SRT Minot, ND (701),
Communications
Midstate Beach, ND (701 )l
Communications
DRN Ellendale, ND (7o01)
West River Telecom | Hazen, ND 701)]
West River Telecom | Hazen, ND 701}
2. Background/Purpose
e Liaison efforts with the carriers in attendance resulted from a similar group presentation hosted by Monitor
Telephone Company, Portland, OR in December 2002. This gathering was hosted by Telephone
Apprenticeship, Training and Safety, an organization that supports a number of rural carriers in North
Dakota.
®  With prior approva‘ Icurrently formulating an outreach program for the Data Intercept
and Collection Unit (DITU), attended as an observer.
3. Discussion
bo

b7C ¢ Following inuoductioni_r;_—]h;mm;_n;g;rntatinn hy nroviding an overview of the FBYTICTU
organization and mission, narrated portions of the Powerpoint

presentation that had been customized for the hosted participants; “A Carrier’s Guide to Electronic
Surveillance.” The presentation provided insight into the following areas:

¢ ELSUR: Statutory Authority and Statistics
¢  Typical Investigative Chronology
¢ Review of an Actual Kidnapping Investigation
¢  Addressing Technical Challenges for Specific Switch Environments;
[ ]
*
. b2
* b7E
L J
®
Carrier Systems Security and Integnty
Carrier/Law Enforcement Relationships
. ::also reviewed future switch enhancements that will enable CDC and CCC channels to be
interconnected to FBI collections points via dial-out circuits. Data will be transported as GR-30 information
in a manner similar to “Caller ID.”
bo e Carriers in attendance expressed interest in the DCS-3000 software and the ability to use the application to
b7C test their individual CALEA-type solutions Iagrced to provide carriers with a copy of the

software and documentation at no cost.

s A survey of the audience indicated that several companies aiso were Internet service providers. b2
asked if it would be possible to provide insight into ELSUR requirements in an ISP environmen
indicated that such a program was currently under development and tha ould b7E

ted at a future time.
. gathered ELSUR contact/network information from the carriers in attendance. This information

15 to be posted on the Intranet resources available to all field office technical personnel,

030402 TelAT&S-Bismarck.doc
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4, Action Items

. Qto provide Telephone AT&S with a soft copy of the Powerpoint presentation that was reviewed
uri

ng the meeting as well as the DCS-3000 application for distribution to the attendees.

S. Attachments

Telephone ATS Guide to ELSUR.pdf — Powerpoint presentation in .pdf format '
NDakotaCarriers.pdf - Carrier contact information sheets submitted by attendees.

b6
b7C

030402 TelAT&S-Bismarck.doc




TRIP REPORT

BridgeCom Outreach Meeting
1065 Avenue of the Americas - 10" Floor

New York, New York b6
O
Tuesday, March 04, 2004 1:00 p.m. b7C
1. Participants
Name Representing Location Phone E-Mail
FBUTICTU Quantico, VA 7034
FBI/TICTU Quantico, VA 703
FBI/TICTU/BAH Maplewood, NJ 973
FBI/TICTU/BAH Quantico, VA 703
FBI/NYFO New York, NY 212
BridgeCom Valhalla, NY 914
Network Engineering
BridgeCom New York, NY 914
Network Operations
BridgeCom Valhalla, NY 914
- IT
2. Background/Purpose

3. Discussion -

In response to a request from the New York Field Office, TICTU liaison efforts with BridgeCom were
arranged to gain an understanding of BrideeCom policics and ELSUR interconnection techpiques.
This meeting was coordinated throug of Network
Operations for BridgeCom and is responsible for facilitating CALEA compliance. Subpoenas and court
orders for BridgeCom are processed through the Valhalla, New York location.

i - bo
organization and mission of
the Switch-Based Intercept Team. narrated portions of the b7C
Powerpoint prescntatlon that had 2 arrier s Guide to Electronic
Surveillance.” The presentation provided insight into the fol]owmg areas:

Follo“'ring introduction

ELSUR: Statutory Authority and Statistics
Typical Investigative Chronology
Review of an Actual Kidnapping Investigation
" Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the
SanteraOne soft switch.
Carrier Systems Security and Integrity
e  Carrier/Law Enforcement Relationships

ALL INFOPMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE (5-14-Z007 BY 55l73DMH/KSR/HAT
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BridgeCom is a competitive local exchange carrier (CLEC) with approximately 100,000 subscribers. They
lease switch space and local loop copper from{_____Jthe ILEC) and are currently adding facility-based
subscribers of their own.
" BridgeCom supports facility-based subscribers through a:switch.
asked if there was a priority sequence e followed when experiencing multiple
requests from various law enforcement agencies.' explained that there was not a palicy
established to address precedence, however, resource constraints pertaining to capacity issues could be
discussed.
During the portion of the presentation that discussed exigent circumstance t type of
paperwork BridgeCom could expect to see prior to the issuance of the court order said that
unless there is an exigent form provided by the carrier, that the NYFQ faxes the request on etterhead
signed by an official within their office further explained the typical field office process for

exigent circumstances.

tlasked if there was a ‘shut off” mechanism built in yisioning that provides an end date
to stop ELSUR orders from running past the expiration date| xplained that it would depend on
the provisioning system of thﬂwitch. If the switch does not have an-automatic feature to shut

down, then a manual “tickler” system would be appropriate.
A discussion on CALEA complian iging to thbswntch ensuch explained that

ing to representatives o e was assured that they were CALEA coj er,
ﬂmtcd they could not elaborate on how the delivery would be accomplishedw
requested further verification from Iand suggested that he plans to have a conference call with them
in the near future.
added that he contacted members of the FBI CALEA Imp]cmentatlon Unit (CIU) to request

information about th switch. Members of CIU did not have specific information about
delivery methods for CDC and CCC. Oncel Ireceives the information he will
provide it t owever, uggested that the delivery would be either TCP/IP or

X.25; based on past experience he believes that the delivery will be TCP/IP.
Boﬂ‘ have reviewed the documentation provided bDnd agree that it

suggests that the CDC delivery is compliant but provides no information on how interconnection is

is looking for a “Methods of Operation™

lans to set up a conference call wit

ocument from them. He plans to inclu n the call.

ffered DCS-3000 software t to utilize for testing.

A discussion ensued on the proper wording that should be included in the case of court orders for
BridgeCom targets that utilize Inetwork. Esked who makes the decision on what
should be in the court order. Members of TICTU suggested that BridgeCom legal compliance make that
determination.

:tated BridgeCom would like to participate in future TICTU tralmng conferences, as he
interested in seeing how other carriers handle ELSUR.

4. Action Items

o provide DCS 3000 Software t (Completed 4/30/04)

o include BridgeCom in future TICTU Regional Conferences.
0 contac nce conference call w1ﬂ::s set.
o provid ith interconnection information once received from CIS.

5. Attachments

040504 BridgeCom.PDF - PowerPoint presentation (Adobe Acrobat format)

040504 BridgeCom.doc
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Respectfully submitted,

b6

b7C

040504 BridgeCom.doc




CONFERENCE REPORT

Booz | Allen | Hamifton

TICTU Conference — San Diego
Doubletree Hotel Mission Valley
7450 Hazard Center Drive b6
San Diego, CA 92108 b7C
Wednesday, April 12, 2006 —~ Thursday, April 13, 2006

1. Conference Participanté

Presenters/Support Personnel
Name Title/Representing Location Telephone
Chief Technologist, FBYTICTU Quantico, VA 703 ||
EE, FBITICTU Quantico, VA 703
SSA, FBUTICTU Quantico, VA 703 ]
EE, FBI/TICTU Quantico, VA 703
EE, FBYTICTU Quantico, VA 703 j
SC, FBI/TPS Quantico, VA 703 ||
Unit Chief, FBI/ATU Quantico, VA 703 | |
Assistant GC, FBI/STLU Quantico, VA 703 n
EE, FBI/DITU Quantico, VA 703 o
Unit Chief, FBI/TPDU Quantico, VA 703 [ |
SA, FBI/TPDU Quantico, VA 703 ||
SA, FBI/HQ CD-8A Washington, DC 202 -
SA, FBI/HQ CD-8A Washington, CD 202
Booz | Allen | Hamilton Quantico, VA 703 B
Booz! Allen | Hamilton Quantico, VA 703
Booz | Allen | Hamilton Quantico, VA 703 ]
Booz| Allen | Hamilton Dulles, VA 703
Booz| Allen | Hamilton Dulles, VA 703 |
Booz| Allen ;| Hamilton Dulles, VA 703 [ |
LA Regional Criminal Information { Commerce, CA 323
Clearinghouse (LA CLEAR)
Tennessee Bureau of Investigation | Nashville, TN 615
LA County Sheriff’s Office Santa Fe Springs, CA 5624
Hudson County Prosecutors Office | Jersey City, NJ 2014
FBI Field Office Personnel
Name Office Telephone | Name Office T

Anchorage 907 Kansas City | 816

Birmingham 205 Kansas City | 816

Birmingham 205 Little Rock 5014

Buffalo 716 Little Rock 5014

Buffalo 716 Los Angeles 310

Chicago 312 Los Angeles 310

Dallas 972 Los Angeles 310

El Paso 913 Los Angeles 3104

Jackson 601 Louisville 502

Jackson 601 Louisville 502

Jacksonville 904 Minneapolis 612

Jacksonville 904 Minneapolis 605

ALL INFOPMATION CONTAINED
HEREIN I% UNCLAZSIFIEL
DATE 05-14-2007 BY s55175DMH/KIR/MAT
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[  Name Office Telephone I Name I Office T
Mobile 251 Sacramento 559
Mobile 251 Sacramento 9164
New Haven 203 San Diego 858
New Orleans 504 San Diego 858
New Orleans 5044 San Diego 858
Qklahoma Cit 405 San Diego 858
Oklahoma City | 918 San Diego 858
Omaha 402 San Diego 85§
Omaha 402 San Diego 858
Phoenix 602 San Juan 787
Phoenix 602 San Juan 787
Phoenix 6024 Springfield 618
Pittsburgh 412 Springfield 21
Pittsburgh 4124 WFO 20
Richmond 8044 WFO 202
Richmond 804 | —

Carrier Personnel
Name Organization | Tel L Name Office _Telenhone

Alltel 864/ Qwest 303
Alltel 864 Sprint/Nextel | 913
AT&T 732] Sprint/Nextel | 703]
AT&T 732 Sprint/Nextel | 310
AT&T 9734 T-Mobile 973
SBC 816 T-Mobile 974
Cingular 561 T-Mobile 973

| Cingular 561 US Cellular 630
Comcast 720 US Cellular 630
Cricket 858 Verizon Wrls | 90
Cricket 959 Verizon Wrls | 800
Dobson 405 Verisign 360
Iridium 430 Vonage 734
Metro PCS 214 Vonage 732
Metro PCS 214 Neustar 571
Qwest 303 Neustar 57

2. Purpose/Background

This conference was organized as a forum to educate the technically trained agents who routinely use collection
equipment supported by the TICTU. Attendance included technical agents from twenty-six randomly selected FBI
field divisions. The topics addressed were new DCS-3000 features and updates on many issues related to switch-
based electronic surveillance including presentations and discussions with representatives from various service
providers. The conference also provided updated information and demonstrations of the Telecommunications
Management Database and WITT Tracking.

3. Advanced Preparations

o Based on a previous stay during an OQutreach endeavor, a request was made by the client to host the first of
two TICTU Conferences at the Doubletree Hotel — Mission Valley, San Diego.

Booz[ Allen | Hamilton 2
TICTU Conference — San Diego
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CONFERENCE REPORT

Booz | Allen | Hamilton

TICTU Conference — San Diego
Adams Mark Hotel
1550 Court Place
Denver, Colorado

Tuesday, June 06, 2006 — Wednesday, June 07, 2006

1. Conference Participants

Presenters/Support Personnel

Name | Title/Representing Location Telephone
[ Acting Unit Chief, FBUTICTU Quantico, VA 703]
[ Chief Technologist, FBI/TICTU Quantico, VA 70y
¥ EE, FBI/TICTU Quantico, VA 703
[ SSA, FBITICTU Quantico, VA 703}
I EE, FBITICTU Quantico, VA 703}
Il EE, FBITICTU Quantico, VA 703}
SSA, FBI/ATU Quantico, VA 703}
Assistant GC, FBI/STLU Quantico, VA 703]
SSA, FBI/DITU Quantico, VA 703
EE, FBI/DITU Quantico, VA 703
SSA/FBU/Technical Liaison Office | Quantico, VA 703
Unit Chief, FB/TPDU Quantico, VA 703
SA, FBYTPDU Quantico, VA 703
Booz| Allen | Hamilton Quantico, VA 703
Booz| Allen | Hamilton Quantico, VA 703
Booz| Allen | Hamilton Quantico, VA 703
Booz| Allen | Hamilton Quantico, VA 703
FBI Field Office Personnel
Name Office Telephone | Name | Office Telepho
Albany 518 Denver 303
Albany 514 Denver 303
Albuquerque 509 Denver 303
Albuguerque 504 Denver 303
Atlanta 404 Denver/BAE 303
Atlanta 404 Denver 303
Baltimore 41( Denver 303
Baltimore 443 Denver 303
Boston 617 Denver 303
Boston 781] Detroit 313
Charlotte 703 Honolulu 308
Cincinnati 513 Houston 713
Cleveland 216 Houston 281
Cleveland 214 Indianapolis 317
Dallas 972 Indianapolis 317
Dallas 977 Knoxville 865
Miami 304 Portland 503
Miami 305 Salt Lake City | 801]

ALL INFORMATION CONTAINEIY
HEREIN I3 UNCLASSIFIED

DATE D&~-14-2007 BY 65179DMH/ESR MAT
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L Name Office Telephone | Name Office Telephone
Miami 305 Salt Lake City 8014
Milwaukee 414 San Antonio’ 2104
Newark 973 San Antonio 956
Newark 973 San Francisco 925
New York 212 San Francisco 415
New York 212 Seattle 206
New York 212 Seattle 2064
Philadelphia 2154 Tampa 407
Philadelphia 215 Tampa 813
Portland 5034
Carrier Personnel
Name Organization | Tglenhane | Name Office Teleohone |
Alltel 864] Sprint/Nextel | 913 |
Alltel 864| Sprint/Nextel | 703
AT&T 732 SunCom 610
AT&T 732 SunCom 610
AT&T 816 T-Mobile 973
AT&T 816 T-Mobile 425
BellSouth 404] US Cellular 2244
BellSouth 404] US Cellular | 630
Cingular 561 US Cellular _| 773/
Cingular 561 Verizon Wrils | 8001
Comcast 720 Verizon Wrls | 908
Comcast 720 Neustar 571
Comcast 720 Neustar 571
Comcast 720 Neustar 571
Dobson 405 Verisign 3604
Iridium 480 Verisign 3604
Iridium 480 Vonage 732
Metro PCS 2144 Vonage 732
Metro PCS | 214] ICE/DHS 703
Qwest 303} ICE/DHS 703
Qwest 303 ICE/DHS Not Available
Qwest 303) ICE/DHS 703 B
Qwest 303} DEA 703 | |
Qwest 2064 DEA 212
Qwest 303 DEA 703 ]
Qwest 303} DEA 703 B
Qwest 3E| NIJSP 609 —l
Sprint/Nextel | 703} OCTF 914

2, Purpose/Background

This conference was organized as a forum to educate the technically trained agents who routinely use collection
equipment supported by the TICTU. Attendance included technical agents from twenty-six randomly selected FBI
field divisions. The topics addressed were new DCS-3000 features and updates on many issues related to switch-
based electronic surveillance including presentations and discussions with representatives from various service
providers. The conference also provided updated information and demonstrations of the Telecommunications
Management Database and WITT Tracking.

Booz| Allen | Hamilton
TICTU Conference — Denver




TRIP REPORT
Booz | Allen | Hamilton
TICTU South Conference
4415 E Paradise Village Parkway South b6
Phoenix, Arizona 85032
Tuesday, April 19, 2005 — Thursday, April 21, 2005 b7C
1. Conference Participants
Presenters/Support Personnel
Name Title/Representing Location Telephone

Unit Chief, FBU/TICTU Quantico, VA 703

SSA, FBI/TICTU Quantico, VA 703

Chief Technologist, FBI/TICTU Quantico, VA 703

EE, FBI/TICTU Quantico, VA 703

EE, FBI/TICTU Quantico, VA 703

EE, FBI/TICTU Quantico, VA 703

Unit Chief, FBVATU Quantico, VA 703

EE, FBVHAT Quantico, VA 703

EE, FBUETMU Quantico, VA 703

FBI/OGC Washington, DC 202

Booz| Allen | Hamilton Quantico, VA 703

Booz| Allen | Hamilton Quantico, VA 703

Booz| Allen | Hamilton Quantico, VA 703

Booz| Allen | Hamilton Quantico, VA 703

Booz| Allen | Hamilton Dulles, VA 703

Booz| Allen | Hamilton Quantico, VA 703

Booz| Allen | Hamilton Phoenix, AZ 480

FBI/CIU Chantilly, VA 703

DEA New York, NY 347

DEA New York, NY 6461

DEA Newington, VA 703

DEA Newington, VA 7034

DEA Chantilly, VA 703

ICE Newington, VA 7034

ICE Newington, VA 703

FBI Field Office Personnel
Name Office Telephone ] Name Office Telephone

Albuquerque | (505 El Paso (915
Atlanta (404 El Paso (915
Atlanta (404 Honolulu (808)
Charlotte (704 Honolulu (808
Charlotte (704 Houston (713
Columbia (803] Jackson (601)
Dallas (972 Jacksonville (904)
Dallas {972 Jacksonville (904)
Denver (303 Knoxville (865
Denver (303 Knoxville (865)
Denver BAE | (303 Los Angeles 310
Los Angeles | (310} Phoenix - BAE | (602)

ALL INFOFMATION CONTAINED
HEREIN IG5 UNCLASSIFIED
DATE 05~14-~2007 BY oS175DMH/KSR/MAT
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Memphis (901) Phoenix (520}
Miami (305 Phoenix (520)
Miami (305) Phoenix
Mobile (251 Richmond (804)
New Orleans | (504) Sacramento (ol6x
New Orleans | (504 San Antonio (956
Oklahoma .
City (405 San Antonio (210)
Phoenix (602 San Diego (858
Phoenix (602 San Diego (858
Phoenix (602) San Francisco | (415
Phoenix (928 San Francisco | (415)
Phoenix (602 San Francisco | (415
Phoenix (602} San Juan (787
Phoenix (602) San Juan (787)|
Phoenix (602) Tampa (8134
Tampa (813) |
Carrier Personnel
Name Organization | Telephone |  Name Office Telephone
Alltel (501 SBC 816
Cingular (561 SBC 8161
Cingular (561§ Sprint PCS 913] n
Comcast (720} Sprint PCS 913 |
Comcast 720 Suncom 610
Cricket T-Mobile 973 i]
Cricket Time Wamer | 303
Dobson Time Warner 303
Iridium US Cellular 630
Iridium US Cellular 630 1
Iridium Verizon Wrls | 908;
Metro PCS Verizon Wrls | 9734
Nextel Western Wris | 425
Qwest Western Wrls | 2064
west
FBI Field Office Personnel attending TMD Training Only
Naxa. Office | Name Office Telephene
Chicago Los Angeles 3 IOil
Dallas San Antonio | (210)]
Houston San Antonio | (210)}
Houston San Diego (858)}
Jackson San Diego (858)]
Los Angeles eemem—

Booz| Allen | Hamilton
TICTU South Conference
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2, Purpose/Background

This conference was organized as a forum to educate field personnel from the southern part of the country who
routinely use collection equipment supported by the TICTU. The topics addressed were new DCS-3000 features and
updates on many issues related to switch-based electronic surveillance including presentations and discussions with
representatives from many leading telecommunication companies. The conference also introduced the
Telecommunications Management Database, a new tool developed in part to satisfy the TICTU’s mandate to
identify, track and analyze cost related to electronic surveillance operations in both the criminal and national
security arenas.

3. Advanced Preparations

| Jinvestigated and produced a cost analysis of potential venues for the TICTU South
Conference. Among these cities were: Charleston, SC, Albuquerque, NM, Phoenix, AZ, Denver, CO,
Nashviile, TN, and Houston, TX.

e  After reviewing itemized comparisons, Phoenix, AZ was chosen and approved by the client based on cost

and availability.

researched potential conference facilities in the surrounding Phoenix International Airport

accommodate government rates and client requirements.

ompiled a list of suitable hotels in the Phoenix and Scottsdale areas that were withina -

close proximity to the airport and to an assortment of restaurants. This list included the following hotels:
The Doubletree Guest Suites, Embassy Suites/Scottsdale Golf Resort, Resort Suites of Scottsdale, Embassy
Suites Phoenix North, Hilton Phoenix Airport, Chaparral Suites and Resorts, and The Scottsdale Plaza
Resort.

¢ __ Afier a preliminary check on availability and willingness to accommodate the government rate[:

egoatiated and scheduled site visits with each of these fagiliti

» j r Outreach travel in Phoenix, AZ in January 2005
%mned the aforementioned hotels. The Embassy Suites/Scottsdale Golf Resort provided the
best accommodations and willingne thin the TICTU budget.
¢ Immediately following this selectio:%‘negotiated a contract with the Embassy
Suites/Scottsdale Golf Resort.

¢ Qver the course of two months,} Jvorked closely with
the client to ensure all FBI presentations were created and/or updated as required and developed support

materials for FBI and carrier participgn! )
. Fvorked with the client ] to coordinate attendance of the
jate technijcally trained agents from each field office.
. drafted South Conference Electronic Communication for approval by Unit Chief
ce approved forwarded a courtesy copy to the ficld office personnel.
) facilitated the development of invitations and conference information to all non-bureau

articipants and FBI field office personnel.
TMD Training Electronic Communication for approval by SSA DOnce

forwarded a courtesy copy to the field office personnel.
e A request for support was made to the Phoenix Division. T@gﬂ:ed to assist the TICTU with

delivering materials to the Embassy Suites,

. orked closely with the FBI personnel in charge of GTA and w1th representatives of Omega
Travel, facilitating all the necessary paperwork for carrier travel arrangements. FBI funding was provided
for airline and hotel costs for a maximum of two persons per carrier organization.

. arrived in Phoenix in the evening of April 17, 2005 and coordinated with the Phoenix

Office the delivery of the conference materials to the Embassy Suites/Scottsdale Golf Resort on Monday,

April 18, 2005.

worked closely with the hotel to facilitate the appropriate audio/visual equipment.
members completed facility setup and final preparations on Monday evening, April 18, 2005.
Presentation team convened at 8:15 a.m. Tuesday, April 19, 2005 for final review and registration set up.

Booz|{ Allen | Hamilton ) 3
TICTU South Conference
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2005 TICTU South Conference, Phoenix, AZ
TMD Training Sessions - April 21, 2005

Compilation of Training Session Comments

On April 21, 2005, as a supplement 10 the 2005 TICTU South Conference agenda, three concurrent
Telecommunications Management Database (TMD) training classes were delivered by FBI instructors.
The 63 participants of the two hour sessions ranged from experienced Technical Supervisors to
Telecommunications Specialists. In most cases, this was their first exposure to the TMD application.

There were 15 participants i j TICTU 24 attendees in the

class anchored by TICTU SSA in '

ICTU Engineer. Booz Allen personnel|

monitored each of the three assemblies and documented attendee questions and comments as the
training was delivered.

The following is a compilation of topics that surfaced, categorized into four general areas:

(1) “Policy” comments related to the implementation of the TMD as a means of tallying ELSUR
costs for the FBI's Finance Division,

(2) “Faults” or functional inadequacies/suspected application errors,

(3) “Suggestions” for future enhancements, and _

(4) “Questions” that, in some cases, could naot be definitively addressed during the training
session(s).

Circuit/account bilis: “There is no way that this system is faster than anything we do now.” Displeased
with being tasked with this additional burden.

“In some cases a case agent receives and pays bills. As a TTA, | do not have the authority to demand
that a case agent use TMD so that we can track finances. If funds for circuits are coming out of case

funds, nothing is going to happen if the case agent does not comply.”

| “If this is supposed 1o be a cost tracking database [there is a lot of information) that is not relevant.”

Please confirm: “You are suggesting that the goal is to take [ELSUR cost] tracking away from the
individual field offices and become the responsibility of ERF.”

“TMD offers features that will be great for small field offices but will not be needed by flagship offices
that have other resources available. Tech Agents do not report to the Finance Division, but to the Field
Division management. The demands [for ELSUR cost data] are being made by managers who are not
familiar with operations. If we fail to defend our turf who knows what type of questions and inquiries may
follow.”

“l am concerned over the lack of TAC input when the [TMD] system was designed.”

The system “has some good features that will consolidate information and standardize methods [for all
field offices).” ,

Note: The last three comments were presented durin ¢ eraltﬁaa[eceace: ssion in which
an overview of the TMD application was presented b ICT

b6 ALL TNFORMATION CONTATNED

b7C HEREIN I5 UNCLASSIFIED

DATE D6-14-2007 BY 6S5179DMH/ESR/MAT
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1. It is easy to “lose” a calendar that is displayed. It can be lost behind a screen. Then, when you log out
of TMD, you have (one or more) calendar windows remaining on your desktop.

2. Computation of order expiration date incorrect. If you specify it as a 30 day order it shows an end
date that is 31 days later.

3. Bills cannot be deleted, even when properly justified. Situation: User added bill, but linked it to the
wrong case. He could re-enter the bill again, assigning it to the correct case, but could not delete the
ariginal erroneous one. Only apparent option was to change the amount to “$00.00.”

4. Adding/editing users. You must be able to edit user’s name (i.e. marriage/divorce). If you don't it will
_produce inaccurate reports.

5. Feedback form: You should already know name and location of person providing feedback based
_upon logon. You shouldn't have to enter this information again.

6. On the order entry screen there should be a “classification” field. If the order is classified, then
appropriate classification markings must appear on related screens and reports. Multiple comments
received on this.

7. Adding cases, there has to be a drop-down list for all divisions. Field offices can and do initiate orders
for other divisions. (See “Questions” #2)

8. Adding cases, there must be a fourth fieid: “sub-file #”

9. Adding cases, sometimes case types change. There must be a way to edit.

10. Adding court orders: Address of target must not be mandatory. Sometimes that information is not
known or available.

11. Concern expressed over “expiring” a court order when a renewal is received. For the purpose of
report generation, the term should be changed from “expired” to “extended.” Similarly, add a field for
renewals on the court order screen rather than “expiring” or “extending” an order.

12. You cannot always move “back” to the page that was previously viewed.

13. You cannot easily view carrier info.. you have to click on “edit.”

14. (From a Tech Supervisor). Are we expected to be the data entry people?

1. Include the following user categories with a unique set of defined permissions: (a) Tech Supervisor,
(b) Contractor, and (c) Telecom Specialist. Multiple requests for this feature.

Note: No suggestion(s) made as to what authorities these categories should have. There seemed to be
some general confusing as to the distinction was between different user categories.

2. Require users to input telephone numbers in a standardized format (i.e. “(202) 324-5555" or “202-
324-5555") or convert inputted telephone numbers to a defined format.

3. Enable users to email TMD reports to recipients via TRILOGY/FBINET.

4. If you update a “warrant” in the DCS-3000 system, will it automatically update the order record in
TMD? (Answered as “No” but perhaps worthy of consideration as a future enhancement.

5. Provide a means by which you can report all costs

6. For review of bills, add sort capability by Line#, Order#, Date, Case Agent, Squad and Case#.

7. Link field office with cost code.

8. Provide the capability to search “note” fieids.

9. Provide the ability to search for all FISA orders. (see ‘Faults’ #6)

10. Provide the ability to accept scanned court orders.

11. Is there a way to disable a user and not see the user listed in the future?
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TRIP REPORT

Booz | Allen | Hamilton

TICTU North Conference
Embassy Suites — Kansas City/Plaza
220 West 43" Street
Kansas City, MO 64111 :
Tuesday, May 24, 2005 — Thursday, May 26, 2005

1. Conference Participants

Presenters/Support Personnel

Name Title/Representing Location
Michael Elliott Asst, Section Chief, FBI/ESTS Quantico, VA (70ﬂ

Unit Chief, FBUTICTU Quantico, VA (703)}

Tech. Liaison Office, FBVESTS | Quantico, VA (703

SSA, FBI/TICTU Quantico, VA (703

Chief Technologist, FBI/TICTU | Quantico, VA (7031

EE, FBI/TICTU Quantico, VA (703

EE, FBITICTU Quantico, VA (703

EE, FBIUTICTU Quantico, VA (703

Unit Chief, FBVATU Quantico, VA (703)

EE, FBI/HAT Quantico, VA (703)

EE, FBUETMU Quantico, VA (703

FBI/OGC Washington, DC (202)

Unit Chief, FBI/CIU Chantilly, VA (703)

Booz| Allen | Hamilton Quantico, VA (703)

Booz!| Allen | Hamilton Quantico, VA (703)

Booz| Allen | Hamilton Quantico, VA (703)

Booz| Allen | Hamilton Quantico, VA (703)

Booz| Allen | Hamilton Dulles, VA (703)

DEA New York, NY (347

DEA New York, NY (646

DEA Kansas City, MO (281

DEA/SOD Phoenix, AZ (480)

DEA/CIU | Chantilly, VA (703

FBI Field Office Personnel
Name Office Telenhone 1 Name L Office Telephone
Albany (518 Kansas City (816)]
Albany (518 Kansas City (816)
Kansas City

Anchorage (907 Police (816)
Baltimore 4104 Louisville (606)
Baltimore (4109 Louisville 502))
Birmingham | (205 Newark (973))
Birmingham | (256 Newark 973)]
Boston (617) New Haven (203)
Boston 617) New York (914)|
Boston (617 New York (212;
Buffalo (716 Kansas City (816

ALL INFORMATION CONTAINEL
HEREIN I3 UNCLASSIFIED

DATE D6-14-2007 BY 65179DMHKSR/MAT
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Chicago (312) New York (212]
Chicago (312) Omaha (402
Chicago (312) Omaha (402
Chicago (312) Philadelphia | (215
Cincinnati (614) Philadelphia (215
Cleveland (216) Pittsburgh (412
Cleveland (216) Pittsburgh (412
Cleveland (216)f Portland (503
Dallas (972) Portland (503
Dallas (972) Seattle (206)
Detroit (313) Seattle (206
Detroit (313) Springfield (217
Houston (713) Springfield 217
Indianapolis 317 St. Louis (314
Kansas City (816 Salt Lake City | (801)
Kansas City (816) WFO (202)
Kansas City | (816 WFO (202
Kansas City (816) WFQ (202)

Carrier Personnel

Name Organization Telephone Name Office Telephone
Alltel (501) SBC (8165
Alltel (501) SBC (816
Alltel {602 SBC (314
Birch (816 SBC (800
Cingular (561) SBC (800)|
Cingular {561 SBC {800y
Comgcast (720 Sprint PCS (913}
Comcast (303 Sprint PCS (800}
Daobson (405 Sprint PCS (800)l
Dobson (330) Sprint PCS (800}
Iridium (480 Sprint PCS (800)]
1-Wireless (515 T-Mobile 973-1
Qwest (303 US Cellular (630}
Qwest (303) US Cellular (630))
SBC 816 Verizon Wrls | (908)]
SBC 816 Verizon Wrls | (800)]
¥BI Field Office Personnel attending TMD Training Only
Name Office T | Name Office Telephone

. Albany 315 Denver (303
Albany (315 Newark (973
Albany (518 Omaha (402
Baltimore 410 Salt Lake City | (801
Boston 617 Seattle (206)
Buffalo (716 St. Louis (314
Cleveland (216} T

Booz| Allen | Hamilton 2
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2. Purpose/Background

This conference was organized as a forum to educate field personnel from the northern part of the country who
routinely use collection equipment supported by the TICTU. The topics addressed were new DCS-3000 features and
updates on many issues related to switch-based electronic surveillance including presentations and discussions with
representatives from many leading telecommunication companies. The conference also introduced the
Telecommunications Management Database, a new tool developed in part to satisfy the TICTU’s mandate to
identify, track and analyze cost related to electronic surveillance operations in both the criminal and national
security arenas.

3. Advanced Preparations

e L Jnvestigated and produced a cost analysis of potential venues for the TICTU North
Conference. Among these cities were: Norfolk, VA; Baltimore, MD; Annapohs MD; Salt Lake City, UT
St. Louis Mo; Norfolk, VA; Minneapolis, MN

e  After reviewing itemized comparisons, Kansas City, MO was chosen and approved by the client based on
cost and availability.

. researched potential conference facilities in the Kansas City, MO downtown area that
would accommodate government rates and client requirements.
. ompiled a list of suitable hotels in the Kansas City downtown area that were within a close

proximity to the airport and to an assortment of restaurants. This list included the following hotels: The
Embassy Suites Kansas City Plaza, The Westin Crown Center, The Hyatt Regency Crown Center, and the
Hilton Kansas City Airport.

liminary check on availability and willingness to accommodate the government rate D
negotiated and scheduled site visits with each of these facilities.

aveled to Kansas City, MO to conduct a site visit at the aforementioned hotels. The
mbassy Suites/Kansas City - Plaza provided the best accommodations and willingness to stay within the

TICTU budget.
o Immediately following this selection, [ Jnegotiated a contract with the Embassy Suites/Kansas
City — Plaza.
b6 e  Over the course of one monthf orked closely with the
b7C client to ensure all FBI presentations were created and/or updated as required and developed support
materials for FBI and carrier participants.
. worked with the client | Jto coordinate attendance of the

appropriate technically trained agents from each field office.
drafted the TICTU South Conference Electronic Communication for approval b)r__—_—:
Once a

provcti;forwarded a courtesy copy to the field office personnel.
. F;cilitatc the development of invitations and conference information to all non-bureau

. cipants and FBI field office personnel.
) TMD Training Electronic Communication for approval by SSAD Once
approved| forwarded a courtesy copy to the field office personnel.

s A request for support was made to the Kansas City Division. Tq:agreed 10 assist the TICTU
with receiving and delivering materials to the Embassy Suites.

. | |worked closely with the FBI personnel in charge of GTA and with representatives of Omega
ravel, facilitating all the necessary paperwork for carrier travel arrangements. FBI funding was provided

r airline and hotel costs for a maximum of two persons per carrier organization.
. mﬂivcd in Kansas City on Monday, May 23, 2005 and coordinated with the Kansas City
ivision, the delivery of the conference materials to the Embassy Suites/Kansas City — Plaza that
afternoon.
¢ Once the conference materials were received, TICTU members initiated facility setup and final preparation.
Presentation team convened at 8:00 a.m. Tuesday, May 24, 2005 for final review and reiistration set uf.

Conference registration commenced as scheduled at 8:45 a.m. and promptly at 9:00 a.
greeted the attendees and gave a basic overview of the conference agenda.

Booz/| Alien | Hamiiton ' 3
TICTU North Conference
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2005 TICTU North Conference, Kansas City, MO
TMD Training Sessions - May 26, 2005

Compilation of Training Session Comments

On May 26, 2005, as a supplement to the 2005 TICTU North Conference agenda, three concurrent
Telecommunications Management Database (TMD) training classes were delivered by FBI instructors.
The 65 participants of the two hour sessions ranged from experienced Technical Supervisors to
Telecommunications Specialists and ¢contractors. In most cases, this was their first exposure to the
TMD application.

There were 22 participants in the session led by TICTU| |23 attendees in the
ored by TICTU SSAl iand 20 attendees in the session delivered b

ICTU Engineer. Booz Allen personnel ! |
monored the three assemblies respectively and documented atiendee questions and commen €

training was delivered.

The following is a compilation of topics that surfaced, categorized into four general areas:

(1) “Policy” comments related to the implementation of the TMD as a means of tallying ELSUR
costs for the FBI's Finance Division,

(2) “Fauits” or functional inadequacies/suspected application errors,

(3) “Suggestions” for future enhancements, and .

(4) “Questions” that, in some cases, could not be definitively addressed during the training
session(s).

1. Establishing user groups: While flexibility for individual divisions is appealing, this must be carefully
controlled. Example: If some divisions create a multitude of groups while other divisions only use a
select few, it may affect the validity of subsequent searches. There needs to be policy guidelines on
issues such as this so that is can be properly controlled and TMD always delivers accurate information.

| 3. Order “Served Date” should not be mandatory. FISA orders are not served locally and field office may

2. Will divisions be required to input historical information? If so, for what period of time? For closed

cases, oien cases or both? .
1. Noted that multiple contacts can be associated with a carrier but, when displayed, only the first

contact appears on-screen.
2. “Edit User” function: After edit is accepted, user should be able to press <enter> to continue. Should
not have to use mouse to click on [continue] button. This works correctly in “Edit Group” function.

not have that information.
4. CALEA should not be a court order type. [t is an implementation method, not an order type.
5. Circuit type: “DSL" is missing

4LL INFURMATION CONTAINED
HEPEIN IS UNCLASSIFIED

DATE 05-14-2007 BY o5179DMH/KSR/MAd
TMD Training Notes ~ May 26, 2005 Page 10f 3




FAULTS (continued)
6. “Monthly fee" field in “Add Circuit Account” form should not be mandatory. Some carriers do not bill

until end of case and cumulative bill can be substantial. Consider an option to indicate that it is an
“actual” or “estimated” amount.

7. If a case is classified as “secret” there is a requirement to identify the authorized person who
classified it as such, the classified date and the declassify date.

8. Court order screen: If case is marked “(s)”, the lettering is supposed to be in red, not black.

1. In the "Manage Search Preferences” section, add the ability to reorder the appearance of selected
fields without having to delete and then add them.

2. Incorporate the ability to associate a case with a specific program (i.e. organized crime, drugs, elc.).

Creation of program choices should be an administrative function that generates a drop-down list. The
management of the dynamic program (drop-down) list should be managed globally by TICTU.

3. It might be appropriate to add “sub-groups” to existing groups to better identify the activity involved.

4. Add appropriate mask for all telephone numbers. Suggested as “(123) 456-7890"

5. “Manage Users” function: Enable double-click on individual user name to display data for that user.

6. Add memo field to add/edit circuits and add/edit cases to accommodate other special pieces of

information (i.e. special POC at carrier for this case, notation of circuit trouble reporting, etc.)

7. When displaying case list, provide an option to limit display to “open,” “closed,” or “all* cases.

8. When displaying case list incorporate ability to sort list by fields (i.e. case name number, date

opened, etc.).

9. Expand type of order to accommodate pole camera orders.

10. In “orders,” you must distinguish between a “start date” and an “order date.” They may not be the

same. Consider using same dates as in DCS-3000: start date/stop date.

11. Rethink the mandatory nature of all dates. If you restrict too much you preclude the partial entry of

records as time allows.

12. Provide user with quick access to information on carrier rates (ELSUR fees). Provide a button on

the circuit entry form that will display the current ELSUR fee schedule for the subject carrier. This

information should be maintained globally by TICTU.

13. For each circuit entry, provide a division specific identifier that can be sorted on. (Division could use

this unique number to cross-reference to other system, tech files, etc.).

14. Can you distribute a copy of the quick reference guides to those who took the class so that we can

distribute it within our division?

15. Link 712 form, required at end of court orders, to TMD.

16. Since case numbers change often, queries should be associated with a field office abbreviation

followed by numbers including sub-category. Example: 62A-1P-12345-sub1 could change to 222A-1P-

12345-sub1. Sub-classifications should be standardized.

17. Cases are often combined. A flag should be applied to note when this case has been consolidated

with ancther case(s).

18. If eventually linking to CALEA worksheets include a section in court order screen for name of

Judge/Magistrate and court identity.

19. All reports should include language form FD871: “For internal use only, not for inclusion in any

substantive case file.”

20. Funding source should be another drop-down box, based on type (i.e. telephone service, leased

line, digital service and_|nternet). This comes from “Confidential Funding Guide.” For further info on

this issue, contact TTA Indianapolis Field Division.

b6
b7C

TMD Training Notes — May 26, 2005 Page 2 of 3




(I1/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/18/2001
To: Laboratory
From: Laboratory

Cyber Tecpoology Section/TICTU/OT-ERE
Contact: 703

Approved By: |

b6
bC

Drafted By: |

!l N
Case ID B: 269-HQ-119a270— 7
268-HQ-1068430— ‘f"*

Title: DCS-3000
WIRELESS INTERCEPT AND TRACKING TEAM (WITT)

Synopsis: To report travel to Minneapolis, Minnesota during
07/08-11/2002.

Mesotlz, AL the recuest of the Minneapcolis Division, Electronics b2

Technician {ET)| |traveled to Minneapolis, b6
Minnesota Lo assist Special Agent (SA) withl b7C
DCS3000 networking equipmen
r;nshiUJaa [f;z LTE
sa and 5[ _Jinstalled caw
facili 2 2 W v chorized interception of
communicatigns., Upon ccmpletion o

the installation, SA] land ET conducted testing
and evaluation of thel and DCS3000's PTT intercept

capabilities.

Lo addition col | saf Jana e [____] b2
[6)

visited| Tated 1n Eagan, Minnesota. The b6
purpose Of this visit was tworfold. The first purpose was to p7C

recover legacy equipment used to perform pre-CALEA-based
intercepts. The second purpose was to discussl b7E
handset locating capabilities.

Conversation with a] |switch
technician rev=al°d that the
does support telesphone lccation techniques that hav= been
unreoort=d and/a* not utilized.

e

ALL INFOFMATION CONTAINED
HEFEIN I3 UNCLASSIFIED
DATE 06=-14-2007 BY Dﬁl"qDMH;K‘JRf’HAJ 3

-y




T R - - L _ , o
© - (onZeA908y ’ ) 7 ‘ :
FEDERAL BUREAU OF INVESTIGATION

‘Precedence: ROUTINE | Date: 12/14/2001

To: Laboratory

. From: Laboratory:

Technical i ction/TICTU/QT-ER
Contact: 703

i

i ' . ﬂv""/
Approved By: kﬁirjy
Vi
bo
. ) b7C
Drafted By: eh%

. i Tt
Case ID §: B80-HQ-876" 37 A
269-HQ-1154267-Y(Pending}

-
Title ON SITE FIELD SUPPORT
DIGITAL DELIGHAT

- Synopsis: To réport travel to Pittsburgh, Pennsylvania durlng

-1 ‘
12/12-13/2001. » _ b2
b Details: 2L Che reguest oL the Pittsburgh Division, =lectronics ‘b6

Techn1c1an (nT“ traveled to Pittsburah, b7C

Pennsylvania to 3ssist Soecial Agent (SA) with b7E

installin agquipme N r—rurrsre. ol a
investigacioen.

T::.'lstal'l ed the I lequipment and

verified lipe Drovisioning on multipl®

1r]

]

CC: QT-ERT
QT-ERF
QT ~ ERF
QT-ERF ! UPILOADED
L 2
; aEC 2 8 200 ‘
b6 C
b7C LA

b2

ALL INFORMATION CONTAINED
HERFEIN I35 TNCLASZIFIED i
DATE 06-14-2007 BY 55179DMH/KSR/MAJ




FEDERAL BUREAU OF INVESTIGATION

(01126/1998)

Precedence: ROUTINE Date: 09/04/2001
To: Labbratory

From: Laboratory

Technical ICTU/QT-ERFE
Contact: 7033 |

Approved By: A L&
7 o7c

Drafted By: ehﬁéﬁwf

Case ID $#:- 80 HQ 875-S%
S-HQ-11 94207“‘%?8 nding)

Title: N 8§
I

T
DIG A

E FIELD SUPPORT
L DELIGHT

)-'] -

Synopsis: To report travel to Pittsburgh, Pennsylvania during
08/28-30/2001.

ALL INFORMATION CONTAINED

v , o ) : L b6
‘Details: Ar the reguest of the Pittsburgh Division, Electronics b7C
Technician (ET)' |traveled to Pittsburgh,
Pennsylvania to assist specia genc (SA)l iwith
installing DCS3000 egquipment.

ET[_______] while at the Pittsburgh Field Office,
upgraded the DCS3000 software on Pittsburgh's workstation and
installed a| | I faﬂi1ifaaa_nenfork
connections to . Iin .
addition, ET[ | EREESY| ITastarled] |

|
T Ville, Perdisylvania.
b2
CC: QT-ERF b6
QT-ZRF
QT -ERF bic
QT-ERF b7E
+
% U:DLIV‘&‘DED 1";_
¥
SEE I ALl
4 b2

3

‘v

|
|

HEREIN I3 UNCLAZSIFIED
DATE D6-14-2007 BY 651790MH/ESE/MAT

(
l\
-
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H f .
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LT (012601998)
' FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE : ‘ Date: 05/02/2001
To: Laboratory ' Attn: QT-ERF
T -ERF
QT-ERF

From: Laboratory

Technical-taarations-Section/TICTU/QT-ERE
Contact: 703 b6
b7C
Approved By: FNyM
JoRV Y

Drafted By: ehggéf

o2 .
Case ID #: 263-HQ-1194267— (Pending)
*80-HQ-876— "

Title: b2

ON SITE FIELD SUPPORT

Synopsis: To report travel to Johnson City, Tennessee during b2
04/24-25/2001. ' - bo6
b7C

Details: 1=-£ha_:aaues:_nﬁ_nhg_Knoxville Division, Electrocnics b7E
Technicianl traveled to Johnson City,

Tennessee to install DCS3000 collection equipment.

Wide area networking equipme DCS1000 Title TIT
Client workstation to perform a second
| intercept for an ongoing Organized TX .
Task Force case was installed at the Johnson City Resident
Agency.
ALL INFORMATION CONTAINED
HEREIN 13 UNCLASSIFIED
DATE N6-14-2007 BE 651790MH/ESE/MAT
A ]
UPLOADED |
!
WAY 07 ZuU) } b2
1
! ; i
' spd. |
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et BHEE/ 199R)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE "Date: 031/29/2001
To: Laborazory Attn: QT-ERF
QT -ERF
QT-ERF
From: Laboratory
Technical Cperations Section/TICTU/QT-ERE
Contact: 7o3—b b6
Approved By: Dw@” b7C

—— P i
Drafted By: regl"%
T

) M
Case ID #: _269-HQ-11594267~ (Pending)
80-HQ-876~ 1D

Title: DIGITAL DELIGHT
CN SITE FIELD SUPPORT

Synopsis: To report travel to Johnson City, Tennessee on
03/27-28/2001. ' ’

Details: At the regquest of the Knoxville Division, Electronics b2

’Techniciaﬂ !traveled to Johnson City, b6
Tennessee LO insca collection equipment, b7C
Wide Area Networking eguipment and a DCS3000 Title III PTE
lient cstation to perform
was installed at the Johnson City Residen Gency .

H : ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIEL
DATE (56-14-2007 BY 55179DMH/KSR/MAT

UPLOADED
4 2001
APR 04 Q}%;A

S.D.J.

b2




~mmﬁ@m
FEDERAL BUREAU OF lNVESTlGATlON
Precedence: ROUTINE Date: 04/11/2001
To: Laboratory . Attn: QT-~ERF
QT -ERF
QT-~ERF

From: Labora tory

Technical Operations Secti ICTU/(ET—ERF be
Contact: ! ‘ 703 b7C

Approved By: W

Drafted By: héahﬁD

Case ID #: <268-1HQ-1012496— A3
80-HQ-876=— 17

Title: WIRELESS NETWORKS
ON SITE FIELD SUPPORT

--Svmopsis: To report rravel tao Bal fimore, Marvland on

ca/c7/z001.
‘Details: At the reguest of the Baltimore Division, Electronics
Technician (gT)[ | traveled to Calverton,

rvland to ipst213 o prototype, multiple telephone line_:

7system.

ET and Speci ol | \installed
and tested the Ircom at the Calvertoi

Resident Agency. 1Initial testing revealed a need for ET
to perform minor software modj fg_i ations to the application
software so that the could more fully meet
Baltimore's operational requirements.

The | bwing ve rinioog 2c a] ]
]

3 -

UPLOADED |

A : ’ ZUGS—-"i ALL INFORMATION CONTAINED
‘ HEREIN I3 UNCLAZSIFIED o
S D j ! DATE 06-14-2007 EY 65173TMH/ESR A MAT
L sL.uAo. |
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sttt gremmsmver

(01/26/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ' - Date: 03/08/2001
To: Laboratory . Attn: QT-SRF
NT-ERF
QT-ERF

From: Laboratory

Technical Operatj i TrTu/?I,::R-; be
Contact: 703

b7C
Approved By: | l'(\\ﬂ\V
Drafted By: | ﬁzﬂfﬁb
Case ID #: 80-5Q-875~iv4 '
"269-HQ-1194267 - ']
Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT )
Synopsis: To report travel to Newark, New Jersey during b6
02/C1-062/2001. : b7C
' o . b7E
b6 Details: At the request of the Newark Division, Supervisory
b7C Special dgencl jand BElectronics Technician (2T
Jcraveled to Newar] /
~ JDCS3000 collection equipment.

|equipment was installed at the
Newark Field Office apd g DCS3000 Title IIT Client workstaticn to
perform was installed at the Somerset
Residen JEncyY . :

ALL INFOPMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE (5=-14-2007 BY 55173DMH/K3R/MAJ

| UPLOADED
MAR 1 4 2001 | b2

DJ. . Kb

w
119
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01726/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/08/2001
To: Laboratory Attn: QT-ERF
: QT-ERF
QT-ERF

From: Laboratory

Technical Operations Section/TICTU/QI-ERE

Contact: | ]703

bo

Approved By: [\"‘\q‘{/ | B57C

Drafted By:

/1
Case ID #: 80-HQ-876— 49
*269-HQ-1194267 =]

Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT

Synopsis: To report travel to Baltimore, Maryland during
27-22/2%01.

Details: At the request of the Baltimore Division, Electronics
Technician (ET)i |traveled to Baltimore,

Maryland to install DCS3000 collection equipment.

A _DCS3000 Title IITI Client workstation, to perform
| Iand wide area neatworking equipment
were inscalled at the Balcimore Field Office.

In addition, ET assisted Baltimore Field Cffice
with moving their Central Monitoring Plant to an offsite
location.

4Ll INFOPMATION CONTAINED
HEREIN IS5 UNCLASHIFIED

b2
b6
b7C
b7E

DATE (06-14-2007 BY 65172DMH/K5R/MAT

UPLOADED

MAR 1 4 2001 ‘i b2

SDJ.
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(D1/26/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ' Date: 01/10/2001
To: Laboratéry Attn: QT-ERF

QT-ERF

From: Laboratory
' Technical Oneraticns Section/TICTU/QT-ERFE
Contact: 703

Approved By: ﬁa// ig
C

e .4
Drafted By: AR s o8

7
Case ID #: 269-5Q-1194267-1bending)
,80-HQ-876- 1

Title: DIGITAL DELIGHT
ON SITE FIELD SUPPORT

Synopsis: To report travel to Baltimore, Maryland on 01/09/2001.

.. wntails: At the_reguest of the Balitimore puvizion, Elect-onics
Technician (ET)I Itraveled to Calverton,
Maryland to replace a Lau Title IIT client

arkscation A DCS3000 Title III Client workstation to perform b2
rm Iwas installed and tested
at Che Calvercon Resident Agency approXimately five weeks ago. b6
The workstation has performed without incident until now. b7C
Special Agent _!reported hearing a loud b7E

*hum' on the Title III audio and requested a replacement

workstation. ET replaced the faulty DCS3000 workstation

with a known 'go T and returned the faulty unit to the

Telecommunicaticns Intercept and Collection Technology Unit's lab
for additicnal testing and evaluation.

ALL INFORMATION CONTAINED
HEFEIN I% DNCLASSIFIED
DATE 05-14-2007 BY 5517%DMH/KSR/MAT

b2

UPLOADED
JAN 2 5 2001

S.D.J.
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{01/26/1998)
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FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/03/2001
To: Laboratory Attn QT-ERF
. )T - ERF b6
OT-ERF
DT-ERF b7C
QT-ERF

From: Laboratory‘

Technical Qperatrions. SactieeldICTU/QOT-
Contact: 703

Approved By: J}\'\V\/ :
. ' b6
— Y b7C
Drafted By: Eﬂﬁehégg
_e
Case ID #: 269-HQ-1194267 7'(Pending)
80-HQ-876— q@

Title: DIGITAL DELIGHT
ON SITE FIELD SUPPORT

EOZU Traval TS Newlilk, Wew Jersey Quring ‘ b6

biC

Iyaspsic: Ta e

12/27-28/2000.

Details: At the request of the Newark Division, Electronics
Technicians (ET) [ /[ craveled
to Newark, New Jersey to install a second DCS3000 Titcle IIZI
client workscation and two DCS3000 pen register client
workstations. One DCS3000 pen regiscer client workstation will
be utilized for Title 50 intercepts while the other workstation
will be utilized for criminal intercepts.

b2

ADCS3000 Tirle III Client workstation to perform b7E

[ was installed and tested at the

Nawark rieid OIfice. 1In addzcion, client connectivity to the
DCS3000/ | sexrver in Quantico was installed and
cesteg ¥

UPLOADED

CJAN 0 8wl b
L0

S.D.J. BLL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED
DATE 085-14-2007 BY 55179DMH/ KSR/ HAT
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{01726/1998) : !

'FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/03/2001
To: Laboratcory Attn: QT-ERF

DT-ERY

NT-ERF

OT-ERF

QT-ERF

b6

From: Laboratory ) b7C

Technical Operations Section/TICTU/QT-ERF
chtact:I |7037

Approved By: | kijh{HT€[Q&]
H fre/ReT
{r' ﬁﬁL
-Drafted By: « :ehéétg
H

Case ID #: 269-HQ-1194267- (Pending)
80-HQ-87§-49?

Title: DIGITAL DELIGHT
ON SITE FIELD SUPPORT

Synopsis: To report travel to Newark, New Jersey during
12/198-20/2000.

Details: At the request of the Newark Division, Electronics )
Technicians (ET)l and traveled -

to Newark, New Jersey to install a DCS300 1tie I client b6
workstation and replace a | b7C
I I » b7E

A DCS3000 Title TII Client workstation to perform

| |wa§ iostalled and ;gsied at the
nNewarxX kield Oriice (FO). | was

_confiqured and installed to support |
| based in Somerset, New Jersey. ln addition, ET |

in the New York FO | |
€riiicd necwork connectivity between the Newark DCS3000
clients and the DCS3000 server located in the New York FO.

UPLOADED |

‘ ALL INFORMATION CONTAINED
JAN 0 3 ¢ull HEREIN IS5 UNCLASSIFIED
DATE D6-14-2007 BY 651790MHE/ESE,/HAT
S.D.J. ;
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: RQUTINE Date: 12/11/2000

To: Laboratory ' Attn: J, QT-ERF
QT-ERF

7 QT‘ERF

QT-ERF

2 QT"ERF

From: Laboratory

Technical Qnerationg Section/TICTU/OT-ERE
Contact: 703
~ bo6
Approved By: | TS\ LV : b7C
| Bataa\E
Drafted By:.| |ehbé§q5«

24
Case ID #: 269~HQ-1194267’J(Pending)
80-HQ-876" .

Title: DIGITAL DELIGHT
ON SITE FIELD SUPPORT

Synopsis: To report travel to Baltimore, Maryland during
12/04-05/2000.

Details: At the request of the Raltimore Diwvision, Electronics

Engineer] | and El=sctronics Technicians
_ traveled to Baltimore, b2
Marvland to install two DCS3000 Title III client workstations and b6
equipment. b7C
A DCS3000 Title ITT Client workstard " bT7E

r ] to

pertorm' |1ntercepts were installed at the Calverton
Resident Agency. L0 addition,| ]

I iwas installed at the Baltimore Field Office.

b2

UPLOADED

DEC 1 42000
¥ ALL INFORMATION CONTAINED
S.D.J. HEPEIN 1% UNCLASSIFIED
: . DATE 06-14-2007 BY 65179DMH/K3R/NAT
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(01/261998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/11/2000
To: Laboratory Attn: QT-ERF
‘ T-ERF
QT-ERT
QT-ERF
From: Laboratory
Technical ICTU/QT-ERF b6
Contact: 7034 b7¢C
Approved By: ] WY
MR LAY
Drafted By: th%ju;v
* ld1 .
Case ID #: 269-HQ-11394267~ {Pending)
80-5Q-876- LH
o Title: DIGITAL DELIGHT
ON SITE FIELD SUPPORT
.. Svnepsis: To report travel to Minneapslis, lunesota duxiny
"11/20-24/2000. 1o
Details: At the request of the Minneapolis Division, Electronics b6
Techniciank | traveled to Minneapolis, : b7C
Minnescta Lo install & 2Co Ulient worksiati and relocate b7E

DCS3000 Server used for

The DCS3000 Client

workstatcion was insralled and the

Server was relocated from|

Jto the

Minneapolis Field Office.

JPLOADED

LN

DeC 1

1
k1

‘.
z
\
5
)‘5

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-14-2007 BY 6517SIMH/EIR/MAT

b2
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/11/2000

To: Laboratory Attn: QT-ERF
QT -ERF b6
QT-ERF b7cC
QT-ERF
QT-ERF

From: Labcratory
"~ Techniecal Operations Section/TICTU/QT-ERF

Contact: ] 703ﬁ
Approved By: S b %y
POSEL ey
\ bo
— ' b7C
Drafted By:, Ehb$§{5

i [P ﬁ
Case ID #: 259-HQ-1194267-!{fending)
80-EQ-876— £/

Title: DIGITAL DELIGHT
CN SITE FIELD SUPPORT

Synopsis: To report travel to Balcimore, Maryland on

11/14/2000. ‘ _ b2

Details: At rhe Leguest of the Haltimore Divigion, Electronics b6
ﬁ_‘

Techniciang Jeraveled to b7C

Baltimore, ¥arvia: repiace a DCS3000 Client workstation used b7E

for = at the Calverton Resident Agency.

The DCS3000 Client workstation was replaced when
troubleshooting revealed a ground-loop located somewhere in the
PC was generating a hum on the Title III audio. Further
troubleshooting revealed the ground-loop was not in the pC'g
bower supply, but rather inm its motherboard.

ALL INFOPMATION CONTAINED
HEREIN I5 UNCLASSIFIED .
DATE 05-14-2007 BY o517THDMH/KSR/MAT

)3

UPLOADED
DEC 1 4 <U00

S.D.J.

b2
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(01726/1998) N
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/11/2000
To: Laboratory Attn: QT-ERF
QT-ERF
QT-ERF

QT-ERF

From: Laboratory " bo

Technical Operations Section/TICTU/QT-ERF b7C
Contact: 703 ' '

Approved By: l“ “\1\"‘/
Drafted By: N]Q‘hb%gé'

/
Case ID #: ~80-HQ- 876"/ o
269-HQ-1L94257'{ {Pending)

Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT

~Synopsis:  To report travel to Calverton, Marvliaud on
0/2000.

10/1

Details: At the recuest of the Baltimore Division, Electronics

Technician (ET) traveled to Calverton, b2
Maryland to insta client workstation and networking b6
eguipinent to erForn al on a target using a b7C
I:alepnonn Calverton's DCS3000 Title IIT clienc b7 E
workstation will connect to the
lto the Washington Field OLilce b S erver.

ALL INFORMATION CONTAINEI:
HEREIN I3 UNCLAZSIFIED
DATE D6-14-200¥ BY 65178DIMH/ESE/MAT

OCT 18 o) |
‘L\\\‘y_f | . b2

Yo’ 8 ek ne x

T

I UPLOADED lt
l ‘
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" (01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE" Date: 10/02/2000
To: Laboratory Attn: QT-ERF
T-ERF
QT -ERF
QT-ERF
From: Laboratory
Technical ICTU/QT-ERF
Contact: 703

Approved By: ||7 j.rwfrzi% g *6;(:
ey
, l b?g

. N
Drafted By: ehbRN—"

Case ID #: .SO—HQ-Q‘]&’&A :'20
269-1Q-119426% A bending)

Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT

synopsis: To report travel to Knoxwille, Tennessee during
09/20-21/2009.

Details: At the_x est of the Charlotte Division, Electronics
Technician (ET) traveled to Raleigh, North

Carolina to install i ot workstation and networking
[amw on a target using a
felephone.  Ra CS3000 Title

4 L]
ITL ~lisnt 1 will connect to thel |
|to TEL Lol OrrITe

in Atlanta, Georgla. b2
b6
b7C
b7E

ALL INFOPMATION CONTAINED
HEFEIN I3 UNCLASSIFIED
DATE 06-14~Z2007 BY 651T9DMH/KSR/MAT

UPLOADED

0CT 11 7800
oldd b2
.04
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'FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (09/12/2000
To: Laboratory Attn QT -ERF
7] QT'EBF
QT-ERF
(JT-ERF

From: Laboratory

Technical Operations Section/IICTU/QT-ERF
Contact: 703 b6

b7C
Approved By: I aﬁﬁﬁ“/
/
Drafted By:. ;éb
Case ID #: GS0-HQ-876-
269-HQ-1194267/3Pending)
Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT : b2
bo
Synopsis: To report travel to Knoxville, Tennessee during b7C
08/28-09/01/2000. b7E
Details: At the reguest of the Knoxville Division, Electronics
Technician (ET)| |traveled to ¥noxville,
Tannessee to install a DCS3000 client workstation and networking
squipment to perform al Jon a target using
|telephone. ZXnoxville‘s DCS3000 Title
il cl ent woristation will compect to thel ]

to the FBI field office

in Atlanta, Georgla.

ET _brovided training on the operation of the
DCS3000 software to Task Force members which included personnel
from the Knoxville Division and Xnoxville Police Dapartment.
Special Agent| |received additional training relating
to DCS3000 network trouble-shooting and system maintainance.

ALL INFORMATION CONTAIWED b2

o, P
ey T meas HEREIN I5 UNCLASSIFIED
LS 1
wribnt i v ' DATE 06-14-2007 BY 6517T9DMH/ESE,/MAT

b
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FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/05/2000 .
To: Laboratory ' Attn: QT-ERF

QT-ERF
QT-ERF

From: Laboratory

Technical Operations Section/TICTU/QI=
Contact: 703
‘ b6

Approved By: «jwﬁw o bC

Drafted By: |eh5%¥&r”

Case ID #: 80-H(Q-875
*269-HQ-1194267 (Pending)

Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT

To report travel to Knoxville, Tennesse2 during
nn

Details: At the reguest of the Knoxville Division, Electronics
Technician (ET)' |traveled to Knoxville,
Tennessee to install a DCS3000 Title III/pen register workstation

and petworkiog sguioment Lo perform an intercept on targsts using

telephones. ET[E::::::]deployed
networking equipment and a DCS3000 client workstation at the
£

d
Knoxville Field Office and verified network connectivity to the
e

|server -located at the FBI field office in

KElanta, Georgaa.

b2
b6
b7C
b7E G e e
NG/ ar = ST AL
b2

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED

DATE D6-14-2007 EY &517SLHH/ESR/MAT

UPLGADED BY i 11050

S e

IE Y]

’fy V/ f)fg f;

{
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(01/26/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/05/2000
To: Laboratory Attn: QT-ERF
’ QT-ERF
QT-ERF
From: Laboratory , '
Technical Operations Section/TICTU/QOT-ERF
Contact: 703
Approved By: A\ )
b/
bo
b7C

Drafted By: Iehdﬁ&j‘

Case ID #: 80-HQ-87S
"259-HQ-11942567 (Pending)

Title: ON SITE FIELD SUPPORT
DIGITAL DELIGHT

Synopsis: To report travel to New York, New York during

ne 1 12 /vann
Vi o LTS AU
Details: At the request of the New York Division, Electronics

Technician (ET)] Jtraveled to Bronx, New York
j ) T = : y 4 arking )

]
telephones. ZET| deployed networking eguipment and a
DCS3000 client workstation at an off-site located in the Bronx
borough and verified network connectivity to the
DCS83000 server located in Wayne, New Jersey.

b2 ;- ;,‘ PN T [
b6 e h,; ’,‘f - IL/L‘(,’ i// 7'\~;“;{ ‘<""‘ / - /j 'Ni:
b7C

b7E

ALL INFORMATION CONTATMED
HEFEIN IS5 UNCLASSIFIED
DATE (5-14-20107 BY 62172DMH/K3R/MLJ

b2
VDT QAT T "’%ﬁ§5
WPLOADTRRY by 7]

A Ry
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE i Date: 04/03/2000

To: Laboratory Attn: QT-ERF
QT-ERF
QT-ERF

From: Laboratory
Technicallperarions Sectiaon/TICTU/QT-ERF

Contact: 703
. b6
Approved By: |rrcimaejee : 17
: M«;fﬂ€1

) _;AM} .
Drafted By: ehbfhﬁ/
Case ID #: _269-HQ-1194267 (Pending)
Title: DIGITAL DELIGHT b2

b6

Synopsis: To report travel to Charlotte, North Carolina on b7C
03/21-22/2000. L7E

Details: At the reguest of tne Chariotie Division, Ylecnronics

Technician {ET) traveled to Charlotte, North
Carolina, to in i
perform interxcepts on targets using

_telephones.

o ET%also installed al |co
support a DCS30 wlde area network between the Atlanta Field

Office and the Charlotte Field Office.

ALL INFORMATION CONTAINEL
HEREIN I3 UNCLASSIFIED
LDATE 06-14-2007 EYT 651790MH/EIR/MAT

2G4/ 119476 7~

l

URLOADED

arx o6 2000 ' b2

QW
____S.DJ.
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(01/26/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 02/28/2000
To: Laboratory Attn QT-ERF
QT-ERF
QT -ERF

From: Laboratory

Electronig Suryeillance Technology Saction/TICTU/QT-ERF
Contact: 703
Approved By: | ham|{MrE[RET - bé
gélﬂﬁ:f b7C

Drafted By: e},‘:‘%w/

Case ID #: 259-HQ-1194267 (Pending)

Title: DIGITAL DELIGHT

Synopsis: To report travel to Norfolk, Virginia on b2

02/14-15/2000 to provide technical assistance. b6
Sfetails: At the request ¢f the Noyfolk Rivision, Electronics b7C

Technician (ET) ltraveled to Norfelk b7E

Virginia, to pr 2 cechniical ance with the installation

of a DCS 3000 Client Title III collection system, ET
networked the DCS 3000 Client Title III collection system wit

I |- Greensboro, North i Lhe
complietion of numerous test-calls using a the

system was deemed 'operational®.

G- N7~ 105

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE B6-14-2007 BT 651790MH/FSE/MAT

UPLOADED 3.
MAR 01 2uUU ' E
l

S.D.J.

[ ]

b2
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(01/26/1998)
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/28/2000
To: Laboratory Attn: QT-ERF

QT-ERF

T-ERF

X b6
From: Labcratory b7C

Electronic Surveillances Technology Section/TICTU/QT-ERF
Contact:l 703 ,
Approved By: M7 M|k ney
PP o rlTGlaeJ
)
Drafted By:
Case ID #: *269-HQ-1194267 (Pending)
Title: DIGITAL DELIGHT ' 12
Synopsis: To report travel to Elmsford, New York on b6
02/16-17/2000 to provide technical assistance. b7¢C
| ~ , ] b7E
Tt Leilailss: AL Th [ che New York Division, 2lectrocnlcs

Technician (ET) traveled to Elmsford,
New York, to provide cecnnical ance with the installation

of Wids Axres Networkin gt at the new Elmsford [ ]
serves the Manhatten

DOToUgn OL New YOLR Cicy. )

LUAHP-NW 247~ )0

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIEL
DATE 08-~14-2007 BY 55179DIMH/KSR/HMAD

UPLOADED |
MAR {1 Zulb l
8.0..0




T ® L et

{01/26/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ’Date: 02/28/2000
To: Laboratory Attn QT-ERF
QT-ERF
QT~ERF

From: Laboratory

Electroni rveill Technology Sectign/TICTU/QT-ERF b6
" Contact: 703 . H7C

Approved By: pj m?arexl;relrlcy
<E

1%
Drafted By: en&%«é/

Case ID #: ~80-HQ~876-57 ,\1
269-20-1154267- |1 nding)

b2
Title: ON SITE FIELD SUPPORT b6
DIGITAL DELIGHT . . b7C
- Synepsis: To report travel] to Pitrsburgh, Pennsvlvania on b7E
T 02 /22-24/72030. ‘ T ‘ -

Details: At the request of the Cleveland Diyision, Columbug
Resident Agency, Electronics Technician (ET)
fravaled to Pirtsburgh, Pennsylvania, to install
equipment in the FBI's DCS3000 Server at
Pictsburgh, Pennsylvania.

ET also provided technical assistance
roachnic~a] o 3 and DCS3a08 Clienr aaftware to thd ]
of Columbus,

~CIi0 L0 SUppOIt Lhe L ins alln Of a remoce, 53000 Pen
Register Client and |— Pittsburgh.

ALL INFORMATION CONTAINED
HEREIN I35 UNCLAISIFIED
DATE 06-14-2007 BY 651790MH/ESR, AT

UPLOADED

#AR (1 2000

v _
S.D.J. ' b2
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 01/27/2000
To: Laboratory Attn: QT-ERF
QT-ERF
QT-ERF

From: Laboratory

Electronig Surveillance Technology Section/TICTU/QT-ERF hE

Contact: 703
b7C
Approved By: rlfgﬁyﬁg7
- [ A N
Drafted By: ehﬁ@&%ﬁﬁg
Case ID #: 80-HQ-876030C
Title: ON SITE FIELD SUPPORT
Synopsis: To report travel to Philadelphia, Pennsylvania on
01/13-14/2000 to provide technical assistance.
Details: At the request of rhe Philadelphia Division, - -
Electronics Technician (ET) | Jcraveled to
Philadelphia, Pennsylvania, tO prov:ae tecnnical assistance with
the installazion of a DCS 3000 Client Title III collection b2
system. ET networked the DCS 3000 Client Title III b6
collection with| | §
Upon the completion of NUMErOUS Le5t-calls using a| | b7C
phone, the system was deemed ‘operational’. b7F

e

CLHG - T~

ALL INFORMATION CONTAINED
HEREIN I3 TNCLASZIFIED
DATE 06-14-2007 BY o5175DMH/KSRMAJ

1




(01726/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/23/199%
To: Laboratory ‘ Attn: T-ERF
‘ : QT-ERF
QT~ERF
QT-ERF
QT -ERF
From: Laboratory ‘ ' b6

Electronig_Surveillance Technology i o CTU/QT-ERF ole
Contact: 703

~. Approved By:

W
&
Drafted By:, e hb<

Case ID #: 269-HQ-1194267 (Pending)

Title: DIGITAL DELIGHT
TRAVEL TO CHARLOTTE, NORTH CAROLINA

b2

«i .Synopsais: To repory travel to Charlotte, North Carolina con ' bé

09/20-21/1999 to install | and DCS3000 b7¢C

Title III equipment. . b7E

Details: Electronics Technician (ET)

traveled to Charlotte, North Caroclina on 09/20-21/1599 to 1install

DCS3000 system for the

Charlotte rield OLfice. <TLh will facilitate a

] between thne Charlotte DCS3000 Client and the
DCS3000 Server that resides at the

1€ 1cE.

In addition, ETl provided technical training on
the operation_and maintensd 5T Che DCS3000 Client system to
Special Agent] bf the Charlotte Field Office.

NI 119421

ALL INFORMATION CONTAINED

UPLOADED A HEREIN I3 UWNCLAZ3IFIED

DATE 06-14-2007 BY 65173DMH/ESR/HAJ

SEP 3 0 1999

S.D.J.
Shih Pub—




(01/26/1958)
FEDERAL BUREAU OF INVESTIGATION
Precedence: RQOUTINE Date: 09/14/1999
To: Laboratory Attn: QT -ERF
: QT -ERF
QT -ERF
QT-ERF

From: Laboratory

Electronilwmaiu.am_lﬁsnm gy Section/TICTU/QT-ERF .
Contact: 703 b6

b7C

Approved By:

Drafted By: hb?9a§

Case ID #: 269-HQ-1194267 (Pending)

Title: DIGITAL DELIGHT

ITRAVEL TO DPITTSBURGH, PENNSYLVANIA TO INSTALL
IAND DCS3000 EQUIPMENT

“fynopsis: To report travcl te Fittsourgh, Pennsylvéhia on
08/31-09/03/1999 to install DCS3000 collection and networking
eqguipment. :

Details: Electronics Technician (ET)
traveled to Pittsburgh, Pennsylvania on 08/31-09/03/19G9

to install a ffice b2
and install. in b6

Pittsburgh, Pennsylvaila.

b7C
ET] |orovided technical assistance and expertise b7E
to thel
DCS3000 Waiter system atj |and in Zanesville,
Ohioc.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 056-14-Z007 BY 55175DMH/KIR/MAJ




hpe )

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/20/1999
To: Laboratory Attn: QT-ERF
' QT-ERF b6
QT-ERF b7C
QT-ERF ’

From: Laboratory

Electronic Surveillance Technology Sectio CTU/QT-~ERF
Contact:lgﬁ ——] 7031
D

Approved By: \
L
Drafted By: ehbwvgl

Case ID #: 269-HQ-1194267 (Pending)

(\‘.

Title: DIGITAL DELIGHT

TRAVEL TO PITTSBURGH, PENNSYLVANIA TO INSTALL
DCS3000 EQUIPMENT

, b2

<..Synopsis: 7o report travel to Pittsimrgly, Pennsyivauias on b6
08/1s8-18/139a9 =T instali a DCS3000 collection system for[:::::::] b7C
' b7E

Details: Electronjcs Technicianf[ [ traveled to
Pittsburgh, Pennsylvanjia on 08/16-18/1999 to install a DCS3000

collection System and!
I J__ The C$3000 Server worksta ion is installed in

TN and will support
DCS3000 Client connections from multiple federal and state/local
agencies.

UPLOADED

ALL INFORMATION CONTAINED

AUG 2 1999 HEREIN 15 UNCLASSLIFIEL .
5 DATE 06-13-2007 BY 0517SDMH/ KSR /IMAJ

»
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' . . Date: 07/16/1999

L To: Laboratory Attn: QT-ERF

DT-ERF
NT-ERF b6
QT-ERF = b7C
DT -ERF

From: Laboratory

Electroni; i ology Sectiqn/TICTU/QT-ERF
Contact: 703

Approved BYiﬂA ;}J;%;gw[/
l

Drafted By: ] :ehb%ﬁ‘ﬁ;

Case ID #: 269-HQ-1194267 (Pending)

Title: DIGITAL DELIGHT

TRAVEL TO MINNEAPOLIS, MINNESOTA TO INSTALL
DCS3000 EQUIPMENT :

Synopéis: To report travel to Minneapeolis, Minnesota on
06/28-07/02/1999.

Details: Electronics Technician b2
traveled to Minneapolis, Minnes = [ tall b6

a DCS3000 collection system and

The DCS3000 workstation is installed jin the Minneapolis Field b7cC
Office (FO) and will connect to ~]in Minneapolis. b7E
ETI Jupgraded the Aerial DCS3000 client system

located at the MY apolis FO and upgraded the Aerial DCS3000

server system located at Aerial in Eagan, Minnesota.

Ke-HY-Z\aquzle T~ 7o

UPLOADED
ALL INFORMATION CONTAINED

JUL 9 2 1999 ) HEREIN IS5 UNCLASSIFIED
DATE D6-14-2007 EBY 651 73DMH/ KSR/ HAT

Ginbs | P




FEDERAL BUREAU OF INVESTIGATION

(01/26/1998)

Precedence: ROUTINE Date: 05/07/1999

To: Laboratory Attn: QT-ERF
QT-ERF
, QT-ERF
T-ERF b6

From: Laboratory

Electronic Surveillance Technology Section/TICTU/QT-ERF
Contact: | ] 703

Approved By:

| £
brafted By:, ehﬂ%%{%@fﬁl

Case ID #: 269-HQ-1154267 (Pending)

Title: DIGITAL DELIGHT
TRIP REPORT-NEW YORK CITY

Svnopsis: To report.travel to New Yori City, New York oL

R4

™ 05/05-06/1999 to install] 1 b2
| ] , b6
: . . - b7cC
Details: Electronics Techn1c1ans| Iand LTE
| traveled g9 New York Citv, New York on
~ 0 3

SWLILCIl 15 & 16w SWILCIl wiic
provides service to all of Long Island and the lower, east-side
of Manhattan. This switch is now connected to the New York Field
Office via a dedicated, leased line. .

ALL INFORMATION CONTAINED
HEREIN I3 THCLASEIFIEL

\5 DATE (05-14-2007 BY S&5179DMH,/KSR/MAd
UPLOADED BY | |

hoL
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 03/18/19%5
To: Laboratocry ‘ Attn: QT-ERF
' QT -ERF
| oT-ERF
QT -ERF b6
QT-ERF le
From: Laboratory .

Electronig Surveillance Technology ' CTU/QT-ERF

Contact: 703
Approved By:

Drafted By: ehb@ﬁ%//

Case ID #: 269-HQ-11%94267 (Pending)

Title: b2

TRIP REPORT-NASHVILLE
. Synopsis: To report travel to Nishville, ‘lennessee G C b2
"03/15-17/1999 to install a DCS3000 collection system.: ' b6
b7C

Details: Electronics Technician (ETﬂ and b7FE
ET | traveled to Nashville, TN on 03/15-17/1999

to 1nstall & DCB3000 collection system for the Nashville Resident
Agency (RA)_to support a[:::::;:jfjintercept on a target

utilizing telecommunication services.

In addition, ETs| land] lprovided in-depth
training and instruction on the operation and maintenance of the
DCS3000 system to Special Agentl Jof the Nashville
RA. :

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASZIFIED
DATE 05-14-2007 BY s55175DMH/KAR/MAD
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/18/1999

To: Laboratory Attn: QT-ERF
: QT -ERF
QT-ERF
QT-ERF
QT -ERF

From: Laboratory

Electronic Surveillance Technology Section/TICTU/QT-ERF
Contact: 7031 I .

Approved By:
# b6
' b7C
Drafted By: ehb
Case ID #: 269-HQ-1154267
b2

Title:

TRIP REPOKT - RALEIGH

ey Svnongie: To Y-or-\ryr't' rraval to the Raleigh Racst

Bl
s on 02,/08/193S to gtall a DCS 3000 collection
an upcoming
Details: On 03/08/1999 Electronics Technicians (ETs)
an met with Technlcally

Trajped Agent]

L 3

an
S

ETs anal I _ and a DCS b2
3000 workstatid T offsite locdation 1n cthne Ral h area -
This workstation was configured as the server and client for an - bt
upcoming| | b7C

- [data from the New Tork, Atlanta, and LTE
Greensboro This will allow contemporaneous ,
collection ffsite of the pen register data

regarding this target.

ETs| |and| Ialso reconfigured a workstation in
o

the Raleigh act as a client so the information for the

target at the Offsite can be uploaded to the Te one
lications database. Prior to departure, ETs| and
[;Ez;;;;ltested the DCS 3000 network and found it
nal
ALL INFORMATION CONTAINED . "
HEREIN I3 UNCLASSIFIED (:/ / ') /{“{ ! z

DATE 06-14-2007 BY o85179DMH/K3R/HAJ

UPLOADED BY

b3



http://rrajnp.fi
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Déte: 02/10/1599
To: Laboratory Attn: QT-ERF

QT -ERE
QT-ERF
OT-ERF

From: Laboratory
Electronic Surveillance Technology Sectlon/TICTU/QT ERF

Contact: L J703| |

Approved By:

i
brafted By: | - khbmg‘w

Case ID #: 269-EQ-1194267 (Pending)

Title: DIGITAL DELIGHT

TRAVEL TO CCLUMBIA, SQOUTH CAROLINA TO INSTALL DCS3000
COLLECTION SYSTEM FORJ] |

LS>vnopsis: To reporr traval rfo Columbii, 5South Carolina cn-
& .

ALL INFORMATION CONTAINED '
HEREIN IS UNCLASSIFIED

DATE

UPLOADED PY O /7L iy

02/03-04/1999 to install a DCS3000 ccllection system.

Details: Electronics Technician (ET)
traveled to Columbia, South Carolina On 02/03-02/15009 to install
a DCS3000 collection system at the Columbia Field Office (FO).
Coinciding with ET] Jtravel, Electronics Engineer (EE)

raveled to Atlanta to install DCS3000

in the Atlanta FO. The equipment installed
will allow the Columbia FO to

intercept information from| ~ | via the

Atlanta FO DCS3000 server.

In addition, ET:promded in-depth training and
instruction on the operatiIon and maintenance of the DCS3000

system to Special Agent' ]of the Columbia FO.

15=-14-2007 BY 6 "'l?':‘DI'ﬂ“I)Ka/}U&J

b6
b7C

b2
bo
bi7C
b7E
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(01/26/1998)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/23/1558

To: Laboratory Attn: QT-ERF
QT-ERF
QT-ERF
QT-ERF b6
. b7C
From: Laboratory ‘
Electronic Surveillance Technology Section/TICTU/QT-ERF
Contact: | | 703 |
Approved By:
Drafted By: ehb%&éﬁ%kﬁ
Case ID #: 269-HQ-1194267 (Pending)
Title: .
TRAVEL TO BALTIMORE, ARVIAND TO TNSTALL DCS3000 bZ
COLLECTION SYSTEM FOR|
#5imopsis: To report travel &= Baltimers, Mavyland on 12/22/1.295
to install DCS3000 collection system. 2
Details: Electronics Technician (ET) b6

traveled to Baltimore, Maryland on 12/22/1998 to install DCS3000 b7C

networkin ' ection system at b7E
| In addition, ET
| [Installed a DCS3000 workstation in the Baltimore Field ‘
1ce and provided in-depth training and instruction on the

rgng;g;;gn_gnd_ma;ntenance of the DCS3000 system to Special Agent

ALL TUFOPMATION. CONTA ! 9
éﬁiﬁ byUNGliﬁszIE .._,_l~_

DATE 05~14-2007 BY hﬁl?qDI'[H,-K'JRJ’M&J

2D | | | ?éf‘f
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{01/26/1998)
FEDERAL BUREAU OF INVESTlGATION
Precedence: ROUTINE Date: 12/18/1998
To: Laboratory Attn: QT-ERF

vt

From: Laboratory
Electronic Surveillance Technology Section/TICTU/QT-ERF
Contact: I J(703 .

Approved By: I
- | U
1

Drafted By: ehb

Case ID #: 269-HQ1194267 "

Title:. DIGITAL DELIGHT
: TRIP REPORT

Synopsis: To report on travel to the Calverton Resident Agency
(RA) cn 12/16/1998 to install a DCS 3000 collection system.

;s 01 12/16/31998 Electronicg Technician (ET) .
Iandl |met with Technically

Trained Agent_{TTA)] of tne Baltimore Field
Office. TTA| _mﬁlreques e at a DCS 3000 cecllection
System be installed at the Calverton RA. The DCS 3000 was
installed and demonstrated to TTAL‘U‘E"U'T'J ET] ]and

E preformed a test of the Data Delivery (Pen Register
information) with an FBI test phone, and. found the DCS 3000 to be
fully operational.

| informed TTA that
Iiad started using a new switch in Ha p land. The
et 's -home location was moved from the Silver Spring location

to Hanover. 1In order for the FBI to gather Pen Register
informaticon on this target, EST-3 will be required to install a
DCS 3000 collection system at the Hanover switch. Once EST-3
installs the DCS 3000 at the Hanover switch, the FBI will have
complete state coverage of the target.

ALL INFORMATION CONTAINEL

HEREIN I3 UNCLASSIFIED 21
TATE 06-14-2007 BF_651790MH/ESR,/MAT

R ce

b6
~biC

b2
b6
b7C
b7E

b2
b6
b7C
b7E




(01/26/1998)

§ynopsis; To repprt travel .ro New Yoyk, New York on

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/16/1998
To: Laboratory Attn: QT-ERF

QT -ERF

QT -ERF

QL ERE
[GiERE

From: Laboratory

Electronic Surveillance Technology Section/TICTU/QT-ERF
‘.Contact:l |703

Approved By:

Drafted By: aﬁ@ﬂku7

Case ID #: 269-HQ-1194267 (Pending)

Title: DIGITAL DELIGHT
IRAVET, _TO NEW YORK _CITY NEW YORK TO INSTALL

12/08-10/1998 to install equipmenc atLg and
provide training and instruction on t DCS3U00 COLICCLICH system
to New York Division. : .

Details: Electronics Technician (ETﬂi and
Electronics Engineer (EE)| Jtraveled to New
York City, _New York on 12/08-10/1558 to upgrade New York

Division's DCS3000 collection system. Also on ]
12/08-10/19%8, ET |and EE installed an additional

DCS3000 collectiQisvstem fo pose of collecting intercept
information from ET and EE provided
T

training and instruction on tion on =) 3000
collection system to Special Agent| Jof the New York
Field Office. '

ALl INFOPMATION CONTAINED ,ﬂ;#-ﬁfﬁx”//‘zf. Y A

HEREIN I3 UNCLASSIFIED

DATE 056-14-2Z007 BY S55175DMH/K3R/MAT
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b7E

b2
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b7C
b7E




Am&ﬁﬂ%)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ‘ Date: 12/02/1698
To: Laboratory Attn: QT-ERF

From: Laboratory

Electronjc Surveillance Techpology Section/CIMU/QT-ERF
Contact: (703)

Approved By: | 7 b6
e, b7C

U

Drafted By: :ehb

Case ID #: 269-HG-1194267 (Pending)

Title: DIGITAL DELIGHT
TRAVEL TO PHILADELPHIA, PENNSYLVANIA AND ATLANTIC CITY,
NEW.JERSEY TO INSTALL DCS3000 COLLECTICN SYSTEMS

Synopsis: To report travel to Philadelphia, Pennsylvania and
Atlantic City, New Jersey on 11/17-19/1998 to install equipment
and provide training and instruction on the DCS3000 collection
system.

e | Frawvcl=d to Philadelphla, rolliSy vaniz oo

11/17/1998 to upgrade the Philadelphia Divigion’ S300 b2
collection system. Alsoc on 11/17/1%98, ET4 nd[%::::::] bé
‘Lraveled to Atlantic City, New Jersey CO insta a DCS3000 b7C
collection system in the Atlantic City Resident Agency (RA). On’
11/18/1998, ETs and| provided training and b7E

instruction og S aner Al o) DCS3000 collection system to
Special Agent of the Atlantic City RA.

—Details: Electronics Technicians (ETs) Iand

ALL INFORMATION CONTAINED ) m
HEREIN I3 DNCLASIIFIED L
DATE 06-14-2007 BY 55179%DMH/K3R/MAT

T




A _
(01/26/1998) : : ) .
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/02/15¢98
To: Laboratory ~ Attn: QT-ERF
From: Laboratory
Electronic Syurveillance Techpnology Seotiaon/CIMII/QT-ERF b6
Contact: (703)
b7C
Approved By: | }4( ,
Drafted By: ahbﬁo&ﬁ?ﬁi ‘
Case ID #: 269-HQ-1194267-" (Pending) ‘
Title: DIGITAL DELIGHT
OPERATIONAL TRAVEL TO KANSAS CITY,
MISSOURI
Synopsis: To report travel to Kansas City, Misg ]
Qo/27-30/01/98 to assist 4in the installation of ]
intercept equipment.
Details: Electronics Technicians| land] |
traveled to Kansas City, Missouri_to assist in the ) o
s -nstallarion off cguirment .. Tiey worked witi- ,
Special Agents and| 1 _Eguipment was b6
installed at thE Z=fvVice provider | ] and the p7C
., City Field Office. Electronics Technicians and b7E
also provided in-depth training con the operdtTron and

maintenance of the system.

ALL INFOPMATION CONTAINED
HEFEIN I3 THCLASSIFIED
DATE 056-14-2007 BY 5517%DHMH/K3R/HAJ
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(01/26/1998)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ) Date: 03/20/1998
To: Information Resources Attn: QT ERF

From: Information Resources
" Electronic Surveillance Technoleogy Section, EST-4,
NADU, QT ERE

Contact: | (703) b6
Approved By: b’/C
|
Drafted By: | )
Case ID #: 281F-ME-47043
. 269-HQ-1194267
Title: _INSTALIATION OF lAT
FOR MEMPHIS FIELD QFFICE
Synopsis: To report details on the deployment of equipment to
. perform electronic surveillance.
ol beraris: Electronics Tecnnician (ET)I wiid b6
Electronics Engineer (EE) 99 o his,
‘ TN, to deploy Title III ap e g tercept bicC
hardware and software for] ) b7E
In addition, ET and EE provided
technical expertise and_t the &omnrroguration, operation

and maintenance of the

ALL INFOPMATION CONTAINED
HEREIN I3 UNCLASSIFIEL
DATE 05-14-2007 BY S5179DMH/KSR/NAD




FEDERAL BUREAU OF INVESTIGATION

(Rev. 10-01-1999)

Precedence: ROUTINE Date: 01/31/2002
To: Laboratory
From: Laboratory

Cyber T ' /QT-ERF
Contact 703

Approved By:

b6
b7C

Drafted By: | tehb

Case ID #: 268-HQ-1012496
Title: WIRELESS NETWORKS

Synopsis: In accordance with Project Management Office (PMO)
requirements, the Telecommunications Intercept and Collection
Technology Unit (TICTU) is submitting the Statement of Need (SON) for
the DCS3000 Interactive Voice Response Authentication System
activity.

Enclosures: DCS3000 Interactive Voice Response Authentication
System SON

Details: The DCS3000 Interactive Voice Response Authentication System
engineering activity has been completed. In accordance with PMO
directives, a SON has been prepared and is being submitted under this
EC for review by the PMO. It is requested that this SON be entered
in the file. Questions about the project and/or the enclosed
documentation may be directed torP TICTU at 703-

. b6
CcC: | OT-ERF b7C
]OT-ERF (Enc)
QT-ERF (Enc)
| QT-ERF (Enc)
*" ¢
b7C
4LL INFORMATION CONTAINED [7 I

HEREIN I3 UNCLASSIFIED
DATE (6-14-2Z007 BY 55179DMH/KSR/MAT

b2




* * * For Official Use Only * * *

DCS IVR SYSTEM Statement of Need TICTU

DCS3000

INTERACTIVE VOICE RESPONSE
AUTHENTICATION SYSTEM

File No. 268-HQ-1012496

STATEMENT OF NEED
. PHASE 1

Telecommunications Intercept and Collection Technology
Unit
Technical Operations Section

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 05-14-Z007 BY 65179DMH,/KSR/MAD

File No. 268-HQ-1012496 i : May 01, 2001
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DCS_IVR SYSTEM

PREPARED BY:

* * * For Official Use Only * * *

Statement of Need 7 TICTU

APPROVAL

(Originator) Print Name
05/01/01

Signature Date
CONCURRED BY:
(User Print Name b6
Representative

p ) b7C

Signature Date
CONCURRED BY:
(Unit Chief) Print Name

Signature Date

!

File No. 268-HQ-1012496 ii . May 01, 2001

* % * For Official Use Only * * *




* * * For Official Use Only * * ¥

DCS _IVR SYSTEM Statement of Need TICTU

NEW PROJECT PROPOSAL TITLE: DCS3000 INTERACTIVE VOICE RESPONSE
AUTHENTICATION (DCS_IVR) SYSTEM.

ORIGINATOR: : 06
b/C

DATE OF ORIGINATION: May 01, 2001

PURPOSE: 7To reguest the start of a new engineering activity
within the Technical Operations Section (T0S),
Telecommunications Intercept and Collection Technoleogy Unit
(TICTU). .

The purpose of the new activity is to develop a computer-based
DCS_IVR System for use by TICTU that will greatly enhance
their capabilities in tracking the deployment of the FBI's
DCS3000 software application.

RECOMMENDATIONS/STATUS:

1. That the TOS approve the start of a new engineering b6
activity to develop a DCS_IVR System. b7 C

2. That Electronics Technician[ﬁ |be made
Project Leader for this engineering activity.

3. That file number 268-HQ-1012496 be used for this
engineering activity.

DETAILS: The TICTU is responsible the for research,
development, and field-deployment of Electronic Surveillance
{(ELSUR) systems that perform 'switch-based' intercept and
collection of wireless telecommunication data and audio. One
of those ELSUR systems TICTU developed is the DCS3000.

The DCS3000 is a computer-based ELSUR system that performs
'switch-based' intercept and collection of call detail (data)

and call content (audio) information. Call detail and call

audio information is delivered over a local area network from

cellular, enhanced specialized mobile radio and GSM service b2
providers to the DCS3000 System. The DC33000 is currently in h7E
use by the FBI,I] 1

|

anda many state and local law SNnLorCemMent

dgelliCles.
File No. 268-HQ-1012496 1 May 01, 2001

* * * ici * % %
For Official Use Only *,* Yyropmation cowTaTmED

HEREIN I3 THCLA&3SIFIED
DATE 06-14-2007 BY 5517SDMH/K3R/MAD
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DCS_IVR SYSTEM Statement of Need TICTU

It is the goal of TICTU to authenticate and log each
installation of the DCS3000 software before the software is
installed on a computer. Therefore, to facilitate the
authentication process, TICTU engineered an authentication
function in the DCS3000 Setup Application to better track the
numerous deployments of the DCS3000 software. This
authentication function runs at the beginning of the DCS3000
installation process and forces the user to perform an
Authentication Request Call to TICTU.

The TICTU personnel, after receiving this Authentication
Request call, must access a cocmputer with the DCS3000
Authority Program, manually input the Authentication Request
Number and wait for the computer to calculate the
Authorization Result Code. When the calculation is finished,
TICTU personnel must then verbally relay the Authorization
Result Code to the caller.and enter the date/time/caller's
name and organization in a DCS3000 Authentication Log.
Unfortunately these procedures take up valuable work time
(typically 5 to 7 minutes per call) and TICTU personnel must
be available on a 24-hour basis to answer Authentication
Request Calls.

The goal of this engineering activity is to provide TICTU with
a

self-contained, DCS IVR System that will provide Automated
Call Attendant features with intuitive Interactive Voice
Response messages. The DCS_IVR System's capabilities will
ultimately save TICTU valuable work time and ensure that each
installation of DCS3000 Software is authenticated and
accurately recorded in a database log.

DCS_IVR SYSTEM REQUIREMENTS

- Operate from a Windows NT PC

- Ability to answer incoming calls

- Ability to deccde, log and display Caller 1D

- Ability to place outgoing call to caller's callback
number and/or Callexr 1D

- Provide automated logging of Authentication Requests

File No. 268-HQ-1012496 2 May 01, 2001
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DCS_IVR SYSTEM Statement of Need TICTU

- Provide automated logging of Authorization Result Codes

- Provide friendly, Interactive Voice Responses to help
guide the caller through the Authentication Process

- Provide digital audio recording of caller's name and
organization

- Provide a date/time stamp for all calls

- Provide DTMF digit decoding capabilities

- Provide an Access Database Log of all information

- Provide a robust Report Generator Utility to facilitate
generation of reports

1. MISSION/REASON

The purpose of this new engineering activity is to
provide TICTU with a self-contained, DCS_IVR System that will
provide Automated Call Attendant features with intuitive
Interactive Voice Response messages. The DCS IVR System's
capabilities will ultimately save TICTU valuable work time and
ensure that each installation of DCS3000 Software is
authenticated and accurately recorded in a database log.

2. BASIS OF NEED

There are no DCS_IVR Systems currently available for
TICTU, FBI, other government agencies, and/or state and
local law enforcement agencies to use.

3. ASSESSMENT OF CAPABILITIES
The DCS IVR System activity will focus on providing
TICTU, FBI, other government agencies, and/or state and
local law enforcement agencies with a user-friendly,
feature rich DCS_IVR System capable of fully meéeting the
technical requirements listed in the details section.

A. Existing Capability
Currently, the FBI has no deployable DCS_IVR Systems.

B. Planned or Programmed Capability
Develop a user friendly, feature-rich DCS IVR System.

The DCS IVR System will utilize commercial-off-the-shelf
{(COTS) computer equipment and digital telephony hardware
controlled by TICTU-developed software. The DCS IVR
System will be programmable so that various modes of
operation are possible. The DCS IVR System will be

File No. 268-HQ-1012496 3 May 01, 2001
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DCS_IVR SYSTEM Statement of Need TICTU

developed to accommodate future methods to be fully
defined at a later date.

The TICTU personnel will provide system development,
integration, configuration, and final testing of the
DCS _IVR System. The DCS IVR System development activities
will also include the release of information and/or
equipment by  TICTU, FBI, other government agencies, and/or state
and 1local law enforcement agencies.

No other programs are known which are developing DCS IVR
System capabilities.

4. NEEDED CAPABILITY
The TICTU has studied the technical specifications

required for the successful deployment of a DCS_IVR

System. Based upon these studies, TICTU has determined

that COTS equipment or system components will meet the
hardware requirements for the DCS IVR System. The TICTU

will utilize COTS hardware in conjunction with TICTU-
developed software to develop the DCS_IVR System.

File No. 268-HQ-1012496 4 May 01, 2001
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Fro D6

m:

To: b7C

Date: tn, Mar 16, 2001 9:21 AM

Subject: Distrbution of DCS-3000 Software

I talked witﬂ esterday about tracking the installations of the DCS-3000 Software,
told me that th. s up and running and will be used to track the installations of the

DCS-3000. He also stated it is the responsibility of each group member to create installation disks and
there are two methods used to distribute the DCS-3000 software:

b2
b6
b7C
b7E

When the DCS-3000 software is installed will the phone number of thEppear durng the
installation?

If not what is the phone number of theE:

Will we use th(i when installing DCS-3000 software on FBI Computers?

I understand that new versions of the DCS-3000 software are e-mailed to:jfrom BAH.
Can new version of the DCS-3000 software and any release notes be forwarded to all members of
TAG so installation disk can be made?

Thanks

CC:

ALL INFORMATION CONTAINED
HEREIN I3 UNCLA3SIFIED
DATE 06-14-2007 BY 55175DMH/K5R/HAJ




From: o6
To: b7C |
Date: Tue, Aug 14,2001 3:14 PM

Subject: Re: DCS_IVR Authentications

Yes [ would. Once we get the Help Desk set up, [ would like the ladies to review the system daily and
lo% the agencies that have requested authorization codes.

>>]

08/14 8:33 AM >>>

This is a Report for 6/11/2001 - 8/14/2001.....

ALL INFOBMATION CONTAIMED
HEREIN I3 UDNCLA3SIFIELD
DATE 05-14-zZ007 BY 65175DMH/K3R/MAJ

|do you want me to archive the records and wav files to removable media?




b6
b7C
From: I I
To: 4
Date: Fri, Dec 13, 2002 3:52 PM
Subject: DCS3000 enhancement

here's a suggestion/addition for the DCS3000 that will facilitate consensual recordings...

add a CW list so that every time a source/CW calls a number in that list, the call is recorded. if the
source/CW calls a number that isnt in the list - that call is NOT recorded and the information is
discarded.

this wouldn't be that hard to code’'

let me know - thanks! :0)

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED
DATE 056-14-2007 BY 65179DHMH/KSR/MAT




From: | ]

To:

Date: Fri, Dec 13, 2002 4:58 PM

Subject: Re: DCS3000 enhancement

please considerl request. b6
b7C

thanks,

m.c.

>>3

12/13 3:52 PM >>>

here's a suggestion/addition for the DCS3000 that will facilitate consensual recordings...

add a CW list so that every time a source/CW calls a number in that list, the call is recorded. if the
source/CW calls a number that isnt in the list - that call is NOT recorded and the information is

discarded.

this wouldn't be that hard to code'

let me know - thanks! :0)

CC:

b6

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED
DATE 05-14-2007 BY 65179DMH/K3R/MAJ

b7C




b6
From: b7C
To:
Date: Mon, Dec 16, 2002 3:07 AM
Subject: Re: DCS3000 enhancement

in addition to a Calling List there would
be options of...

a) only incoming calls from #
b) only outgoing calls to #
¢) both incoming & outgoing calls

'we' would want to use the 'warrant start & stop dates’ too.

CC:

4ALL INFORPMATION CONTAINED
HEREIN I3 UNCLA3SIFIED
DATE 05-14-2007 BY 65179DMH/K3R/MAd
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b6
From: b7C
To:
Date: Wed, Jul 25, 2001 10:07 AM
Subject: Re: DCS3000 Tracker Software

Sounds gooDCan't wait to see it.

I was working with some agency guys yesterday. They are putting together a system with a flat panel
ant. and a loggerhead and doing locations based on registrations. It works. They have a later software
version on their loggerheads (I think). It will really help when we can use your software for real time
display of the loggerhead activity. As it is, you have to make a pass in the area, move somewhere ¢lse,
look at the log, etc. Any word on when Harris can make the change to the loggerhead?

>>4 ~ P7/2410:05 AM >>>
JP is finished with the software mods that support
the multi-van| fntegration. b2
.. . . b6
We are waiting delivery of the COM driver and the
b7C
final approval of the | g

ALL INFOPMATION CONTAINED
HEREIN I3 UNCLASIIFIED
DATE (6-14-2007 BY o5175DMH/K3R/MNAD




b6
From: b7C
To:
Date: Fri, Mar 16, 2001 9:21 AM
Subject: Distrbution of DCS-3000 Software
[ talked wi yesterday about tracking the installations of the DCS-3000 Software
told me that th is up and running and will be used to track the installations of the

DCS-3000. He also stated it is the responsibility of each group member to create installation disks and

there are two methods used to distribute the DCS-3000 software:

When the DCS-3000 software is installed will the phone number of thg appear durng the
installation?

If not what is the phone number of thg

Will we use the when installing DCS-3000 software on FBI Computers?

I understand that new versions of the DCS-3000 software are e-mailed to I!rom BAH.
Can new version of the DCS-3000 software and any release notes be forwarded to all members of

TAG so installation disk can be made?

Thanks

CC:

ALL INFOPMATION CONTAINED
HERFEIN I3 UNCLASIIFIELD
DATE 056~14-2007 BY 6&417T9DHMH/KSR/MAJ
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b6
b7C
From: H L
To:
Date: Mon, Oct 6, 2003 2:50 PM

Subject: Certification and Accreditation Kickoff meeting for DCS

Per our conversation this morning, 1 would like to schedule a kickoff meeting for the certification and
accreditation effort for the Digital Collections Systems for 11:00 a.m. on Thursday, 16 October 2003 at
the ERF facility. I think the meeting will take about two hours plus lunch break.

The purpose of the meeting is to introduce to you and your team our DCS C&A strategy, explain the

b6 C&A process and discuss any pertinate issues you or your team may have including answering any
b7C uestions. I would suggest as attendees from your end to include (DCS 6000
IDCS 5000 & ARACHNET), Yourself (DCS 3000)] [DCSNet),

Trigger Fish), and a representative for any system that will interface with the DCS 3000 or
anyone of the above systems. You may also want to have:attend as well. Of course anyone
else you feel appropriate to attend will be welcome.

Our attendees will includ (FBI) our team IeadexEDAA representative
(Wireless) and myself (Certifiers). All our folks are contractors except fo
who is FBI. I will send the appropriate contractor information to for access to the
acility.

Please confirm that this is a good date and time for you and your team.

Thanks!

CC:

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASHIFIED
DATE 06-14=-2007 BY 55175DMH/KSR/MAD




From: b6
To: b7C
Date: Tue, Oct 14, 2003 10:32 AM

Subject: DCS 3000, 5000, 6000 CNA Effort

There is a meeting scheduled Thursday, October 16, 2003, at 11:00am in the main conference room
for the DCS 3000, 5000, 6000 CNA efforts.

Your attendance is appreciated. If you are unable to attend, please send a representative from your
group.

b6
b7C

LLL INFORMATION CONTAINED
HEREIN I35 UNCLA3SSIFIED
DATE (05-14-2007 BY o5179DMH/K3R/MAd




b6
b7C
From:
To:
Date: Tue, Oct 14,2003 9:46 AM
Subject: - Fwd: Certification and Accreditation Kickoff meeting for DCS

 please try and attend...this is very important.

thanks!

CC:

ALL INFORPMATION CONTAINED
HEFEIN IS UNCLASSIFIED
DATE (05-14-2007 BY SS179DMH/KSRANAT




‘ V .

(OTD) (FBI)
From: I (MP) (FBl) b 6
Sent: “WMon 1 4:20 PM b’7C
To: OTD) (FBI)
Subject: RE: WITT
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

...Okay, I'll make arrangements to move out there...

...just busting your nuts....

|g b6
quad b7C

Minne: I
(W) 612
(C) 612

---—-Original :
from: [OTD) (FBI)
Sent: 2:28 PM
To: (MP) (FBI)
Subject: H

b6

SENSITIVE BUT UNCLASSIFIED b7C
NON-RECORD

% don't confuse my 'probes’ as any type of 'offer’...1 do not, nor ever expect to for that matter, have any
say as to who works for or is even considered for any position. | am merely a servant like yourself. | was only
‘probing' to see who is still in the program, and/or who even has an interest in the program. Nothing in the way of
a formal transfer has been offered to myself, nor anyone else - as far as | know. | have been contacted and was
asked if | had any input that may help to re-establish the WITT as a viable program within OTD. | figured what better
place to get raw input than the field. Accordingly, | have 'reached-out' to a few individuals whom | thought were still
invoived, one of which was you. Given the fact that | left that program almost two years ago, | felt it was prudent to
communicate with people from the field in-an effort to hear what the field had to say/offer. I'm willing to listen to
anyone and will always help in whatever way | can. | sincerely appreciate the time you have taken in writing your
thoughts and observations and | look forward to talking/working with you again soon. Take Care!

mQ>
----- Original Message-——--
From: | MP) (FBI) be
Sent: _Monday. June 12, 2006 2:55 PM b7C
To: —JoTD) (FBI)
Subject: WITT

SENSITIVE BUT UNCLASSIFIED L6
NON-RECORD b7

...Both of my brain cells have been thinking throughout the weekend about our conversation on Friday
afternoon. Sounds like the good guy(s) may actually win one and conquer the bullshit monster. | appreciate your
' "new" ver, the situation with [—EL_—-Y_]

1 ALL FBRI INFORMATION CONTAINEL
HEFEIN I3 UNCLAJSSIFIED
DATE (5-14-2007 BY o5175DMH/KSR/MAJ




b6
b7C

This is a rambling dissertation...so take some Ritalin mixed with cough syrup so our brains will
match... .please pardon the typos...

Regarding the CID and OTD people working together in the WITT program...that's a can of worms. It
may sound like it's very plausible on paper, but you're trying to mix oil and vinegar here. First, from what |
understand, the CID training came about because criminal case Agents were complaining that they Tech guys
were unwilling to help them. Well, yes, and no... We've always been willing to help here in MP, as long as we
were satisfied that it was not a waste of time. One thing we consider is whether or not the criminal Agents have
done any preliminary investigation, such as, where does the subject hang out during the day? Do they have any
type of pattern established from the DCS-3000 tracker? What phone numbers does he frequently call? If they
know he's in a particular area, is there a relative, business or girlfriend that he frequents? When we ask these
questions, we are usually greeted with a blank stare. These guys always want to take the WITT vehicle out and
drive around half of town to find the guy. Then, when we explain that we need to have someone sitting at the
DCS-3000 to keep an eye on call activity and general location of the phone, we're expected to find someone
ourselves to do this. We also encounter resistance when we tell criminal Agents that we need more than one
Tech Agent to run the WITT vehicle...two at a minimum. The common thread to all of these stories is...we don't
have enough Tech Agents to dedicate someone full-time to driving around in the WITT vehicle. When we are
asked to do a mission, we have to make sure that we are not wasting our time. This is often construed as fack of
cooperation or lack of willingness to help, and off go the e-mails to CID claiming that the Tech guys in Division XX
won't help. Bureau-wide, Tech Agents are being run ragged. Under the current setup, TTAs are counted against
the Divisions' FSLs. Therefore, it pays to keep the number of TTAs low. Thus...TTA burnout, exactly what | went
through exactly a year ago. WITT is only one duty that we must undertake in addition to FISA, Title 1I/50, GPS
tracking, consensual, CCTV, microwave, etc.... Try teliing that to the Criminal Agents who have the biggest,
baddest, bad-ass on the run. End result: more e-mails to CID telling of Tech Agents' unwillingness to help.

We also have some other issued in MP (second issue). We deal mostly with the Fugitive squad here,
and, like in many other offices, these guys have a reputation for cutting corners (I'm not bashing them:; it's the way
they do business). Getting a court order is the absolute last step, if they have to. Before | had a blow-up with a
particular Agent almost exactly one year ago, we were constantly asked to call our contacts at service providers to
see if we could get various information without having to get a court order. This gets old, believe me... Doing this
once or twice to help out turns into SOP (i.e. it's expected, and you're criticized as a Tech Agent if you refuse to do
this later on). | alsc had a problem with the Fugitive guys calling the service providers and telling them that it was |
who was calling. | discovered this when | received a call-back from the service provider. Imaging my
embarrassment (and anger). We also had an Agent try to knowingly pass a bad court order to us. When we
discovered the error, he said, "Oh, | was hoping you guys didn't notice..." Some other legality issues also have
arisen, after which we as Tech Agents are usually left scrambling to cover the paperwork or other legalities (that
ain't our job...). This particular Agent just so happens to be the one who was chosen by CID to undergo WITT
training. While | cannot definitively speak for the other Tech Agents in the office, | can pretty much assure you that
no one in the Tech department will work with this guy. There is no doubt in my mind that he is going to be using
the WITT vehicle without a court order. Which brings up another issue...

Why don't the Marshals need a court order to track fugitives (third issue)? The Patriot Act is the Patriot
Act, Federal Government is the Federal Government, DOJ is DOJ... why the two different standards for the FBI
and the USMS? This undoubtedly has caused some of the rift between CID and OTD. The USMS can go out and
use their WITT equipment without a court order, yet the FBI Tech guys insist on having a court crder before they
will even deploy. Again, e-mails to CID are sent regarding the Tech Agents' lack of support.

Next, we move on to the lack of support being provided by ATU. Most recently, | sent off an e-mail to SSA
;Iasking for guidance on computer passwords for the CID Agents. | thought it was a bad idea to give them
€ | ech passwords, which allow administrative rights on our equipment. | will forward these e-mails to you for
your reading enjoyment. Anyway, | heard nothing in return fromy Jor two or three weeks. &nded
up emailing the Unit Chief. To make a long story short... nothing has been resolved regarding the computer issue.
This is only one example of why | don't even bother contacting ATU unless | absolutely have to. Keep in mind that
I've been out of the full-time Tech loop since last October, so | haven't had much reason to contact ATU lately.

| hope this gives you an idea as to what the Tech Agents go through with the WITT program.
If you need any further input or other help, please let me know.

Luv ya,




