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DCS IVR SYSTEM Statement of Need TICTU 

NEW PROJECT PROPOSAL TITLE: DCS3000 INTERACTIVE VOICE RESPONSE 
AUTHENTICATION (DCS IVR) SYSTEM. 

ORIGINATOR: b6 
b7C 

DATE OF ORIGINATION: May 01, 2001 

PURPOSE: To request the start of a new engineering activity 
within the Technical Operations Section (TOS), Telecommunications 
Intercept and Collection Technology Unit (TICTU). 

The purpose of the new activity is to develop a computer-based 
DCS_IVR System for use by TICTU that will greatly enhance their 
capabilities in tracking the deployment of the FBI's DCS3000 
software application. 

RECOMMENDATIONS/STATUS: 
1. That the TOS approve the start of a new engineering activity 

to develop a DCS_IVR System. 

2. That Electronics Technician! |be made b6 
Project Leader for this engineering activity. b7C 

3. That file number 268-HQ-1012496 be used for this engineering 
activity. 

DETAILS: The TICTU is responsible the for research, development, 
and field-deployment of- Electronic Surveillance (ELSUR) systems 
that perform 'switch-based' intercept and collection of wireless 
telecommunication data and audio. One of those ELSUR systems 
TICTU developed is the DCS3000. 

The DCS3000 is a computer-based ELSUR system that performs 
'switch-based1 intercept and collection of call detail (data) and 
call content (audio) information. .Call detail and call audio 
information is delivered over a local area network from cellular, 
enhanced specialized mobile radio and GSM service providers to 
the DCS3000 System. The DCS3000 is currently -in use bv the FBI. 

| | and many 
state and local law enforcement agencies. 

b2 
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DCS IVR SYSTEM Statement of Need TICTU 

It is the goal of TICTU to authenticate and log each installation 
of the DCS3000 software before the software is installed on a 
computer. Therefore, to facilitate the authentication process, 
TICTU engineered an authentication function in the DCS3000 Setup 
Application to better track the numerous deployments of the 
DCS3000 software. This authentication function runs at the 
beginning of the PCS3000 installation process and forces the user 
to perform an Authentication Request Call to TICTU. 

The TICTU personnel, after receiving this Authentication Request 
call, must access a computer with the DCS3000 Authority Program, 
manually input the Authentication Request Number and wait for the 
computer to calculate the Authorization Result Code. When the 
calculation is finished, TICTU personnel must then verbally relay 
the Authorization Result Code to the caller and enter the 
date/time/caller's name and organization in a DCS3000 
Authentication Log. Unfortunately these procedures take up 
valuable work time (typically 5 to 7 minutes per call) and TICTU 
personnel must be available on a 24-hour basis to answer 
Authentication Request Calls. 

The goal of this engineering activity is to provide TICTU with a 
self-contained, DCS_IVR System that will provide Automated Call 
Attendant features with intuitive Interactive Voice Response 
messages. The DCS_IVR System's capabilities will ultimately save 
TICTU valuable work time and ensure that each installation of 
DCS3000 Software is authenticated and accurately recorded in a 
database log. 

DCS_IVR SYSTEM REQUIREMENTS 
- Operate from a Windows NT PC 
- Ability to answer incoming calls 
- Ability to decode, log and display Caller ID 
- Ability to place outgoing call to caller's callback number 
and/or Caller ID 

- Provide automated logging of Authentication Requests 
- Provide automated logging of Authorization Result Codes 
- Provide friendly, Interactive Voice Responses to help 
guide the caller through the Authentication Process 

- Provide digital audio recording of caller's name and 
organization 

- Provide a date/time stamp for all calls 
- Provide DTMF digit decoding capabilities 
- Provide an Access Database Log of all information 
- Provide a robust Report Generator Utility to facilitate 
generation of reports 

File No. 268-HQ-1012496 2 May 01, 2001 

* * * For Official Use Only * * * 



* * * For O f f i c i a l Use Only. * * * 

DCS IVR SYSTEM S t a t e m e n t o f Need TICTU 

1. . MISSION/REASON 
The purpose of this new engineering activity is to provide 

TICTU with a self-contained, DCS_IVR System that will provide 
Automated Call Attendant features with intuitive Interactive 
Voice Response messages. The DCS_IVR System's capabilities will 
ultimately save TICTU valuable work time and ensure that each 
installation of DCS3000 Software is authenticated and accurately 
recorded in a database log. 

2. BASIS OF NEED 
There are no DCS_IVR Systems currently available for TICTU, 
FBI, other government agencies, and/or state and local law 
enforcement agencies to use. 

3. ASSESSMENT OF CAPABILITIES 
The DCS_IVR System activity will focus on providing TICTU, • 
FBI, other government agencies, and/or state and local law 
enforcement agencies with a user-friendly, feature rich 
DCS_IVR System capable of fully meeting the technical 
requirements listed in the details section. 

A. Existing Capability 
C u r r e n t l y , t h e FBI has no dep loyab le DCS_IVR Systems. 

B. Planned or Programmed Capabi l i ty 
Develop a user friendly, feature-rich DCS_IVR System. 

The DCS_IVR System will utilize commercial-off-the-shelf 
(COTS) computer equipment and digital telephony hardware 
controlled by TICTU-developed software. The DCS_IVR System 
will be programmable so that various modes of operation are 
possible. The DCS_IVR System will be developed to 
accommodate future methods to be fully defined at a later 
date. 

The TICTU personnel will provide system development, 
integration, configuration, and final testing of the DCS_IVR 
System. The DCS_IVR System development activities will also 
include the release of information and/or equipment by 
TICTU, FBI, other government agencies, and/or state and 
local law enforcement agencies. 

No other programs are known which are developing DCS_IVR 
System capabilities. 
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DCS IVR SYSTEM Statement of Need TICTU 

4. NEEDED CAPABILITY 
The TICTU has studied the technical specifications required 
for the successful deployment of a DCS_IVR System. Based 
upon these studies, TICTU has determined that COTS equipment 
or system components will meet the hardware requirements for 
the DCS_IVR System. The TICTU will utilize COTS hardware in 
conjunction with TICTU-developed software to develop the 
DCS IVR System. 
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1.0 INTRODUCTION 

1.1 PURPOSE 

The purpose of this Digital Delight Project Status Report (PSR) is 
to document the accomplishments of and lessons learned from the 
specified time period for the Digital Delight development project. 
This PSR summarizes the accomplishments, key issues and decisions, 
and performance from 11/01/2000 to 11/30/00, and identifies the 
major activities to be conducted in the future. 

1.2 SCOPE 

1.2.1 Identification 

Project Digital Delight has served as an interim CALEA 
telecommunications intercept system development. Initially formed 
to fill the need for an intercept system with capabilities to . 
receive switch based intercept data and audio fori I 

wireless communications. The "CALEA" like 
delivery of the mitialf I switches has evolved the development 
into a platform capable of interfacing with most CALEA switch based , „ 
surveillance packages being implemented. The resulting system is 
known as the DCS-3000 collection system. The DCS-3000 collection b/E 
system is comprised of a software package for pen register and 
Title III Call Data Channel (CDC) receipt as well as an| | 
computer card for Call Content Channel (CCC) audio distribution to 
recorders. The software runs on a Windows NT operating system and 
is networkable to accommodate multiple Title III•workstations. 
Current release for the DCS Software stands at Version 4.2D. 

The DCS-3 000 Revision 4.2Q has capabilities for CDC intercept 
from TCP/IP, RS-23 2, and X.25 data format. The DCS-3000 software 
can perform intercepts on{ | and 

Iswitches as well as accept J-STD-025 CALEA call data. The &7E 
b2 

? 
CDC data is parsed into complete call records and a Telephones 
Application up-loadable file is generated. The CDC data is also 
merged with recorder control functions provided by the DCS-3000r 

, computer card to provide audio distribution to standard| 
| |recorders for Title III operations. 
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1.2.2 Project Status Objectives 

The objectives of this status report are to document and 
convey the current development status and scope of deployments of 
the DCS-3000 system resulting from Project Digital Delight. Also, 
future issues and enhancements for the DCS-3 000 development are 
presented. 

a. Software Status and Revision 
b. Switch Manufacturer's incorporated 
c. Hardware Developments 
d. Presentation of Budget Information 
e. Presentation of Future Issues 

2.0 ACTIVITIES ACCOMPLISHED 

Project Digital Delight has been conducted under the Project 
Management Offices (PMO) reporting guidelines. To date, this 
project has documented its progress via the initial Statement Of 
Need document, an Internal Concept Proposal, and bi-monthly Project 
Progress Summary reports. Further activities associated with this 
project are developmental and operational. 

The development history of the DCS-3 000 software started 
initially with software written for the| |operating system to 
perform a| |switch CDC intercept. After initial complexities 
with field operations usingf jit was ported to the Windows NT 
operating system which provides a much easier graphical user 
interface (GUI) for field personnel to operate. Additional 
requests for pen-register and Title-Ill solutions for other 
wireless and wireline switch types have resulted in multiple 
enhancements for the DCS-3000 software. Currently, the DCS-3000 
software can be utilized for| |and 

| |switch types as well as for all J-STD-025 complaint 
switches. Due to constant upgrades and data revision changes on 
these switches, the DCS-3 000 has been in continuous development. 

Due to varying CDC delivery methods, the DCS-3 000 software has 
also evolved to accept multi-protocol data formats. It is capable 
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232 
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delivery it is capable of performing both a direct connect leased 
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI 
Telephones Application up-loadable file. 

The DCS-3 000 audio intercept card for CCC audio delivery has 
been a solely "in-house" hardware development. The audio intercept 
card is anI I computer card capable of interacting with the DCS-
3000 software to provide minimization control and audio delivery to 
the TASCAM MKII analog recorder. 

Testing was conducted by pumping the J-STD-25 output of the 
DCS-3000 into the JSI CALEA Gateway and VoiceBox After some 
initial problems, the VoiceBox and JSI CALEA Gateway are able to 
handle the DCS-3000 J-STD messaging and mate the call content 
channel to the call data. This testing is being conducted on an OS2 
version of the Voicebox running version 4.2.2 of the Voicebox 
software. There are currently no systems deployed in the field 
running this version of software. 

A Interim Solutions for Telecommunications Intercept 
class is planned for early December and 8 attendees from various 
state, local and other federal agencies are attending. Much 
planning and preparation is required to conduct these classes. 

Efforts are currently underway to integrate the cell tower 
location message from the DCS-3000 with| | a software 
mapping program. This- integration will provide real-time mapping 
capability for DCS-3000 targets and is in the final testing phase. 
Additionally, a development is underway to interface DCS-3 000 
intercept information withj |units active in an area 
under surveillance. 

I is utilizing the| I system 
Tvery to law enforcement. I Ihas for L'ALKA call data delivery 

centralized their data center in the Atlanta, Georgia area. It is 
necessary for law enforcement, conducting intercepts, to build a 
link to this facility to receive call data information from the 
I Isystem. The Telecommunications Access Group (TAG), has 
discovered that some message delivery problems exist, one in 
particular relating to the not delivering the "disconnect' 
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message at the completion of the call. This is a critical problem 
because without this message, the collection equipment does not 
know when to terminate the audio collection function, 
been made aware of this problem and is currently seeking 
resolution. 

Ihas 

bl 

b2 
b7E 

Members of the TICTU traveled to Denver, Colorado to meet with 
I to discuss intercepting a FISA target in the 

•iDing to I I Denver area, suoscr: 
has agreed, due to the importance of this case, to allow TICTU to 
co-locate access hardware in the switching center to egress the 
Call Data Channel information to the Denver collection site. 
Alternative access methods will be required for future criminal 
related intercepts. 

The TICTU assisted the Los Angeles Division in conducting the 
first Title-Ill intercept witrf 

Iutili 1 dat 
zes a| Iswitch. The DCS-
a interception and a TICTU custom-3000 is being used for caJ 

designed box, utilizing Dialogic cards, is being used to intercept 
the call content channels being delivered on a T-l. 

Operationally, the DCS-3 000 system is currently deployed in 
46 FBI field offices. Project Digital Delight has provided the FBI 
with access to 125 switches from over 10 different 
telecommunications service providers. Since the commencement of 
this project, the DCS-3000 system has been used to institute over 
100 Title III surveillance court orders and provide a means to 
institute over 500 pen register orders. A table of October, 2000 
DCS-3000 system utilizations for collection are as follows: 
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Table 1. New DCS Utilization November, 2000. 

b2 
b7E 

Field Office / 
RA 

Boston 

Columbus, OH 

Toledo, OH 

Atlanta 

West Palm Beach, 
Fla. 

Baltimore 

Minneapolis 

Knoxville 

b2 
b7E 

3.0 ISSUES/DECISIONS 

T p g H r l " w * s rondnrtPd w IE 7ith|~ 
;ed tc 

utilizing the 
ystem, used to output CDC information form the 
I switch, formatting the data into J-STD-025 and 

routing the data to law enforcement. The test was successful but 
some issues did come up. One problem pertains to t h e l I 
opening a new port every time a new call is generated. This is a 
problem for 2 reasons; If the system is processing numerous 
intercepts, there might not be enough ports available in thel 
operating system. A second problem arises when numerous calls are 
off-hook at the same time, if a current call goes into a call 
waiting status, a new call record is generated and there is no way 
to associate the new call with the existing call. These issues 
have been brought to the attention of| |of Comverse. 
Mr. McDermott visited ERF on 09/29/2000 and advised that a new 
software revision scheduled for release in 11/2000 will resolve 
these issues. As of month's end, this problem continues to exist. 
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rhe> CAT.F.A Tmnl empntat-i gn Section (CIS) has been in negotiations 
withl E Th(= TAT.F.A imnipmpni-annn section (CIS) has been i: 

[features resident in theT 
ess sefv'ic'es1. CurTSnTTy, TICTU has a DCS-3000 s< wireless sefv'lc'egT—CurTSnTTy, TICTU has a DCS-3000 solution for 

the| |service, with the exception of a 
| |call in the same local service area. These calls 
never leave the local switch, thus the vselp encoding remains 
resident in the call. The call content passed to law enforcement 
sounds like modem traffic and is not of any evidentiary benefit. 

| |is aware of this problem and prefers to make an adjunct 
device available for vselp decoding at the monitoring facility. 
TICTU advised CIS that this solution is not acceptable and that 

| |should provide an in-switch decoding solution and provide 
law enforcement, clear audio at the monitoring facility. A meeting 
was held witl| 1 CIS and ERF on November 16, 2000 to discuss 
these issues. The TICTU demonstrated toj | the interim 
solution designed by the ERF engineers. Thej |staff was 
impressed by the demonstrati on and the Bureau's abi1ity to reverse-
engineer the VSELP code, continues to balk at providing 
law enforcement with an "upstream" solution to the VSELP encoding. 
Discussions are continuing. This meeting is memorialized in an EC 
entitled TICTU Administrative, dated 11/30/200. 

4.0 PERFORMANCE 

4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL) 

This report reflects the beginning of FY-2001. The 
Telecommunications Access Group (TAG) budget has been enhanced to 

| |for development and deployment of DCS-3000 systems. To 
date, funding has not been awarded due to a continuing resolution 
in effect. 

b2 
b7E 

4 . 2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL) 
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The project schedule has been adjusted twice since the 
project was initiated in January 1997. Since the goal of this 
project is to provide telecommunications intercept capabilities 
that are otherwise unavailable, accurate schedule estimation is 
difficult to achieve. In addition, delays in the deployment of 
CALEA-complaint switch solutions and commercial collection 
systems with universal capabilities have forced the FBI to extend 
the project schedule to continue to support the needs of the 
field. All planned project activities (i.e. developments and 
deployments) are on-schedule in accordance with the latest 
modified schedule. 

' 5.0 NEXT STEPS 

The next steps will involve proceeding with support of 
operations as requested from the FBI field offices as well as 
integration of the DCS-3 000 system with deployed Digital Storm 
collection systems. Due to the roll out of CALEA compliant 
solutions by most telecommunications switch manufacturers, 
adaptation to the DCS-3000 software to accommodate anomalies 
between switch platforms are expected. 

pg-7 
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1.0 INTRODUCTION 

1.1 PURPOSE 

The purpose of this Digital Delight Project Status Report (PSR) is 
to document the accomplishments of and lessons learned from the 
specified time period for the Digital Delight development project. 
This PSR summarizes the accomplishments, key issues and decisions, 
and performance from 10/01/2000 to 10/31/00, and identifies the 
major activities to be conducted in the future. 

1.2 SCOPE 

1.2.1 Identification 

Project Digital Delight has served as an interim CALEA 
telecommunications intercept system development. Initially formed 
to fill the need for an intercept system with capabilities to 

'CALEA" like 

to n i l tne neea ror an intercept system witn capai 
receive switch based intercept data and audio for T 
I I wireless communications. The *l 
^ — — ,. , , i i . . . , ^ ^ ^ ^ ^ delivery of the mitial| {switches has evolved the development 
into a platform capable of interfacing with most CALEA switch based 
surveillance packages being implemented. The resulting system is 
known as the DCS-3000 collection system. The DCS-3000 collection 
system is comprised of a software package for pen register and 
Title III Call Data Channel (CDC) receipt as well as an| "| 
computer card for Call Content Channel (CCC) audio distribution to 
recorders. The software runs on,a Windows NT operating system and 
is networkable to accommodate multiple Title III workstations. 
Current release for the DCS Software stands at Version 4.2D. 

The DCS-3 000 Revision 4.2Q has capabilities for CDC intercept 
from TCP/IP, RS-232, and X.25 data format. The DCS-3 0 00 software 
can perform intercepts on| | and 

I 1 switches as well as accept J-STD-U2b CALEA call data. The 
CDC data is parsed into complete call records and a Telephones 
Application up-loadable file is generated. The CDC data is also 
merged with recorder control functions provided by the DCS-3000 I I 
computer card to provide audio distribution to standard [ | 

| (recorders, for Title III operations. 

b2 
b7E 
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1.2.2 Project Status Objectives 

The objectives of this status report are to document and 
convey the current development status and scope of deployments of 
the DCS-3000 system resulting- from Project Digital Delight. Also, 
future issues and enhancements for the DCS-3 000 development are 
presented. 

a. Software Status and Revision 
b. Switch Manufacturer's incorporated 
c. Hardware Developments 
d. Presentation of Budget Information 
•e. Presentation of Future Issues 

2.0 ACTIVITIES ACCOMPLISHED 

Project Digital Delight has been conducted under the Project 
Management Offices (PMO) reporting guidelines. To date, this 
project has documented its progress via the initial Statement Of 
Need document, an Internal Concept Proposal, and bi-monthly Project 
Progress Summary reports. Further activities associated with this 
project are developmental and operational. 

The development' history of the DCS-3000 software started 
initially with software written for the| [operating system to 
perform a| |switch CDC intercept. After initial complexities 
with field operations usingT lit was ported to the Windows NT 
operating system which provides a much easier graphical user 
interface (GUI) for field personnel to operate. Additional 

î p requests for pen-register and Title-Ill solutions for other 
wireless and wireline switch types have resulted in multiple 
enhancements for the DCfi-^nnp s n f ^ r s . rnrrPnrlv. t-.ho ncs-innn 
software can be utilized for 

b7E 
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switch types as well as for all J-STD-025 complaint switches. Due 
to constant upgrades and data revision changes on these switches, 
the DCS-3000 has been in continuous development. 

Due to varying CDC delivery methods, the DCS-3000 software has 
also evolved to accept multi-protocol data formats. It is capable 
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232 
delivery it is capable of performing both a direct connect leased 
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI 
Telephones Application up-loadable file. 

The DCS-3000 audio intercept card for CCC audio delivery has 
been a solely "in-house" hardware development. The audio intercept 
card is an | |computer card capable of interacting with the DCS-
3000 software to provide minimization control and audio delivery to 
the TASCAM MKII analog recorder. 

A Interim Solutions for Telecommunications Intercept class was 
held in August and 8 attendees from various state, local and other 
federal agencies attended. This brings the total number of DCS-
3000 trained technical investigators to 24. The attendees thought 
the class was very well prepared and presented. A future class is 
scheduled for 12/2000. 

Testing was conducted by mating the J-STD-25 output of the 
DCS-3000 with the JSI VoiceBox and the| [ After 
some initial problems, the VoiceBox and JSI CALEA Gateway are 
handling the DCS-3000 J-STD messaging. | jis also handling 
most of the messages but is dropping some of them. Testing will 
continue in an effort to resolve the message dropping issue. Both 
system are able to answer a ring down circuit for the call content 
delivery. 

Efforts are currently underway to integrate the cell tower 
location message from the DCS-3 000 with I I a software 
mapping program. This integration will provide real-time mapping 
capability for DCS-3000 targets. Additionally, a development is 
underway to interface DCS-3000 intercept information with 

I units active in an area under surveillance. 
: ' b2 
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Operationally, the DCS-3000 system is currently deployed in 
46 FBI field offices. Project Digital Delight has provided the FBI 
with access to 125 switches from over 10 different 
telecommunications service providers. Since the commencement of 
this project, the DCS-3000 system has been used to institute over 
100 Title III surveillance court orders and provide a means to 
institute over 500 pen register orders. A table of October, 2000 
DCS-3000 system utilizations for collection are as follows: 

Table 1. New DCS Utilization October, 2000. 

Field Office / 
RA 

Orlando (Tampa 
PO) 

Baltimore 

Chicago 

Atlanta 

Raleigh 

Knoxville 

3.0 ISSUES/DECISIONS 

provider offering dial 
tone service to various parts of the U.S. The Los Angeles Field 
Office (LAFO) has servedf |with a pen register order and is 
currently receiving billing records on a diskette. A Title III 
order will be obtained shortly after. TICTU has met with|~ 
at their test facility in Denver, CO. to test the DCS-3000 with the 

|switch. The testing was successful, however, 
| will not allow for installation of FBI equipment in their 

switch facility. The LAFO has built a lease line from] |to 
a site within 18,000 feet of the switch site to locate a router and 
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modem to route the call data to the LAFO. The audio will be 
delivered to the LAFO via T-l connection. The CDC channel has been 
tested and is passing data successfully. The CCC T-l has been 
ordered and will carry the audio for interception once a court 
order has been obtained. 

T u r i n g was conducted withl 
I system, used to output CDC information form the 

utilizing the 

b2 
b7E 

switch, formatting the data into J-STD-02 5 and 
routing the data to law enforcement. The test was successful but 
some issues did come up. One problem pertains to the| \ 
opening a new port every time a new call is generated. This is a 
problem for 2 reasons; If the system is processing numerous 
intercepts, there might not be enough ports available in the NT 
operating system. A second problem arises when numerous calls are 
off-hook at the same time, if a current call goes into a call 
waiting status, a new call record is generated and there is no way 
to associate the new call with the existing call. TIIPRP issups ĵ g 
have been brought to the attention of| | b7C 
Mr. McDermott visited ERF on 09/29/2000 and advised that a new 
software revision scheduled for release in 11/2000 will resolve 
these issues. As of month's end, this problem continues to exist. 

The CALEA Implementation Section (CIS)has been in negotiations 
withl |features resident in the| | 

S I services Currently, TICTU has a DCS-3QQQ_ solution for 
^ I service, with the exception of a 

| | call in the same local service area. These calls 
never leave the local switch, thus the vselp encoding remains b2 
resident in the call. The call content passed to law enforcement b7E 
sounds like modem traffic and is not of any evidentiary benefit. 

I I is aware of this problem and prefers to make an adjunct 
device available for vselp decoding at the monitoring facility. 
TICTU advised CIS that this solution is not acceptable and that 

| | should provide an in-switch decoding solution and provide 
law enforcement, clear audio at the monitoring facility. 
Negotiations will continue in November. 

in the southern 
Florida and New United states nas aavisea the t'til otrices in Tampa 

Orleans, Louisiana that it plans to provide a CALEA-type intercept 
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capability and that traditional intercept methods will no longer be 
supported. A problem arises in the fact that j jis not 
technically capable of offering a CALEA-type intercept at this time 
and as a result, the pen register intercept in Tampa is currently 
down. Issues of this nature will continue to arise as more and 
more providers switch to a CALEA type interface. TICTU will need 
to keep abreast of the provider plans and work closely with to 
providers to offer a seamless transition to CALEA intercept 
delivery. 

4.0 PERFORMANCE 

b2 
4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL) £7g 

This report reflects the beginning of FY-2001. The 
Telecommunications Access Group (TAG) budget has been enhanced to 

| [for development and deployment of DCS-3000 systems. To 
date, funding has not been awarded due to a continuing resolution 
in effect. 

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL) 

The project schedule has been adjusted twice since the 
project was initiated in January 1997. Since the goal of this 
project is to provide telecommunications intercept capabilities 
that are otherwise unavailable, accurate schedule estimation is 
difficult to achieve. In addition, delays in the deployment of 
CALEA-complaint switch solutions and commercial collection 
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systems with universal capabilities have forced the FBI to extend 
the project schedule to continue to support the needs of the 
field. All planned project activities (i.e. developments and 
deployments) are on-schedule in accordance with the latest 
modified schedule. 

5.0 NEXT STEPS 

The next steps will involve proceeding with support of 
operations as requested from the FBI field offices as well as 
integration of the DCS-3000 system with deployed Digital Storm 
collection systems. Due to the roll out of CALEA compliant 
solutions by most telecommunications switch manufacturers, 
adaptation to the DCS-3 000 software to accommodate anomalies 
between switch platforms are expected. 
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1.0 INTRODUCTION 

1.1 PURPOSE 

The purpose of this Digital Delight Project Status Report (PSR) is 
to document the accomplishments of and lessons learned from the 
specified time period for the Digital Delight development project . 
This PSR summarizes the accomplishments, key issues and decisions, 
and performance from 1/2000 to 6/2000, and identifies the major 
activities to be conducted in the future. 

1.2 SCOPE 

1.2.1 Identification 

Project Digital Delight has served as an interim CALEA 
telecommunications intercept system development. Initially formed 
to fill the need for an intercept system with ^ap^hi l^ip^ i-r> 

aaed intercej 
I wi re] ̂ S B r 

delivery of the mitiall jswitches has evolved the development 
into a platform capable of interfacing with most CALEA switch based 
surveillance packages being implemented. The resulting system is 
known as the DCS-3000 collection system. The DCS-3000 collection 
system is comprised of a software package for pen register and 
Title I'll Call Data Channel (CDC) receipt -as well as an| "1 
computer card for Call Content Channel (CCC) audio distribution to 
recorders. The software runs on a Windows NT operating system and' 
is networkable to accommodate multiple Title III workstations. 
Current release for the DCS Software stands at Version 4.2D. 

The DCS-3000 Revision 4.2D has capabilities for CDC intercept 
from TCP/IP, RS-232, and X,?,5 data format".. Thfl DCfi-3QnP software 
can perform intercepts on | |and 

jswitches as well as accept J-STD-025 CALEA call data. The 
cue data is parsed into complete call records and a Telephones 
Application up-loadable file is generated. The CDC data is als 
merged with recorder control functions provided by the DCS-3 000 
computer card to provide audio distribution to standard FBI Tascam 
MKII recorders for Title III operations. 

Tpi-pi"p sMitrh Hflyd intercept data and audio fori I 
I I wirel£ss_communications. The CALEA" like 

t 

ALL IMTOBMATIOtt C0HTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K3R/I 
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1.2.2 Project Status Objectives 

The objectives of this status report are to document and 
convey the current development status and scope of deployments of 
the DCS-3000 system resulting from Project Digital Delight. Also, 
future issues and enhancements for the DCS-3 000 development are 
presented. 

a. Software Status and Revision 
b. Switch Manufacturer's incorporated 
c. Hardware Developments 
d. Presentation of Budget Information 
e. Presentation of Future Issues 

2.0 ACTIVITIES ACCOMPLISHED 

Project Digital Delight has been conducted under the Project 
Management Offices (PMO) reporting guidelines. To date, this 
project has documented its progress via the initial Statement Of 
Need document, an Internal Concept Proposal, and bi-monthly Project 
Progress Summary reports. Further activities associated with this 
project are developmental and operational. 

The development history of the DCS-3000 software started 
initially wir.h software written for the| [operating system to 
perform a| Iswitch c.nc. intercept-. Atter initial complexities 
with field operations using| |it was ported to the Windows NT 
operating system which provides a much easier graphical user 
interface (GUI) for field personnel to operate. Additional 
requests for pen-register and Title-Ill solutions for other 
wireless and wireline switch types have resulted, in multiple 
enhancements for the nrs-^nop snft-warp Pnrrpntiv hho nrq-^nnn 
software can be utilized for| | 
switch types as well as for all J-STD-02b complaint switches. Due 
to constant upgrades and data revision changes on these switches, 
the DCS-3000 has been in continuous development. 

Due to varying CDC delivery methods, the DCS-3000 software has 
also evolved to accept mutli-protocol data formats. It is capable 
of TCP/IP, RS232, FTAM, telnet, and X.25 data delivery. In RS232 
delivery it is capable of performing both a direct connect leased 
line or dial out connection type. After receipt of data the DCS-
3000 system will parse intercepted information to generate an FBI 
Telephones Application up-loadable file. 

The DCS-3000 audio intercept card for CCC audio delivery has 
been a solely "in-house" hardware development. The audio intercept 
card is aril fcomputer card capable of interacting with the DCS-
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3 000 software to provide minimization control and audio delivery to 
the TASCAM MKII analog recorder. 

Operationally, the DCS-3 000 system is currently deployed in 
44 FBI field offices. Project Digital Delight has provided the FBI 
with access to 115 switches from over 10 different 
telecommunications service providers. Since the commencement of 
this project, the DCS-3000 system has been used to institute over 
100 Title III surveillance court orders and provide a means to 
institute over 500 pen register orders. A table of new (calendar 
year 2000) DCS-3000 system utilizations for collection are as 
follows: 

Table 1. New DCS Utilization since 1/2000. 

Field Office 

Albany 

Atlanta 

Chicago 

Detroit 

Houston 

Knoxville 

Las Vegas 

Los Angeles 

Miami 

Minneapolis 

New Orleans 

New York 

Norfolk 

Phoenix 

Sacramento 

Seattle 

/ RA 
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b2 

3.0 ISSUES/DECISIONS 

Four significant project issues were confronted during 
calendar year 2000. The following list summarizes these issues and 
the key decisions made in response: 

1. In March 2000, a software development was initiated to enhance 
the DCS-3 000 server capabilities for multiple switch 
connections. The rpsiilt-. of Hiis fjpvplnpmpnt is a new server 
application, calledl \capable of simultaneously 

k7E connecting to multiple switches. This development has 
significantly improved the overall performance of the DCS-3000 
system. As a result of this development, the DCS-3000 is much 
easier to administer and maintain in field offices with 
multiple connections to multiple server providers. For 
example, the DCS-3000 system in the Atlanta Field Office is 
currently connected to-eleven (11) switches using one Windows 
NT W n r V c t - a l - i n r i . 

2. In May 2000, | |announced their CALEA 
implementation pians ana scneauie" | {will centralize the 
access to CDC information for all their switches nationwide. 
Law enforcement will be allowed to access the CDC information 
via one of two methods: 1)| | frame-relay 

k2 network, or 2) virtual private network using the Internet. 
, _ The former method was chosen since FBI policy prohibits use of 
®'*lj the Internet for egress purposes. An important decision was 

made to establish a single! {access point at Quantico ERF 
for the entire FBI. ' This technique will siarjj_ficantly reduce 
operational costs and maintenance for the | |pen-register 
intercepts. 

3. In May 2000, a software development was initiated to create a 
new DCS-3000 functionality to support the centralized 
distribution of CDC information received from| | The new 
software system, called | [establishes a single 
connection to a service provider and then parses and 
distributes raw CDC information to the appropriate field 
office collection systems. The system does not process (i.e. 

b2 decode) the raw CDC information and does not require any user 
b7E input (i.e. target provisioning) 

4. In May 2 000, {adjunct module for the DCS-3 000 was 
developed to allow the DCS-3 000 system j-.o reliably connect to 
a larger |switch (i.e. a| | with more that 10 
switch-modules). The new module is capable of accepting 
hundreds of simultaneous TCP/IP connections and delivering the 
CDC information from each connection to the DCS-3 000 server 
via a single TCP/IP connection. 
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4.0 PERFORMANCE b2 

b7E 
4.1 COST PERFORMANCE (BUDGETED VERSUS ACTUAL) 

The r1'"1"01^ r̂ ŷ -î o<- r-rvc;t- to date is 
cost to date is| | 

The actual 

4.2 SCHEDULE PERFORMANCE (PLANNED VERSUS ACTUAL) 

The project schedule has been adjusted twice since the 
project was initiated in January 1997. Since the goal of this 
project is to provide telecommunications intercept capabilities 
that are otherwise unavailable, accurate schedule estimation is 
difficult to achieve. In addition, delays in the deployment of 
CALEA-complaint switch solutions and commercial collection 
systems with universal capabilities have forced the FBI to extend 
the project schedule to continue to support the needs of the 
field. All planned project activities (i.e. developments and 
deployments) are on-schedule in accordance with the latest 
modified schedule. 

5.0 NEXT STEPS 

The next steps will involve proceeding with support of 
operations as requested from the FBI field offices as well as 
integration of the DCS-3000 system with deployed Digital Storm 
collection systems. Due to the roll out of CALEA compliant 
solutions by most telecommunications switch manufacturers, 
adaptation to the DCS-3 000 software to accommodate anomalies 
between switch platforms are expected. 
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TRIP REPORT 

1. Participants 

Cellular South Liaison Meeting 
125 South Congress Street 

Jackson, Mississippi 

Wednesday, October 08, 2003 - 2:30 pm to 5:30 pm b 6 
b 7 C 

1 Name Organization 
FBI/TICTU 
FBI/TICTU/BAH 
FBI/TICTU/BAH 
Delta Telco 
Delta Telco 
Delta Telco 
Delta Telco 
Delta Telco 
Telapex, Inc. 
Cellular South 
Cellular South 
Cellular South 
Telapex.Inc. 
Telapak, Inc. 
Cellular South 
Telapak, Inc. 
Telapak, Inc. 
Telapex, Inc. 
Telapex, Inc. 
Cellular South 
Cellular South 
Franklin Telco 
Franklin Telco 
Franklin Telco 
Telepak Networks 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Louise, MS 
Ackerman, MS 
Ackerman, MS 
Louise, MS 
Louise, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Meadville, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Jackson, MS 
Bude, MS 
Bude, MS 
New Augusta, MS 
Jackson, MS 

Phone 
703 
703 
703 
662 
662 
662 
662 
662 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 
601 

E-Mail 

2. Background/Purpose 

TICTU Liaison efforts with! 1 were arranged to gain a 
-imdfiiatanding of policies and ELSUR interconnection techniques in] frnarkets.l ~ 

Operates in Mississippi, western Tennessee, southern Alabama and the Florida Panhandle! 
Jalso provides service a | 

1 

outreacn meeting was *€ 
lUthough representatives of all companies were present, the focus of this 

[ 
This meeting was coordinated through^ 

& 

Is coordinated tflrougn] 
All subpoenas and court orders are processed through his office. 

lprovides legal counsel for b2 
b6 
b7C 
b7E 

031008 Cellular South.doc 
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3. Discussion 

b 7 E 

Following introduction^ brovided an overview of the FBI/TICTU organization and mission of 
me Switch-Based Intercept Team! I narrated portions of the 

_Eajk£HaaiaLapsentation that had been customized fol | 
The presentation provided insight into the following areas: 

H n u , > m n . , H wp» b2 
b6 
u n Q • ELSUR: Statutory Authority and Statistics 

• Typical Investigative Chronology 
k / c i • Review of an Actual Kidnapping Investigation 

Addressing Tpfhniral Cha\]rn<,es. for S i w f i f Switrh Environments with emphasis placed On the 

earner systems security and integrity 
Carrier/Law Enforcement Relationships 

lutilizesl fcechnoloev. 
lprovide the switching 

• I brocesses approximately six hundred subpoenas and seven court orders yearly. 
• Throughout the presentation, representatives of] |vere extremely interactive and posed many 

questions for discussion with FBI representatives. " 
• Lengthy discussions ensued on the proper ttrwwnipntatirnj khmilH provide to law 

enforcement for subpoenas requesting call detail. Current!)] [retrieves this information 
through a separate system from their normal billing system! Haseri on subscriber request bills may or 
may not include call detail. The main mm*™ rPTwgrntafivp of] Voiced was giving too 

k o much information] fcugResteoj Icontact the Chief General Council (CDC) at 
the Jackson field office, as he did not feel that he was appropriate person to address this concern. 

® " Representatives o| [determined that they would continue to process subpoenas as they 
fc> 7 C have been and plan to coordinate a meeting with the Jackson CDC. _ _ ^ ^ _ ^ ^ _ ^ ^ ^ ^ ^ ^ _ I 

• | psked about location information requests in court orders. | | 
provided an overview of location information (Cell Site) requests in court orders and the necessary 
inclusion of the specific requirement pursuant to federal law (18 USC 2703(d)). 

• A discussion followed pertaining to E911 Phase IIi Representatives asked if this should 
be provided to law enforcement upon request.\ [addressed this by outlining the pros and 
cons carriers consider pertaining to die dissemination of Phase II for ELSUR operations. He further 
stated how helpful this information would be and how the FBI would work with] ]to have 
access to it - pursuant to it being specified in a court order. • 

• | Kiuestion how new technologies are affecting the defined CALEA structure.! I 
b 2 addressed this question by explaining how law enforcement is sometimes a step behind the rapidly 
k g changing technology. Discussion of the CALEA J-StandaidJechnical specification ensued. 
, _ • I Tasked how long a carrier is required to keep] |data? I ktated that tfiis has 
£> ' ^ not been addressed to date. | |has been keeping their data the required IS months that the 
b 7 E FCC requires toll records be kept on tile. 

| ]asked how the FBI read^ Idata. He suggested thai [technicians are having 
trouble with testing since they cannot read the garbled data| brovided Iwith a 
brief overview of the DCS 3000 software and offered the software to] lfor testing. 

I | provides an Internet service under the namj [questioned 
how the FBI handles data intercepts] [explained that the Data Intercept Technology Unit 
(DITU) handles such issues| [suggested that they would be interested in meeting with 
representatives of DITU. 

031008 Cellular South.doc 



[ 

conferences. 

jisked what happens in the case of an emergency when there has not been a circuit 
jp circuits, 
participate in any FBI training 

p 
established. | Explained that the possible use of dial-up circuits 

lstated he would be interested in having [ 

4. Action Items 

L Outreach Meeting 

to provide DCS 3000 Software to] ~}ind 
to includeT i iu i j 1 1 t n e ^ a s t Coast Conference' 
will provide^ ]POC information to facilitate a DITU 

b 2 
b o 
b7C 
b 7 E 

5. Attachments 

• 031008 CellularSouth.PDF - PowerPoint presentation (Adobe Acrobat format) 

Respectfully submitted, 

b6 
b7C 
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TRIP REPORT 

b6 
b7C 

FBI/TICTU - ATU Meeting with Globalstar 
461 South Milpitas Blvd 

Milpitas, CA 95035 

Wednesday, November 17th, 2004 - 10:00 a.m. to 12:00 p.m. 

1. Participants 

Name Representing 
FBI/ATU 

FBI/TICTU 

FBI/TICTU 

FBLTICTU 

FBI/ATU 

FBI/SF 

FBI/SF 

Globalstar 
Globalstar 
Globalstar 
Globalstar 
Globalstar 

Location 
Quantico, VA 

Quantico, VA 

Quantico, VA 

Richmond, VA 

Quantico, VA 

San Francisco, 
CA 
Palo Alto, CA 

Milpitas, CA 
Milpitas, CA 
Milpitas, CA 
Milpitas, CA 
Milpitas, CA 

Pho 
703-

703-

703-

804-

703-

415 

650 

408 
925 
408 
408 
408 

!"> F-Mail 

2. Background/Purpose 

TICTU/ATU liaison efforts witl| |were arranged to gain an understanding of| 
and ELSUR interconnection techniques ana tracking capabilities. 
This meeting was coordinated through] jofTICTU and] _ 
Ground Operations Manager fo| fend handles requests for electronic surveillance. T 
primary point of contact for ELSUR operations and tracking requests. 

alicies 

] i s a 
lis the 

3. Discussion 

| jopened the meeting with introductions and a brief overview of the FBI/TICTU organization and 
mission of the Switch-Based Intercept Team.| Ifollowed with a description of the mission of 
the Advanced Technology Units' Wireless Intercept Tracking Teamj | 

Inarmtp^ r»nTtinn<: nf thp Pnwprpnint presentation that liaa Deen customized for 
|The presentation provided insight into the following 

areas: 

ELSUR: Statutory Authority and Statistics 

b2 
b6 
b7C 
b7E 
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is to senj Ta CD of DCS 3000 ^ _ ^ ^ 
vill discuss thej pALEA solutions withl 1 
or another member of WITT will cnntaci IfnT testing the registration message and 

it's availability, 
• | \s to complete the Carrier contact sheet and return it to|_ 

S. Attachments 

• Globalstar.PDF - PowerPoint presentation (Adobe Acrobat format) 

] b2 
b6 
b7C 
b7E 

l«wl 
ELSUR 

Guide-Handout.pdf 

Respectfully submitted. 

b6 
b7C 
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TRIP REPORT 
Montana Telecommunications Association 

Holiday Inn Grand Montana 
5500 Midland Road 
Billings, MT 59101 

Tuesday, December 02, 2003 - 3:00 pm to 6:00 pm 

1. Participants 
Name Representing 

FBI/ATU Q 
Quantico, VA 
FBimcru 
Quantico, VA 
FBI/TICTU 
Quantico, VA 
BAH/T1CTU 
Quantico, VA 
FBI 
Salt Lake City, UT 
One Eighty Communications, 
Billings, MT 
One Eighty Communications 
Billings, MT 
One Eighty Communications 
Billings, MT 
Southern Montana Telco 
Wisdom, MT 
RT Communications 
Worland, WY 
Triangle Telephone 
North Havre, MT 
Triangle Telephone 
North Havre, MT 
RT Communications 
Worland, WY 
A.C.T. 
Sheridan, WY 
Triangle Tel 
North Havre, MT 
Triangle Tel 
North Havre, MT 
Blackfoot 
Missoula, MT 
Blackfoot 
Missoula, MT 
Range Tel 
Worland, WY 
Range Tel 
Worland, WY 
Range Tel 
Worland, WY 

1 
(703 

(703 

(703 

(703 

(801 

(406 

(406 

(406 

(406 

(307 

(406 

(406 

(307 

(307 

(406 

(406 

(406 

(406 

(406 

(406 

(406 

b6 
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Valley Telecommunications 
Wolfpoint, MT 
Nemont Tele Coop 
Glasgow, MT 
Valley Tele 
Glasgow, MT 
Lincoln Telephone 
Lincoln, MT 
Lincoln Telephone 
Lincoln, MT 
Acertion Connect 
Anaheim, CA 
SRT Communications Inc. 
Minot, ND 
Triangle Telephone 
Havre, MT 
Triangle Telephone 
North Havre, MT 
Triangle Telephone 
Havre, MT 
Triangle Telephone 
North Havre, MT 
Project Telephone 
Worden, MT 
Project Telephone 
Worden, MT 
Interbel Telephone 
Eurekar, MT 
Nemont Tel Coop 
Scobey, MT 
Nemont Tel Coop 
Scobey, MT 
Light River Telephone 
Issaquah, WA 
SRT Communications Inc. 
Minot, ND 
SRT Communications Inc. 
Minot, ND 
SRT Communications, Inc. 
Minot, ND 
3 Rivers Communications 
Fairfield, MT 
3 Rivers Communications 
Fairfield, MT 
Northern Telephone 
Sunburst, MT 
Northern Telephone 
Sunburst, MT 
Triangle Telephone 
North Havre, MT 
Triangle Telephone 
North Havre, MT 
Triangle Telephone 
North Havre, MT 

(406 

(406 

(406 

(406 

(406 

(714 

(701 

(406 

(406 

(406 

(406 

(406 

(406 

(406 

(406 

(406 

(425 

(701 

(701 

(701 

(40( 

(406 

(40< 

(40( 

(406 

(40( 

(406 
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1 3 Rivers Telephone | (406) 
Fairfield, MT 1 

2. Background/Purpose 

fo g • The Montana Telecommunications Association (MTA) requested FBI/TICTU representation at the MTA 
, -, „ Conference held in Billings, Montana. MTA represents wireline and wireless carriers from Montana, North 
D ' ^ Dakota, South Dakota, Wyoming, and Idaho. Liaison efforts with the MTA point of contact^ j 

| 1 were made to arrange TICTU participation at this conference. 

3. Discussion 

• Following introductions,! brovided an overview of the FBI/TICTU organization and mission 
of the Switch-Based Intercept Team. I fciarrated portions of the 
Powerpoint presentation that had been customized for the Montana Telecommunications Association; "A 
Carrier's Guide to Electronic Surveillance." The presentation provided insight into the following areas: 

b2 

b7E 

ELSUR: Statutory Authority and Statistics 
Typical Investigative Chronology 
Review of an Actual Kidnapping Investigation 

b 6 • Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the 
b 7 C ' . * 

• Carrier Systems Security and Integrity 
• Carrier/Law Enforcement Relationships 
Throughout the presentation, representatives of MTA were extremely interactive and posed many questions 
for discussion with FBI representatives. 
Lengthy discussion ensued throughoutl. Iwesentation on "Addressing Technical Challenges". 
Upon requestj^ Tprovided| |network as an example of how carriers can 
network their switches together for ELSUR delivery. . . 
Carrier representatives expressed their dissatisfaction towards the cost associated with making thel I 
CAI.F.A compliant, noting that it is less expensive to purchase a new switch than to upgrade. 

]of 3 Rivers Telephone asked what the plans are to handle Local Number Portability (LNP). • i lot i Kivers leiepnone asicea wnat tne plans are to nanaie Local Mumper fortapintv (LNrj.| 
| [explained that there is a solution in the development stages supported b j | He further 

b Z explained the main concern law enforcement has exists at the onset of investigations when determining 
k g which carrier owns a numher Tn that he d e n t e d the mirrent mpthod the FBI is utilizing to obtain ported 
, „ information through thel I system. This system provides the most 
D / ^- recent phone company the phone number has been ported to. 
b 7 E • I Iwith Lincoln Telephone asked if the FBI has a way to deal with electronic surveillance of 

calling cards. | Explained there is a system in place that is handled by the Wireline Intercept 
Group, 

• I frfNemont Telco expressed his frustrations with CALEA filings. He stated that he has been 
unsuccessful in filing the appropriate paperwork with the FCC for the purchase of switches from another 
phone company. He suggested that sincj ""lno longer working with the CALEA group, no 
one seems to know what the process is. He claimed the FCC has offered no help and feels he is being 
given the "run around."! kuggested he contact the CALEA Intercept Unit Chief, I I 

I later provided!* |with| F?oint of contact information. 
• Many of the carrier raprespntatives nressnt expressed their concerns of having installed CALEA equipment 

and not being able to test it.| [extended an offer'to assist with testing. 
• Each carrier present was provided with an ELSUR guide. 
• Following the presentation, some of the carrier representatives met one on one with the Switched Based 

Intercept Team members present to discuss their individual concerns. 

031203 MTA ConfeTence.doc 



4. Action Items 

•1= ]to provide DCS 3000 Software toj """|ofNemont Telco. 

5. Attachments 

• 031203 MTA.PDF - PowerPoint presentation (Adobe Acrobat format) 

b6 
b7C 

Respectfully submitted, 

031203 MTAConference.doc 



MEETING REPORT 
Booz | Allen | Hamilton 

FBI - TICTU meeting with Nextel Communications 
Wednesday, September 10, 2003 10:00 a.m. 

2001 Edmund Halley Drive 
Reston, VA 

1. Participants 

• Representing 
FBI/TICTU 

FBI/TICTU 

Booz | Allen | 
Hamilton 
Booz | Allen | 
Hamilton 
Nextel 

Nextel 

Nextel 

Nextel 

Nextel 

Nextel 

Nextel 
Nextel 
Nextel 
Nextel 
Nextel 

Nextel 

Nextel 
Nextel 
Nextel 
Nextel 
Nextel 

Nextel 
Nextel 

Nextel 

Nextel 

Location 
Quantico, VA 

Quantico, VA 

Maplewood, NJ 

Quantico, VA 

Reston, VA 

Reston, VA 

Reston, VA 

Reston, VA 

Reston, VA 

Reston, VA 

Reston, VA 
Reston, VA 
Reston, VA 
Reston, VA 
Reston, VA 

Reston, VA 

Reston, VA 
Reston, VA 
Reston, VA 
Reston, VA 
Reston, VA 

Reston, VA 
Reston, VA 

Reston, VA 

McLean, VA 

Telephone 
703 

703 

973 

703 

703 

703 

703 

703 

703 

703 

703 
703 
703 
703 
703 

703 

703 
703 
703 
703 
703 

703 
703 

703 

703 

030910 Nextel Communications 
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b 7 C 

Nextel 
Nextel 
Nextel 
Nextel 

McLean, VA 
Reston, VA 
Reston, VA 
Reston, VA 

703 
704 
703 
703 

• 

-

2. Background/Purpose 

Requested this meeting to familiarize new members of| |court order and 
subpoena compliance team with electronic surveillance and CALEA issues. 

I jcoordinated this meeting with| I 

b 2 
b 6 
b 7 C 
b 7 E 

3. Discussion 

b 2 
b 6 
b 7 C 
b 7 E 

c Jopened the meeting with an address to thel staff, emphasizing why it is beneficial to 
establish a good working relationship with law enforcement. 
FollowinJ lopening remarks, SS/'J Ibegan the TICTU presentation by providing an 
overview of the FBLTICTU organization and mission of the Switch-Based Intercept Team. I I 
SSA| bndT narrated portions of the PowerPoint presentation that had been customized 
for the hosting participants; "A Carrier's Guide to Electronic Surveillance." The presentation provided 
insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 
• Typical Investigative Chronology 
• Review of an Actual Kidnapping Investigation 
• Carrier Systems Security and Integrity 
• Carrier/Law Enforcement Relationships 

Prior tc[ ]portion of the presentation on Carrier Systems Security and Integrity|_ 
requested a brief explanation of CALEA for the newest members of her staff. 

| | provided a brief overview of CALEA. 
Upon the conclusion of the presentation, SSA| lopened the meeting for questions. 

I ksked if law enforcement agencies have noticed trends in criminal activity based on 
advances in technology and if the "bad guys" knew the tools Law Enforcement could use to track criminal 
activity. SSA | jaddressed this question explaining the usual trends and behaviors of ELSUR 
targets. 

| ""^sked if there was a to minimize the different types of terminology asking for the same thing 
(i.e.: AMA Dumps/Calls to Destination Searches; Call DeiailZQUJificords); as it can be perplexing to 
discern what is being requested. SSA| ^uggesteq Icontact the issuing agency to ensure 1" 

ed. 
full comprehension of what was being requested. In addition it was suggested tha| "Include the 
preferred language in their law enforcement guide. 
A brief discussion on number nnrtahilitv ensued. In an effort to assist with some of the confusion that 
number portability causes,! joffered to FTP the LERG database to] Ion a 
monthly basis. 

I frepresentatives stated they process 4,200 subpoenas (6,200 numbers) and 300 Court Orders (250 aisters and 50 Title Ills) per month. ^ _ _ _ _ _ _ 

;presentatives stated that they now offer j 
liable in California. 

I lasked ij |has chosen a vendor foi I Istated the 
vendor chosen for this service is] lasked it they will meet tne t-ALbA November 
date. | |stated they would more than likely need to file an extension. 

J This service is currently 

030910 Nextel Communications 



A discussion ensued in reference to provisioning of| pLSUR orders by IMSI numbers; and how 
often an IMSI is changed.| Istated thatl.MSl changes are usually done as a last resort when 
troubleshooting problems with a phone and after an unsuccessful master reset. 

|no longer utilizes the I Idatabase as a tool for fraud detection. Therefore the thirty days of 
Icall detail records, which capture both incoming and outgoing calls, are no longer available to 

disseminate to law enforcement upon subpoenaed reouest. Currentlvl lis utilizing a tool created in 
house called | Similar to I poes not consider this information a 
transitional record; and therefore, they do not guarantee the accuracy of the reports. Additionally, they can 
no longer perform dialed digit searches. 

I _ briefly explained howl Thas the ability to capture registration of a phone upon request. 
Jbuilt a patch that forces phones to register; this capability was created pursuant to the recent sniper 

attacks. 
?rovided| |with DCS 3000 and a [ * or testing purposes. 

4. Action Items 

X ]to FTP thet flatabase t<[ 
I to providJ 

|(this will be an ongoing item). 
] with copy of Powerpoint presentation (completed 9/11/03). 

b 2 
b 6 
b 7 C 
b7D 

5. Attachments 

Nextel-TICTU-Guide.zip - Adobe .PDF file (zipped) containing Powerpoint presentation. 

Respectfully submitted, 

b6 
b7C 
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TRIP REPORT 

Suncom Triton PCS 
100 Westgate Parkway 
Richmond, VA 23233 

Wednesday, October 22, 2003 
b o 
b 7 C 

1. Participants 

Name Organization 
FBI/TICTU 
FBI/TICTU/BAH 
FBI/TICTU/BAH 
FBI/TICTU/BAH 
FBI 
Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 
Triton PCS 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Richmond, VA 
Berwyn, PA 
Berwyn, PA 
Berwyn, PA 
Richmond, VA 
Richmond, VA 
Richmond, VA 
Richmond, VA 
Berwyn, PA 

Phone 
703 
703 
703 
703 
804 
610 
610 
610 
804 
804 
804 
804 
610 

E-Mail 

Not provided 

2. Background/Purpose 

T1CTU Liaison efforts with L ] a member ofl 
understanding of policies and interconnection techniques inf 

I Virpinia. North Carolina. South Carolina. Tennessee and Georgia. Although! 
|holdings they are not involved in any ofl 

operations 
This meeting was coordinated through! 
directed b j 
of the Berwyn, PA location. 

I were arranged to gain an 
lmarkets-1 I operates in 

Jdaily 

jSecurity Division, 
Js located in Berwyn, PA. All court orders and subpoenas are processed out 

3. Discussion 

Following introductions! Ibeean the presentation bv providing an overview of the FBI/TICTU 
organization and mission of the Switch-Based Intercept Team! I 
narrated portions of the Powerpoint presentation that had been customized fori t'A 
Carrier's Guide to Electronic Surveillance." The presentation provided insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 
• Typical Investigative Chronology 
• Review of an Actual Kidnapping Investigation ^ ^ ^ ^ ^ 
• AfirJr^ning T>nhnira? rhallpnocs fpr Specific Switch Environments with emphasis placed on| 

• Carrier Systems Security and Integrity 
• Carrier/Law Enforcement Relationships 

031022 Suncom - Triton, PCS 
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--S^*£ 

Jha! 
Jon 

I wireless technology 
brovide the switching environment forL 

I switches to be in compliance for electronic surveillance requests. 
] 

s approximately eight hundred thousand subscribers. 
processes a combination of eighteen hundred subpoenas and court orders yearly. 

"jbegan a discussion on local number portability (LNP).| frtated the 
lses pertaining to matters of electronic surveillance. Furtherance of this discussion was concerns LNP raises pertaining 

tabled for a later date 
Per the request o\ 
operating venue 

Joutlined the field offices that fall withinj_ J 
L 
validated^. 

ksked who within the FBI is authorized to sign subpoenas and how can those signatures be 
jtated that only supervisors, Assistant Special Agents in Charge (ASAC), sign 

subpoenas. He suggested that if there is anv question of signature validity they could contact the US 
Attorneys office for substantiation! Explained that a carrier "acts in good faith" unless there is a 
reason to believe a subpoena on its face is invalid. 
Throughoul [presentation on technical challenges, representatives of| jwere 
extremely interactive and posed many questions for discussion J loutlined some of the issues 
with] leurrent method of delivery, such as with not being able to capture the stop time of 
unanswered calls 
Members Concurred of| fctated they are currently discussing a frame relay method. \" 
that this method works well foC~~~""""~~~"T^ ___»______ ^ ^ ^ ^ _ _ 
Lengthy discussions ensued on the| jsystemj Offered members of| 
DCS 3000 software to utilize as an'iittfrhal hAiihlA <iBnnrinp mechanism. He elucidated that this software ze_a^jnjnn 
was not meant to replace the! system only to use for verification and testing data. 

| jexplained tha| brocesses a fair amount of FISA orders each year. He further 
stated tfiat while attempting to obtain the secret clearance necessary to administer FISA orders, a 
representative of the FBI Philadelphia field office stated thai tht>v wejn no longer processing security 
clearances do to lack of funding! bssured] Ithat he would look into this. 

I Iraised concerns of NOC nerennnel having knowledge of "taps" and questioned why they are 
not required to have secret clearance^ jaddressed his co-workers concerns and a general 
discussion ensued on integiityF tuggested that members of| |just follow best 
practices to alleviate any such issues. 

asked what carriers are entitled to charge to recuperate their costs for electronic surveillance. 
. 1 _ _ ^ — ^ l a t h u m b n a i 1 cost based on the average amount that carriers are charging, 

jstated that | "[would be interested in attending the upcoming Regional Conference. 

b2 
b6 
b7C 
b7E 

] 

4. Action Items 

;B provide DCS 3000 Software to| j 
keep] linformed of upcoming Regional Conference details. 

|to contact! |o discuss LNP. 
Jto contact "7 tTS[ 

on assisting carriers with security clearances. 
_|>f the Philadelphia field office to address their policy on 

5. Attachments 

b 2 
b 6 
b 7 C 
b 7 E 

• 031022 Triton-Suncom - PowerPoint presentation in .pdf format 

031022 Suncom - Triton, PCS 



1. Participants 

TRIP REPORT 
Birch Telecom 

timore Avenue -
Kansas City, MO 64108 

Thursday, April 8, 2004 - 9:00 a.m. to 11:15a.m. 

2020 Baltimore Avenue - 4,h Floor 

b 6 
b 7 C 

Name Organization 
FBI/TICTU 
FBI/Kansas City 
FBI/TICTU/BAH 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 
Birch Telecom 

Location 
Quantico, VA 
Kansas City, MO 
Quantico, VA 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO. 
Kansas City, MO 
Kansas City, MO 
Kansas City, MO 

Phone 
703 
816 
703-
816 
816 
816-
816 
816 
816-
816 
816-
816-
816-
816 
816-
816-
816-
816 

E-Mail 

• • 

• • 

• • 

2. Background/Purpose 

TICTU liaison efforts withl |vere arranged to gain an understanding of policies and 
interconnection techniques in their wireline markets.r lias over 500,000 subscribers in 50 
markets within 12 southern states (North Carolina, South Carolina, Tennessee, Kansas, Missouri, 
Oklahoma, Texas, Louisiana, Mississippi, Alabama, Florida and Georgia. 
Within their various market areasl brovides competitive local exchange (CLEC) services. 
Under the brand name | ^^^pervices are also offered. 
This meeting was initially requested hv TTAl . hf thr Kansas Tit" F i o M n:«ici«n Arrangements 
were coordinated bvl land] I 

3. Discussion 

b 2 
b 6 
b7C 
b 7 E 

Following introductions! jbegan the presentation hv nmviding an overview of the FBI/TICTU 
organization and mission of the Switch-Based Intercept Team-P harrated 
portions of the Powerpoint presentation that had been customized foif ^ ^ ^ ^ ^ |A Carrier's Guide to 

the fo" ' Electronic Surveillance." The presentation provided insight into the following areas: 

040408 Birch Telecom 
ALL IWF0PHATI0IJ CONTAINED 
HEREIN 15 OTCLA.SSIFTED 
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b2 
b7E 

ELSUR: Statutory Authority and Statistics 
Typical Investigative Chronology 
Review of an Actual Kidnapping Investigation _ 

I AHrfrp«!tino Tprhnirai rhaii<-n«« fy specific Switch Environments with emphasis placed on|_ 
pwitches. 

Carrier Systems Security and Integrity 
Carrier/Law Enforcement Relationships 

[acknowledged hayinel Ewitches in operation. Their Houston and Dallas 
location switches are loaded wi ithl Igeneric software, which is purportedly CALEA compliant Three 

Vichita, KS, St Louis, MO and Kansas City, MO are loaded with thj | 
ading those three switches to| In the very near future in order to 

additional! Iswitches (in Wicri 
generic! Enticipates upgrading those three switches to[ 
satisfy CALEA obligations. 

has one] Iswitch in operation. A single! fcwitch is in place but is 

Qving end-users, 
reportedly is early in the process of selecting a vendor for fiiture soft switches to replace their circuit ^ o 
ed devices. 

I Imanaeement has not objection to allowing the installation of FBI equipment (i.e. routers, modems, b 6 
etc.) in their central office facilities. b 7 C 

I bointed out that they backhaul a great deal of traffic in various market areas to switch facilities , „ 
in Kansas City. He inquired as to how they would interconnect with the FBI office in, say, Atlanta.r I 

I 1 explained the internal DCSNet facilities and suggested that the FBI would assume responsibility 
for forwarding data from the nearest point of presence to the appropriate field office. 

I inquired whether or not there exists a list of soft switches, which are known to be CALEA 
compliantl Explained the testing process and suggested that| fcontact the 
Advanced Telephony Unit for further information. 

I lacknowledged that both he anal jhold 'secret" clearances, accept FISA orders, and 
maintain approved security containers for the storage of classified orders and National Security Letters. 

I Inoted that they had been approached by a number of companies offering to handle ELSUR 
issues on their behalf. He asked if such subcontracting was advisable.! fetated that the FBI does 
not make endorsements of any such offerings. Determinations of this nature must be made by the 
management of each individual carrier. 

I Itated that, until all switches were fully CALEA compliant Iwould ensure that a 
"listening station" is made available so facilitate ELSUR activities at the central office location. 

I with an outreach binder and copy of the Po werpoint presentation on CD. 
"listening station" is made availahli 

| [provided] |v 

4. Action Items 

I to provide the DCS 3000 software and documentation to| |through| | 
L 

FBI through 
Pureed to compile and forward a list of switches, switch locations and service areas to the 

jo complete and return the "Carrier Contact Information Sheet" to| | 

5. Attachments 

• 040408 Birch Telecorappt - PowerPoint presentation 

b2 
bo 
b7C 
b7E 
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TRIP REPORT 

Conversent Communications 
313 Boston Post Road 
Marlboro, MA 01752 

Monday, June 14, 2004 • 2:00 p.m. - 4:00 p.m. 
b 6 
b 7 C 

1. Participants 

Name Representing 
FBI/TICTU 
FBI/TICTU 
FBI/riCTU/BAH 
FBI 
Conversent 
Conversent 
Conversent 
Conversent 
Conversent 

Location 
Quantico, VA 
Quantico, VA 
Maplewood, NJ 
New Haven, CT 
New Haven, CT 
Providence, Rl 
New Haven, CT 
Marlboro, MA 
New Haven, CT 

Phone 
702 
703 
97: 
202 
201 
401 
202 
50* 
202 

I E-Mail 

2. Background/Purpose 

In response to a request from TTA| |New Haven Field Office, TICTU liaison efforts with 
Conversent Communications weTe arrangea to gain an understanding of Conversent policies and ELSUR 
interconnection techniques. 

I Icoordinated this meeting. 

3. Discussion 

Following introductions! *"*_ 
the Switch-Based Intercept TeamL 

"brovided an overview of the FBI/TICTU organization and mission of 
"Jnarrated portions of the Powerpoint 

presentation that had been customized for Conversent Communications; "A Carrier's Guide to Electronic 
Surveillance." The presentation provided insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 
• Typical Investigative Chronology 
• Review of an Actual Kidnapping Investigation 
• Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the 

I tswitch. 
• Carrier Systems Security and Integrity 
• Carrier/Law Enforcement Relationships 

Founded in 1998, Conversent Communications is a facilities-based, competitive local exchange carrier 
(CLEC) that focuses on business customers along the northeast corridor. They currently support 30,000 
business subscribers (with a total of 200,000 lines) from southern Maine to New Jersey. They do not lease 
switch space from any incumbent LECs. 
Conversent operates six| Iswitches, four of which run the 16.2 software load. The remaining 
two switches, serving their NY and NJ markets, are soon to be upgraded from thetj ^software relea: : release. 

b2 
b7E 

040614 Conversent Com.doc 
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b2 
b6 
b7C 
b7E 

c Tnoted that^ ]receives a small number of subpoenas each mondi and has only 
accommodated a few pen register/Title 111 orders since launching their services. All such orders are handled 
through their corporate office in Marlboro, MA. 
Having discussed security needsj lindicated that they would likely seek a security clearance for 
one or more employees through the New Haven field office. 

I Technical representatives expressed interest in thel linterconnectinn method an 
ml IfeatureJ fcu assistance in obtaining more comprehensive documents on thi 

they contact with whom! 
It was agreed that testing betweenT 
throughr 

Jhas dealt in the past 

and asked for 
iggested that 

Tin the near future. 
land the New Haven FBI field office would be coordinated 

4. Action Items 

to provide DCS 3000 Software to[_ 
b 6 
b 7 C 

5. Attachments 

• 040614 Conversent Guide to ELSUR.PDF - PowerPoint presentation (Adobe Acrobat format) 

Respectfully submitted, 

b6 
b7C 
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1. Participants 

MEETING REPORT 
Booz | Allen | Hamilton 

Nextel Communications, Inc. 
2001 Edmund Halley Drive 

Reston, VA 20191 
Thursday, November 29, 2001 - 1:00 p.m. - 3:15 p.m. b 6 

b 7 C 

Name Representing 
Nextel 

Lucent 
Technologies 
Nextel 
Technologies 
Nextel/NTS 

Nextel/NTS 

Nextel/NTL 

Nextel 

FBI/TICTU 

FBI/TICTU 

FBI/TICTU 

FBI/TICTU 

FBI/TICTU 

Location 
Reston, VA 

Naperville, IL 

Reston, VA 

McLean, VA 

McLean, VA 

McLean, VA 

Reston, VA 

Quantico, VA 

Quantico, VA 

Quantico, VA 

Quantico, VA 

Quantico, VA 

Phon 
(7031 

(630) 

(703) 

(703) 

(703; 

(703; 

(703 

703£ 

7031 

703 

703 

703 

]" 

E-Mail 

2. Background/Purpose 

The meeting wa: 
operations in thi 

;o discuss how the introduction of tandem switches would affect ELSUR 
ireless network. 

b2 
b6 
b7C 
b7E 

3. Discussion 

Following roundtable introductionsj pistributed a "Nextel Gateway MSC 
CALEA Solution" document (dated June 20, 2001) and described the introduction ofl I 

| ^witches. This document had been the topic of discussion with CIS representatives last 
J u n e - , , I 1 
A pair of| twitches ("GTS") will be installed in each of five| piarkets; 
New York, Chicago, Southern California, Florida and Detroit. 

ALL INFORMATION CONTAINED 

011129Nextel.doc HEREIN IS UNCLASSIFIED 
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b2 
b6 
b7C 
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b2 
b6 
b7C 
b7E 

It has been determined that, once thel Itandems are in place, certain calls destined for ELSUR 
targets will go undetected. This will occur in three scenarios: 
• Calls which are unconditionally forwarded to voicemail {as may be programmed by a 

subscriber), 
• Calls which are unconditionally forwarded to any other number (as may be programmed by a 

subscriber), and 
• Calls which are unconditionally forwarded to any other number, including voicemail, as a 

result of the subscriber being "detached" (i.e. out of coverage area, handset turned "off") 
Jfor the installation of al I To address these scenariosj frias contracted witbT 

system, to be located at a central facility in Elmhurst, iL, a suburb of Chicago. ThJ 
intended to provide J-STD output through interconnection to all tenl twitches. J 
This design is intended to satisfy CALEA requirements in the five| tnarkets when used as a 
supplement to odier CDC and CCC connections made tcj Switches in those areas. 
The point of presence/demarcation point for all five markets will be Elmhurst, IL. Call content (CCC) 
will be delivered to law enforcement over dedicated Tl trunks from the) |Call-related data (CDC) 
will require an agency to usj jcircuits. 

| [acknowledged that the solution might present prohibitive costs, especially to state 
and local law enforcement agencies. He indicated that this had been a topic of previous discussions 
with CIS. 

I Expressed concern over the manner in which thel ~ l device closes TCP/IP 
connections after each call, resulting in data loss. The FBI has developed an interim "fix" for this 
problem but it is doubtful that it will accommodate the volume of traffic that is likely to be altered. A preferable solution would be to make the "H" interface a permanent connection, 

stated that he would explore this with! I 
Discussion turned to the possibility of collectively routing data (CDC) from the! ~land the 

Jto an adjunct server. This server could be configured to deliver data via a permanent 

•software as a tool to test various 
circuit or via a "store and dnmn" function, 

jifferedj L [ tifferedl lise of the DCS-3000{ 
configurations and support interim solutions. 
After extended discussion parties tentatively agreed to the following: 

An interim solution will be implemented until such time as| 
Jmodifications. 

]has completed necessary 

[ 

The ten tandems will be temporarily configured to deliver call content via dial-out on 1SUP trunks. 
Two adjunct servers (one Vanguard, one| |will be temporarily installed in Elmhurst, 
facilitating CDC delivery via a permanent connection or via a "store and dump" function. 

xpressed the FBI's preference for CCC delivery via dial-out, acknowledging that such a 
itati 

decision lies with the carrier, 
| Rioted that interest in iDEN technology was growing within the international law 

enforcement community and inquired i | Imight be willing to participate in future forums J | 
- • - •- 1

l
D T e — ' jsaid he would gladly consider participation when further details were made availac 

4. Issues/Action Items 

Issue: Configuration of "H" interface as a permanent connection fromL 
Action: | | to discuss withl I 

Issue: Installation/testing of adjunct Vanguajl fcervers in Elmhurst, IL 
Action: j |to coordinate. 

01U29Nextel.doc 



Attachments 

.1 b2 
b7E 

b6 
b7C 
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MEETING REPORT 
Booz I Allen | Hamilton 

CALEA Implementation Section (CIS) 
Telecommunications Intercept and Collection Technology Unit (TICTU) 

FBI Engineering Research Facility 
Quantico, VA 22135 

Wednesday, December 19, 2001 - 9:30 a.m. - 11:00 a.m. 

1. Participants 

b 6 
b7C 

Name 

Michael Clifford, Section Chief 

. 

Representing 
FBI/CTS/TICTU 
FBI/CTS/TICTU 
FBI/CTS/TICTU 
FBI/CTS/TICTU 
FBI/CTS/TICTU 
FBI/CITS/TICTU 
FBI/CIS 
FBI/CIS/SPAU 
FBI/CIS/WTU 
FBI/CIS 
FBI/CIS 
FBIITB 
FBI/OGC 
DEA 

Phone 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 

b6 
b7C 

2. Background/Purpose 

b2 
b7E 

b2 
b6 
b7C 
b7E 

The meeting was callfH tn riiipuss KI.STfR intercnnnertinn issues affecting two carriers! | 
I I and various issues of common interest to the 
CALEA Implementation Section (CIS) and the Telecommunications Intercept and Collection 
Technology Unit (TICTU). 

3. Discussion - Following introductory remarks by| the following topics were discussed: 

I 
^ 

3 
Lmytded an overview of the interconnection scheme to be utilized b I naea an overview ot trie interconnection scneme to oe utilized Dj | 

Noting that it was a generally good designf^ Ipointeo out that 
£ 

the content of communications (CCC) would be lost when a targeted wireless customer roams 
outside of the market in which the intercept is provisioned (see attachment). 
Ensuring that all communications is intercepted would necessitate the installation of Tl 
circuits to a DACS in each market area. In addition to the expense, the installation of a Tl 
cannot be accomplished rapidly, a detriment to investigations in which the time factor is 
critical (i.e. kidnapping case). ^___^ 
As an altemativej luggested thaj jconsider using a dialout capability in As an altemativej Suggested thi 
the wireless switches in eacl| |market. 

b6 
b7C 

ALL IUFORMATIOH C0HTAIHED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/MAJ 
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Jquestioned if roaming were an issue in many ELSUR operationsF 
suggested that a large percentage of intercepts were impacted since roaming and anonymity 
are appealing features to the criminal element. 

b2 
b6 
b7C 
b7E 

b2 
b6 
b7C 
b7E 

c 

Inrovided an overview of an issue associated with the "Interconnect" feature in the 
|wireless network (see attachments). 

Explained that interconnect calls pass through a| | 
| which determines the format in which targeted communications (,uuu) are sent to a 

monitoring facility (VSELP or PCM). If sent as VSELF it is critical that SS7 trunks are used 
for the ISDN connection. 
TICTU has encountered situations in which the switch has selected MF (analog) trunks for the 
delivery of the content. The result is that the VSELP encoded data cannot be properly 
decoded at the monitoring facility. 
The issue is resolved when a carrier applies appropriate translations to ensure that only SS7 
trunks are used. However, the remainder of the delivery path to the monitoring facility is not 
under control of the wireless carrier. Hence, there can be no guarantee that SS7 circuits will 
be used exclusively throughout the delivery path, 

I cueeested that CIS requesj |to pursue an "upstream" solution, wherein all 
intercepted data would be converted to PCM before delivery to the law enforcement 
monitoring facility. This would solve a technical obstacle and also universally benefit the 
manufacturers of collection box equipment. The contract between CIS and] |provides 
fr.r cn/-h /•ontyipan/'̂ c ancj noted that costs are negotiable. 

I Inotcd that, since PCM can be delivered on SS7 or MF trunks, an added benefit 
would be that inexpensive dialout circuits would be sufficient for switch/LEA. connections. 
He also described a "bit adjustment" solution that is currently being developed with some 
success. 

| [mentioned thaj |has been less than responsive when inquiries have been 
made regarding VSELP JSMIP<; hv the manufacturers of collection boxes (LEM). 

| hoted thai Ishould be disclosing this info to all LEMs and stated he 
would contacj \o discuss this. 

I ^tuggested that] frnight consider this anomaly a "delivery" issue that is 
outside the scope of their contract with CIS. He also cautioned thai las the affected 

is 
carrier, might not agree to that type of network change. 
Mr. Clifford suggested that this issue must be explored thoroughly beforeT 
approached. It would be important to gel |support and consider the financial factors as 
well. It would be advisable to identify all practical technical solutions, including a "bit 
adjustment" scheme mentioned b\l before contacting! pT 
Mr. Clifford requested a brief technical document that explains the issue ana I 
agreed to provide one. • • 

| Inquired as to whether this solution might require modification to the I I 
switch as well as the TRAU. That would affect the cost of any solution. 
Mr. Clifford stated that timeliness and costs were important issues as, aside from 
supplemental efforts, the funds needed hv CIS for the completion of their tasks were not 

g| |n supplemental funds. available through FY03. CIS is seeking! 

and the installation of tandem switches in their 

b2 
b 6 
b7C 
b7E 

introduced a matter invol vinj 
major market areas (see attachments) ^ ^ _ ^ ^ 
• I kviewed several network configurations which included the ten (10)| j 

switches thatl Twill install. It is necessary to address these switches as there are 
circumstances under which forwarded calls may not be intercepted. 

• I Inoted that, as an interim measure, the FBI could provide a DCS-3000 system to 

I address thfi issue for a period of 4-6 months until all jvere in place and certain 
frnodifications were complete. This will address ELSUR concerns and savj |a 

substantial sum of money. 

011219CIS-TICTU.doc 



• I jnoted that we have deployed a DCS-3000 in other carrier environments and now 
have a waiver from the Attorney General to freely distribute the software to other law 
enforcement agencies. It is no longer considered the "loan of technical equipment." 

» | ^brought the group's attention to recent press attention to Comversc InfoSys. He 
^ stresseoTne need to consider what responsive efforts, if any, might be appropriate. 

£ 0 • | froted that security issues such are these appear to be the responsibility of a 
b 7 C carrier pursuant to their Section 105 "Carrier System Security and Integrity" (SSI) 

obligations. 
• | [suggested that it might be wise to ask carriers how they address this type of 

security issue. 
• Mr. Clifford noted that SSI objectives are encapsulated in regulations promulgated by the 

FCC. Historically, the FCC has not supported security initiatives sought by the FCC (i.e. 
requiring background checks on certain carrier personnel). It may be appropriate to approach 
the FCC, describe the potential issue, and suggest supplemental FCC regulations. 

• Miscellaneous Issues 

testing arrangements. In 
b 2 lieu of increased levels of activity and travel advance notice of test dates is essentialf I 
, ^ | jagreed to provide regular updates to the test schedule and will also check on the status 

ot overduq equipment. 
b 7 C • I IA voice-activated dialing system is to be tested in the near future. The system utilized 
t-j 7 p an adjunct processmg device which, at the present time, does not output dialed digits over the 

CDC. This issue is being investigated. 
• | Rioted that a new pod would be added to ERF. Facility requirements are sought and 

are due by the end of January 2002J Encouraged all participants to provide any 
input on any attributes and/or features that may be desired by CIS or TICTU. 

4. Issues/Action Items 

Issue: Written description of| I issue is required by CIS. 
Action: | ]to provide to CIS. b 6 

b7C 
Issue: CnnrAinatinn 0f CIS/Carrier testing , „ 
Action: I to ensure that TICTU is notified in a timely fashion. D / h, 

Issue: Suggestion for future pod construction at ERF. _ 
Action: All parties to consider and forward suggestions tcj_ 

5. Attachments 

• \ \- Meeting handouts b 2 
fPowerpoint presentation D I hi 

Respectfully si 
b6 
b7C 
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TRIP REPORT 
Booz I Allen I Hamilton 

McLeod USA 
,nd 401 North 2™ Avenue - Suite 1036 

Minneapolis, MN 55426 

Monday, August 26,2002 • 1:00 p.m. - 4:00 p.m. 
b 6 
b 7 C 

1. Participants 

Name Title/Organization 
SSA, 
FBI/TICTU 
Electrical Engineer, 
FBI/TICTU 
Senior Associate, 
Booz | Allen | Hamilton 
Mgr. Switch Engineering 
McLeod USA 
Sr. Eng. - Translations 
McLeod USA 
Switch Engineei 
McLeod USA 
5ESS Switch Engineer 
McLeod USA 
5ESS Switch Engineer 
McLeod USA 
Project Manager 
McLeod USA 
Dir. Switch Engineering 
McLeod USA 

Location 
Quantico, VA 

Quantico, VA 

Quantico, VA 
Maplewood, NJ 
Minneapolis, MN 

Minneapolis, MN 

Minneapolis, MN 

Minneapolis, MN 

Minneapolis, MN 

Minneapolis, MN 

Minneapolis, MN 

Phn 
703 

703 

703 
973 
612 

612 

612 

612 

612 

612 

612 

2. Background/Purpose 

J Technical Advisor to the Minneapolis Division, initiated this meeting through i 
request for field office assistance. The purpose was to gain an understanding of McLeod USA 
policies and interconnection techniques in support of FBI ELSUR operations in their market areas. 
(Note: Due to a scheduling conflict, Tf\ |vas unable to attend.) 

b 6 
b 7 C 

3. Discussion 

b 2 
b 6 
b 7 C 
b 7 E 

Ihegan the presentation bv providing an overview of the 
jiarrated portions of the 

Following introduction^ 
TICTU organization and mission[ 
Powerpoint presentation that had been customized for McLeod USA: "A Carrier's Guide to 
Electronic Surveillance." The presentation provided insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 
• Typical Investigative Chronology 

Actual Investigation 

020826 McLeod USA 
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• Addressing Technical Challenges 
• Carrier Systems Security and Integrity 
• Carrier/Law Enforcement Relationships 

McLeod USA is a competitive local exchange carrier (CLEC) with active operations in 25 states. 
Their activities are generally focused on markets in which the incumbent LEC is Ameritech and 
SBC. Their corporate offices are located in Cedar Rapids, Iowa and another major provisioning 
facility is located in Tulsa, OK. McLeod USA absorbed the operations of the former Innovation 
Communications. ^ ^ ^ ^ ^ ^ ^ 
As a CLEC, McLeod has switching components collocated in| facilities. Qnel 
switch is located at their facility in Minneapolis. MN. 

I Imodels dominate the McLeod USA switching 1 0 • 1 imoaeis aominare 
environment. They also operate several long distance switchesf 

b 6 | ^ _ J . All their I 1 switches unlizl "Tnodi 
J 

ules and the maximum number of 
k i r ; I In any switch is presentl^^J ^__^ 

• McLeod USA's has chosen] las their voicemail server platform in| |of their markets. 
J3 ' •£• However, they are delaying the purchase and installation o\ [police surveillance" 

option until such time as there is a demonstrated need. A small number ofl Ivoicemail 
processors are also in use. In either system, messaging is provisioned for a 30-day retention 
period. 

• At the present time McLeod USA is exploring a partnership arrangement to provide telephone 
services over cable. The partnership was not further identified. 

lexplained the common interconnection options that are available on thj |and 
Iplatformsj I indicated that McLeod USA would prefer to terminate a 3 ircuit within their switching facilities and would permit the FBI to install any 

required packet assembler/disassembler (PAD), router and/or modem equipment. In discussing 
hardware McLeod USA expressed a preference for components that were DC powered. 

• I Isugeested that a | peries router might be appropriate and agreed to provide 
, _ specifications and power requirements for any equipment that might be installed. 

• I |explained that access to central office facilities would need to be carefully 
b 6 scheduled as coordination with the incumbent local exchange carrier is necessary. 
Y\l r • i hn response to an inquiry, stated that they would continue tn <«mnr>rt Inral tnnn 

intercepts as necessary. However, this method is made more complicated foj | 
& ' £• facilities/resources, not under the control of McLeod USA, are also required. 

• | jsuggested that McLeod USA consider the creation of a guide to law enforcement 
agencies on their ELSUR procedures and cost schedule. Local field office assistance was offered 
should McLeod USA wish to have select personnel seek a security clearance. 

• I reviewedthe role played by the DCS-3000 software, adding that he could make the 
UPtllll'lUlUn1 available to| [for the purposes of testing. 

• I Explained that TICTU personnel would conduct the installation efforts and conduct 
operational tests with the local field office. 

4. Action Items 
b2 
b o • I |vill emai| |a copy of this presentation in adobe acrobat format. 
b 7 C • I fwill follow up with I |on equipment specifications, DCS-3000 software and 
•u 7 p router configuration scripts. 

020826 McLeod USA 



? 

S. Attachments 

J - Powerpoint presentation 

Respectfully ""h""**"* b2 
b6 
b7C 
b7E 

020826 McLeod USA 



TRIP REPORT 
Booz I Allen I Hamilton 

Mid-Rivers Communications (host) 
408 First Street West 
Roundup, MT 59072 

Tuesday, October 8, 2002 • 10:00 a.m. - 3:00 p.m. 

b 6 
b 7 C 

1. Participants 

I Title/Organization" Name 
SSA, 
FB1/T1CTU 
Electrical Engineer, 
FBI/TICTU 
Senior Associate, 
Booz I Allen I Hamilton 
SSA 
FBI, Salt Lake City Div. 
FBI, Salt Lake City Div. 
(BAE Contractor) 
Range Telephone 
Cooperative, Inc. 
Range Telephone 
Cooperative, Inc. 
Range Telephone 
Cooperative, Inc. 
Range Telephone 
Cooperative, Inc. 
Range Telephone 
Cooperative, Inc. 
Lincoln Telephone 

3 Rivers 
Communications 
3 Rivers 
Communications 
Mid-Rivers Telephone 
Cooperative, Inc. 
Mid-Rivers Telephone 
Cooperative, Inc. 
Mid-Rivers Telephone 
Cooperative, Inc. 
Mid-Rivers Telephone 
Cooperative, Inc. 
Mid-Rivers Telephone 
Cooperative, Inc. 
Mid-Rivers Telephone 
Cooperative, Inc. 
Triangle Telephone 

Location 
Quantico, VA 

Quantico, VA 

Quantico, VA 
Maplewood, NJ 
Salt Lake City, UT 

Salt Lake City, UT 

Forsyth, MT 

Forsyth, MT 

Forsyth, MT 

Forsyth, MT 

Forsyth, MT 

Lincoln, MT 

Fairfield, MT 

Fairfield, MT 

Glendive, MT 

Glendive, MT 

Glendive, MT 

Roundup, MT 

Roundup, MT 

Circle, MT 

Havre, MT 

Phone 
703 

703 

703 
973 
801 

801 

406 

406 

406 

406 

406 

406 

406 

406 

406 

406 

406 

406 

406 

406 

406 

E-Mail 

021008 Mid-Rivers Communications 
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b6 
b7C 

Title/Organization 
Triangle Telephone 

Nemont Telephone 

Nemont Telephone 

Nemont Telephone 

Project Telephone 

Sagebrush Cellular 

Northwest Communi-
cations Cooperative, Inc. 
Northwest Communi-
cations Cooperative, Inc. 

Location 
Havre, MT 

Scobey, MT 

Scobey, MT 

Scobey, MT 

Worden, MT 

Glasagow, MT 

Ray.ND 

Ray, ND 

Phone 
406 

406 

406 

406 

406 

406 

701 

701 

F.lWail 

2. Background/Purpose 

. [ bf Mid-Rivers Communications requested this meeting through SSAl pf 
the Salt Lake City DivisionT {offered to host the forum for other Montana and western 
North Dakota carriers as well. Mid-Rivers also offered a testbed opportunity on their| | 

1 bwitch. a wireline platform on which TICTU had not previously tested. 
The majority of attendees represented rural wireline local exchange carriers. Many of the 
companies also offered ISP services. 

3. Discussion 

Following introductions! **~ 
TICTU organization and mission! 

"lhegan the presentation hv nroviding an overview of the 
narrated portions of the 

Powerpoint presentation that had been customized for the many carriers in attendance; "A 
Carrier's Guide to Electronic Surveillance." The presentation provided insight into the following 
areas: 

• ELSUR: Statutory Authority and Statistics 
• Typical Investigative Chronology 
• Review of an Actual Kidnapping Investigation 
• Addressing Technical Challenges 
• Carrier Systems Security and Integrity 
• Carrier/Law Enforcement Relationships 

Following the presentation, questions from carrier participants centered on various elements of 
costs, charges and reimbursement opportunities. Responses were necessarily limited to the manner 
in which carriers may elect to charge law enforcement entities when they perform ELSUR 
activities in response to a court order. Questions on initial costs were referred to the CALEA 
Implementation Unit. 

As a number of companies were Internet Service Providers, an explanation was made as to the 
distinct missions of the Data Intercept Technology Unit (DITU) and the Telecommunications 
Intercept and Collection Technology Unit (TICTU). 

b2 
b6 
b7C 
b7E 
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Following a lunch break, testing was initiated on the livl bwitch operated 
by Mid-Rivers Communications. Representatives of numerous other carriers observed the testing 
process, Mid-Rivers had previously installed the requisite hardware and software offered by their 
vendor|~ p. Prior to this time, there had been no opportunity for operational testing with a 
law enforcement agency. 

It was apparent that the| piALEA solution utilized! fcomponents. For 
the purposes of this initial test, the CDC connectivity to a DCS-3000 device was provided by a b 2 

| [connection. In an actual installation, CDC delivery could be accomplished through the b 7 F 
use of a router/modem pair installed at the end office switch! |voiced no objection to 
having law enforcement equipment located on their premises. 

Testing disclosed that the call content channel (CCC) could be delivered to a local or long distance 
directory number that would be provided by the law enforcement agency. No special dedicated 
circuits were required. 

All tests seemed to function properly. However, no attempt was made to apply the many call 
scenarios and variations that are addressed in J-STD025 or J-STD025A.I tvas cautioned 
that this testing should not be deemed an "official" acceptance ofthej [solution or a 
guarantee of compliance. b 2 

b6 Many carriers expressed interest in the DCS-3000 software as a tool for their own testing 
purposes.! bgreed to provide a copy of the latest release to each participating carrier b 7 C 
organization. b 7 E 

4. Action Items 
b 6 
b7C 

• I ir» provide each participating carrier with a copy of the DCS-3000 software suite and 
installation/operation guide. 

5. Attachments 

• 021008 Mid-Rivers Guide to ELSUR.pdf- Powerpoint presentation in .pdf format 

Respectfu]|v snhmittei 

021008 Mid-Rivers Communications 



TRIP REPORT 
Booz j Allen | Hamilton 

Northwest Telecom Carrier Group 
Monitor Telephone Company (host) 

15265 Woodbum Monitor Road NE, Woodbum, OR 97071 

Wednesday, December 11,2002 • 8:30 a.m. - 4:00 p.m. 
b 6 
b 7 C 

1. Participants 

Name Organization 
FBI/TICTU 
FBI/TICTU 
Booz Allen 
FBI Field Office 
FBI Field Office 
Cascade Utilities 
Cascade Utilities 
Western Independent 
Networks 
St. Paul 
Colton Telephone 
Colton Telephone 
RT Communications 
RT Communications 
Monroe Telephone 
Beaver Creek Tel. 
Oregon Telephone 
SMTA/ 
Scio Telephone 
SMTA/ 
Scio Telephone 
PowerTelNet 
Wahkiakum West 
Wahkiakum West 
TelAlaska 
Mt. Angel Telephone 
Pioneer Telephone 
Pioneer Telephone 
Table Top Telephone 

Mt. Angel Telephone 
QVNW 
GVNW 
GVNW 
Nehalem Telephone 
Monitor Telephone 
Monitor Telephone 
Monitor Telephone 
Stayton Coop. 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Portland, OR 
Portland, OR 
Estacada, OR 
Estacada, OR 
Beaver Creek, OR 

St. Paul, OR 
Colton, OR 
Colton, OR 
Worland, WY 
Worland, WY 
Monroe, OR 
Beaver Creek, OR 
Mt. Vernon, OR 
Scio, OR 

Scio, OR 

Prosser, WA 
Rosberg, WA 
Rosberg, WA 
Anchorage, AK 
Mt. Angel, OR 
Philomoth, OR 
Philomoth, OR 
Ajo, AZ 

Mt. Angel, OR 
Tualatin, OR 
Tualatin, OR 
Tualatin, OR 
Nehalem, OR 
Monitor, OR 
Monitor, OR 
Monitor, OR 
Stayton, OR 

Phone 1 E-Mail 1 
(703) 
(703) 
(703) 
(503) 
(503) 
(503) 
(503) 
(503) 

(503) 
(503) 
(503) 
(307) 
(307) 
(541) 
(503) 
(541) 
(503) 

(503) 

(509) 
(360) 
(360) 
(907) 
(503) 
(541) 
(541) 
(520) 

(503) 
(503) 
(503) 
(503) 
(503) 
(503) 
(503) 
(503) 
(503) IN/A | 
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b6 
b7C 

Name 

i 

Organization 
Molalla Comm. 
Molalla Comm. 
Molalla Comm. 
Canby Telephone 
Association 
Canby Telephone 
Association 
Western Independent 
Networks 
Western Independent 
Networks 

Location 
Molalla, OR 
Molalla, OR 
Molalla, OR 
Canby, OR 

Canby, OR 

Tualatin, OR 

Beaver Creek, OR 

Phone I E-Mail 
(503) 
(503) 
(503) 
(503) 

(503) 

(503) 

(503) 

2. Background/Purpose 

[ T(GVNW Consulting) offered to coordinate this gathering of service providers in the 
northwest region of the country, having been advised of our previous presentation in Montana. Monitor 
Telephone Company agreed to host the meeting. The majority of attendees represented rural wireline local 
exchange carriers. Many of the companies also offer ISP services. 

3. Discussion 

b6 
b7C 

b2 
b7E 

b6 
b7C 

Following infrndiK-Hon J Ihepan the nrsspntation hv nroviriinp an overview of the TICTU 
organization and mission] narrated portions of the Powerpoint 
presentation that had been customized for the many earners in attendance; "A Carrier's Guide to Electronic 
Surveillance." The presentation provided insight into the following areas: 

L 

ELSUR: Statutory Authority and Statistics 
Typical Investigative Chronology 
Review of an Actual Kidnapping Investigation 
Addressing Technical Challenges 

• Carrier Systems Security and Integrity 
• Carrier/Law Enforcement Relationships 

During and following the presentation, questions from carrier participants centered on various elements of 
interconnection methods. Several questions on extension requests were referred to the CALEA 
Implementation Unit. 
Carriers were requested to complete "Carrier Information Sheets" reflecting current company contact 
information for ELSUR issues. 
Following a lunch break, individual consultations were held with several representatives, again centering 
on interconnection techniques. 
Many carriers expressed interest in the DCS-3000 software as a tool for their own testing purposes] I 

jagreed to provide a copy of the latest release to each participating carrier organization. 
Each carrier was provided with a binder containing comprehensive information related to ELSUR 
authorizations, statistical reports, FCC regulations, CALEA Sec. 105 and J-STD025. 

021211 Portland-GVNW.doc 



4. Action Items 

b 6 
b7C 

| fo provide any interested carrier with a copy of the DCS-3000 software suite and 
instal latiorffiperation guide. ^ ^ ^ 

to provide copy of switch interconnection slides and copies of "Carrier Info Sheets" to TAI I 
and Division, (completed 12/13/02) 

5. Attachments 

• GVNW-Portland - Guide to ELSUR.pdf- Powerpoint presentation in .pdf format 
• GVNW-Portland-Carrier Info Sheets.pdf 

Respectfully submitted, 

021211 Portland-GVNW.doc 



b6 
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TRIP REPORT 
FBI/TICTU - ATU Meeting with i-Wireless 

4135 N.W. Urbandale Drive 
Urbandale, Iowa, 50322 

Wednesday, September 15, 2004 - 10:00 a.m. to 12:00 p.m. 

1. Participants 

Name Representing 
FBI/TICTU 

FBI/TICTU 

FBI/TICTU 

FBI/TICTU 

FBI/TICTU 

FBI/ATU 

FBI/ATU 

i- Wireless 
i -Wireless 
i -Wireless 
i -Wireless 
i -Wireless 
i -Wireless 

i Wireless 

Location 
Quantico, VA 

Quantico, VA 

Quantico, VA 

Richmond, VA 

Quantico, VA 

Quantico, VA 

Quantico, VA 

Urbandale, IA 
Urbandale, IA 
Urbandale, IA 
Urbandale, IA 
Urbandale, IA 
Urbandale, IA 

Urbandale, IA 

Phone 
703 

703 

703 

804 

703 

703 

703 

515 
515 
515 
515 
515< 

H O=L 
i S i 

E-Mail 

2. Background/Purpose 

b 6 
b 7 C 

• TICTU/ATU liaison efforts with i-Wireless were arranged to gain an understanding of i-Wireless' policies 
and ELSUR interconnection techniques. 

• This meeting was coordinated throughl lis a Network 
Engineer for i-Wireless and has worked with the TICTU engineers to establish! 1 

I (based on an initial request from the Springfield Division. I lis the primary 
point of contact for ELSUR operations. 

3. Discussion 

b 6 
b 7 C 

| [opened the meeting with introductions and a brief overview of the FBI/TICTU organization and 
mission oi tne Switch-Based Intercept Team.| |foilowed with a description of the mission 
of the Advanced Technology Units' Wireless Intercept Tracking Team.| | 

I ^narrated portions of the PowerPoint presentation that had been, 
customized for i-Wireless; "A Carrier's Guide to Electronic Surveillance." The presentation provided 

040915 i-Wireless 
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"̂  

b2 
b7E 

insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 
• Typical Investigative Chronology 
• Review of an Actual Kidnapping Investigation 
• _ Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the 

Jwitch. 
Wireless Intercept Tracking Team (WITT) Overview 
Carrier Systems Security and Integrity 
Carrier/Law Enforcement Relationships 

b2 
b6 
b7C 
b7E 

idicated that proper identification for new 

i-Wireless is a privately owned company that was established in 1998 and provides wireless GSM service 
in Iowa and Illinois. 
i-Wireless also offers prepaid wireless servicer" I 
subscribers is required at the time of purchase. 
i-Wireless processes approximately 120 subpoenas monthly. Since 1998, they have processed five criminal 
ELSUR orders, and one FISA order. 
i-Wireless currently offers GSM technology utilizing aj I switch with software load M-l 1 
located in Cedar Rapids, Iowa. This switch currently supports approximately 300 cell sites. 
Since i-Wireless is a privately owned company, they were reluctant to offer the exact number of subscribers 
they have. One representative disclosed that they had more than fifty thousand subscribers. 
Throughout the presentations, members of i-Wireless interacted with questions and comments for the 
TICTU and ATU representatives. 

Jaddressed representatives of i-Wireless explaining the differences between Title III and Title 50 
(FISA) court orders. He further explained that after 9/11/2001 the FBI's primary focus has shifted towards 
National Security investigations. 
A comprehensive discussion about the delivery of CDC and CCC ensued during the "Technical 
Challenges" portion of the presentation. When askedj jexplained the FBI's position on VPN 
delivery of CDC information. 

[ |stated that although representatives of| |claim that the[ ptated that although representatives on 
compliant it is not J-STD-025 compliant. 

Jstated that the FBI is willing to test the CDC data witl£ 

] s CALEA 

Jand could alter the DCS 
3000 software to adapt to the message format that i-Wireless delivers. Once this is completed he will 
provide i-Wireless with the DCS 3000 software to use for future internal testing. 
Members of i-Wireless agreed to provide the FBI with cell site data that is needed for tracking operations. 

, . Istated that for GPRS deployment i-Wireless utilizes! [infrastructure and asked if 
I Ishould be addressed in court orders for GPRS intercepts.! Explained that more than 
likely that would be the case, but it would be up to the legal entities oi| [and i-Wireless to make 
that determination. ~ ~ 

• i-Wireless seemed interested in attending future TICTU Regional Conferences. 

4. Action Items 

b 2 
b 6 
b 7 C 
b 7 E 

I 
[ 

adapt to! |c 

to coordinate testing for connectivity and data delivery withf 
provide i-Wireless with DCS-3000 software upon implementation of upgrades necessary to 

Idata format. 
tocoordinate the transfer of i-Wireless cell site data wiuT 

040915 i-Wireless 



5. Attachments 

040915 i-Wireless.PDF - PowerPoint presentation (Adobe Acrobat format) 

Respectfully submitted, 

b6 
b7C 

040915 i-Wireless 



TRIP REPORT 
Booz | Allen | Hamilton 

FBI Field Office - San Juan 
US Federal Office Building - Room 526 

150 Carlos Chardon Avenue - Hato Rey, PR 00918 

Thursday, March 27,2003 • 10:00. a.m. - 12:30 p.m. 
b 6 
b 7 C 

1. Participants 

Name Organization 
FBI/TICTU 
FBI/TICTU 
Booz Allen 
FBI, San Juan 
FBI, San Juan 
Verizon Wireless 
Verizon Wireless 
Verizon Wireless 
Sprint 
AT&T Wireless 
Movistar 

Movistar 

Movistar 
Movistar 

Centennial PR 
Cingular 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
San Juan, PR 
San Juan, PR 
San Juan, PR 
San Juan, PR 
San Juan, PR 
Guaynabo, PR 
Miramar,PR 
Guaynabo 

Guaynabo 

Guaynabo 
Guaynabo 

San Juan, PR 
San Juan, PR 

Phon 
(703) 
(703) 
(703) 
(787) 
(787) 
(787) 
(787) 
(787) 
(787) 
(787) 
(787) 

(787 

(787 
(787 
(787 
(787 
(787 

e 1 E-MaiJ 

2. Background/Purpose 

to O • Liaison efforts with the carriers in attendance resulted from a request from San Juan field office personnel. 
k 7 C 1 n ' s gathering was hosted by the FBI field office and included all carriers providing wireless services 

within the commonwealth of Puerto Rico. 

3. Discussion 

Following introduction^ began the presentation bv providing an overview of the FBI/TICTU 
organization and mission] pairated portions of the PowerPoint 
presentation that had been customized for the hosted participants; "A Carrier's Guide to Electronic 
Surveillance." The presentation provided insight into the following areas: 

b2 
b7E 

ELSUR: Statutory Authority and Statistics 
Typical Investigative Chronology 
Review of an Actual Kidnapping Investigation 
Addressing Technical Challenges for Specific Switch Environments, including; 
• I [GSM technology) 

1 r ALL INFORMATION CONTAINED 
030327 Carriers-PuertoRico.doc HEREIN 15 UNCLASSIFIED 

DATE 06-14-2007 BY 65179MH/KSR/HAJ 



b2 
b7E 

Carrier Systems Security and Integrity 
Carrier/Law Enforcement Relationships 

r J l s o reviewed future switch enhancements that will enable CDC and CCC channels to be 
interconnected to FBI collections points via dial-out circuits. Data will be transported as GR-30 information 
in a manner similar to "Caller ID." 
Carriers in attendance expressed interest in the DCS-3000 software and the ability to use the application to 
test their individual CALEA-type solutionsf [agreed to provide carriers with a copy of the 
software and documentation at no cost. 
r distributed an ELSUR Contact/network information sheet to each carrier and requested that 
they be returned via FAX. This information is to be posted on the Intranet resources available to all field 
office technical personnel. 

4. Action Items 

r j to provide carriers with a soft copy of the Powerpoint presentation that was reviewed during the 

]SprintPCS, Metro Office 
meeting as well as the DCS-3000 application for distribution to the attendees. 
It was requested that a "Carrier Outreach" binder be sent t 
Park, Suite #1, Guaynabo, PR 00968 (shipped on 03/28/0 

C 
D3y 

5. Attachments 

• PuertoRico-Guide to ELSUR.pdf - Powerpoint presentation in .pdf format 

Respectfully submitted, 

b 6 
b7C 

030327 Carriers-PuertoRico.doc 



TRIP REPORT 
Booz I Allen | Hamilton 

Telephone Apprenticeship Safety & Training 
1615 Capitol Way, Suite 204 

Bismarck, ND 58501 
be 
b 7 C 

Wednesday, April 2, 2003 • 10:00 a.m. - 1:30 p.m. 

1. Participants 

Organization 
FBI/TICTU 
FBLTICTU 
Booz Allen 
Booz Allen 
Telepgone AT&S 
SRT Wireless/ 
Communications 
Reservation 
Telephone 
Reservation 
Telephone 
IdeaOne Telecom 
IdeaOne Telecom 
Wikstrom 
Telephone 
Polar 
Communications 
Polar 
Communications 
Consolidated 
Telecom 
Consolidated 
Telecom 
Consolidated 
Telecom 
Northwest Com-
munications Coop 
Northwest Com-
munications Coop 
Dakota Central 
Dakota Central 
BEK 
Communications 
BEK 
Communications 
North Dakota 
Telephone 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Stafford, VA 
Bismarck, ND 
Minot, ND 

Parshall, ND 

Parshall, ND 

Fargo, ND 
Fargo, ND 
Karlstad, MN 

Park River, ND 

Park River, ND 

Dickinson, ND 

Dickinson, ND 

Dickenson, ND 

Ray, ND 

Ray, ND 

Carrington, ND 
Carrington, ND 
Steele, ND 

Steele, ND 

Devils Lake, ND 

Phone E-Mail 1 
(703) 
(703) 
(703) 
(540) 
(701) 
(701) 

(701) 

(701) 

(701) 
(701) 
(218) 

(701) 

(701) 

(701) 

(701) 

(701) 

(701) 

(701^ 

(701) 
(701) 
(701) 

(701) 

(701) 

030402 TelAT&S-Bismarck.doc 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K5R/MAJ 



b b 
b7C 

SRT 
Communications 
Midstate 
Communications 
DRN 
West River Telecom 
West River Telecom 

Minot, ND 

Beach, ND 

Ellendale, ND 
Hazen, ND 
Hazen,ND 

(701) 

(701) 

(701) 
(701) 
(701) 

2. Background/Purpose 

Liaison efTorts with the carriers in attendance resulted from a similar group presentation hosted by Monitor 
Telephone Company, Portland, OR in December 2002. This gathering was hosted by Telephone 
Apprenticeship, Training and Safety, an organization that supports a number of rural carriers in North 
Dakota. 

With prior approval 
and Collection Unit (DITU), attended as an observer. 

J currently formulating an outreach program for the Data Intercept 

b 6 
b7C 

3. Discussion 

b 6 
b 7 C 

[ 

Mil 
Thppan thp nresentatinn hv nrnvi<]inp an overview of the FBI/TICTU 

Tated portions of the Powerpoint 
Following introduction: 
organization and mission 
presentation that had been customized for the hosted participants; "A Carrier's Guide to Electronic 
Surveillance." The presentation provided insight into the following areas: 

• ELSUR: Statutory Authority and Statistics 
• Typical Investigative Chronology 
« Review of an Actual Kidnapping Investigation 
• Addressing Technical Challenges for Specific Switch Environments; 

Carrier Systems Security and Integrity 
Carrier/Law Enforcement Relationships 

b2 
b7E 

Talso reviewed future switch enhancements that will enable CDC and CCC channels to be 
interconnected to FBI collections points via dial-out circuits. Data will be transported as GR-30 information 
in a manner similar to "Caller ID." 
Carriers in attendance expressed interest in the DCS-3000 software and the ability to use the application to 
test their individual CALEA-type solutionsj* ""[agreed to provide carriers with a copy of the 
software and documentation at no cost ^ - — —~~,~~^ ^ ^ _ ^ ^ _ ^ 
A survey of the audience indicated that several companies also were Internet service providersl I 
asked if it would be possible to provide insight into ELSUR requirements in an ISP environment! 

I indicated that such a program was currently under development and thatj 
be contacted at a future time. 

I [gathered ELSUR contact/network information from the carriers in attendance. This information 
is to be posted on the Intranet resources available to all field office technical personnel. 

jwould 

030402 TelAT&S-Bismarck.doc 



b 2 
b 6 
b 7 C 
b 7 E 

4. Action Items 

I |to provide Telephone AT&S with a soft copy of the Powerpoint presentation that was reviewed 
during the meeting as well as the DCS-3000 application for distribution to the attendees. 

5. Attachments 

• Telephone ATS Guide to ELSUR.pdf- Powerpoint presentation in .pdf format 
• NDakotaCarriers.pdf - Carrier contact information sheets submitted by attendees. 

j«.sn*ctfiillv submitted 

b6 
b7C 

030402 TelAT&S-Bismarck.doc 



TRIP REPORT 
BridgeCom Outreach Meeting 

1065 Avenue of the Americas - 10th Floor 
New York, New York 

Tuesday, March 04, 2004 1:00 p.m. 
b 6 
b 7 C 

1. Participants 

Name Representing 
FBI/TICTU 
FBI/TICTU 
FBI/TICTU/BAH 
FBI/TICTU/BAH 
FBI/NYFO 
BridgeCom 
Network Engineering 
BridgeCom 
Network Operations 
BridgeCom 
IT 

Location 
Quantico, VA 
Quantico, VA 
Maplewood, NJ 
Quantico, VA 
New York, NY 
Valhalla, NY 

New York, NY 

Valhalla, NY 

Phone 
703 
703 
973 
703 
212 
914 

914 

914 

E-Mail 

1 

2. Background/Purpose 

• In response to a request from the New York Field Office, TICTU liaison efforts with BridgeCom were 
arranged to gain an understanding of RridpeCom nnlicies and Ft SIIR interconnection techniques. 

• This meeting was coordinated through! lof Network 
Operations for BridgeCom and is responsible for facilitating CALEA compliance. Subpoenas and court 
orders for BridgeCom are processed through the Valhalla, New York location. 

3. Discussion 

Following introduction^ InTOvided an overview of the FBI/TICTIJ organization and mission of 
the Switch-Based Intercept Team.) [narrated portions of the 
Powerpoint presentation that had been customized tor onaget-om; "A carrier s Guide to Electronic 
Surveillance." The presentation provided insight into the following areas: 

£ 
?-

b6 
b7C 

ELSUR: Statutory Authority and Statistics 
Typical Investigative Chronology 
Review of an Actual Kidnapping Investigation 
Addressing Technical Challenges for Specific Switch Environments with emphasis placed on the 
SanteraOne soft switch. 
Carrier Systems Security and Integrity 
Carrier/Law Enforcement Relationships 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K3R/MAJ 

040504 BridgeConudoc 



• BridgeCom is a competitive local exchange carrier (CLEC) with approximately 100,000 subscribers. They 
lease switch space and local loop copper from! I'the ILEC) and are currently adding facility-based 
subscribers of their own. ^ ^ ^ ^ ^ ^ ^ ^ ^ 

• BridgeCom supports facility-based subscribers through a I Iswitch. 
• I I asked if there was a priority sequence that should be followed when experiencing multiple 

requests from various law enforcement agencies. I explained that there was not a policy 
established to address precedence, however, resource constraints pertaining to capacity issues could be 
discussed. ^ ^ _ ^ ^ ^ 

• During the portion of the presentation that discussed exigent circumstances! JICVPH what type of 
paperwork BridgeCom could expect to see prior to the issuance of the court order| |said that 

v. n unless there is an exigent form provided by the carrier, that the NYFO faxes the request on FBI letterhead 
signed by an official within their office! |further explained the typical field office process for 
exigent circumstances. b 6 

b2 

k 7 Q • I Tasked if there was a 'shut off mechanism built in to the provisioning that provides an end date 
, „ to stop ELSUR orders from running past the expiration date! Explained that it would depend on 
® ' *-* the provisioning system of the} Iswitch. If the switch does not have an automatic feature to shut 

down, then a manual "tickler" system would be appropriate. 
A discussion on CALEA compliancejjfirjajning to th| Iswitch ensued explained that 

iant Hrm/cyer 
mipf neitaininp 

j^hjejLsaeaking to representatives oj (he was assured that they were CALEA coma 
I Istated they could not elaborate on how the delivery would be accomplished! 

requested further verification from| !and suggested that he plans to have a conference call with them 
in the near future. 

I |added that he contacted members of the FBI CALEA Implementation Unit (CIU) to request 
information about thj Iswitch. Members of CIU did not have specific information about 

I Ideliverv methods for CDC and CCC. Oncj [receives the information he will 
provide it to| |However! (suggested that the delivery would be either TCP/IP or 
X.25; based on past experience he believes that the delivery will be TCP/IP. 
Both! ^ t a v e reviewed the documentation provided bvl land agree that it 
suggests that the CDC delivery is compliant but provides no information on how interconnection is 

b 6 . avhigYgd. • 
b 7 C * I plans to set up a conference call with! I as he is looking for a "Methods of Operation" 

(MUfj document from them. He plans to inclu<?l |on the call. 
k ' ^ • ! Offered DCS-3000 software to| |to utilize for testing. 

• A discussion ensued on the proper wording that should be included in the case of court orders for 
BridgeCom targets that utilize! |network. I psked who makes the decision on what 
should be in the court order. Members of TICTU suggested that BridgeCom legal compliance make that 
determination. 

• I "ktated BridgeCom would like to participate in future TICTU training conferences, as he 
interested in seeing how other carriers handle ELSUR. 

4. Action Items 

b2 to provide DCS 3000 Software to| 1 (Completed 4/30/04) 
to include BridgeCom in future TICTU Regional Conferences. 

b 6 • To contac^ lonce conference call with! is set. 
b 7 C • | jo providtj [ivith interconnection information once received from CIS. 

b7E 
5. Attachments 

• 040504 BridgeCom.PDF - PowerPoint presentation (Adobe Acrobat format) 

040504 BridgeCom.doc 



Respectfully submitted, 

b6 
b7C 

040504 BridgeCom.doc 



CONFERENCE REPORT 
Booz | Allen | Hamilton 

T1CTU Conference - San Diego 
Doubletree Hotel Mission Valley 

7450 Hazard Center Drive b 6 
San Diego, CA 92108 b7C 

Wednesday, April 12, 2006 - Thursday, April 13, 2006 

1. Conference Participants 

Presenters/Support Personnel 
Nairn- Tiflp/Rcprespntinp 

Chief Technologist, FBI/TICTU 
EE, FBI/TICTU 
SSA, FBI/TICTU 
EE, FBI/TICTU 
EE, FBITICTU 
SC, FBI/TPS 
Unit Chief, FBI/ATU 
Assistant GC, FBI/STLU 
EE, FBI/DITU 
Unit Chief, FBI/TPDU 
SA, FBI/TPDU 
SA, FBI/HQ CD-8A 
SA, FBI/HQ CD-8A 
Boozl Allen | Hamilton 
Booz) Allen | Hamilton 
Booz| Allen | Hamilton 
Boozl Allen | Hamilton 
Boozl Allen | Hamilton 
Boozl Allen | Hamilton 
LA Regional Criminal Information 
Clearinghouse (LA CLEAR) 
Tennessee Bureau of Investigation 
LA County Sheriffs Office 
Hudson County Prosecutors Office 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Washington, DC 
Washington, CD 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Dulles, VA 
Dulles, VA 
Dulles, VA 
Commerce, CA 

Nashville, TN 
Santa Fe Springs, CA 
Jersey City, NJ 

Telephone 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
202 
202 
703 
703 
703 
703 
703 
703 
323 

615^ 
562, 
201-

— 

FBI Field Office Personnel 
Office 

Anchorage 
Birmingham 
Birmingham 
Buffalo 
Buffalo 
Chicago 
Dallas 
El Paso 
Jackson 
Jackson 
Jacksonville 
Jacksonville 

Telephone | Name | Office 
907 
205 
205 
716 
716 
312 
972 
915 
601 
601 
904 
904 

Kansas City 
Kansas City 
Little Rock 
Little Rock 
Los Angeles 
Los Angeles 
Los Angeles 
Los Angeles 
Louisville 
Louisville 
Minneapolis 
iMinneapolis 

Tej 
816 
816 
501 
501-
310 
310 
310. 
310-
502. 
502 
612 
605 

pnhnnp 

ALL INFORMATION CONTAINED 
HEEEIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 55179DHH/K3R/HAJ 
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1 Name Office 
Mobile 
Mobile 
New Haven 
New Orleans 
New Orleans 
Oklahoma City 
Oklahoma City 
Omaha 
Omaha 
Phoenix 
Phoenix 
Phoenix 
Pittsburgh 
Pittsburgh 
Richmond 
Richmond 

Telephone |_ Name J Office 
251 
251 
203 
504. 
504-
405 
918 
402 
402. 
602 
602 
602-
412 
412 
804 
804 

Sacramento 
Sacramento 
San Diego 
San Diego 
San Diego 
San Diego 
San Diego 
San Diego 
San Diego 
San Juan 
San Juan 
Springfield 
Springfield 
WFO 
WFO 

55? 
916 
858 
858 
858 
858 
858 
858 
858 
787 
787 
618 
217 
202 
202 

1 

Carrier Personnel 
Organization 
Alltel 
Alltel 
AT&T 
AT&T 
AT&T 
SBC 
Cingular 
Cingular 
Comcast 
Cricket 
Cricket 
Dobson 
Iridium 
Metro PCS 
Metro PCS 
Qwest 

TeleDhone 1 Name 
864 
864 
732 
732 
973. 
816 
561 
561 
720 
858 
959 
405 
480 
214 
214 
303 

Office 
Qwest 
Sprint/Nextel 
Sprint/Nextel 
Sprint/Nextel 
T-Mobile 
T-Mobile 
T-Mobile 
US Cellular 
US Cellular 
Verizon Wrls 
Verizon Wrls 
Verisign 
Vonage 
Vonage 
Neustar 
Neustar 

303 
913 
703 
31C 
973 
973 
973 
63C 
63C 
908 
80C 
36C 
732 
732 
571 
571 

2. Purpose/Background 

This conference was organized as a forum to educate the technically trained agents who routinely use collection 
equipment supported by the TICTU. Attendance included technical agents from twenty-six randomly selected FBI 
field divisions. The topics addressed were new DCS-3000 features and updates on many issues related to switch-
based electronic surveillance including presentations and discussions with representatives from various service 
providers. The conference also provided updated information and demonstrations of the Telecommunications 
Management Database and WITT Tracking. 

3. Advanced Preparations 

Based on a previous stay during an Outreach endeavor, a request was made by the client to host the first of 
two TICTU Conferences at the Doubletree Hotel - Mission Valley, San Diego. 

Booz| Allen | Hamilton 
TICTU Conference - San Diego 

2 



CONFERENCE REPORT 
Booz | Allen | Hamilton 

TICTU Conference - San Diego 
Adams Mark Hotel 
1550 Court Place 
Denver, Colorado 

Tuesday, June 06, 2006 - Wednesday, June 07, 2006 

1. Conference Participants 

Presenters/Support Personnel 
Name 1 Title/ReDresentine 

Acting Unit Chief, FBI/TICTU 
Chief Technologist, FBI/TICTU 
EE, FBI/TICTU 
SSA, FBI/TICTU 
EE, FBI/TICTU 
EE, FBI/TICTU 
SSA, FBI/ATU 
Assistant GC, FBI/STLU 
SSA, FBI/DITU 
EE, FBI/DITU 
SSA/FBI/Technical Liaison Office 
Unit Chief, FBI/TPDU 
SA, FBI/TPDU 
Boozl Allen | Hamilton 
Boozl Allen | Hamilton 
Boozj Allen 1 Hamilton 
Booz| Allen | Hamilton 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 

Telephone 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 
703 

FBI Field Office Personnel 
Name Office 

Albany 
Albany 
Albuquerque 
Albuquerque 
Atlanta 
Atlanta 
Baltimore 
Baltimore 
Boston 
Boston 
Charlotte 
Cincinnati 
Cleveland 
Cleveland 
Dallas 
Dallas 
Miami 
Miami 

Telephone | Name Office 
51J 
51$ 
50f 
50i 
404 
4(M 
41C 
442 
6\'i 
781 
703 
512 
21< 
2ie 
972 
972 
305 
305 

Denver 
Denver 
Denver 
Denver 
Denver/BAE 
Denver 
Denver 
Denver 
Denver 
Detroit 
Honolulu 
Houston 
Houston 
Indianapolis 
Indianapolis 
Knoxville 
Portland 
Salt Lake City 

T« 
303 
303 
303 
303 
303 
303 
303 
303 
303 
313 
808 
713 
281 
317 
317 
865 
503 
801 

leDhone 

ALL IUFORHATIOBr COHTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/HAJ 
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1 Name Office 
Miami 
Milwaukee 
Newark 
Newark 
New York 
New York 
New York 
Philadelphia 
Philadelphia 
Portland 

Telephone | Name 
305. 
414-
973 
973 
212 
212 
212. 
215 
215 
503 

Office 
Salt Lake City 
San Antonio' 
San Antonio 
San Francisco 
San Francisco 
Seattle 
Seattle 
Tampa 
Tampa 

Telephone 1 
801 
210 
956 
925 
415 
206 
206 
407 
813 

Carrier Personnel 
Name 1 Oreanization 

Alltel 
AHtel 
AT&T 
AT&T 
AT&T 
AT&T 
BellSouth 
BellSouth 
Cingular 
Cingular 
Comcast 
Comcast 
Comcast 
Comcast 
Dobson 
Iridium 
Iridium 
Metro PCS 
Metro PCS 
Qwest 
Qwest 
Qwest 
Qwest 
Qwest 
Qwest 
Qwest 
Qwest 

Sprint/Nextel 

T 
864 
864 
732 
732 
816 
S16 
404 
404 
561 
561 
720 
720 
720 
72C 
405 
480 
48G 
214 
214 
303 
303 
303 
303 
206 
303 
303 
303 
703 

plpnhnnp 1 Nnmp Office 
Sprint/Nextel 
Sprint/Nextel 
SunCom 
SunCom 
T-Mobile 
T-Mobile 
US Cellular 
US Cellular 
US Cellular 
Verizon Wrls 
Verizon Wrls 
Neustar 
Neustar 
Neustar 
Verisign 
Verisign 
Vonage 
Vonage 
ICE/DHS 
1CE/DHS 
ICE/DHS 
ICE/DHS 
DEA 
DEA 
DEA 
DEA 
NJSP 

OCTF 

913 
703 
610 
610 
973 
425 
224-
630 
773-
800 
908 
571 
571-
571 
360 
360 
732 
732 
703 
703 
Not Available 
703 
703 
212 
703 
703 
609 
914 

M
i
l
l 

1 

2. Purpose/Background 
This conference was organized as a forum to educate the technically trained agents who routinely use collection 
equipment supported by the TICTU. Attendance included technical agents from twenty-six randomly selected FBI 
field divisions. The topics addressed were new DCS-3000 features and updates on many issues related to switch-
based electronic surveillance including presentations and discussions with representatives from various service 
providers. The conference also provided updated information and demonstrations of the Telecommunications 
Management Database and WITT Tracking. 

Boozl Allen I Hamilton 2 
TICTU Conference - Denver 



TRIP REPORT 
Booz I Allen | Hamilton 

TICTU South Conference 
4415 E Paradise Village Parkway South 

Phoenix, Arizona 85032 
Tuesday, April 19, 2005 - Thursday, April 21, 2005 

b 6 
b 7 C 

1. Conference Participants 

Presenters/Support Personnel 
Name | Title/Representing 

Unit Chief, FBI/TICTU 
SSA, FBI/TICTU 
Chief Technologist, FBI/TICTU 
EE, FBI/TICTU 
EE, FBI/TICTU 
EE, FBI/TICTU 
Unit Chief, FBI/ATU 
EE, FBI/HAT 
EE, FBI/ETMU 
FBI/OGC 
Booz| Allen | Hamilton 
Boozl Allen | Hamilton. 
Booz) Allen (Hamilton 
Booz| Allen | Hamilton 
Boozl Allen | Hamilton 
Booz| Allen [ Hamilton 
Booz jAllen [Hamilton 
FBI/CIU 
DEA 
DEA 
DEA 
DEA 
DEA 
ICE 
ICE 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Washington, DC 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Dulles, VA 
Quantico, VA 
Phoenix, AZ 
Chantilly, VA 
New York, NY 
New York, NY 
Newington, VA 
Newington, VA 
Chantilly, VA 
Newington, VA 
Newington, VA 

Telephone 
703 
703 
703 
703 
703 
703 
703 
703 
703 
202 
703 
703 
703 
703 
703 
703 
480 
703 
347 
646 
703 
703 
703 
703 
703-

FBI Field Office Personnel 
J Name. Office 

Albuquerque 
Atlanta 
Atlanta 
Charlotte 
Charlotte 
Columbia 
Dallas 
Dallas 
Denver 
Denver 
Denver BAE 
Los Angeles 

Telephone 1 Name 
(505 
(404 
(404 
(704 
(704 
(803 
(972 
(972 
(303 
(303 
(303 
(310 

Office 
El Paso 
El Paso 
Honolulu 
Honolulu 
Houston 
Jackson 
Jacksonville 
Jacksonville 
Knoxville 
Knoxville 
Los Angeles 
Phoenix - BAE 

Telephone 
(915) 
(915) 
(808) 
(808) 
(713) 
(601) 
(904) 
(904) 
(865) 
(865) 
(310) 
(602) 
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Phoenix 

Phoenix 
Phoenix 
Richmond 
Sacramento 

San Antonio 

San Antonio 

San Diego 
San Diego 
San Francisco 

San Francisco 

San Francisco 
San Juan 

San Juan 

Tampa 

(520) 

(520) 

(804) 
(916) 

(956) 

(210) 

(858) 
(858) 
(415) 

(415) 

(415) 
(787) 

(787) 

(813) 

Memphis 

Miami 
Miami 
Mobile 
New Orleans 

New Orleans 

Oklahoma 
City 
Phoenix 
Phoenix 
Phoenix 

Phoenix 

Phoenix 
Phoenix 

Phoenix 

Phoenix 
Tampa 

(901) 

(305) 
(305) 
(251; 
(504] 

(504) 

(405) 

(602; 
(602; 
(602J 

(928) 

(602) 
(602; 

(602) 

(602) 
(813) 

Carrier Personnel 
Organization 
Alltel 
Cingular 
Cingular 
Comcast 
Comcast 
Cricket 
Cricket 
Dobson 
Iridium 
Iridium 
Iridium 
Metro PCS 
Nextel 
Qwest 
Qwest 

Telephone 1 Name 
(50i; 
(561) 
(561) 
(720) 
(720) 
(858) 
(858) 
(405) 
(480) 
(480; 
(480) 
(214) 
(703) 
(303) 
(303) 

Oflice 
SBC 
SBC 
Sprint PCS 
Sprint PCS 
Suncom 
T-Mobile 
Time Warner 
Time Warner 
US Cellular 
US Cellular 
Verizon Wrls 
Verizon Wrls 
Western Wrls 
Western Wrls 

Telephone 
816 
816 
913 
913 
610 
973 
303 
303 
630-
630 
908 
973 
425 
206 

FBI Field Oflice Personnel attendin 

Chicago 
Dallas 
Houston 
Houston 
Jackson 
Los Angeles 

g TMD Training Only 
Te 

(312) 
(972) 
(713) 
(713) 
(601) 
(310) 

enhone 1 Nanje_ Office 
Los Angeles 
San Antonio 
San Antonio 
San Diego 
San Diego 

Telephone 
(310) 
(210) 
(210) 
(858) 
(858) 

Booz | Allen I Hamilton 2 
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2. Purpose/Background 
This conference was organized as a forum to educate field personnel from the southern part of the country who 
routinely use collection equipment supported by the TICTU. The topics addressed were new DCS-3000 features and 
updates on many issues related to switch-based electronic surveillance including presentations and discussions with 
representatives from many leading telecommunication companies. The conference also introduced the 
Telecommunications Management Database, a new tool developed in part to satisfy the TICTU's mandate to 
identify, track and analyze cost related to electronic surveillance operations in both the criminal and national 
security arenas. 

3. Advanced Preparations 

| [investigated and produced a cost analysis of potential venues for the TICTU South 
Conference. Among these cities were: Charleston, SC, Albuquerque, NM, Phoenix, AZ, Denver, CO, 
Nashville, TN, and Houston, TX. 
After reviewing itemized comparisons, Phoenix, AZ was chosen and approved by the client based on cost 
and availability. 

| |researched potential conference facilities in the surrounding Phoenix International Airport 
" area that would accommodate government rates and client requirements. 
I compiled a list of suitable hotels in the Phoenix and Scottsdale areas that were within a 

close proximity to the airport and to an assortment of restaurants. This list included the following hotels: 
The Doubletree Guest Suites, Embassy Suites/Scottsdale Golf Resort, Resort Suites of Scottsdale, Embassy 
Suites Phoenix North, Hilton Phoenix Airport, Chaparral Suites and Resorts, and The Scottsdale Plaza 
Resort. 
After a preliminary check on availability and willingness to accommodate the government ratej I 

I negotiated and scheduled site visits with each of these facilities-
While on Carrier Outreach travel in Phoenix, AZ in January 20051 I 

I lisited the aforementioned hotels. The Embassy Suites/Scottsdale Golf Resort provided the 
best accommodations and willingness to stay within the TICTU budget. 
Immediately following this selectionP |negotiated a contract with the Embassy 
Suites/Scottsdale Golf Resort. ^ ^ ^ ^ ^ ^ _ ^ ^ ^ _ ^ ^ ^ ^ ^ ^ ^ ^ ^ _ _ ^ 
Over the course of two months,! tvorked closely with 
the client to ensure all FBI presentations were created and/or updated as required and developed support 
materials for FBI and carrier participants. 

I Kvorked with the client I I to coordinate attendance of the 
annmnriate technically trained agents from each field office. 

[drafted the TICTU South Conference Electronic Communication for approval by Unit Chief 
Jnce approved| |forwarded a courtesy copy to the field office personnel. 

Ifacilitated the development of invitations and conference information to all non-bureau 
participants and FBI field office personnel. 

I ~ldrafled the TMD Training Electronic Communication for approval by SSA | |Once 
approvedj pbrwarded a courtesy copy to the field office personnel. 
A request for support was made to the Phoenix Division. TS| |agreed to assist the TICTU with 
receiving and delivering materials to the Embassy Suites. 

I Iworked closely with the FBI personnel in charge of GTA and with representatives of Omega 
Travel, facilitating all the necessary paperwork for carrier travel arrangements. FBI funding was provided 
for airline and hotel costs for a maximum of two persons per carrier organization. 

I larrived in Phoenix in the evening of April 17, 2005 and coordinated with the Phoenix 
Office the delivery of the conference materials to the Embassy Suites/Scottsdale Golf Resort on Monday, 
April 18,2005. 

| ]worked closely with the hotel to facilitate the appropriate audio/visual equipment. 
TICTU members completed facility setup and final preparations on Monday evening, April 18, 2005. 
Presentation team convened at 8:15 a.m. Tuesday, April 19,2005 for final review and registration set up. 

Boozj Allen I Hamilton 
TICTU South Conference 
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Compilation of Training Session Comments 

On April 21, 2005, as a supplement to the 2005 TICTU South Conference agenda, three concurrent 
Telecommunications Management Database (TMD) training classes were delivered by FBI instructors. 
The 63 participants of the two hour sessions ranged from experienced Technical Supervisors to 
Telecommunications Specialists. In most cases, this was their first exposure to the TMD application. 

There were 15 participants irUb&&essiaoJecLb^TICTU| 
class anchored by TICTU SSAl land 24 

J"ICTU Engineer. Booz Allen personnel|_ 
^iWi[»W*lliHir*!*k!MilHJ|« 

J24 attendees in the 
4 1 

monitored each of the three assemblies and documented attendee questions and comments as the 
training was delivered. 

The following is a compilation of topics that surfaced, categorized into four general areas: 

(1) "Policy" comments related to the implementation of the TMD as a means of tallying ELSUR 
costs for the FBI's Finance Division, 

(2) "Faults" or functional inadequacies/suspected application errors, 
(3) "Suggestions" for future enhancements, and 
(4) "Questions" that, in some cases, could not be definitively addressed during the training 

session(s). 

POLICY 
Circuit/account bills: "There is no way that this system is faster than anything we do now." Displeased 
with being tasked with this additional burden. 
"In some cases a case agent receives and pays bills. As a TTA, I do not have the authority to demand 
that a case agent use TMD so that we can track finances. If funds for circuits are coming out of case 
funds, nothing is going to happen if the case agent does not comply." 
"If this is supposed to be a cost tracking database [there is a lot of information] that is not relevant." 
Please confirm: "You are suggesting that the goal is to take [ELSUR cost] tracking away from the 
individual field offices and become the responsibility of ERF." 
"TMD offers features that will be great for small field offices but will not be needed by flagship offices 
that have other resources available. Tech Agents do not report to the Finance Division, but to the Field 
Division management. The demands [for ELSUR cost data] are being made by managers who are not 
familiar with operations. If we fail to defend our turf who knows what type of questions and inquiries may 
follow." 
"I am concerned over the lack of TAC input when the [TMD] system was designed." 
The system "has some good features that will consolidate information and standardize methods [for all 
field offices]." 
Note: The last three comments were presented during an earlier general rnnfeimnr.fi &is.iinn in which 
an overview of the TMD application was presented b]\ TlCTiA I 
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FAULTS 
1. It is easy to "lose" a calendar that is displayed. It can be lost behind a screen. Then, when you log out 
of TMD, you have (one or more) calendar windows remaining on your desktop. 
2. Computation of order expiration date incorrect. If you specify it as a 30 day order it shows an end 
date that is 31 days later. 
3. Bills cannot be deleted, even when properly justified. Situation: User added bill, but linked it to the 
wrong case. He could re-enter the bill again, assigning it to the correct case, but could not delete the 
original erroneous one. Only apparent option was to change the amount to "SOO-OO." 
4. Adding/editing users. You must be able to edit user's name (i.e. marriage/divorce). If you don't it will 
produce inaccurate reports. 
5. Feedback form: You should already know name and location of person providing feedback based 
upon logon. You shouldn't have to enter this information again. 
6. On the order entry screen there should be a "classification" field. If the order is classified, then 
appropriate classification markings must appear on related screens and reports. Multiple comments 
received on this. 
7. Adding cases, there has to be a drop-down list for all divisions. Field offices can and do initiate orders 
for other divisions. (See "Questions"#2) 
8. Adding cases, there must be a fourth field: "sub-file #" 
9. Adding cases, sometimes case types change. There must be a way to edit. 
10. Adding court orders: Address of target must not be mandatory. Sometimes that information is not 
known or available. 
11. Concern expressed over "expiring" a court order when a renewal is received. For the purpose of 
report generation, the term should be changed from "expired" to "extended." Similarly, add a field for 
renewals on the court order screen rather than "expiring" or "extending" an order. 
12. You cannot always move "back" to the page that was previously viewed. 
13. You cannot easily view carrier info- you have to click on "edit 
14. (From a Tech Supervisor). Are we expected to be the data entry people? 

SUGGESTIONS 
1. Include the following user categories with a unique set of defined permissions: (a) Tech Supervisor, 
(b) Contractor, and (c) Telecom Specialist. Multiple requests for this feature. 
Note: No suggestion(s) made as to what authorities these categories should have. There seemed to be 
some general confusing as to the distinction was between different user categories. 
2. Require users to input telephone numbers in a standardized format (i.e. "(202) 324-5555" or "202-
324-5555") or convert inputted telephone numbers to a defined format. 
3. Enable users to email TMD reports to recipients via TRILOGY/FBINET. 
4. If you update a "warrant" in the DCS-3000 system, will it automatically update the order record in 
TMD? (Answered as "No" but perhaps worthy of consideration as a future enhancement. 
5. Provide a means by which you can report all costs 
6. For review of bills, add sort capability by l_ine#, Order#, Date, Case Agent, Squad and Case#. 
7. Link field office with cost code. 
8. Provide the capability to search "note" fields. 
9. Provide the ability to search for all FISA orders, {see "Faults"#6) 
10. Provide the ability to accept scanned court orders. 
11. Is there a way to disable a user and not see the user listed in the future? 
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1. Conference Participants 

Presenters/Support Personnel 
Name 

Michael Elliott 
Title/Representing 

Asst. Section Chief, FBI/ESTS 
Unit Chief, FBI/TICTU 
Tech. Liaison Office, FBI/ESTS 
SSA, FBI/TICTU 
Chief Technologist, FBI/TICTU 
EE, FBI/TICTU 
EE, FBI/TICTU 
EE, FBI/TICTU 
Unit Chief, FBI/ATU 
EE, FBI/HAT 
EE, FBI/ETMU 
FBI/OGC 
Unit Chief, FBI/CIU 
Boozl Allen | Hamilton 
Boozl Allen | Hamilton 
Booz | Allen | Hamilton 
Boozl Allen | Hamilton 
Boozl Allen i Hamilton 
DEA 
DEA 
DEA 
DEA/SOD 
DEA/CIU 

Location 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Washington, DC 
Chantilly, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Quantico, VA 
Dulles, VA 
New York, NY 
New York, NY 
Kansas City, MO 
Phoenix, AZ 
Chantilly, VA 

(703) 
(703) 
(703) 
(703 
(703) 
(703) 
(703) 
(703) 
(703) 
(703) 
(703) 
(202) 
(703) 
(703) 
(703) 
(703) 
(703) 
(703) 
(347) 
(646) 
(281) 
(480) 
(703) 

FBI Field Office Personnel 

Albany 
Albany 

Anchorage 

Baltimore 
Baltimore 
Birmingham 
Birmingham 
Boston 

Boston 

Boston 
Buffalo 

Ted 
(518 
(S18 

(907) 

(410) 
(410) 
(205) 
(256 
(617] 

(617) 

(617 
(716) 

Kansas City 
Kansas City 
Kansas City 
Police 
Louisville 
Louisville 
Newark 
Newark 
New Haven 

New York 

New York 
Kansas City 

Tel 
(816) 
(816) 

(816) 

(606) 
(502) 
(973) 
(973) 
(203) 

(914) 

(212) 
(816) 

eDhone 
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Chicago 
Chicago 
Chicago 

Chicago 
Cincinnati 
Cleveland 
Cleveland 

Cleveland 

Dallas 
Dallas 
Detroit 
Detroit 
Houston 
Indianapolis 
Kansas City 
Kansas City 
Kansas City 
Kansas City 

(312) 
(312) 
(312) 

(312) 

(614) 
(216) 
(216) 

(216) 
(972) 
(972) 
(313) 
(313) 
(713) 
(317) 
(816) 
(816) 
(816) 
(816) 

New York 
Omaha 
Omaha 

Philadelphia 
Philadelphia 
Pittsburgh 
Pittsburgh 

Portland 
Portland 
Seattle 
Seattle 
Springfield 
Springfield 

St. Louis 
Salt Lake City 
WFO 
WFO 
WFO 

(212 
(402 
(402 
(215 

(215 
(412 
(412: 

(503: 
(503 
(206 
(206 
(217 
(217 

(314: 
(801 
(202: 
(202: 
(202: 

Carrier Personnel 
Name_ Organization 

Alltel 
Alltel 
Alltel 
Birch 
Cingular 
Cingular 
Comcast 
Comcast 
Dobson 
Dobson 
Iridium 
I-Wireless 
Qwest 
Qwest 
SBC 
SBC 

Telephone | Name 
(501) 
(501) 
(602) 
(816) 
(561) 
(561) 
(720) 
(303) 
(405) 
(330) 
(480) 
(515) 
(303) 
(3031 
816 
816 _ 

Office 
SBC 
SBC 
SBC 
SBC 
SBC 
SBC 
Sprint PCS 
Sprint PCS 
Sprint PCS 
Sprint PCS 
Sprint PCS 
T-Mobile 
US Cellular 
US Cellular 
Verizon Wrls 
Verizon Wrls 

Telephone 
(816) 
(816) 
(314) 
(800) 
(800) 
(800) 
(913) 
(800) 
(800) 
(800) 
(800) 
973-2 
(630) 
(630) 
(908) 
(800) 

FBI Field Office Personnel attendin 
Name Office 

Albany 
Albany 
Albany 
Baltimore 
Boston 
Buffalo 
Cleveland 

g TMD Training Only 
Teknhnnfi—1—_—Name 

(315 
(315 
(518 
(410 
(617 
(7i6: 
(2i6: 

Office 
Denver 
Newark 
Omaha 
Salt Lake City 
Seattle 
St. Louis 

Telephone 
(303) 
(973) 
(402) 
(801) 
(206) 
(314) 

1 
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2. Purpose/Background 

This conference was organized as a forum to educate field personnel from the northern part of the country who 
routinely use collection equipment supported by the TICTU. The topics addressed were new DCS-3000 features and 
updates on many issues related to switch-based electronic surveillance including presentations and discussions with 
representatives from many leading telecommunication companies. The conference also introduced the 
Telecommunications Management Database, a new tool developed in part to satisfy the TICTU's mandate to 
identify, track and analyze cost related to electronic surveillance operations in both the criminal and national 
security arenas. 

3. Advanced Preparations 

b6 
b7C 

[ jnvestigated and produced a cost analysis of potential venues for the TICTU North 
Conference. Among these cities were: Norfolk, VA; Baltimore, MD; Annapolis, MD; Salt Lake City, UT; 
St. Louis Mo; Norfolk, VA; Minneapolis, MN 
After reviewing itemized comparisons, Kansas City, MO was chosen and approved by the client based on 
cost and availability. 

I Iresearched potential conference facilities in the Kansas City, MO downtown area that 
would accommodate government rates and client requirements. 

I Compiled a list of suitable hotels in the Kansas City downtown area that were within a close 
proximity to the airport and to an assortment of restaurants. This list included the following hotels: The 
Embassy Suites Kansas City Plaza, The Westin Crown Center, The Hyatt Regency Crown Center, and the 
Hilton Kansas City Airport. 
After a preliminary check on availability and willingness to accommodate the government rate, 

I ^negotiated and scheduled site visits with each of these facilities. 
| graveled to Kansas City, MO to conduct a site visit at the aforementioned hotels. The 

Embassy Suites/Kansas City - Plaza provided the best accommodations and willingness to stay within the 
TICTU budget. 
Immediately following this selection, T 
City-Plaza. 
Over the course of one monthT 

jnegotiated a contract with the Embassy Suites/Kansas 

Jvorked closely with the 
client to ensure all FBI presentations were created and/or updated as required and developed support 
materials for FBI and carrier participants. 
| |worked with the client Q J to coordinate attendance of the 
appropriate technically trained agents from each field office. 

Idrafted the TICTU South Conference Electronic Communication for approval bj|_ 
I Once approved] (forwarded a courtesy copy to the field office personnel. 

facilitated the development of invitations and conference information to all non-bureau 

Once 
participants and FBI field office personnel. 

I Idrafted the TMD Training Electronic Communication for approval by SS/ 
approvedl |forwarded a courtesy copy to the field office personnel. 
A request for support was made to the Kansas City Division. Tfl jagreed to assist the TICTU 
with receiving and delivering materials to the Embassy Suites. 

| fworked closely with the FBI personnel in charge of GTA and with representatives of Omega 
Travel, facilitating all the necessary paperwork for carrier travel arrangements. FBI funding was provided 
for airline and hotel costs for a maximum of two persons per carrier organization. 

I krrived in Kansas City on Monday, May 23,2005 and coordinated with the Kansas City 
Division, the delivery of die conference materials to the Embassy Suites/Kansas City- Plaza that 
afternoon. 
Once the conference materials were received, TICTU members initiated facility setup and final preparation. 
Presentation team convened at 8:00 a.m. Tuesday, May 24, 2005 for final review and registration set up. 
Conference registration commenced as scheduled at 8:45 a.m. and promptly at 9:00 a.m| 
greeted the attendees and gave a basic overview of the conference agenda. 

Boozj Allen I Hamilton 
TICTU North Conference 
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Compilation of Training Session Comments 

On May 26,2005, as a supplement to the 2005 TICTU North Conference agenda, three concurrent 
Telecommunications Management Database (TMD) training classes were delivered by FBI instructors. 
The 65 participants of the two hour sessions ranged from experienced Technical Supervisors to 
Telecommunications Specialists and contractors. In most cases, this was their first exposure to the 
TMD application. 

There were 22 participants in the session led bŷ  TICTLl[ 
class anchored by TICTU SSA | 

JTICTU Engineer. Booz Allen personnel 
iat 

123 attendees in the 
and 20 attendees in the session delivered by| I 

monitored the three assemblies respectively and aocumentea attendee questions ana comments as tne 
training was delivered. 

The following is a compilation of topics that surfaced, categorized into four general areas: 

(1) "Policy" comments related to the implementation of the TMD as a means of tallying ELSUR 
costs for the FBI's Finance Division, 

(2) "Faults" or functional inadequacies/suspected application errors, 
(3) "Suggestions" for future enhancements, and 
(4) "Questions" that, in some cases, could not be definitively addressed during the training 

session(s). 

POLICY 
1. Establishing user groups: While flexibility for individual divisions is appealing, this must be carefully 
controlled. Example: If some divisions create a multitude of groups while other divisions only use a 
select few, it may affect the validity of subsequent searches. There needs to be policy guidelines on 
issues such as this so that is can be properly controlled and TMD always delivers accurate information. 
2. Will divisions be required to input historical information? If so, for what period of time? For closed 
cases, open cases or both? 

FAULTS 
1. Noted that multiple contacts can be associated with a carrier but, when displayed, only the first 
contact appears on-screen. 
2. "Edit User" function: After edit is accepted, user should be able to press <enter> to continue. Should 
not have to use mouse to click on [continue] button. This works correctly in "Edit Group" function. 
3. Order "Served Date" should not be mandatory. FISA orders are not served locally and field office may 
not have that information. 
4. CALEA should not be a court order type. It is an implementation method, not an order type. 
5. Circuit type: "DSL" is missing 

TMD Training Notes - May 26, 2005 
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FAULTS (continued) 
6. "Monthly fee" field in "Add Circuit Account" form should not be mandatory. Some carriers do not bill 
until end of case and cumulative bill can be substantial. Consider an option to indicate that it is an 
"actual" or "estimated" amount. 
7. If a case is classified as "secret" there is a requirement to identify the authorized person who 
classified it as such, the classified date and the declassify date. 
8. Court order screen: If case is marked "(s)". the lettering is supposed to be in red, not black. 

SUGGESTIONS 
1. In the "Manage Search Preferences" section, add the ability to reorder the appearance of selected 
fields without having to delete and then add them. 
2. Incorporate the ability to associate a case with a specific program (i.e. organized crime, drugs, etc.). 
Creation of program choices should be an administrative function that generates a drop-down list. The 
management of the dynamic program (drop-down) list should be managed globally by TICTU. 
3. It might be appropriate to add "sub-groups" to existing groups to better identify the activity involved. 
4. Add appropriate mask for all telephone numbers. Suggested as "(123) 456-7890" 
5. "Manage Users" function: Enable double-click on individual user name to display data for that user. 
6. Add memo field to add/edit circuits and add/edit cases to accommodate other special pieces of 
information (i.e. special POC at carrier for this case, notation of circuit trouble reporting, etc.) 
7. When displaying case list, provide an option to limit display to "open," "closed," or "all" cases. 
8. When displaying case list incorporate ability to sort list by fields (i.e. case name, number, date 
opened, etc.). 
9. Expand type of order to accommodate pole camera orders. 
10. In "orders," you must distinguish between a "start date" and an "order date." They may not be the 
same. Consider using same dates as in DCS-3000: start date/stop date. 
11. Rethink the mandatory nature of all dates, 
records as time allows. 

If you restrict too much you preclude the partial entry of 

12. Provide user with quick access to information on carrier rates (ELSUR fees). Provide a button on 
the circuit entry form that will display the current ELSUR fee schedule for the subject carrier. This 
information should be maintained globally by TICTU. 
13. For each circuit entry, provide a division specific identifier that can be sorted on. (Division could use 
this unique number to cross-reference to other system, tech files, etc.). 
14. Can you distribute a copy of the quick reference guides to those who took the class so that we can 
distribute it within our division? 
15. Link 712 form, required at end of court orders, to TMD. 
16. Since case numbers change often, queries should be associated with a field office abbreviation 
followed by numbers including sub-category. Example: 62A-IP-12345-sub1 could change to 222A-IP-
12345-sub1. Sub-classifications should be standardized. 
17. Cases are often combined. A flag should be applied to note when this case has been consolidated 
with another case(s). 
18. If eventually linking to CALEA worksheets include a section in court order screen for name of 
Judge/Magistrate and court identity. 
19. All reports should include language form FD871: 
substantive case file." 

"For internal use only, not for inclusion in any 

20. Funding source should be another drop-down box, based on type (i.e. telephone service, leased 
line, digital service and Internet). This comes from "Confidential Funding Guide." For further info on 
this issue, contact TTA| I Indianapolis Field Division. 

bo 
b7C 
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Case ID #: 269-HQ-1194270 
2S8-HQ-1068430 

[ 

Title: DCS-3000 
WIRELESS INTERCEPT AND TRACKING TEAM (WITT) 

Synopsis? To report travel to Minneapolis, Minnesota during 
07/08-11/2002 . 

ĉtz-ilr. AL the request of the Minneapolis Division, Electronics 
Technician {ST)| Itraveled to Minneapolis, 
Minnesota to assist Special Agent (SAi I lwith 
•i irii-al 1 -ing DCS3000 networking equipment ai\ \ 1 

b2 
b6 
b7C 
b7E 

SA r land Elf | installed e 
facilitate the "lawfully authorized interception of f 

I . . . J communications.* Upon completion or 
the installation, SA[ 
and evaluation of the[ 
capabilities. 

] installed prniinmpnf. f.n 
'or 

Laad ETl | conducted testing 
J and DCS3000's PTT intercept 

In frflflitign tof SA[ ]and ET[ 
visitedj | located m Eagan, Minnesota. The 
purpose or this visit was twofold. The first purpose was to 
recover legacy equipment used to perform pre-CALEA-based 
intercepts. The second purpose was to discuss! 

|handset locating capabilities . *• 

Conversation with a I 
technician revealed that the[ 

] 

b2 
b6 
b7C 
b7E 

1 switch 

does support telephone location techniques that have been 
unreported and/or not utilized. . • ; ."--".' 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/NAJ 

b2 

3 



(01/26*1998) 

FEDERAL BUREAU OF INVESTIGATION 

#i 

Precedence: ROUTINE' 

To: Laboratory 

Date: 12/14/2001 

From: Laboratory 
t e c h n i c a l r>ra>rahTr>rm fiPPl-ion/TTrTTl/pT-KB? 
C o n t a c t : | | 7031 

Approved By: ,w 

D r a f t e d By: II 
h^ 

^ 

U-A 
y1 

^ l 
b 6 
b 7 C 

eh£&fe) 

,4 Case ID # : 30-HQ-37S"~V3 
2 5 9 - K Q - 1 1 9 4 2 6 7 - ^ ( P e n d i n g } 

T i t l e : ON SITS FIELD SUPPORT 
DIGITAL DELIGHT 

S y n o p s i s : To r e p o r t t r a v e l t o P i t t s b u r g h , P e n n s y l v a n i a d u r i n g 
1 2 / 1 2 - 1 3 / 2 0 0 1 . 

. P e t a l s . : At the , . r e q u e s t of t h e P i t t s b u r g h D i v i s i o n , E l e c c r o n i c s 
T e c h n i c i a n (ET)| \ t r a v e l e d t o o i t t s h u r a h . 
P e n n s y l v a n i a t o a s s i s t s p e c i a l Agent (SA) I w i t h 
i n s t a l l i n g ! l»mnnm»Ju i n u i m m w . in U 

v e r i f i e d 1ir,° n r n v i ^ n n i n o on m u l t i p 
[ i n s t a l l e d t h e | ~ ^ 

jupyuiL ui'a 
] i n v e s t i g a t i o n . 

"UrnHrmnpn 

r «~ a n d 

CC: QT-ERF 
QT-ERF 
QT-ERF 

QT-ERF. 

• • 

b 6 
b 7 C 

UPLOADED 
OhC 7. 8 2001 

55 n . i 

b 2 
b 6 
b 7 C 
b 7 E 

b 2 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K3R/MAJ 

<$?; 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINS 

To: Laboratory 

From 

Date: 09/04/2001 

Laboratory 
Technical Operations Section/TICTU/OT-ERF 
Contact: I 

Approved By: 

Drafted By: 

b6 
b7C 

Case ID #:' 80-HQ-81S-$£• 
# 259-HQ-ll942674i(Pending) 

Title: ON SITE .FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis: To report travel to Pittsburgh, Pennsylvania during 
08/28-30/2001. 

Details: Ac the request of the Pittsburgh Division, Electronics 
Technician (ST)| |traveled to Pittsburgh, 
Pennsylvania to assist special Agent (SA)| \ wi 
installing DCS3000 equipment. 

with 

ETC ] while at the Pittsburgh Field Office, 
upgraded the DCS3000 software on Pittsburgh's workstation and 
i n s t a l l e d a| 1 '•^ fapilit-afo nohwi»-lr 

connections 
addition, ETf land SA ~1 installed! 7 loCa'tefl in fclr"lflgevilie, yeririsyl Varna. 

CC: QT-ERF 
QT-ERF 
QT-ERF 
QT-ERF 

b2 
b6 
b7C 
b7E 

• • 

UPLOADED i 
\ 

o£F 1 I 200- ! 
ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/MAJ 

b2 



(0I/26/199S) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory-

Date: 05/02/2001 

Attn: QT-ERF 
IQT-ERF 
QT-ERF 

From: Laboratory 

Contact: 
ZTU/CQ 
703|_ 

Approved By: 

Drafted By: 

Case ID #: 269-HQ-U94267- (Pending) 
*80-HQ-376^ '7x3 

Title: 
b2 

ON SITE FIELD SUPPORT 

Synopsis: To report travel to Johnson City, Tennessee during 
04 /24-25/20U.L. 

! 1 
ianl 

„ v̂,. ^m,*** nf rh^Knoxville Division, Electronics 
traveled to Johnson City, 

Details: 

Tennessee to install DCS3000 collection equipment. 
J trave 
Jllecti 

Wide area networking equipment anri a nfSIOOO Title I I X 

nt workstation to perform a second 
intercept for an ongoing Organized Crime Di'Uy iURUiceiueni-

rask Force case was installed at the Johnson City Resident 
Agency. 

b6 
b7C 

b2 
b6 
b7C 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/MAJ 

UPLOADED | 
MAY 0 7 ^UUl 

S.D. 
3\ 

b2 



-4&W35/1998) 

FEDERAL BUREAU OF INVESTIGATION 

¥\ 

Precedence: ROUTINS 

To: Laboratory-

Date: 03/29/20GL 

Attn: QT-ERF 
QT-ERF 
QT-ERF 

From: Laboratory 
T e c h n i c a l Q P R r a H n n s Spr-r i r>n/TTrTtT/qT-PPT? 
C o n t a c t : I 1 703 -

Approved By: 

:i 
KJV 

jW^ 
Drafted By: 

Case ID #: TTT 
eh 

j>269-HQ-1194267- (Pending) 
"30-HQ-876" To 

Title: DIGITAL DELIGHT 
ON SITE FIELD SUPPORT 

Synopsis: To report travel to Johnson City, Tennessee on 
03/27-28/2001. 

b6 
b7C 

Details 
Techni 
Tennes 

At the request of the Knoxville Division, Electronics 
Lcianf""" | traveled to Johnson City, 
3see to install DCSJUUU collectic .1 LXJSJUOO collection equipment. 

Wide Area Networking equipment and a DCS300Q Title III 

Jstation to perform | | 

was installed at the uonnson city xesiaenc Agency. 

C-liffnt- w n r k g h ^ i - i o n t o pe 

b2 
b 6 
b7C 
b7E 

UPLOADED | 

APR 9 

S.D.J.' 

ALL INFORMATIOW CONTAINED 
HEREIH IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K3R/HAJ 

b2 

^ 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To; Laboratory 
Date: 04/11/2001 

Attn: 

From: Laboratory 

/ 

QT-ERF 
2T-ERF 
QT-ERF 

Approved By: 

b6 
b7C 

Drafted By: 

Case ID # : -

Title: 

'268-HQ-1012496 — 
80-HQ-376- '77 

WIRELESS NETWORKS 
ON SITE FIELD SUPPORT 

'l&'oi.10 r e P ° " traWl M ̂ "~"- **-«. on 

I 
"Details: At the request of the Baltimore Division, Electronics 
Technician (ET)_Z 1 traveled to Calverton, 

, multiple" " Mrj-rvlflrirl ta insfc 

E T T 
and t e s t e d tfieT 

A l l a p 
_Jsyst p r o t o t y p e , 

•tern. Le t e l e p h o n e l i n e / " J 
l a n d S n p r i a l &r,o„ r f -

- — v..rei -i 1 installed 
Resident Agency. initial testing reveals . V - the c^iZ££ton 
^o perform minor software modif??af~ d n e e d ror ST T 
S0ftwflr0 o~ -u_*. ! , • r e TOfllfl Cations tO the snnl^, )-jJ: ' 
to perform minor software S S j ^ 1 ^ a n e e d for E T CI 
software so that the I edifications to the application 
Baltimrsya'^, ~ ^-. I , Icould more fully meet 

z 
Baltimore's operational requirements. 

^ f ^ * 

/#? 

b2 
b6 
b7C 
b7E 

UPLOADED 
APR 1 8 2001 

S . D J . 5 " 
ALL IJTFGRHATIOIf C0MTAIMED 
HEREIN IS UNCLASSIFIED 
DATE 06 -14 -2007 ET 65179DMH/KSR/HAJ 



(Q1/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

m 

Precedence: ROUTINE 

To: Laboratory 

Date: 03/03/2001 

Attn: QT-ERF 
(5T-ERF 
QT-ERF 

Laboratory 
T e c h n i c a l O p e r a t i o n s figrt^ rm/TTrTTT/nT-arpg 

From 

Contact 

Approved By: 

£TU/OJ 

I w 
Draf t ed By: [ 

jOTfv 
hbtfc) 

Case ID # : SO-KQ-876" ^ . 
" 2 6 9 - K Q - 1 1 9 4 2 6 7 - H ' 

Title: ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis: To report travel to Newark, New Jersey during 
JJ/ wi-0<J/JUdi, 

b6 Details: At the request of the Newark Division, Supervisory 
k7Q gr>g<--ia1 anenrl lanH Electronics Technician f?.TL 

I traveled to NewarjJ 
_/DCS3Q0Q collection equipment 

b6 
b7C 

b2 
b6 
b7C 
b7E 

I leauipment was installed at the 
Newark Field Office and a nrcnnnn T-it-î  n i Client workstation to 
perform| ____^_^^_ |was installed at the Somerset 
Res 

formP 
idenc Agency. 

ALL IFFCiraiATION COHTAIMED 
HEEEIF IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/HAJ 

! UPLOADED 
MAR 1 4 2001 

8. D.J. 
b2 

%&> 



(01/26/19W 

FEDERAL BUREAU OF INVESTIGATION 

I 

P r e c e d e n c e : ROUTINE 

Tos L a b o r a t o r y 

From: Labor ; 
Tec 
Cor 

Approved By: 

D r a f t e d By: 

Case ID # : i 
• <-

A t t n : 

D a t e : Q 

i t o r y 
: h n i c a l O p e r a t i o n s Sect ion/TICTU/pT-F.RF 
i t a c t : | | 7 0 3 | 

\ 

30-HQ-87S— ( P 
>69-HQ-1194267i -

4 j 

l1D 

m& 

3 / 0 8 / 2 0 0 1 

QT-ERF 
QT-ERF 

QT-ERF 

1 
b6 
b7C 

, 

Title: ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis: To report travel to Baltimore, Maryland during 
. f n / i i - i i i / i i n i 

Details: At the request of the Baltimore Division, Electronics 
Technician (ET)| I traveled to Baltimore, 
Maryland to install DCS3000 collection equipment. 

- A DCS3000 Title III Client workstation, to perform 
| | and wide area networking equipment 
were installed at the Baltimore Field Office. 

In addition, ET|_ Jassisted Baltimore Field Office 

b2 
b6 
b7C 
b7E 

with moving their Central Monitoring Plant to an offsite 
location. 

ALL INFORMATION CONTAINED 
HE BE It! IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/MAJ 

UPLOADED 
MAR 1 4 2001 

S.D.J. \ 

b2 

8fe 



(Q1/26/199S) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

ToJ Laboratory 

Date: 01/10/2001 

Attn: QT-ERF 
QT-ERF 

From: Laboratory 

Contact: I 

— ^ 

;ICTU/QJ 
J 703T 

Approved By: 

Drafted By: 

Case ID #: 

IT 
i 

b6 
b7C 

269-KQ-11942S7''(Pending 

TU mr 
.80-HQ-87&- If 

Title: DIGITAL DELIGHT 
ON SITE FIELD SUPPORT 

Synopsis: To report travel to Baltimore, Maryland on 01/09/2001. 

.Oxtails: At the request ot the Saltirnor? D^rizicn, Electronics 
Technician (ST)| |traveled to Calverton, 
Maryland to reolace a iaulty1 UL'yjUUU Title III client 
wor-w^Mnr, A nrsiooo Title III Client workstation to perform 
| |was installed and tested 
at the Calverton Resident Agency approximately five weeks ago. 
The workstation has performed without incident until now. 

Special Agent| |reported hearing a loud 
•hum' on the Title III audio and requested a replacement 
workstation. ST| |replaced the faulty DCS3000 workstation 
with a known 'good' Unit and returned the faulty unit to the 
Telecommunications Intercept and Collection Technology Unit's lab 
for additional testing and evaluation. 

b2 
b6 
b7C 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K3R/MAJ 

UPLOADED 
JAN 2 5 0̂01 

S.D.J. 
J 

_J 

b2 

% & r -



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date; 01/03/2001 

Attn; QT-ERF 
QT-ERF 
QT-ERF 
2T-SRF. 
QT-ERF 

From: Laboratory 
Technica 
Contact: 

r££i.QU5__£AC£. inn fmiCTU/QT-
I 703C 

Ĵ F. 

Approved By: 

Drafted By: 

Case ID #: 

J K 
i*- b6 

b7C 
1 psc 
269-HQ-1194267-'(Pending) 
80-HQ-876— ^ 

Title: DIGITAL DELIGHT 
ON SITE FIELD SUPPORT 

5y:iCps.LC: To 

12/27-28/2000 
report travel to Newark, Uew Jersey during 

b6 
b7C 

b6 
b7C 

Details.- Ac the request of the Newark Division, Electronics 
Technicians (ET)J ^ /traveled 
to Newark, New Jersey to install a second DCS3000 Title III 
client workstation and two DCS3000 pan register client 
workstations. One DCS3000 pen register client workstation will 
be utilized for Title 50 intercepts while the other workstation 
will be utilized for criminal intercepts. 

A DCS300Q Title III Client workstation to perform 
J i _.,..., . /was installed and tested at the 
Newark Fi_eld ottice. in addition, client connectivity to the 

\ server in Quantico was installed and DCS3000j£ 
tested. 

b2 
b7E 

UPLOADED 
JAN 0 8 ZM1 

S.DJ. 
qp b 

ALL INFORMATION COBTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K3R/MAJ 



(01/26/1998) 
w 

FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : ROUTINE 

T o : L a b o r a t o r y 

D a t e : 0 1 / 0 3 / 2 0 0 1 

A t t n : QT-ERF 
2T-ERF 
2T-ERF 
2T-ERF 
QT-ERF. 

From: Laboratory 
Technical Operations Section/TICTU/QT-BRF 
Contact: I 

b6 
b7C 

"CTU/OJ 
] 7 0 3 t 

A p p r o v e d By: I 

T ..JL 
D r a f t e d By 

C a s e ID # : 

sty 

T i t l e ; 

Li j ' 
269-HQ-1194267— (Pending) 

DIGITAL DELIGHT 
ON SITE FIELD SUPPORT 

Synopsis: To report travel, to Newark, New Jersey during 
12/19-20/2000. 

[ 

Details: At the request of the Newark Division, Electronics 
Technicians (ET) \ Handl I traveled 
to Newark, New Jersey to install a DCS3000 Title IlT~cli 
workstation and replace al *"" 

.ent 

I 
A DCS3000 Title III Client workstation to perform 

| I was installed and tested at the 
Newark Field 01rice IFO). | I was 
configured and installed to support| I 

I based in Somerset, New Jersey. In addition, b'Tl 
"H in the New York FO I 
>TK connectivity between th ana verinea network connectivity between the Newark DCS3000 

clients and the DCS3000 server located in the New York FO. 

P 

b2 
bo 
b7C 
b7E 

UPLOADED 
JAN 0 3 ^UU) 

S.D.J. 

ALL IHT0RMTI0H CONTAINED 
HEREM IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/MAJ 

CtMi. 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 12/11/2000 

Attn: I , QT-ERF 
QT-ERF 
1 QT-ERF 

(QT-ERF QT-ERF 

From; 

Contact: 

Approved By 

Laboratory 
T o r - H n i n a l r W a - r a h S n n g <Z*r-t i o n / T T p T T T / p T - g R F 

3 J 7o: 

t 
Drafted By:. T 

5_# 
]ehbe>%-

Case ID #: 269-HQ-1194267-J (Pending) 
80-HQ-3 7 6-~ (jjr: 

T i t l e : DIGITAL DELIGHT 
ON SITE FIELD SUPPORT 

Synops i s : To r e p o r t t r a v e l co Ba l t imore , Maryland d u r i n g 
12 /04 -05 /2000 . 

b6 
b7C 

D e t a i l s : 
Engineer! 

At the r e q u e s t of the Bal t imore D i v i s i o n , E l e c t r o n i c s 
land E l e c t r o n i c s Techn ic ians 

J t r a v e l e d t o B a l t i m o r e , 
Maryland co i n s t a l l two DCS30QQ T i t l e I I I c l i e n t w o r k s t a t i o n s and 

equipment. 

A nr.qiOOn Til-la TTT P l i a n t wnrto^r ion t o nprfnrrn 
| | t o 

p e r t o r m | [ i n t e r c e p t s were i n s t a l l e d a t t h e Calver tor i 
R e s i d e n t Agency. i n a d d i t i o n , I I 

| |was i n s t a l l e d a t t h e Bal t imore F i e l d O f f i c e . 

b2 
bo 
b7C 
b7E 

b2 

UPLOADED 
DEC 14-zaoo 

S .D.J . 
^ ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 
DATE 0 6 - 1 4 - 2 0 0 7 BY 65179MH/KSR/HAJ 

& « > - • 



'-• I 

(01/26-'] 99S) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory-

Date: 12/11/2000 

Attn: ; QT-ERP 
O/T-ERF 

QT-ERF 
QT-ERF 

From: Laboratory 
Technical Operations Section/TICTU/QT-FRF 
Contact: I | 703-j 

b6 
b7C 

Approved By: 

Drafted By: thb^b" 

M Case ID #: 2S9-HQ-1194267-1 (Pending) 
80-KQ-376- (£> 

Title: DIGITAL DELIGHT 
ON SITE FIELD SUPPORT 

Synopsis: To report travel to Minneapolis 
11/20-24/2000. 

ziiiesota aur?.x>'-i 

Details: At the request of. the Minneapolis Division, Electronics 
Technician! |traveled to Minneapolis, 
Minnesota to install a U L ^ J U U U client workstation and relocate 
DCS30 00 Server used for| | 

:e a 

The DCS3 000 Client workstation was installed and the 
Server was relocated from| |to the 
Minneapolis Field Office. 

UPLOADED ALL INFORMATION C0HTAIHED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179BHH/K3R/HAJ 

DEC 1 £ iUUU 

sjii 

b2 
b6 
b7C 
b7E 

b2 

fer 



KL: i-XY 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 
Date: 12/11/2000 

Attn: 

From: Laboratory 

Technical Operations Section/TICTU/QT-EWP 
Contact: 7 I 703-| 

QT-SRF 
'QT-ERF 

QT-ERF 
rQT-ERF 

QT-ERF 

Approved By: 

Drafted By:# 

b6 
b7C 

rib 
Case ID #: 269-HQ-1194267— (Pending) 

Tit le: DIGITAL DELIGHT 
CM SITE FIELD SUPPORT 

Synopsis: To report t ravel to Baltimore, Maryland on 
11/14/2000. 

^tj i l s : At t h p r»qi.»j 
Technicians/ 

timore, lVv|,„hj_^ r e p i a c e a D u w o r ' s S o f C°, 
at the caiv«r^n Q„~7V _ ? r i c s t a t l o n used 

Bait 
fo 

_of the Baltimore Division, Electronics 
]traveled to 

at the Calverton Resident Agency. 

The DCS3000 Client workstation was replaced when 
troubleshooting revealed a ground-loop located somewhere in the 
PC was generating a hum on the Title III audio. Further 
troubleshooting revealed the ground-loop was not in the PC's 
power supply, but rather in its motherboard. 

b6 
b7C 

b2 
b6 
b7C 
b7E 

UPLOADED 
DEC 1 4 WOO 

3 
S.D.J. 

ALL IMTOPMATIOI'I COBTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K3R/HAJ 

b2 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : ROUTINE 

To: L a b o r a t o r y 

Date: 10/11/2000 

Attn: QT-ERF 
QT-ERF 

QT-ERF 
QT-ERF 

From: Laboratory-
Tec hni c a ]̂ _Op_ê Ĵ;ojis__Se_ĉ i;on/TI CTU / QT^ERF_ 

703| "" Contact; 

Approved By: I 

w 
Drafted By: 

Case ID #: 

ehb 

/'jr. 
80-HQ-376-"U\> a II 269-HQ-11942S7-'' (Pending) 

Title: ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

v. ~ i 

b6 
b7C 

-Syncpsis: -To report travel to 0 1 
a:virtcn. •'icir̂'icnia on 

10/10/2000. 

Details: At the request of the Baltimore Division, Electronics 
Technician (ET) | | traveled to Calverton, 
Maryland to install a DCS3Q0Q client workstation and networking 
equipment to perform al 1 on a target using a 

| telephone. Calverton's DCS3000 Title III clienc 
worKstation will connect to the| | 

| |to the Washington Field Ortice (WFO) DCS3Q00 Server. 

b2 
b6 
b7C 
b7E 

ALL INFORMATION C0NTAIHED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/MAJ 

UPLOADED 
OCT I 8 2UUU a 

4 # b2 

%^r j 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

M^i 

Precedence: ROUTINE 

To: Laboratory-

Date: 10/02/2000 

Attn; QT-ERF 
QT-ERF 

QT-ERF 
QT-ERF 

From: Laboratory 
T ^ h n - i r . 1 rmvrat -i n n s 'Rt>r.t i on /TTPTtJ /pT-ERF 
C o n t a c t : | 703 | 

Approved By: 

[ 
Drafted By: [ 

ft 

Case ID #: 80-HQ-876-/p oQ 
269 -KQ-1194267-"^ Pending) 

,7*7/£» 

b6 
b7C 

Title: ON SITS FIELD SUPPORT 
DIGITAL DELIGHT 

synopsis: To report travel to Xnoxv.il le, Tennessee during 
09/20-21/2000. 

Details: At the request of the Charlotte Division, Electronics 
Technician (ET)|_ 

[ 

î s.i.î j.v.̂ .â  ^ M | 1 traveled to Raleigh, North 
Carolina to ^ B « - a n * nrsTnnn r. Liant workstation and networking 
^miSnm^nr r.o patform I | on a target using a 

aa'je-iah's DCS3000 Tit 

tUl 11U1U UllxJ 

i t e l ephone . i«*« 
"TTT r^ipn^ wnricst.ation w i l l connect t o t h e | 
I | t c 

in Atlanta, Georgia. 

6 the 

l e I 
b2 
b 6 
b7C 
b7E 

UPLOADED 
OCT i i im 

S.D.J. ?W' 
. < 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K3R/MAJ 

b2 

t3fe 

http://Xnoxv.il


mu;*uii93) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 09/12/2000 

To: Laboratory Attn QT-ERF 
_QT-ER? 
QT-ERF 
2T-ERF 

Prom: Laboratory 
Tgrhn ica l O p e r a t i o n s Sf>ction/TICTU/OT-ERF 
Contact: 703 

Approved By: 

Drafted By:« 

it ^ y 

hfr 
Tm/i 

ehb 

Case ID # : SO-HQ-876 - :_--' 
2 69-HQ-.11942 67-/v3fc0Pending) 

b6 
b7C 

b6 
b7C 

Title: ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis:. To report travel to Knoxville, Tennessee during 
08/23-09/01/2000. 

Details: At the request of the Knoxville Division, Electronics 
Technician (ET)| |traveled to Knoxville, 
Tennessee to install a DCS3000 client workstation and networking 
equipment to perform a| |on a -target using 

| [telephone. Knoxville's DCS3000 Title 
TTT r.Mftnl- wnrVst.aMon wlTTccmnftc-.f. to r.he| | 

I to the F3I field office 
in Atlanta, Georgia. 

ET brovided training on the operation of the 
DCS3 000 software to Task Force members which included personnel 
from the Knoxville Division and Knoxville Police Department. 
Special AgentI" [received additional training relating 
to DCS3000 network trouble-shooting and system maintainance. 

b2 
b6 
b7C 
b7E 

XMr kimmm\ifM^° 
ALL IMF0RMATI0M CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179KMH/KSR/HAJ 

b2 

Sfik-



X - i 

»^nfr?2S,i99S) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 07/05/2000 . 

Attn: QT-ERF 
QT-ERF 
QT-ERF 

From: Laboratory 
Technical Operations Section/TICTU/or-ppp 
Contact: | | 703-j | 

Approved By: "W* b6 
b7C 

Drafted By:[ 

Case ID #: 
~7*= 

ih)S&fer-

Title: 

80-HQ-S76 
"269-KQ-1194267 (Pending) 

ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis: To report travel to Knoxville, Tennessee during 

Details: At the request of the Knoxville Division, Electronics 
Technician (ETll I traveled to Knoxville, 
Tennessee to install a DCS3000 Title Ill/pen register workstation 
and n^wnrHnn ^linmpnt- tn nprf^rm an intercept on targets using 

I Itelephones. ET| |deployed 
networking equipment and a DCS3000 client workstation at the 
Knoxville Field Office and verified network connectivity to the 
| |server located at the FBI field office in 
Atlanta, Georgia. 

b2 
b6 
b7C 
b7E ,. 

-A Js ~, ' r/I.,,; 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/HAJ 

/vC 

b'< 

UPLOADED BYm0nJL-nim&) 

VMr-



(Oi/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory-

Date: 07/05/2000 

Attn: QT-SRF 
QT-ERF 
QT-ERF 

From: Laboratory 
Technical Operations Section/TTCTU/pT-ERF 

703| Contact: V 

Approved By: 

[ f 
Drafted By: 

Case ID #: 

ehfc&fcr 

b6 
b7C 

80-HQ-37S 
"259-HQ-1194267 (Pending) 

\ 

Title: ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

Synopsis: To report travel to New York, New York during 

Details: At the request of the New York Division, Electronics 
Technician (ST)I I traveled to Bronx, New York 
to install a DCS3000 Tirlp* TTI workstation and npfcwrvrkina 

telephones. ST"L 
T , r 
Jdep loyea networking equipment and a 

] 
DCS3000 c l i e n t w o r k s t a t i o n a t an o f f - s i t e l o c a t e d i n t he Bronx, 
borough and v e r i f i e d network c o n n e c t i v i t y t o t h e | "~| 
DCS3000 s e r v e r l o c a t e d i n Wayne, New J e r s e y . 

b2 
b6 
b7C 
b7E 

-'"- Lit / - t/ -Kj'j •• 
_ - - • — ' l / K — \ i I I I •••si •-»• 

' f 

b>?rmr^?}^r fmxiulM^ 

ALL IHTORHATIOir C0HTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/HAJ 

b2 

Ufcr 



(01/36/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 04/03/2000 

Attn: QT-ER? 
QT-ERF 

QT-ERF 

From: Laboratory 
^ ^ r ^ " 1 . r W > y a f i , i » < 3 g a r h i n n / T T C T U / Q T - E R F 7°3czz: Contact 

Approved By 

I 
Draf t ed By: ^fehbt^" 

b6 
b7C 

Case ID #: .269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 

Synopsis: To report travel to Charlotte, North Carolina on 
03/21-22/2000. 

Details: At the request, of tne Charlotte Division, HIectrom.es 
Technician (ET)| |traveled to Charlotte, North 
Carolina, to inBEall CWo ULbiUUU TlEJe III workstations to 
perform intercepts on targets using | | 
telephones. 

\ Ul 
:s3000 wide 

so installed af 
support a DCS3 000 wide area network between the Atlanta 
Office and the Charlotte Field Office. 

|tc 
Field 

b2 
b6 
b7C 
b7E 

ALL IJTFORHATIOU C0HTAIHED 
HEREIN 13 UNCLASSIFIED 
DATE 0 6 - 1 4 - 2 0 0 7 BY 65179DHH/KSR/HAJ 

•0i-m-tt°(W-\\j 

•JPLOADED 
AKK 0 6 2000 

S.D.J, 
b2 

http://HIectrom.es


m 
(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 02/28/2000 

Attn QT-ERF 
QT-ERF 
QT-ERF 

Laboratory 

703| 

From 

Contact 

Approved By: I b6 
b7C 

eK Drafted By: 

Case ID #: 269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 

Synopsis: To report travel to Norfolk, Virginia on 
02/14-15/2000 to provide technical assistance. 

..i'ctails; At the request cf the Norfolk Division, Electronics 
Technician (ET)| | traveled to Norfolk 
Virginia, to proVl^e Secnnlfai assistance with the installation 
of a DCS 3000 Client Title III collection system. 5T| | 
networked the DCS 3 00Q Client Title III collection system witn 

I I- Greensboro, North Carolina. Upon the 
completion ot numerous test-calls using al I the 
system was deemed 'operational'. 

b2 
b6 
b7C 
b7E 

gtm-ww-i® 
I UPLOADED J 

MAR 0 1 ZUUU 1 

ALL IBT0PHATI0M" CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/HAJ 

b2 



(Q1/16/I998) 

FEDERAl. BUREAU OF INVESTIGATION 

439 

Precedence: ROUTINE 

To: Labora t ory 

Date: 02/23/2000 

Attn: QT-ERF 
QT-ERF 
QT-ERF 

From: Laboratory-
Electronic Surveillance Technology Section/TICTU/OT-ERF 
Contact: | | 703] j 

Approved By: 

Drafted By: 

Case ID #: 

•>J rciat j 

'269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 

Synopsis: To report travel to Elmsford, New York on 
02/16-17/2000 to provide technical assistance. 

iJcLailb: At the' L̂ Q-gca'c o£ the New York Division, Electronics 
Technician (ET)| |traveled to Elmsford, 
New York, to provide tecnmcai assistance with the installation 
r,f w-iHa arp^ wpMnnricinfl fifTuinment at the new Elmsford I 1 

| ser/es the Manhatten 
oorougn ot New xorK city. 

be 
b7C 

b2 
b6 
b7C 
b7E 

ab^iimf-m 

UPLOADED ! 
MAR 0 1 ZUUO 

S.D.J. 5 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/HAJ 

b2 

^Vh-



(01/26/1998) 

FEDERAL. BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 02/23/2000 

Attn QT-ERF 
QT-ERF 
QT-ERF 

From: Laboratory 
Electronic Surveillance Technology Section/T^CTH/OT-ERF 
Contact: I | 103\ 

Approved By: 

Draf ted By 

Case ID # : -80-HQ-876— f? / .Jl 
269-HQ-1194267- l^Pen ding) 

Title: ON SITE FIELD SUPPORT 
DIGITAL DELIGHT 

^ .Synopsis: To report t rave J to Pittsburgh.. Pennsylvania on 
0 £. > i. 2 - 2 -i / £. 0 0 \i, 

Details: At the request of the Cleveland Diyision. Columbus 
Resident Agency, Electronics Technician (ET) 
rrav^la^ t-<-» pi t-1-ei-niT-<-»Vi Pennsylvania, to instil 

Tequioment in" the FBI's DCS3000 Server-atT 
"Pint- v • ' .tcsburgh, Pennsylvania, 

IT j |also provided technical assistance 
war°  to the rorhniral P-VT1,.- . . , ^_ ,,,.„„ ,,, ,, n,,,,, , ,,,,,, ,,,, , „,,, , , ^ _.^, 

| lof Columbus, 
MftSA Hn ^ m p r v r f f - h ^ j r - i n s M I I a f - i o n o f a T - < W ^ £ . Ml'sTOnO Pen 
Register Client and| |- Pittsburgh. 

b6 
b7C 

b2 
b6 
b7C 
b7E 

7 

ALL INFORMATION C0NTAIHED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/HA"J 

UPLOADED 
MAR 0 1 2000 

S.D.J. 
\o 

b2 
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mm. 
(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

.R 

Precedence: ROUTINE 

To: Laboratory 

Date: 

Attn: 

01/27/2000 

QT-ERF 
QT-ERF 

QT-ERF 

From: Laboratory 
Flprf^onip SnrvPillanr^ T^rhnnlpnv Section/TICTU/QT-ERF 
Contact: j |703| | 

Approved By: 

L 
Drafted By: [ 

Case ID #: 8J3-HQ-876 QV& 

Title: ON SITE FIELD SUPPORT 

Synopsis: To report travel to Philadelphia, Pennsylvania on 
01/13-14/2000 to provide technical assistance. 

details: At the remiest of the Philadelphia Division," 
r 

Electronics Technician (ST) |_ 
Jtraveled to 

Philadelphia, Pennsylvania, to provide tecnnicax assistance with 
the installation of a DCS 3000 Client Title III collection 
system. ETf |networked the DCS 3000 Client Title III 
collection gygCetti withf" 
Upon the completion of numerous test-cans using a| 
phone, the system was deemed 'operational'. 

b6 
b7C 

b2 
b6 
b7C 
b7E 

X r n H ^ 
f- J • 

UPLOADED 

F £ B 0 8Z O Q O 

j . 

S.D^L 

ALL INFORMATION CONTAINED 
HEREIN IS DECLASSIFIED 
DATE 06-14-2007 BY 6-5179DMH/K3R/HAJ 

b2 

ftfe-



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 09/23/1999 

Attn: IQT-ERF 
QT-ERF 
QT-'ERF 
QT-ERF 

QT-ERF 

From: Laboratory 
Electronic Surveillance Technology Section/TTCTU/QT-ERF 
Contact: 

Approved By: 

logy Section/TTCI ]7o3t___r 

hb-Sk/v--Drafted By:. 

Case ID #: 269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 
TRAVEL TO CHARLOTTE, NORTH CAROLINA 

Synopsis; T O report travel to Charlotte, North Caroj ina or-
09/20-21/1999 to install { |and DCS3000 
Title III equipment. 

Details: Electronics Technician (ET) 
traveled to Charlotte, North Carolina on 09/20-21/1999 to install 

00|_ I system for the 
otce ^ 

DCS3 0 
Charlotte Field Office 

Atlanta field Office 

In addition, ET 

Special Agentl 

The! [will facilitate a 
1 between tne Charlotte DCS3000 Client and the 

JDCS3000 Server that resides at the 

the opsra)- i nn anH ma i nt-pnan^ jSf fhp DCS3000 Client System to 1 provided technical training on 
of the Charlotte Field Office. 

b6 
b7C 

b2 
b6 
b7C 
b7E 

M^im^i-$ 
UPLOADED 

SEP 3 0 1999 

S.DJ. 
Qhh 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/MAJ 



998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory-

Date: 09/14/1999 

Attn: QT-ERF 
QT-ERF 
QT-ERF 

QT-ERF 

From: Laboratory 
Electronic Surveillance Technology Section/TICTU/QT-ERF 

ZZJ703| | b 6 
b7C 

Contac 

Approved By: 

oni^ 
t: [ 

Drafted By: 

Case ID #: 269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 
TRAVEL TO PITTSBURGH, PENNSYLVANIA TO INSTALL 

| |AND DCS3 000 EQUIPMENT 

'.Synopsis: To report travel t'o Pittsburgn, Pennsylvania on 
"08/31-09/03/1999 to install. DCS3000 collection and networking 
equipment. 

Details: Electronics Technician (ET)| ~_ I 
traveled to Pittsburgh, Pennsylvania on 08/31-09/03/1999 
to install a pr.R3C10n C1ip.nr system at. the Pi t-.t-.shiiT-cih Field Office 

in 
1 P-and install, al 
F 

ETT 

JS Pittsburgh, Pennsylvania. 

~| provided technical assistance and expertise 
to thef 
DCS3000 Waiter system at[ 
Ohio . 

j and in Zanesville, 

b2 
b6 
b7C 
b7E 

ALL ICTFORHATIOII COMTAIMED 
HEREIN IS UNCLASSIFIED 
DATE 0 6 - 1 4 - 2 0 0 7 BY 65179DHH/K3R/HAJ 



FEDERAL BUREAU OF INVESTIGATION W 
Precedence: ROUTINE 

To: Laboratory-
Date: 08/20/1999 

A t t n : 

From: 

QT-ERF 
QT-ERF 

QT-ERF 
QT-ERF 

b6 
b7C 

A p p r o v e d By-

Laboratory 

1 
Drafted By: 

Case ID #: *269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 

TRAVEL TO PITTSBURGH, PENNSYLVANIA TO INSTALL 
DCS3 000 EQUIPMENT 

J...Synopsis: To report travel, to Pittsburgh, Pennsylvania or. 
flfl/] g-i p, /1 Q"" <-j install a DCS3000 collection system for|~" ] 
Details: Electronics Technicianf 
Pittsburgh D*=-~~~--I • 

colle< 
__/ traveled to .̂̂ c xcwiin-i.c3.anI " / traveled 

Pittsburgh, Pennsylvania on 08/16-18/1999 to install a DCS3 000 
collection system and! • 
i * The DCS3Q00 Server workstation is installed in 

\ and will support DCS3000 Client connections from multiple federal and state/local agencies. 

b2 
b6 
b7C 
b7E 

Qltf-VQ-liq^l-QO 

UPLOADED 
Aub 2 5 1999 

S.D.J. 

ALL IWFORHATIOET COHTABIED 
HEPEIJT IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K5R/HAJ 

http://xcwiin-i.c3.an


FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 07/16/1999 

A t t n : QT-ERF 
2T-ERF 
2T-ERF 
QT-ERF b 7 C 

2T-ERF 

b 6 

From: Labora tory 
p i ^ f ^ n ^ f ft^ni.n^ T f i r h n o l o a v S ° ^ i ™ /TTPTTT/nT-CTF 
Contact: 

gy ^ 
703-1 

xi 

Approved By: J. 

Drafted By: 

3^ 
Case ID #: 269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 
TRAVEL TO MINNEAPOLIS, MINNESOTA TO INSTALL 
DCS3 0 00 EQUIPMENT 

Synopsis: To report travel to Minneapolis, Minnesota on 
06/28-07/02/1999. 

Details: Electronics Technician! 

a DCS3000 collection system and^ 
traveled to Minneapolis, Mi nnp.qrit-P. on nfi/7fl-07/'0̂ /l999 
a DCS3000 collection system and| 
The DCS3000 workstation is installed in the Minneapolis Field 
Office (FO) and will connect t 

ringtail 

t Iin Minneapolis. 

ET(" 3upgraded the Aerial DCS3000 client system polis FO and upgraded the Aerial DCS3000 
server system located at Aerial in Eagan, Minnesota. 

6&W-\iqw7--% 

b2 
b6 
b7C 
b7E 

UPLOADED 
JUL 1 2 m% 

S.D.J. 

ALL INFORMATION COBTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/HA.I 

3 °iSVhr-



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory Attn: 

Date: 05/07/1999 

QT-ERF 
QT-ERF 
, QT-ERF 
2T-ERF 
QT-ERF 

From: Laboratory 
Electronic Surveillance Technology Section/TICTU/QT-ERF 
Contact: | | 703| | 

Approved By: 
•JM 

Draf t ed B y : , ™%d 
Case ID #: 269:HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 
TRIP REPORT-NEW YORK CITY 

, Synopsis: Tn report, travel to New Ycr}i City, New York an 
" 05/05-06/1999 to install! I 

7 
[ 
Details: Electronics Technicians! 

]traveled t.o New York Citv. New York on 
' »tall~ 

~] and 

uu»i,-ui;iyyy £o ins 
Iswiccn is a new swmcn wnicn 

provides service to all ot Long Island and the lower, east-side 
of Manhattan. This switch is now connected to the New York Field 
Office via a dedicated, leased line. 

b6 
b7C 

b2 
b 6 
b7C 
b7E 

ID 

OTLOADEDBY 

56bL 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY •65179DMH/K3R/KAJ 

J 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 03/18/1999 

A t t n : QT-ERF 
_QT-ERF 
J QT-ERF 
&T-ERF 

QT-ERF 

From: Laboratory 
ElRCil-.mnir Snrvf t i l l a n n p T P r h n n l n a v gMtJon/TTCTU/QT-ERF 
C o n t a c t : I 7 0 3 | | 

A p p r o v e d By: 

Drafted By: J 

C a s e ID # : 269-HQ-1194267 (Pend ing ) 

T i t l e : | ~ | 
TRIP REPORT-NASHVILLE 

]ehb$#/ 

b2 

^Synopsis: To report travel to Nashvxl.'e, Tennessee on 
" 03/15-17/1999 to install a DCS3000 collection system.' 

Details: Electronics Technician (ET)| | and 
ET| | traveled to Nashville, TN on 03/15-17/1999 
to install a UUS30UU collection system for the Nashville Resident 
Agency (RA) to support a| |intercept on a target 
utilizing [ telecommunication services. 

In addition, ETs£ ]and[ J provided in-depth 
training and instruction on the operation ana maintenance of the 
DCS3000 system to Special Agent| ~ l o f t h e Nashville 
RA. " ' 

b6 
b7C 

b2 
b6 
b7C 
b7E 

ALL IHTOPJIATIOF COHTAIHED 
HEREIN IS OTCLASSI.FIED 
DATE 06-14-2007 BY 65179DMH/K3R/HAJ 



p 
TplMiSto) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory Attn: 

Date: 03/18/1999 

QT-ERF 
QT-ERF 

QT-ERF 
QT-ERF 

IQT-ERF 

From: Laboratory 
Electronic Surveillance Technology Section/TICTU/QT-ERF 
Contact: | |703f 1 

Approved By: 

[ 
Drafted By:m 

b6 
b7C 

Case ID #: 269-HQ-1194267 

tie: [" 

1-jg^ 
Ti 

b2 
TU1P RUPOkT - UAL'EIGH 

»̂_r c!iiT-ior>si ?: To r̂ "7>ort travel to t.b°  Pale.""cth Resident Aoencv (RA) 
.*•* on G3/03/199S to install a DCS 3000 collection system network for 

an upcoming| \ 

Details: On 03/08/1999 Electronics Technicians (ETs) 
I andl , "|met with Technically 

rrajnp.fi Aagnt-.| poT hh<» i'hJrlnffP Piqlri Office, 
Jinstalled a| ETs 

inp.fl ftqfinET 
| _ _ | a n S [ and a DCS 

3000 workstation-aT~an offsite location in the kalelgri area. 
This workstation was configured as the server and client for an 
upcoming | "| 

Idata trom the New itortc, Atlanta, ana 
LJ^eensDor'o| " | This will allow contemporaneous 
collection aC the Raleign offsite of the pen register data 
regarding this target. 

ETs [ ]and[ 
the Raleigh RA to act as a client so the information for the 
target at the Offsite can be uploaded to the Telephone 
Applications database. Prior to departure, ETs| |and 
I Itested the DCS 3000 network and found it to be fully 
'upiJldLlonal. 

Jalso reconfigured a workstation in 
matic 
elepl 

1C t< 

b2 
bo 
b7C 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K3R/HAJ 

UPLOADED BY <j^W_g?/, 

ZGH-m-imiirTi^ f~G 
u 

drb3 ?)%-

http://rrajnp.fi


(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/10/1999 

To: Laboratory Attn: QT-ERF 
QT-ERF 
QT-ERF 

QT-ERF 

From: Laboratory 
Electronic Surveillance Technology Section/TICTU/QT-ERF b6 
Contact: | | 7 0 3 ( ^ _ _ _ J b 7 c 

Approved By: £ 
Drafted By: [ 

Case ID #: 269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 
TRAVEL TO COLUMBIA, SOUTH CAROLINA TO INSTALL DCS3 000 
COLLECTION SYSTEM FOR| ""| 

synopsis: To reoorf. travel to Columbia South Carolina on 
02/03-04/1999 to install a DCS3000 collection system. 

Details: Electronics Technician (ET)| 
traveled to Columbia, South Carolina on 02/UJ-U4/lyyy to install 
a DCS3000 collection system at the Columbia Field Office (FO). 
Coinciding with ET| "ltravel, Electronics Engineer (EE)' 
| graveled to Atlanta to install DCS3000 
networking equipment in the Atlanta FO. The equipment installed 
by ET| frnd EEl |will allow the Columbia FO to 
collect intercept inrc " 
Atlanta FO DCS3000 server 

ormation fromf ] via the 
In addition, ElT ]provided in-depth training and 

instruction on the operation and, maintenance of the DCS3000 
system to Special AgentI Jof the Columbia FO. 

b2 
b6 
b7C 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 6-5179DHH/K3R//JIAJ 

UPLOADED mdMjU*'m 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Laboratory 

Date: 12/23/1998 

Attn: QT-ERF 
QT-ERF 
QT-ERF 

QT-ERF 

From: Laboratory 
Electronic Surveillance Technology Section/TICTU/QT-ERF 

I 7 0 3 l " Contact: 

Approved By: 

] 

# £u> 
D r a f t e d By: ehb1 

Case ID #: 269-HQ-1194267 (Pending) 

Title: [ I 
TRAVEL TO BALTIMORE, M»PVT awn T O THCTIT.T nrcmnn 
COLLECTION SYSTEM FOR| | 

b2 

•t^yaops.i.s: To report travel tc Baltimore, Maryland on 12/22/'l?9S 
to install DCS3000 collection system. 

Details: Electronics Technician (ET) 
traveled to Baltimore, Maryland on 12/22/1998 to install DCS3000 
networking equipment for the nrs^non collection system at 

I _ _ _ _ _ _ _ _ _ _ _ ^ i In addition, ET 
I |installed a DCS3Q0Q workstation in the Baltimore Field 
Ottice and provided in-depth training and instruction on the 
operation and maintenance of the DCS3000 system to Special Agent if 

b6 
b7C 

b2 
b6 
b7C 
b7E 

ditJl-\\$-UcV-l6L($y-

DATE 06-14-2007 BY 65179DMH/KSR/MAJ 
Iffl 

Q^> 9 $ 



(0I/26/199S) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 12/18/1998 

To: Laboratory Attn: QT-ERF 
QT-ERF 

JOT-ERF 
~_JQT-ERF 
1~UT-ERF 

L 
From: Laboratory 

Electronic Surveillance Technology Section/TICTU/QT-ERF 
Contact: | |(703] I bb 

Approved By; 7 b7C 

yjLX 
D r a f t e d By: I [ e h b 

^ C ^ 
Case ID #: 269-HQ1194267 ' 

Is-

. Title:. DIGITAL. DELIGHT 
TRIP REPORT 

Synopsis: To report on travel to the Calverton Resident Agency 
(RA) on 12/16/1998 to install a DCS 3000 collection system. 

Details: ' On 12/16/1998 Electronics Technician (ET) . 
| 1 and| ~| met with Technically b2 
Trained Agent (TTA)I |ot the Baltimore Field b6 
Office. TTA| I requested that a DCS 3000 collection hlC 
System be installed at the Calverton RA. The DCS 3 0 00 was 
installed and demonstrated to TTA| | ETI ~land b7E 
ETj | preformed a test of the Data Delivery (Pen Register 
information) with an FBI test phone, and. found the DCS 3000 to be 
fully operational. 

. .1 ~1 informed TTA | | 
| had started using a new switch in HandVer1, Maryr 
Carget 

that 
6Ver, Maryland. The 

s -home location was moved from the Silver Spring location 
to Hanover. In order for the FBI to gather Pen Register 
information on this target, EST-3 will be required to install a 
DCS 3000 collection system at the Hanover switch. Once EST-3 
installs the DCS 3000 at the Hanover switch, the FBI will have Y>2 
complete state coverage of the target. b6 

ALL INFORMATION CONTAINED , . b 7 C 
HEREIN 13 UNCLASSIFIED jj ; 
DATE 06-14-2007 BY_65179DHH/ksR/HAJ b7E 

^,- -»mm ^ 



(01/26/1998) 

FEDERAL BUREAU OF IIMVESTICATION 

Precedence: ROUTINE Date: 12/16/1998 

To: Laboratory Attn: 

From: Laboratory 

Contact: f 

QT-ERF 
QT-ERF 
QT-ERF 
.QT-ERF 

bo 
b7C 

Electronic Surveillance Technology Section/TTCTU/OT-FRF 

H " H l 
Approved By l 
Drafted By: 

Case ID # : 269-HQ-1194267 (Pend ing ) 

b2 
b7E 

T i t l e : DIGITAL DELIGHT 
NftW YORK TO INSTALL J 

".Synopsis: To report travel no New Yer 
12/08-10/1998 to install equipmenc at 
provide training and instruction on t 
to New York Division. 

NfcV fork on 

lii ULSJUUU uuiiyuiiuir 
and 
system 

Details: 
Electronics Engineer 

Electronics Technician 
(EE)[ 

(ET) 

ide 

1 and 
traveled to New 

York City, New York on 12/08-10/1998 to upgrade New York 
Division's! 1DCS3000 collection system. Also on 
12/08-10/1998, ET| "|and EE| [installed an additional 
DCS3000 collection .qvsrem for the* niiT-pnse of collecting intercept 

b2 
bo 
b7C 
b7E 

i n f o r m a t i o n f rom 
Qn fiYRr.Rm 

ET land EEr 
t r a i n i n g and i n s t r u c t i o n on ftne o f t g r a t i o n on t h e IXJiaJOOO 
c o l l e c t i o n s y s t e m t o S p e c i a l A g e n t I lof t h e New York 

Hprovided 

Field Office 

ALL IMF0RHATI0JJ COBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/HAJ 

• / • -

: / 



98) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 12/02/1998 

To: Labo rate ry Attn: QT-ERF 

From: Laboratory 
Elpctronir Snrvpi1lanrs Tsrhnolnav Section/CIMU/QT-ERF 
Contact:| | (703)| J 

I FHV/^ ..,, b 7 C 
Approved By: 

Drafted By: 

Case ID #: 

:ehbP*^ 

269-HQ-1194267 (Pending) 

Title: DIGITAL DELIGHT 
TRAVEL TO PHILADELPHIA, PENNSYLVANIA AND ATLANTIC CITY, 
NEW JERSEY TO INSTALL DCS3000 COLLECTION SYSTEMS 

Synopsis: To report travel to Philadelphia, Pennsylvania and 
Atlantic City, New Jersey on 11/17-19/1998 to install equipment 
and provide training and instruction on the DCS3000 collection 
system. 

J3et a i l s: Electronics Technicians 
Jravcl-d to-Fhildu. 

/F.Ts! 
.^Ll bravcl~d to • Fhilciuolphia, rcimsjive—,_ .-.. 

11/17/1998 to upgrade the Philadelphia Division's DCS3000 
collection system. Also on 11/17/1998, ETsj frn^L 
•traveled to Atlantic City, New Jersey to install a UCS30Q0 
collection system in the Atlantic City Resident Agency (RA) 
11/18/1998, ETs| |and| |provided training 

F h o nna-raV i nh --- ----- ^ 

j and 

On 

instruction oo_ 
Special Agentl of 

and 
DCS3000 collection system 

the Atlantic City RA. 
TTTT5 to 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K3R/HAJ 

CPL' m tsfik 

^eio .T 



(01/26/1998) 

FEDERAL BUREAU OF INVESTICATION 

Precedence: ROUTINE 

To: Labo r a t o ry Attn: 

Date: 10/02/1998 

QT-ERF 

From: Labora to ry 
E l e c t r o n i c S u r v e i l l a n c e Technology Sf»rf i nn /PTMTt/QT-ERF 
C o n t a c t : | 1(703) | 

Approved By: I 

Dra f ted By: 

V. 
apt- i o n / f TMTT/ 

I I 

pyg 
>hb 

Case ID # : 269-HQ-1194267-" (Pending) 

Title: DIGITAL DELIGHT 
OPERATIONAL TRAVEL TO KANSAS CITY, 
MISSOURI 

Synopsis: To report travel to Kansas City, Missouri on liss 
nq/?7-m/ni/QR to ^ . ^ ^ in thp installation of [_ 

I I intercept equipment. 

Detail I 

[ 
Electronics Technicians 

«? nest a 

±S: Elect 
~J traveled 
Tj a*- ion of 

c ]and[ 
to Kansas City, Missouri^to assist in the 

| |equipment.- The/ worked with 
_ Special Agents| landP" • Emnranenr. was 

installed at the SerVlCe provider"! 

b6 
b7C 

and the 
Kansas^rify Field Office. Electronics Technicians | j and 

r a i i u n ana J a l s o p rov ided i n - d e p t h t r a i n i n g on t h e opei 

b2 
b6 
b7C 
b7E 

maintenance of the system 

UPLQABBiBBY^ 

ALL UTFOPHATIOII COHTAIMED 
HEEEICT IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/HAJ 

HUfto 7%//>/?p&er-/g^f *tf* 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

ji&. -.. -

Precedence: ROUTINE 

To: Information Resources Attn -[ 
Date: 03/20/1998 

QT ERF 

From: Information Resources 
Electronic Surveillance Technology Section, EST-4, 
NADU, QT Egg , 
Contact: [ (703) 

Approved By: 

Drafted 

Case ID 

By: [ ]llp^ 
281F-ME-47043 
269-HQ-1194267 

T i t l e : _ INSTALLATION OI 1 I All 
IFOR MEMPHIS FIELD OFFICE 

Synopsis: To report details on the deployment of equipment to 
perform electronic surveillance. 

bctaxis: Electronics Tecnnician (El') I 
Electronics Engineer (EE) I 

b 6 
b7C 

TN, t o d e p l o y T i t l e I I I ana pen r e g i s t e r i n t e r c e p t 
h a r d w a r e and s o f t w a r e forj 

]LI'dV^mU LU MUBlphis, 

] 

b2 
b 6 
b7C 
b7E 

I n a d d i t i o n , ET\ | and EE| 
traiiiinu "o technical expertise and 

and maintenance of the[ 
E "*|provi 
oniluurJtion, 

ided 
operation 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/KAJ 



(Rev. 10-01-1999) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/31/2002 

To: Laboratory 

From: Laboratory 
Cyber Technology Section /TTf.Ttl/OT-ERF 
Contact 

Approved By 

703[ 

b6 
b7C 

Drafted By: ehb 

Case ID #: 268-HQ-1012496 

Title: WIRELESS NETWORKS 

Synopsis: In accordance with Project Management Office (PMO) 
requirements, the Telecommunications Intercept and Collection 
Technology Unit (TICTU) is submitting the Statement of Need (SON) for 
the DCS3000 Interactive Voice Response Authentication System 
activity. 

Enclosures: DCS3000 Interactive Voice Response Authentication 
System SON 

Details: The DCS3000 Interactive Voice Response Authentication System 
engineering activity has been completed. In accordance with PMO 
directives, a SON has been prepared and is being submitted under this 
EC for review by the PMO. It is requested that this SON be entered 
in the file. Questions about the project and/or the enclosed 

|TICTU at 703-

b6 
]QT-ERF_ _ _ b 7 C 

in the file. Questions about the 
documentation may be directed to[ 

CC: 

[ 3 T-ERF (Enc) 
QT-ERF (Enc) 

QT-ERF (Enc) 

• • b6 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K5R/HAJ 

b2 



* * * For Official Use Only * * * 

DCS TVR SYSTEM Statement of Need TICTU 

DCS3000 
INTERACTIVE VOICE 

AUTHENTICATION 
RESPONSE 

SYSTEM 
Fi le No. 268-HQ-1012496 

STATEMENT OF 

PHASE 1 

NEED 

Telecommunications Intercept and Col lect ion Technology-
Unit 

Technical Operations Section 

ALL ItfFORMATION COBTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/MAJ 

File No. 268-HQ-1012496 i May 01, 2001 

* * * For Official Use Only * * * 



* * * For Official Use Only * * * 

DCS IVR SYSTEM Statement of Need TICTU 

PREPARED BY: 
(Originator) 

APPROVAL 

Print Name 

Signature 

CONCURRED BY: | 
(User Print Name 
Representative) 

Signature 

05/01/01 
Date 

Date 

b6 
b7C 

CONCURRED BY: 
(Unit Chief) Print Name 

Signature Date 

File No. 268-HQ-1012496 ii May 01, 2001 

* * * For Official Use Only * * * 



* * * For Official Use Only * * * 

DCS IVR SYSTEM Statement of Need TICTU 

NEW PROJECT PROPOSAL TITLE: DCS3000 INTERACTIVE VOICE RESPONSE 
AUTHENTICATION (DCS IVR) SYSTEM. 

ORIGINATOR: b6 
b7C 

DATE OF ORIGINATION: May 01, 2001 

PURPOSE: To request the start of a new engineering activity 
within the Technical Operations Section (TOS), 
Telecommunications Intercept and Collection Technology Unit 
(TICTU). 

The purpose of the new activity is to develop a computer-based 
DCS_IVR System for use by TICTU that will greatly enhance 
their capabilities in tracking the deployment of the FBI's 
DCS3000 software application. 

RECOMMENDATIONS/STATUS: 
1. That the TOS approve the start of a new engineering ^g 

activity to develop a DCS_IVR System. , 7 

2. That Electronics Technician!^ |be made 
Project Leader for this engineering activity. 

3. That file number 268-HQ-1012496 be used for this 
engineering activity. 

DETAILS: The TICTU is responsible the for research, 
development, and field-deployment of Electronic Surveillance 
(ELSUR) systems that perform 'switch-based' intercept and 
collection of wireless telecommunication data and audio. One 
of those ELSUR systems TICTU developed is the DCS3000. 

The DCS3000 is a computer-based ELSUR system that performs 
'switch-based' intercept and collection of call detail (data) 
and call content (audio) information. Call detail and call 
audio information is delivered over a local area network from 
cellular, enhanced specialized mobile radio and GSM service Y>2 
providers to the DCS3000 System. The DCS3000 is currently in 
use by the FBI,I I 

I iana many state ana local law enrorcement 
1 agencies'. : ' 

File No. 268-HQ-1012496 1 May 01, 2001 

* * * For Official Use Onlv * * * 
' " y l I l c l a l u s o va±X ALL INFORMATION C0MTABIED 

HEEEIir IS UNCLASSIFIED 
DATE 06-14-200? BY 65179DMH/K3R/HAJ 

b7E 



* * * For Official Use Only * * * 

DCS TVR SYSTEM Statement of Need TICTU 

It is the goal of TICTU to authenticate and log each 
installation of the DCS3000 software before the software is 
installed on a computer. Therefore, to facilitate the 
authentication process, TICTU engineered an authentication 
function in the DCS3000 Setup Application to better track the 
numerous deployments of the DCS3000 software. This 
authentication function runs at the beginning of the DCS3000 
installation process and forces the user to perform an 
Authentication Request Call to TICTU. 

The TICTU personnel, after receiving this Authentication 
Request call, must access a computer with the DCS3000 
Authority Program, manually input the Authentication Request 
Number and wait for the computer to calculate the 
Authorization Result Code. When the calculation is finished, 
TICTU personnel must then verbally relay the Authorization 
Result Code to the caller.and enter the date/time/caller's 
name and organization in a DCS3000 Authentication Log. 
Unfortunately these procedures take up valuable work time 
(typically 5 to 7 minutes per call) and TICTU personnel must 
be available on a 24-hour basis to answer Authentication 
Request Calls. 

The goal of this engineering activity is to provide TICTU with 
a 
self-contained, DCS_IVR System that will provide Automated 
Call Attendant features with intuitive Interactive Voice 
Response messages. The DCS_IVR System's capabilities will 
ultimately save TICTU valuable work time and ensure that each 
installation of DCS3000 Software is authenticated and 
accurately recorded in a database log. 

DCS_IVR SYSTEM REQUIREMENTS 
- Operate from a Windows NT PC 
- Ability to answer incoming calls 
- Ability to decode, log and display Caller ID 
- Ability to place outgoing call to caller's callback 

number and/or Caller ID 
- Provide automated logging of Authentication Requests 

File No. 268-HQ-1012496 2 May 01, 2001 

* * * For Official Use Only * * * 



* * * For Official Use Only * * * 

DCS TVR SYSTEM Statement of Need TICTU 

- Provide automated logging of Authorization Result Codes 
- Provide friendly, Interactive Voice Responses to help 

guide the caller through the Authentication Process 
- Provide digital audio recording of caller's name and 

organization 
- Provide a date/time stamp for all calls 
- Provide DTMF digit decoding capabilities 
- Provide an Access Database Log of all information 
- Provide a robust Report Generator Utility to facilitate 

generation of reports 

1. MIS SION/REASON 
The purpose of this new engineering activity is to 

provide TICTU with a self-contained, DCS_IVR System that will 
provide Automated Call Attendant features with intuitive 
Interactive Voice Response messages. The DCS_IVR System's 
capabilities will ultimately save TICTU valuable work time and 
ensure that each installation of DCS3000 Software is 
authenticated and accurately recorded in a database log. 

2. BASIS OF NEED 
There are no DCS_IVR Systems currently available for 

TICTU, FBI, other government agencies, and/or state and 
local law enforcement agencies to use. 

3. ASSESSMENT OF CAPABILITIES 
The DCS_IVR System activity will focus on providing 
TICTU, FBI, other government agencies, and/or state and 
local law enforcement agencies with a user-friendly, 
feature rich DCS_IVR System capable of fully meeting the 
technical requirements listed in the details section. 

A. Existing Capability 
Currently, the FBI has no deployable DCS_IVR Systems. 

B. Planned or Programmed Capability 
Develop a user friendly, feature-rich DCS_IVR System. 

The DCS_IVR System will utilize commercial-off-the-shelf 
(COTS) computer equipment and digital telephony hardware 
controlled by TICTU-developed software. The DCS_IVR 
System will be programmable so that various modes of 
operation are possible. The DCSIVR System will be 

File No. 268-HQ-1012496 3 May 01, 2001 

* * * For Official Use Only * * * 
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DCS IVR SYSTEM Statement of Need TICTU 

developed to accommodate future methods to be fully 
defined at a later date. 

The TICTU personnel will provide system development, 
integration, configuration, and final testing of the 

DCS_IVR System. The DCS_IVR System development activities 
will also include the release of information and/or 
equipment by TICTU, FBI, other government agencies, and/or state 
and local law enforcement agencies. 

No other programs are known which are developing DCS_IVR 
System capabilities. 

4. NEEDED CAPABILITY 
The TICTU has studied the technical specifications 

required for the successful deployment of a DCS_IVR 
System. Based upon these studies, TICTU has determined 
that COTS equipment or system components will meet the 
hardware requirements for the DCS_IVR System. The TICTU 
will utilize COTS hardware in conjunction with TICTU-
developed software to develop the DCS IVR System. 

File No. 268-HQ-1012496 4 May 01, 2001 

* * * For Official Use Only * * * 



From: 
To: 
Date: 
Subject: 

b 6 
b 7 C 

Fn, Mar 16,2001 fclil AM 
Distrbution of DCS-3000 Software 

I talked witlT 
told me that th^ (yesterday about tracking the installations of the DCS-3000 SoftwareF 

s up and running and will be used to track the installations of the 
DCS-3000. He also stated it is the responsibility of each group member to create installation disks and 
there are two methods used to distribute the DCS-3000 software: 

b 2 
b 6 
b 7 C 
b 7 E r I 

When the DCS-3000 software is installed will the phone number of th£ 
installation? 

Jppear durng the 

If not what is the phone number oftheT 

Will we use th< when installing DCS-3000 software on FBI Computers? 

I understand that new versions of the DCS-3000 software are e-mailed to|_ Jrom BAH. 
Can new version of the DCS-3000 software and any release notes be forwarded to all members of 
TAG so installation disk can be made? 

ThanU 

CC: 

ALL IHTOPMJLTIOU CONTAIHED 
HEREIff IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/HAJ 



From: 
To: 
Date: 
Subject: 

b 6 
b 7 C 

Tue, Aug 14, 2001 3:14 PM 
Re: DCS IVR Authentications 

Yes I would. Once we get the Help Desk set up, I would like the ladies to review the system daily and 
log the agencies that have requested authorization codes. 

» : f ]08/14 8:33 AM > » 
This is a Report for 6/11/2001 - 8/14/2001 

Ido you want me to archive the records and wav files to removable media? 

ALL INFORMATION COBTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/MAJ 



b6 
• 1 b7C 

From: J I . 
To: | 
Date: Fri, Dec 13, 2002 3:52 PM 
Subject: DCS3000 enhancement 

here's a suggestion/addition for the DCS3000 that will facilitate consensual recordings... 

add a CW list so that every time a source/CW calls a number in that list, the call is recorded, if the 
source/CW calls a number that isnt in the list - that call is NOT recorded and the information is 
discarded. 

this wouldn't be that hard to code' 

let me know - thanks! :o) 

ALL IMTCIPHATICW COHTAIMED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K3R/MAJ 



From: 
To: 
Date: 
Subject: 

[ 
Fri, Dec 13,2002 4:58 PM 
Re: DCS3000 enhancement 

I 1 . . 
please consider! Irequest. b o 

b7C 
thanks, 
m.e. 

»i 12/13 3:52 P M > » 
here's a suggestion/addition for the DCS3000 that will facilitate consensual recordings... 

add a CW list so that every time a source/CW calls a number in that list, the call is recorded, if the 
source/CW calls a number that isnt in the list - that call is NOT recorded and the information is 
discarded. 

this wouldn't be that hard to code' 

let me know - thanks! :o) 

CC: b 6 
b 7 C 

ALL INFORMATION CONTAINED 
HEREIff IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K5R/HAJ 



From: 
To: 
Date: 
Subject: 

Mon, Dec 16, 2002 8:07 AM 
Re: DCS3000 enhancement 

in addition to a Calling List there would 
be options of... 

a) only incoming calls from # 
b) only outgoing calls to # 
c) both incoming & outgoing calls 

'we' would want to use the 'warrant start & stop dates' too. 

b 6 
b 7 C 

CC: 
b 6 
b 7 C 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/KSR/HAJ 



From: 
To: 
Date: 
Subject: 

b 6 
b 7 C 

Wed, Jul 25, 2001 10:07 AM 
Re: DCS3000 Tracker Software 

Sounds goodj |Can't wait to see it. 

I was working with some agency guys yesterday. They are putting together a system with a flat panel 
ant. and a loggerhead and doing locations based on registrations. It works. They have a later software 
version on their loggerheads (I think). It will really help when we can use your software for real time 
display of the loggerhead activity. As it is, you have to make a pass in the area, move somewhere else, 
look at the log, etc. Any word on when Harris can make the change to the loggerhead? 

» * })7/24 10:05 AM > » 
JP is finished with the software mods that support 
the multi-van| Integration. 

We are waiting delivery of the COM driver and the 
final approval ofthe| 

b 2 
b 6 
b7C 
b 7 E 

ALL IHFOPMATIOII C0HTAIHED 
HEREIN 15 UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K3R/MAJ 



From: 
To: 
Date: 
Subject: 

b 6 
b 7 C 

Fri, Mar 16, 2001 9:21AM 
Distrbution of DCS-3000 Software 

I talked withT" 
told me that t h j 1yesterday about tracking the installations of the DCS-3000 Software, 

is up and running and will be used to track the installations of the 
DCS-3000. He also stated it is the responsibility of each group member to create installation disks and 
there are two methods used to distribute the DCS-3000 software: 

b 2 
b 6 
b 7 C 
b 7 E 

When the DCS-3000 software is installed will the phone number of thd 
installation? 

appear durng the 

If not what is the phone number of tta 

Will we use the when installing DCS-3000 software on FBI Computers? 

I understand that new versions of the DCS-3000 software are e-mailed to from BAH. 
Can new version of the DCS-3000 software and any release notes be forwarded to all members of 
TAG so installation disk can be made? 

Thanks 

CC: 
b 6 
b 7 C 

ALL IUFORMTION COBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/KSR/HAJ 



From: 
To: 
Date: 
Subject: 

b 6 
b 7 C 

Mon, Oct 6, 2003 2:50 PM 
Certification and Accreditation Kickoff meeting for DCS 

Per our conversation this morning, I would like to schedule a kickoff meeting for the certification and 
accreditation effort for the Digital Collections Systems for 11:00 a.m. on Thursday, 16 October 2003 at 
the ERF facility. I think the meeting will take about two hours plus lunch break. 

The purpose of the meeting is to introduce to you and your team our DCS C&A strategy, explain the 
C&A process and discuss any pertinate issues you or your team may have including answering any 
questions. I would suggest as attendees from your end to include! |(DCS 6000)J I 

J DCS 5000 & ARACHNET), Yourself (DCS 3000)£ 

uai 

JD CSNet),[ 
jTrigger Fish), and a representative for any system that will interface with the DCS 3000 or 

anyone of the above systems. You may also want to have) jattend as well. Of course anyone 
else you feel appropriate to attend will be welcome. 

Our attendees will include! ](FBI) our team IeadeiT TDAA representative 
, I and myself (Certifiers). All our folks are contractors except for) | 

who is FBI. I will send the appropriate contractor information to| |for access to the 
"ERTTacility 

Please confirm that this is a good date and time for you and your team. 

Thanks! 

CC: 

b 6 
b 7 C 

ALL IWFORHATIOCT C0HTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K3R/HAJ 



From: J | b 6 
To: I I b 7 C 
Date: Tue, Oct 14, 2003 10:32 AM 
Subject: DCS 3000, 5000, 6000 CNA Effort 

There is a meeting scheduled Thursday, October 16, 2003, at 11:00am in the main conference room 
for the DCS 3000, 5000, 6000 CNA efforts. 

Your attendance is appreciated. If you are unable to attend, please send a representative from your 
group. 

b 6 
b 7 C 

ALL IffFOFHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DMH/K5R/HAJ 



From: 
To: 
Date: 
Subject: • 

b 6 
b 7 C 

Tue, Oct 14, 2003 9:46 AM 
Fwd: Certification and Accreditation Kickoff meeting for DCS 

please try and attend...this is very important. 

thanks! 

CC: 

ALL INFORMATION COHTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 06-14-2007 BY 65179DHH/K5R/HAJ 



(OTD) (FBI) 

From: I l(MP) (FBI) b 6 

Sent: Monday. June 12.2006 4:20 PM b 7 C 
T o : ' . . . . . IfOTDWFBh 
Subject: RE: WITT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

..Okay, I'll make arrangements to move out there. 

Just busting your nuts.... 

Squadl ~ T " 
MinneS? ' " P I T T C 
(W}612 
(C) 612 

b 6 
b7C 

Original M « " n " 
From: I IOTD) (FBI) 
Sent: ' Mflnflav. JUHB 12. 2UU8 2:28 PM 
To: I |(MP) (FBI) 
Subject: "Hfc: Will ' b 6 

SENSITIVE BUT UNCLASSIFIED b 7 C 
NON-RECORD 

Hisasl don't confuse my 'probes' as any type of 'offer*... I do not, nor ever expect to for that matter, have any 
say as to who works for or is even considered for any position. I am merely a servant like yourself. I was only 
'probing' to see who is still in the program, and/or who even has an interest in the program. Nothing in the way of 
a formal transfer has been offered to myself, nor anyone else - as far as I know. I have been contacted and was 
asked if I had any input that may help to re-establish the WITT as a viable program within OTD. I figured what better 
place to get raw input than the field. Accordingly, I have 'reached-out' to a few individuals whom I thought were still 
involved, one of which was you. Given the fact that I left that program almost two years ago, I felt it was prudent to 
communicate with people from the field in an effort to hear what the field had to say/offer. I'm willing to listen to 
anyone and will always help in whatever way I can. I sincerely appreciate the time you have taken in writing your 
thoughts and observations and I look forward to talking/working with you again soon. Take Care! 
mQ> 
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...Both of my brain cells have been thinking throughout the weekend about our conversation on Friday 
afternoon. Sounds like the good guy(s) may actually win one and conquer the bullshit monster I appreciate your 
realist for me to mme bank and work with vou at the "new" ATU. However the Situation with| | 
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• • 
This is a rambling dissertation...so take some Ritalin mixed with cough syrup so our brains will 

match.... please pardon the typos... 

Regarding the CID and OTD people working together in the WITT program.. .that's a can of worms. It 
may sound like if s very plausible on paper, but you're trying to mix oil and vinegar here. First, from what I 
understand, the CID training came about because criminal case Agents were complaining that they Tech guys 
were unwilling to help them. Well, yes, and no... We've always been willing to help here in MP, as long as we 
were satisfied that it was not a waste of time. One thing we consider is whether or not the criminal Agents have 
done any preliminary investigation, such as, where does the subject hang out during the day? Do they have any 
type of pattern established from the DCS-3000 tracker? What phone numbers does he frequently call? If they 
know he's in a particular area, is there a relative, business or girlfriend that he frequents? When we ask these 
questions, we are usually greeted with a blank stare. These guys always want to take the WITT vehicle out and 
drive around half of town to find the guy. Then, when we explain that we need to have someone sitting at the 
DCS-3000 to keep an eye on call activity and general location of the phone, we're expected to find someone 
ourselves to do this. We also encounter resistance when we tell criminal Agents that we need more than one 
Tech Agent to run the WITT vehicle... two at a minimum. The common thread to all of these stories is...we don't 
have enough Tech Agents to dedicate someone full-time to driving around in the WITT vehicle. When we are 
asked to do a mission, we have to make sure that we are not wasting our time. This is often construed as lack of 
cooperation or lack of willingness to help, and off go the e-mails to CID claiming that the Tech guys in Division XX 
won't help. Bureau-wide, Tech Agents are being run ragged. Under the current setup, TTAs are counted against 
the Divisions' FSLs. Therefore, it pays to keep the number of TTAs low. Thus...TTA burnout, exactly what I went 
through exactly a year ago. WITT is only one duty that we must undertake in addition to F1SA, Title 111/50, GPS 
tracking, consensual, CCTV, microwave, etc.... Try telling that to the Criminal Agents who have the biggest, 
baddest, bad-ass on the run. End result: more e-mails to CID telling of Tech Agents' unwillingness to help. 

We also have some other issued in MP (second issue). We deal mostly with the Fugitive squad here, 
and, like in many other offices, these guys have a reputation for cutting corners (I'm not bashing them; ifs the way 
they do business). Getting a court order is the absolute last step, if they have to. Before I had a blow-up with a 
particular Agent almost exactly one year ago, we were constantly asked to call our contacts at service providers to 
see if we could get various information without having to get a court order. This gets old, believe me... Doing this 
once or twice to help out turns into SOP (i.e. it's expected, and you're criticized as a Tech Agent if you refuse to do 
this later on). I also had a problem with the Fugitive guys calling the service providers and telling them that it was I 
who was calling. I discovered this when I received a call-back from the service provider. Imaging my 
embarrassment (and anger). We also had an Agent try to knowingly pass a bad court order to us. When we 
discovered the error, he said, "Oh, I was hoping you guys didn't notice..." Some other legality issues also have 
arisen, after which we as Tech Agents are usually left scrambling to cover the paperwork or other legalities (that 
ain't our job...). This particular Agent just so happens to be the one who was chosen by CID to undergo WITT 
training. While I cannot definitively speak for the other Tech Agents in the office, I can pretty much assure you that 
no one in the Tech department will work with this guy. There is no doubt in my mind that he is going to be using 
the WITT vehicle without a court order. Which brings up another issue... 

Why don't the Marshals need a court order to track fugitives (third issue)? The Patriot Act is the Patriot 
Act, Federal Government is the Federal Government, DOJ is DOJ...why the two different standards for the FBI 
and the USMS? This undoubtedly has caused some of the rift between CID and OTD. The USMS can go out and 
use their WITT equipment without a court order, yet the FBI Tech guys insist on having a court order before they 
will even deploy. Again, e-mails to CID are sent regarding the Tech Agents' lack of support. 

^ _ ^ _ ^ Next, we move on to the lack of support being provided by ATU. Most recently, I sent off an e-mail to SSA 
Risking for guidance on computer passwords for the CID Agents. I thought it was a bad idea to give them 

tne lech passwords, which allow administrative rights on our equipment. I will forward these e-mails to vou for 
your reading enjoyment. Anyway, I heard nothing in return from! "Tfor two or three weeks. I landed 
up emailing the Unit Chief. To make a long story short...nothing has been resolved regarding the computer issue. 
This is only one example of why I don't even bother contacting ATU unless I absolutely have to. Keep in mind that 
I've been out of the full-time Tech loop since last October, so I haven't had much reason to contact ATU lately. 

I hope this gives you an idea as to what the Tech Agents go through with the WITT program. 

If you need any further input or other help, please let me know. 

Luv ya, 
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