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event messages

PR -
O
, O
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G;) ] [1] Answer [10] TerminationAttempt
i — 1 [2] CCClose * [11] ConnectionTest
e 4 [3] CCOpen [12] ConferencePartyChange g%E
g (4] Change [13] Connection ”
Lg) [5] Origination [14] ConnectionBreak
You W [6] PacketEnvelope [15] DialedDigitExtraction
B [7] Redirection ~ [16] NetworkSignal

8] Release [17] Subjects:i.gnal

‘ Event messages ‘are communicated through the
Call Data Channel (CDC) and provide informatio

related to calls, call part|(:|pants network actlvmes
-~ and signaling information
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| event messages

svent messages

TerminationAttempt
ConnectionTest
onferencePartyChange
onnection
ConnectionBreak

- PpialedDigitExtraction
NetworkSignal

Origination
PacketEnvelope
Redirection
Release
Serv1ngSystem

wﬁw:-wlg e i i wwwha R«w oy ‘ 'f‘ g 2
he event messages are shown as they appear on

i the “detail” screen of the DCS-3000 client. What is |
dlsplayed by your equipment may be different.”
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event messages

)

g% ' [1] Answer [10] TerminationAttempt
ol [2] CCClose [11] Connection'l'est
d.g; [3] CCOpen . [12) ConferencePartyChange
N O [4] Change [13] Connection
IS [5] Origination - [14] ConnectionBreak
e [6] PacketEnvelope [15] DiaiedDigitExtraction
RS [7]1 Redirection [16] NetworkSignal e
5 - [8] Release = [17] SubjectSignal

{ ServingSystem

+ Reports a change in the current service provide service
§ area for terminal or personal mobility.




‘'event messages

CALL SERVING SYSTEM

N

q) :

; 8 Connection: Nextel Test

“n Case ID: | |

OR Call Number:

E ~Date: 04/30/2004 Time: 07:33:02.870

. -E IAPSystemIdentity: -

O SystemlIdentity: b6

o> Location: . ‘ , b7C
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~levent messages

% [1] Answer [10] TerminationAttempt

- fo il [2] CCClese: [11] ConnectionTest

A'Z§'5 [3] CCOpen [12] ConferencePartyChange
8O [4] Change - [13] Connection

. [14] ConnectionBreak
- § ' [15] DialedDigitExtraction
- § [7] Redirection [16] NetworkSignal b2
[8] Release . - [17] SubjectSignal

[9] Serv:.ngSys tem

'Origination
; ?h»-mmﬂ!ﬁmmn 4
; Reports authorized Connectlon orle ted call orlglnatlon ;
{ attempts or number translations for the intercept subject %

” k performed by the Access Function
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event messages

Answer [10] TerminationAttempt
CCClose [11] ConnectionTest
CCOpen [12] ConferencePartyChange
Change [13] Connection
Origination [14] ConnectionBreak
PacketEnvelope [15] DialedDigitExtraction
Redirection -[16] NetworkSignal b7E
Release [17] SubjectSignal
ServingSystem BT

Answer

&

Used to réport that a connection-oriented call or leg has been

t

f answered




_event messages

[11 Answér_
[2]1 cCCClose

|;[31 cCopen]

[5] Origination

[6] PacketEnvelope

[7] Redirection
[8] Release

[9] ServingSystem

VI§CCOpen i

[10]
[11]
[12]
[13]
[14]
[15]
[16]
(171

svent messages

TerminationAttempt
ConnectionTest
ConferencePartyChange
Connection

ConnectionBreak
DialedDigitExtraction
NetworkSignal ﬁiE
SubjectSignal

i Used to report the beginning of a call content dellvery on the
CaHCkwﬂentChannel«)SC); : ‘ o
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™~ (1)

[1]‘ Answer

[2] CCClose

;QCCClose

T3 TC0pen
[4] Change

[5] Origination
[6] PacketEnvelope

1 [7] Redirection

[8] Release . . -
[9] ServingSystem

IS ST

! Content Channel (CCC). §

[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]

bvent messages

TerminationAttempt
ConnectionTest
ConferencePartyChange
Connection

ConnectionBreak
DialedDigitExtraction
NetworkSignal ng
SubjectSignal

'Use‘ci fo féport th end of the cﬂ:alln (‘f"o‘hAten‘t':ciﬂé‘liverr‘_‘\',‘/v(‘)'n the Cfall




event messages

[1] Answer [10] TerminationAttempt

[2] CCClose [11] ConnectionTest

[3] CCOpen [12] ConferencePartyChange

[4] Change [13] Connection

[5] Origination [14] ConnectionBreak 1o

[6] PacketEnvelope b7E
[7] Redirection
[8] Release

[9] ServingSystem

[17].

SubjectSignal

] e WMWW St s N S
iDlalelegltExtractlon
v v D 5 0 AL ey B

Re Cnsbutﬂwough(mgnsdwﬂedbytheln&ﬂceptsumect
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[1] Answer
[2] CCClose
[3] CCOpen

[4] Change
' [5]  Origination

[8] Releasen
[9] ServingSystem

,‘PacketEnvelope

o RN < - e A i A

e

event messages

[10]
[11]
[12]
[13]
[14]

[15]

[16]
[17]

TerminationAttempt
ConnectionTest

ConferencePartyChange
Connection
ConnectionBreak
‘DialedDigitExtraction
NetworkSignal E%E
SubjectSignal

De-llvers lntercepted packets to the LEA
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[1]

[2]
[31

[4]
(5]

[6]

[7]

Answer

CCClose
CCOpen

Change

Origination

PacketEnvelope

Redirection

[fo sacuiagbysten

%Release'

% R

e e

event messages

[10]
[11]
[12]
[13]
[14]
[15]
[16]

[171

TerminationAttempt
ConnectionTest
ConferencePartyChange
Connection

CdnnectionBreak
DialedDigitExtraction
NetworkSignal E%E
SubjectSignal

eports that a connection-oriented call has been released

43
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[1]
(2]
[31

[4]
[51

(6]

1 M

(8]
[9]

Answer
CCClose
CCOpen

Change
Origination
PacketEnvelope
Redirection
Release
ServingSystem

—

event messages

TerminationAttempt

]

[12]
[13]
[14]
[15]
[16]
[17]

TermlnatlonAttempt

ConnectionTest
ConferencePartyChange
Connection

ConnectionBreak
DialedDigitExtraction
NetworkSignal e
SubjectSignal

Reports a connechon orlented caII termmatlon attempt.




event messages

[1 1 Answer [10] TerminationAttempt

[2] CCClose [11] ConnectionTest

[3] CCOpen [12] ConferencePartyChange
[4] Change ; [13] Connection

[5] Origination [14] ConnectionBreak

[6] PacketEnvelope [15] DialedDigitExtraction

m [16] NetworkSignal i?E
: + [17] SubjectSignal

[9] ServingSystem

1F Redlrectlo

, lndlcates‘thét in mcommg connectlon orlented call attempt

W | originally directed toward a Subject HER been redlrected y
' t the subject . ~ .
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[1] Answer - [10]
[2] CCClose [11]
(3] CCOpen [12]

ls:; CEange [13]
1 tion [14]

[61 _PackeﬁEnvelope [15]

1 [7] Redirection [16]
[8] Release - [17)

[9] ServingSystem

{Change " J§

svent messages

TerminationAttempt
ConnectionTest
ConferencePartyChange
Connection

ConnectionBreak
DialedDigitExtract%gn
NetworkSignal b7E
SubjectSignal

i Used to repor itting of connection-oriented call §

jidentities. i
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event messages

0 3 ‘
%%3‘ [1] Answer [10] TerminationAttempt
R C @ [2] CCClose [11] ConnectionTest
& [3] CCOpen [12] ConferencePartyChange
R [4] Change TI3] Connection
g [5] Origination [14] ConnectionBreak
b 2 [6] PacketEnvelope [15] D:.aledD:.g:.tExtractgg'x
églf [7] Redirection [16] NetworkSignal b7E
3 5 & [8] Release [17] SubjectSignal

[9] ServingSystem

‘CdnferencePartyChange”

S W—-aﬂﬁmmﬁn%dy R e R

Reports'a change in the parties to a subject initiated

conference call commumcatlon
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[1]
[2]
[3]
[4]
[5]
(6]
{71

8]

[91]

Answer
CCClose
CCOpen

Change
Origination
PacketEnvelope
Redirection
Release
ServingSystem

Connection

event messages

[10] TerminationAttempt
[11] ConnectionTest
[12] ConferencePartyChange

Connection
reak

[15] DialedDigitExtracts2 n
[16] NetworkSignal b7E
[17] SubjectSignal
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event messages

o !
1 93)) & | [1] Answer [10] TerminationAttempt
. Eolr [2] CCClose [11] ConnectionTest
j ' g)) = [3] CCOpen [12] ConferencePartyChange
 F0% J [4] Change [13] Connection
" ¥=% 1 (51 origination AT ConnectionBrea
vy [6] PacketEnvelope e ctrActb2 a
gg: [7] Redirection [16] NetworkSignal B7E.
] q>) 8 [8] Release I 17] SubjectSignal

[9] ServingSystem

g .
iy

' ConnectionBreak




[1]
[2]
[3]
[4]
[5]
(61
[71
[8]
[9]

Answer
CCClose
CCOpen

Change
Origination
PacketEnvelope
Redirection
Release
ServingSystem

»NefwbrkSignal

W%mmmmm et AR

[10]
[11]
[12]
[13]
[14]
[15]
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event messages

TerminationAttempt
ConnectionTest
ConferencePartyChange
Connection
ConnectionBreak

D1a1edD191tExtractb21
b7E




© =

event messages

i 8) ‘8 [1] Answer [10] TerminationAttempt

i ool [2] ccClose [11] ConnectionTest

g % [3] ccopen [12] ConferencePartyChange

10 % {4] Change [13] Connection

1= [5]1 Origination [14] ConnectionBreak

}— & [6] PacketEnvelope [15] DialedDigitExtracti; 1
(]C.) 3 [7] Redirection [16] NetworkSignal b7E

g > J [8] Release '[-l"'»"l—ﬂ'!rbg-ueb&gna-i-l

' O [9] ServingSystem ]

o0 AR ol

*S"ui)ujecfsignal

e DA RS AR o 20

Reports all incoming signaling inpvvut by the ihtercept subject;:
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event messages

[1]
[2]
(3]
(4]
(5]
[6]
(7]
(8]
(9]

Answer
CCClose
CCOpen

Change
Origination
PacketEnvelope
Redirection
Release
ServingSystem

ConnectlonTest

[10] Term;natlonattempt
[11] ConnectionTest
TIZT TonferenceFPartyChange
[13] Connection

[14] ConnectionBreak

[15] DialedDigitExtractisn
[16] NetworkSignal b7E
[{17] SubjectSignal

Optlonal message that may be used to verify the connectivity

of the Call Data Channel (CDC). This message may be sent
dunngthepnmn&onmg;yocessoratanycnhermne'“




% DCS 3000 Client - DefaultClientName o7 4} -10] %]
Fle Edit Search Reports Yiew _ Help

Ba1x0ele o m@[ |
—

“Detail” Section of
DCS 3000 Client

0
)
@)
T
0
)
)
-
D
-
O
>
)

b2
b7E

Servers: {1 of 1  Recorder: Off Warrant Type: Pen

J | )
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Target Registration

Target Registers with Network

n
O
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n
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&
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b2
b7E
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% DCS 3000 Client - DefaultClientName :j"if -10{ x|
File Edit Search Reports View _ Help
¢ RN T 0 gl
(D) b2
'®)) CALL SERVING SYSTEM ) b7E
qv Connection: . Test
p) Case ID:
% Call Number:
O Date: 04/30/2004 Time: 07:33:
& IAPSystemIdentity:
- SystemIdentity:
(o Location:
)
>
O b2
b6
b7C
b7E
Servers: 1of 1  Recorder: OFf Warrant Typs: Pen
‘| | ol

-
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~ 1: Outgoing Call - No Answer

Target Initiates Outgoing Call to Associate

No Answer
Target Disconnects

x g Call Ends
b2

bTE

N
)
)
S
»
%)
Q
&
-
0)
>
)




% DCS 3000 Client - DefaultClientName =10} x|
. Fle Edit Search Reports View _ _ Help
e 2t ndle] o ©olgl
' b2
(@) CALL ORTEOSKRTION b6
© Connection: | h‘est b7C
n Case ID: b7E
N Datded0dy@Dg2004  Ti
O CARSisgentdbatity:
- SepXMEtabEr:
— BapBecO8¢30/2004 Time38Q23:34:50.340
cC Location: L:167 C:60396 MCC/MNC:31601 b2
) CALLiRBLEANE b6
> TARSystémiidentity: EZE
4 CTxseslBtionInput:
Call Number: 0276327 b2
DALD:COOPBN/2004 Time: 07:35:05.820 b7E
CouaetbhoRrea Code: CT60896 MCC/MNC:31601
CABSySBemIdentity:
Date: 04/30/2004 Time: 07:34:50.400
CCOPEN and CCCLOSE messages apply to call b2
content and should not appear if the target has been b7E
provisioned solely for Pen Register surveillance.

Servers: 1 of 1 Recorder: Off

< | 2]
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2: Outgoing Call - Answered

Target Initiates Outgoing Call to Associate

? Rings/Answers

0
o
(@)
®
7y
7p]
O
&
et
-
)
>
)

Tatget Disconnects

* Call Ends
] b2

b7E




% DCS 3000 Client - DefaultClientName -]0) x|
File Edt Search Reports View _ Help

B a2 iRle 0 &al

CALL ARSWENRATION

Connection: | | Test
Case ID:
CalleMunbmber : m]
DatdinQ4yoapapr0d Ti
CoatitHumber: 0276329 b2

DAPSYsB4ri3adaGa ey : Time! ‘ | b7E
Location: : C:60396 MCC/MNC:31601

CAlL1LifOQCEONE
CaRfigatémfidentity:
CxsvslbtionInput: b2
Date: 04/30/2004 Time; ; 0 b6
CARSyS8€eRENentity: b7C
SopMidttton: [ rest b7E
SepRe&PCCC: l ]|

Date: 04/30/2004 Time: 07:35:36.630

CARDBCRELEASE
Tanfyetenfidentity:
SapdMIBCCC:
SajReNufiBEr: 02328329

DatdIdedf3ey2004 Time0208336:34.300

Location Area Code: L:167 C:60396 MCC/MNC:31601

—_———— - - mmd - mmy -

w
D
(@)
®
w
w
O
-
b
-
)
>
0]

Servers: 1 of 1 Recarder: Off

s B 13
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3: Incoming Call - No Answer

N

O

o)

(T

w

$ Target Receives Incoming Call from Associate

E No Answer

e ©

C .

)

>

o®
-] Call Ends b2
o b7E
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& DCS 3000 Client - DefaultClientName

Eile Edit Search Reports View _

|m) a2 Do) o ®

Help
oy

=101 x|

CALLiUBEEABATION ATTEMPT
Oenpgénsiofftalled Number

Test

Casé BEBdirecting Numbe
SaidedobifD¢Nans : Tim1
ki yngtntidbRbatyn

SapEMBuneiting Notif: 8828331
PéhAec06¢36/2004 Time3802:36
Called ESN:

:51.170

CAREyREBRRHENtity: |

1

Connection: Nextel
BASHORN : SIGNAL

Test

DakibeNOdi8672004 Ti
BakbcCrB4/30/2004 Ti

BApPEYiGadBadfendy: T

CARX¢EBamidea thge : 1m4
SApPRgstenlTdentity:

MCC/MNC: 31601

AudibleSignal:
General Display:
Called Number:

Baditiegtlitgfa]: 0276331

Calling Number:

Servers: { of 1 Recorder; Off
|

b2
b7E

b2
b6
b7cC
b7E




4: Incoming Call - Answered

N

Q

@)

(T

U) .

% Target Receives Incoming Call from Associate

E é ' 4 Rings/Answers

“—— o, R

c ’

)

>

)
- b2
= Call Ends bTE




5 DCS 3000 Client - DefaultClientName =% i =10 %]
Fle Edt Search Reports View _ Help

2lel2upms o nulel

CADDANBRNTNBUEION AT

Cadié¢tBiName:

Ozi§inNbBhbezalled Number

Dathenodidbg20ad Num

ReddteghingbName: . C/MNC:31601

RAREyNUbligeRbabyn : 028E9881420

Bekeag8iWan{engaNotTEme: 07:37:25.650

ORALedCERBSE

CaRfiggtémfidentity: T4R8

CABRA TOOPEN b2
DEEHORBAARGNANO4 Ti 56
Camsgibeénfidentity: b7C
BapEMIBEZ30/2004 Ti b2 b7E
SepRASERCCC: b7E
DAPRSys@4hidadaeady: T
CARRMREBMEANNntity:
BdpRéisgofignal: est
Bud2iangtghuglo] :
GadérNimPésplay: 0276332

DAtReANNWANZ2004 Time: 07:38:22.940
CeakhsigoNAnbarCode: D68R68 MCC/MNC:31601
IAPSystemIdentity:

Servers: 1 of 1  Recorder: Off

| | 2
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5: Incoming Call to Voicemail

Target Receives Incoming Call from Associate
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% DCS 3000 Client - DefaultClientName 2 ] -10] x|
File Edt Search Reports View _ Help
B e 2 ik D Es] o Dol
) !OROB
) ﬁgzuu 805500 aNotE
g REIBA: Area Code:
)] RS0 tity:
¢)) . .
2004 T
& ;2004 Tﬂ
e
C
)
> b2
() m b6
744 b7C
* j b7E
LO
1lled Numbei
Bécting Numbe
hbag: H
P8Y /Booson: Tig
Batitﬂunbhrea Code:
MCC/MNC:31601
Servers: 1 of 1 Recorder: Off
«| J id
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6: Outgoing Call - Answered

Incoming Call - Unanswered

Target Initiates Outgoing Call to Associate 1

Rings/Answers

\‘(u

Target Receives Incoming Call from Associate 2

No Answer

b2
b7E
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File Edit Search Reports View _ _ Help
Nilo @ voe
/MNC: 31601
/MNC: 31601
Not Used b2
b6
/MNC:31601 b7C
b7E
Servers: 1 of 1 Recorder: Off
«| 2




7: Outgoing Call - Answered
2" Outgoing Call - Answered

(second call ends before first)

Target Initiates Outgoing Call to Associate 1

Rings/Answers

Target Initiates Outgoing Call to Associate 2

7))
®
(@)
©
/)]
w
o
-
[
|
)
>
1Y

b2
x Co b7E
@ : . . Rings/Answers
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)
(@)}
©
o))
N
)
&
wheot
_
O
>
o

Flle Edt Search Reports View _

=101 %]

Locat:.on Area Code:
Servers: 1 of 1 Recorder; OFf
|

_J_J““*I lilail _I rﬂ@l.l

1601

11601
sed

1601

1601

b2
b6
b7C
b7E
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8: Outgoing Call - Answered
2" Outgoing Call - Answered
Conference Both Calis

Target Initiates Outgoing Call to Associate 1

Rings/Answers
S0 |ate 2
RingslAnswers
b2
b7E

Target Conferences Both Calls

q q! Conference

Target Imtlates Outgomg Call to As
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& DCS 3000 Client - DefaultClientName
Ele Edit Search Reports View

O b1
o O~
2000

Help

VAL SR ANGIAS YN SO UM NSV N SR
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Recorder; Off

Servers: 1 of 1
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TICTU West Coast Conference
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TICTU West Coast Conference
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TICTU West Coast Conference




TICTU West Coast Conference
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b7E

Packet Assembler/Disassembler 8

" CALL DATA CHANNEL
CALL CONTENT CHANNEL
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.Planning
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CASE PRODUCTS




Conference

Te!ocommunwat:ons !.1tesc¢>pé and Collec‘{lon Technoiogy U

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLA3ISIFIED
DATE 05-05-2007 BY o5175DMAHKSR/IAT
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"m'uvltlple TIU‘

| GeneratlonServers = e
PowerEdge,2850, OS W|n 2003 Serve'r




Test Successes [

“”Intercept method: 98% dlalft]"pswﬁging ‘

AN S

Ioop-clo}suvremethod appro .30 Ilne




‘Server system | m‘essages an'd rro
vsessrons (data_only) el
:TA Up ploa ds T

{T'IU 7Parser errors ,w:t/h YCALEAd ta §
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The course was deS|gned to educate technlcally j
trained agents to implement and maintain | S
'switch- based telecommumcatlons mtercepts for

‘thelr fleld d|V|S|ons |




..The Telecom'munlcatlons Access Group is T; o
 responsible for.the development, deploymentv
and support of access for CALEA intercepts -

l DCS-3000 is the current m er|m sout' n used

R by the FBIl SN snimn

L 1 The FBanestlgatlvng other optlons f

outs:de vendors b




Educate TTAs on: b L
lTechmgles utilized, FBI eq'mpment needed :
1 connectlon mformatlon for service provnders
¢ DCS-3000 appllcatlon hardware operatlng sstem
v and infrastructure needed for |mplementat|on and
ma‘mtena‘nce R e "
. | Current issues affectlng ELSUR operatlons i
'Equlp “graduates’ to implement and mamalin
s'W|tch based mtercepts in thelrfleld d|V|S|ons
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Solutions 18
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‘Solutions
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