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e g

Dcould you write up a little something about your case last week and how the DCS3000 and thDrograms bLUE
warked for you {good or bad). This is low priority and can be done when you have a moment, :

VIR

SNGEASSTEET,

UNGIASOHIED
UNGASOITIED—
_|(o1D) (FBY) —
From: L (PG) (FBY)
Sent: Monday, Janua 813 A
To: OTD) (FBI); J(OTD) (FBI)
Subject: i: s :I FW. Two OTD Issues

SECRET/ NOFQ |
COR o b1

Good Moming gentlemen. Please read the message below regaliq,ing_my_caaiAgents target. The Agent stili insists that
the target is using text messaging, despite all my efforts to find it. old me that if the phone was used for any
SMS it would show up in the DCS-3000. | am not convinced that the target is using his I:hone for SMS. 1s there
anything ¥'m missing? Thanks for your time... ...

b o
----Ongmal Message-—- e
) (FBI) b
ERIVE] 006 10:08 ;_‘ -
|: S :l ) (FBI; ey BTE
Sub;lect:

Regarding the communications OTD is attempting to find a way to recover. (and cover) via______]the following may 1
5 elp: ;e
E fSﬂFISA) FISA high-speed inférrat Produ vealed thmwmoaded informati otics
USB Interne is designed to int kype intern€l telephon lication. Product
t :I revealed tha pok_ above !nformatl_on and posted it on thq Ivebsne, a to

conduct Inte ications, primarily with computer types.

Y

: Irs
We also need to foliow up with OTD as to why the text messaging isn't being intercepted. . 71,

gty
Thanks. s
ALL INFORMATION CONTAINED
DATE: 05-19-2007 HEFEIN I3 UNCLASSIFIED EXCEPT
CLASSIFIED BY 65179 DMH,/KSR/DK WHERE 3HOWN OTHERWIZE
REASON: 1.4 (C,G}
DECLASSIFY oW: 085-19-203% ' 214

SECRET




-3, dated 1/97, Foreign Countetintelli

; Classificati
DECLASSIFICATION EXEM

SECRET/ORCON.NOEQRM e

DERI . ification Guide G-3, dated 1/97, Foreign Cou i iqations
DECLASSIFICATION EXEMPTI

SECRET/ORCON,NOFQRMN —
| J(OTD) (FBI) -

——

From: (OTD) (FBI}
Sent: b~ UF!QS PM

To: L7 OTD) (FaI)
Subject; - WVIgeo 10r 00
NON-RECORD

—--Criginal Message-----

From: IP) (FBI)

Sant: 9:39 AM
To: OTD) {FBI}
Subject: : Video Tor

UNCASSIRIED..
NON-RECORD

T

a7l

Thanks
«===-Qriginal M
From: {OTD) (FBI)
Sent: 006 6:34 PM
To: P} (FBI)
Subject:
NON- D
Yes, it requires an additional video card and Windows 2000. I'li have give you a call to work out the details.

weem-Origingl Message-----
N —

T Sent! 06 10:41 AM
Subj tdeo

UNCIRSSISED- | ' oo
NON-RECORD e

Is there a way to display the DCEnages on a separate monitor in our Titie Nl Room. This would allow

| 215
SECRR]




b

the case agents to view md__rl:_bvimout actually touching our equipment. { checked the computer (rack 3,7&
mount) for outputs for video. The menitar has inputs for S-Video and Composite Video, but | did not see any

outputs. Can you help?

| ] Special Agent Y5
Techai rams - Indianapolis Division Lo
31 F(cell)
URCERSSIRED,
ONCAS S R—
HCL-ASSIEIED.-
UNCTRSSIRGD...
| fOTD) (FBI)
From: q N JoTo) (FBI)
Sent: G 1, 2006 12:22 PM
To: ki OTD) (FBI)
Subject: DCS-3000 Response to Questions Posed by FISA Court Judge
SENSITIVE BUT
NON-RECORD

':Jere are the questions posad which we discussed earlier today:

1. Identify and fully describe the DCS-3000 database.

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system.
There is another question re minimization procedures which could be adopted on an expedited basis, but | don't |

believe this would pertain to the DCS-3000. It seems the time line for completing this is on hold, so please do not rush to
get this completed. Thanks.

W
b

Sl

SENSITIVE BUT UNSEASSINED

216




S&ZET _ .

| lOTD) (FBI) R ——

From: | OTD) (FBI)

Sent: ) Mo n 2006 2:13 PM

Tor b ( : ko) (FBIy
- Ce: jeRie E(OTD) (FBT). TD) (FBI)

Subject: ' - N BRUADTRAN Cost Analysis

HNSEASSIGIED

NON-RECORD

The following represents the costs and other factors involved in the installation of BRI Cards and Icensa
assignments for the DCS-5000 program:

EQUIPMENT 8l
| LR

Eicon’

ADTRAD‘

~ SUMMARY

License cost per iDEN... $10 000.00
BRI/ADTRAN (pair) from Raytheon . $ 322900
Installation average per BRI approxumately ,,,,,, $ 8,500.00
Average OUTAGE per TIU ... veviieevins 1to 3 hours

Examples:

Site] |-1BRlinstalled...........
Site] |- 1 BRlinstalled...........
Site] |- 2 BRI PROPOSED ... .
site] | 3 BRI PROPOSED ... g
site} |- 3 BRI PROPOSED ... o
Site] |- 3 BRI PROPOSED ...

INVENTORY - Remaining DCS-5000 BRIFADTRAN:

BRHADTRAN (paif) ............... = 46 X $3, 229.00 = $ 148, 534.00 (can it be used for[___Judio config? See
below.)

B2
7?2 Alternate solution: DCS-30 udio ace unction ??

NOTE: We pay a premium for equipt, approx. 3-times the commerical rate!!! PLUS It!

Your Thoughts,

i
o
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SERQET
UNCLASSIFIED
OTD) (FBI)
From: L 1(OTD) (FBI)

Sent: , 2006 2:0
T [HO) (FBI)L -
| I (SF) (FBU . ISE) (FBI)
DLY(FBI (BS) (FBY)
Subject: connection to an RA in your division

D
NON-RECORD

Hi ali,

Your offices have been identified to receive the next step in the DCSNET disaster recovery plan. This invalves identifying
one RA from each of your divisions to which TICTU will build 2 DCSNET connection. This way, in the event of a disaster
at your main office, a failover site for DCS-3000 collections will already be ready to use. TICTU will be paying for these
circuits.

Flease choose an RA in your division that you would like to have a DCSNET connection and respond to this email with the
RA name, address; and any specific demarc instructions you may have. We also need the names and phone numbers for
two peints of contact (one of which needs to be local to the RA). We can only build circuits to reqgular RAs, not covert
offsites. You may choose an RA that already has a connection that you are currently paying for, but we cannot just take
over payments; we will have to build a new circuit there.

If you can get this info back to me by next Thursday, January 12, you can expect your circuits about 2 months after that.

Please give me a call if you have any questions or concems about this.

thanks!
UNGLASSIEIED
loto) (FBY)
From: (HO) (FBI)
Sent: s r 19, 2005 12:42 PM
To: b7 (OTD) (FBhH
Ce: HO) (F8l)
Subject: Another icon for CMP DCS 3000
SENSITIVE BUT UNSRASSIEIED
NON-RECORD R
TE
— _
Would it be possible for create another icon for anew FISAtgt]___Jso we can download it in the

same manner as we download
It wouid make life easier for our TS and the weekend tech duty agent.

)

Thanks, o
ELT0C
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e
[N
LYE

S&ET - .
| | 713 | |

SENSITIVE BUT ORCERSSIMED
(OTD) (FBI)

From: L - JSD) (FBI)
Sent: 16 PMW&fgii 10:17 AM _
To: L7e D) (FBI)
Ce: : L D) (Fe] oTD) (Fa1
Subject: RE:

D
NON-RECORD .

Thanks for.following up. The patch seems to be working great and the addition of the connectivity indicator is very helpful.
--—Original Message--—-—

From: D} (FBI}
Sert: | TOESTDRCETRErOE-£005 .60 A o
To: SCy (FBI); saﬂ:jl); 403 (FBI)I IIP)

(FEUI J(AT) (CON ):| ) (FBI)
Subject:

UNGIABOHED
NON-RECORD

Good Morning - Wanted to check with you to see how the DCS 3000 patch was working v;'ith theI Are you still
getting the out of stack errors or lacking up? Thanks for the info..

HNCLASHMED
~MNCLASSIEIED .
TD) (FBI)
From: | OTD) (CON)
Sent: ; 5 2:47 PM :
To: {Om (OTD) {FBbH
Ce: TD) (FBIY; (OTD) (FBI)
Subject ntation on 12/ , on abilities

k2

bim

have you designated anyone from SBIT yet?

| ]
)
703

----- Original Message--—--
219
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S T
From: C—Jomcen
Sent: 21, 2005 2:34 PM
To: %(W@t {CON)
Subject: wtion on 12/5/2005, on TTA abilities

LLICLAONPEDT™
NON-RECORD

:an you do the submissions?

----- Original Messpaesssas
From: ) — Y
Sent: 21, 2005 2:26 PM

Yo: [ Ii (OTD) (FBI)

Joroy e[ Jeomor ey JJTD) o

Subject:

UNCTASSIFIED
NON-RECORD

e (OTD) (FBN]
RE ntation on 12/5/2005, on TTA abilities

Someone from)

—---Qriginal

From: {OTD) (FBI)

Sentz I,Mqu4;1ax__Nn:ga[;[;|,|;sir“_}!1, 2005 1:40 PM

To: D) (FBI)

3 3 —
Subject: h on 12/5/20ik%, ilities
HNGASSIEEE—

NON-RECORD

be joining him.

d. Thanks.

{OTD) (FBI}

i

BIE

broup will be attending aiso. All of the names should be submitted together.

:1 schedule stands today[__Jas volunteered to represent the DCS-5000 team. | do not think any one wil

lt:lease forward the information asked ml:Io him before the 30th. Also, advise if additional assistance
&

0TD) (an;:om) (FBIY;

Su;bje ]

esentation on 12/5/2005, on TTA abilities
NON-RECORD bsz
~7n
Hello Guys,

SECKET
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This brief/EXPO which is requested by Counter-Terrorism is being pushed by the front office.

| believe the DCS-5000, Portable Redwolf and the DCS-3000 platform is what the division is interested in.

Please advise and usel ]as our point of contact.

P.SE let's put this on the agenda for Monday!

----- Qriginal Message----- o
From: JOTD)(FBI)

Sent: mber 15, 2005 1:36 PM
To: D) (FBI) -
Subj an on 12/5/2005, on TTA abilities
NON-RECORD ok
) Afternco here is the follow-up on our brief conversation this morning. As its stands right now CTD is
jbf-‘ scheduled to make a presentation like the one made to/at FBIHQ in May of this year. If you could send me the
kbn name(s) of TICTU personne! that will be handling the TICTU table, 'll need their Name, DOB, SSAN, and Status
(Agent v Support) by 11/30/2005. _JSecu s to know who is carrying a gun in the bidg. Here is a simple
set of driving instructions from Quantico to th Bldg:
v
L7z
Hopefully, | haven't missed any major item, if | did drop me a line. Thanks
IED
UNGEAGEIFIED
UNGWASSICIED
~ARCLASSIEIED,
ORCtASSIEIED )
UNGEASSTFIED

21




SEQRET |
IOTDZ (FBI) _ :
From: ] [(AN) (FBI)
Sent: E , 2005 7:03 PM
To: Sl OTD) (FBD) [OTD) (FBH
Subject: . NEew machine
EHNCEASHEHER—
NON-RECORD

Dthe 2 boxes arrived today. Thanks!

Ql am considering switching from our ofd DCS-3000 computer to the new one with your telephonic help starting at
30 am Anchorage time (8:30 am your time) on Tuesday morning, 11/22. This would give us about 2-3 hours before our

pen register and Title |1t targets begin using their phones. Would this time work for you?
10w

i } Anchorage

-~--Original Me — B
From: (07D} (FBI)

Sent: rwmnwnﬂui, 2005 6:24 AM
To: (AN) (FBI)

Subject: New DCS 3000 machine

NON-RECORD

: sent you a new DCS 3000 tower workstation today. 1t should have a flat screen monitor, an edgeport for your
modem connections, and a new 18 port switch for your DCS 3000 network. Let me know when you want to hook the
new system up. We probably need to have both systems running at the same time to transfer data from the old
machine to the new one.

Thanks...

ve

T

222




| s&éﬂ ¢
| I {OTD) (FBI)
From: | | OTD) (FBI)
Sent: ba ues af: ovember 15, 2005 10:0

Te: i | (OTD) (FBI); {OTD) (FBl}
Subject: FW: Chicago new building

BNGASSIEED
NON-RECORD

Looks like an operational issue. b6

"OllﬂlﬂﬂLlﬂ.ﬂﬁﬂﬂﬁ'_i
From CG) (FBI)

Sent: Tuesday, November 15, 2005 9:01 AM
Su RE ilding

ED
NON-RECOR

T

I

I'm in NY this week so maybe you anmould talk about this a little more. Basically is supplying new
workstations for all of the Red Wolf an work stations, we are not moving the old ones. By workstations, | mean a
computer table/desk to set the client terminals on and for a LS or Agent to work at. It would be nice to have two additional,
matching work stations per T-3 room to set the DCS3000 clients of had not pl to purchase these. | was
inquiring on the availability of budget for buying new ones to match ew ones, ould tell you the cost. {f this is
not an option, we will probably have to select the best ones from Clark Street to move. It would be much more desirable to
have units that matchfcr fit and function if there is a way to pay for them.

I'lt try to check e-mait as | can, let me know what you think.

]

Sincerely,

Chicago Division

312 Hice
312 ell
From:
Sent:

223




S&ET .
To: CG) (FBI) .

Cc: (OTD) {CON) o
Subject: FW: Chicago new building b7

>

SHNSASSIMED
NON-RECORD

Qur plan is (was ?) that you will be moving your existing DCS-3000 workstations 1o the new site. Is this incorrect?

l:’_, L

----- Original Message--— Lo

From (OTD) (CON})

Sent: avernber 14, 2005 8:19 AM
To (OTD) (FBI)
Subject: FW: Chicago new building

D
NON-RECORD

Any idea on whom this requestfinguiry should be forward to?

JR— T ————
mel:%(cc) (FBI)

Sent: Thursday, November 10, 2005 1:53 PM
To {CTD) {CON)

Cc I6) (FBI),.I ] (OTD)(CON)
Subject: Chicago new building

UNCEASSHN
NON-RECORD

I}Ngmakimﬁur plans to move into ocur new Chicago Office in April of 2006. | have been working Wlthm
roup} and they are supplying workstations for our Voice Box and Red Wolf client terminals in our T-
rooms. The "workstations” are basically a 48" wide work table with shelf for the VB or Red Wolf client computer to sit
on so an Agent or LS can sit and monitor the T-3 or FISA. They tell me that they have not planned to supply
workstations for DCS3000 terminals. Every T-3 room in Chicago has two DCS3000 terminals for live pen monitoring
and cell site information. Does yaur group have a facilities person or budget to supply workstations to support the
DCS3000 terminals? Can you recommend someone from your group that would be the appropriate contact person for
me?

224
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Sincerely,

Chig 101 Ly
312 pifice
312 rell

UNQLASSTFIED

UNCTRSSIFED.

URTTASSIFIED.

{(OTD) (FBI)

From: I

Sent: e
To: .
Ce:

Subject; Rack, Cabiné , an

UNCEESSIFED -
NON-RECORD

MM) (CON)
, 2005 8:17 AM

TD) (FBI)

I; MM) (FBI); { |
IT
000 Servers

g

L7

Thanks for your assistance with the various DCS3000 issues. You mentioned you could probably provide us a half-rack?
Wilt it be open or closed in cabinet? The UPS would be great too. Do we need to put in a formal RMS? Let us know
when you want the the second new server (to replace the old server[_____— rought online.

Also, entioned scme unusual {and different} behavior with the new client machine, We will reach out to you 10

discu . Thanks.

E;Jogy Management Unit (ETML)

Electronic Surveilance Technology Section (ESTS)

Operational Technology Division (OTD)
30 Desk)
95 Celty I

(VR
SECHET
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= —

b
URCEASSIRIED
[OTD) (FBI)
From: ' AL} (FBI)
Sent: , 2005 2:50 PM
To: (OTD) (FBI})

Ce: | JoT0) (FBI)
Subject: : -

""""

NON-RECORD

;ve been advised that the CT State Police were already aware of the location of the target without our info. Another
case of not being kept in the loop. Despite this, | still fell that TICTU's response was timely and very helpful, as always.
Thanks again.

Oniuual.m&aahl |
From: [_ OTD) (FBI)

UNGIASSIRIED-
NON-RECORD

We have 1o write up weekly accomplishments for the Director's report and feed back like this is greatly
appreciated. If you have

any more details that we could put in our write up about how we may have helped that would be awesome. |
unfortunately am on
leave Monday, so if you could C( Jon any response he is going to write it up. Tuesday is our
deadline on
getting something in for the report, | know you're busy so anything is helpful.

Thanks,

SBIT/TICTU

---—--Qriginal Message-----
From:] 1 (AL) (FBI)

Sent; Wednesday, November 02, 2005 1:01 PM
To (OTD) (FBI)
SEORET

226




c%&?m) (FBI);] (AL) (FBI); |:|AL) (FBI)

Subject: -

LNGLASSIFIED
NON-RECORD

Thank you and great job. The guy they picked up in CT through info provided by the DCS-3000 system is the
suspect in a double homicide which occurred in northem VT a couple of days ago. You helped save a lot of
agencies a lot of money and man-hours and, most importantly, you helped take a bad guy off the street. Thanks
again,

b
13

4o

Albany Division
518 ork
518 el}
519 X

e

UNCLASSINGD.. L
| IOTD) (FBI)
From: | pTD) {FBI)
Sent: nesda ovember 02, 2005 5:57 P

To: (OTD) (FBY); JOTD) (FBN)
Cc: (QTD) (FBI)
Subject: esting at ERF
SENSITIVE BUT LINCLASSHFHER—
NON-RECORD
P
" bringDup to your lab on Tuesday, November 15th 2005. Y2
oot e
EEII i i jon on th hone that | would like to get up on the "pen”. BIE

Name on Account. Engi i Facility
ALL

227
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b 6 .

beic g ET
We'll probably setup inqmce since it's near the windaw, and have to have someone watching the pen in yo
This should take approximately till lunch time. Afterwards needs a demonstration of the van integration o.
i ilding something for us that sho ace with the utput of the DCS3000 machines.
m hoping 1o get there to demonstrate €. | was aiso hoping that the ee some of the backtracker stuff
id.
Hoes
13 7R
SENSITIVE BUT ONCTASSIFIED Fovw
(OTD) (FBI)
From: | JaL) (FBY
Sent: r 02, 2005 1:01 PM
“To: (CTD)(FBI
Ce: (FBI) wors_______ Jauren
Subject: -3000
D
NON-RECORD

;;ar k you and great job. The guy they picked up in CT through info provided by the DCS-3000 system is the suspect
in a double homicide which occurred in northern VT a'couple of days ago. You helped save a lot of agencies a lot of
money and man-hours and, most importantly, you heiped take a bad guy off the street. Thanks again.

b d
Yoec
Alb
51 ark
51 H
51 ax
SNCAESHED-
From: [ JOTD) (FBY)
Sent: | 005 12:35
To: OTD) (FE! ] (OTD) (FBI] |
Ce: TO) (FBI: | foto) (FB1Y] foTD)
Subject: FW. ET Telephone Interviews
o
o

SENSITIVE BUT.
NON-RECORD

Gentlemen,
{ oontac%nd he advised he is available for a telephone interview from 13:30 - 16:30. He provided the
foliowing contact nu : 70:‘:& 70:1:"hanks for getting these interviews done on short notice.

228
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SE%T i .

En T
---==0tigi -
From (OTD) (FBI)
Sent: Monday, October 31, 2005 3:29 P

4

T (O ] (OTDL(EBIY [ F(OTD) (FBI}
C I)ﬁ{.Eﬂ TD) {FBI); ) (FBI)
Su elephone Interv

SENSITIVE BUT WNGLASSIEIED
NON-RECORD

LTS

Gentlemen, i
Due to the short deadline (Thursday), | have askeﬁo put together some questions and contact the below listed
applicants for a telephone interview. | have already s with two of them 10 secure a time-frame when they can be

interviewed tomorrow. in speaking with Human Resources, any stions can be asked as long as everyone is
asked the same questions. We are to handie three of the below; roup will interview the rest.

FINAL APPLICANTS

| pxpecting a call Tuesday 13:00 - 16:00 {will be in all day and has interviewed with TRU);
3 | clearance

Jexpecting a call Tuesday 07:00 - 16:00 (preferably after 13:00); has S clearance
|Ieft message at residence (no answer at work; needs follow-up)
o €am (0 arrange a telephone interview (we are welcomed to participate)

- DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to parttcnpate)

DCS-30C0 team interviewed him this afternoon (a DCS-3000 team selection)

é
[t

SENSITIVE BUT U D

SENSITIVE BUT UNEtRSSTFIED
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SEXRET
| |(OTD) (FBI)

From: | JOTD) (F!BI)
?gfd. Monday, October 31 200(50§|%£)1 (I‘;_gm oTo) e
Ce: (OTD) (Fenj | ©oTD) (FBI)| KoTD)
Subject: ET Telephone Interviews

hue
SENSITIVE BUT UNCLASSIKIED Bal
NON-REC
Gentlemen,

Due to the short deadline (Thursday), | have asked o put together some questions and contact the below listed
applicants for a telephone interview. | have already s with two of them to secure a time-frame when they can be
interviewad tomorrow. In speaking with Hurnan Resources, any number of questions can be asked as long as everyone is
asked the same questions. We are to handle three of the belowij group will interview the rest.

FINAL APPLICANTS

| Expecting a call Tuesday 13:00 - 16:00 {will be in all day and has interviewed with TRL);

1 expecting a calt Tuesday 07:00 - 16:00 {preferably after 13:00); has S clearance

left message at residence (no answer at work; needs follow-up)
lephone interview {we are welcomed to participate)

- DCS—3000 team to arrange an in-pefson interview at the Academy (we are welcomed to participate)
DCS-3000 team interviewed him this afternoon {a DCS-3000 team selection)

Wiy

SENSITIVE BUT ED

| IOTD) (FBI)

From: (HO) (FBI)
Sent: N 05 4:20 PM
To: (OTD) (FBI}
Subject:

NON-RECORD

In your copious free time and if you have it readily availabie could you send me some info re the protocal for setting up
the various vendors in the DCS. | believe that only Fequire information in the Case |D block
when setting up a pen register.

Additionally, can we provision our target on our DCS prior to the phone company provisioning it in their systemn without
locking the system?

We are trying to train the newbies and would like to have seme correct cheat sheets for them to work off of.

PR
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SEBRQET
Thanks,
713
ONCCRSSIFTED
{OTD) (FBI)
From: . L kOTD) (FBI)

Sent: o 005 8:04 A
To: = OTD) (FBI)
Subject: : ata tields {A few questions}

HNGLASSIEIED
NON-RECORD

| (©TD) (FBY)

Will the content of the two Warrant IDs the same {maybe truncated)? Are the times referenced to a time zone? And last

what does the cr_ <date or time> stand for?

b

-----Orifiggl Message-----
From: OTD) (FBI)

Sent: Friday, October 21, 2005 5:16 PM
To! OTD) (FBI)
Ce — (OTD) (FBI)
Subject: CALEA data fields

SIFl
NON-REC

Attached is the CALEA data set fields that th fi load to TA. There are at least 3 new fields in
addition to this those in the attachmet, {i.e. ' |and MSC call number) that
we are working on integrating into the DC . Take alcek at it and see If they make sense.

SEMET
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SECRECT
|=== — I (OTD) (FBH)
From; b | J(OTD) (FBI)
Sent: b i Qctober 21, 2005 5:18 PM
To: o¥ {OTD) (FBY)
Subject: RE: CALEA data fields

NON-RECORD
| don't think it's complete, Where's the cell site info?

-----Original Mgssaqge-----
From:ﬁz({ﬁm (FBI)
Sent: Friday, Octol 1, 2005 5:17 PM

To TD) (FBI)
Subject: FW: CALEA data fields

et
b
o

e

LACLASSIEIED
NON-RECORD e

----OriFin_a_l Message---—--
From: OTD) (FBI)

Sent: Friday, October 21, 2005 5:16 PM
To 1(OTD) (FBI)
Cc }{OTD) (FBI)
Subject: CALEA data fields

ONCIASSHAED.
NON-RECORD

bz
Attached is the CALEA data set fields that the DCS puts out for upload to TA. There are at least 3 new fields in}bi r
addition to this those in the attachmet, (ig______ Jnd MSC call number) that
we are working on integrating into the DCS 3000. Take a look at it and see if they make sense.

e
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SECKET
- UNGIsASSIFIED

UNGA86HHED

Jorn) Fe)

From: A (OTD) (FBI)
Sent: k& 113 A

To: b3 ©Q JoTo) (FBI)
Subject: : ient f

NON-RECORD

]b -

b7

Froﬂ kwa) (ren)

Sent: Thursday, October 13, 2005 11:25 AM
To: OTD) (FBI )
Subject: DCS 3000 Client fo{ ] 5.

UNOEASSIFED
NON-RECORD

; riting to request a DCS 3000 Clientfo[ A, It will be located approximately [ et from thel

CMP.
Please ship it directly to RA at: i

FBI
Attn: | ]
One Wo rade Center 3

Suite 1500 o

Larn 0831
562

When it arrives | will receive it in PMA for inventory purposes.

Thanks for all yo
:cellz 31

UNCEAIOIRIED

233
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OTD) (FBI

From: SacD)CON)
Sent: Iy £ r , 2005 &
To: P (SecD) (FBL) (OTD) (FBI)
Cc: D} (FBI); ~ JOTD) (FBI)
Subject: . Task Force Operations
SENSITIVE BUT ONCtASSIPIFD
NON-RECORD
All...
Can we arrange a meeting to see what | can do to assist with this request?
030K YOU,

(ISSM)
Quantico Complex

clis PSEC, MCSE

) - TOT get out of the way.” Thomas Paine | ST
--_---Or":.i.m-}-
From: SecD) (FBI)

Sent: Wednesday, October 12, 2005 7:52 AM
To . (OTD} (FBI) ‘
Cc OTD) (FBI) - foto) (Fey;| [SecD)(CON)

Subject: RE: Task Force Operations

SENSITIVE 8UT

NON-RECORD
I'm no longer the ISSM for Quantico. The interim ISSM isl and I've cc'ed him
* on this message. Sorry for the delay as I've been out sick fof ks. -

TS0, Quanlce G be
ERF (703 b
-----Original M
Frorl‘l:l |OTD) (FBI})
Sent: Thursday, September 29, 2005 5:34 PM

(SecD) (FBLY
YG:) 8 } (oTD) (Fen)

SENSITI uT
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S T .

NON-RECORD

' Yoo
"he FBI is involved with many Task Force operations which are in need of our assistance in performing 3.7

CALEA pen registers and cell phjnﬂ Iﬁm&_ﬂﬁﬁ have recently had a request from the
by Denver Field Office to support th ith our DCS 3000 system. The Task
r\ - c Force site has a iarg esence and is rated for closed storage of Secret information.

s cilogy access but th ey is locked away when FBI personnel are not present. SS
nd 1 visited th ek and would like to talk to you about what we can do to support
erations. Please let me know if there is a time that we ¢an talk to you about this situation.

Thanks,

SENSITIVE BUT-UNCLASSIFIED

SENSITIVE BUT NSASOIFER
_SENSITIVE BUT UNGLASSIEIED,
IﬁOTD) {FBI)

From: SecD) (FBI)

Sent: Wednesdav, Qctohar 12, 2005 7:52 AM

To: kg (OTD) (FBI)

Cc: e (FBy; JoTD) {FBt)I
e

Subject: RE: Task Force Operations

SENSITIVE BUT

NON-RECORD

I'm no longer the ISSM for Quantico. The interim ISSM is ::Iand I've cc'ed him on
this message. Sorry for the delay as I've been out sick for two weeks.

~ TS0, Quan X kR
ERF (703
Frori |OTD) {FBI)
Se tember 29, 2005 5:34 PM
To: {SecD) (FBI)

8E>¢T
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file:///SecD

B . ®
koto) (Fen) hIC

SENSITIVE BUT UNCERSSIPIES-
NON-RECORD

ce o) By, |
Subject: Task Force Operations

;!-e FBI is involved with many }aﬁk Egrce ggg;aq?ns which are in need of our assistance in perfarming 1=
CALEA pen registers and cell ph pactio e have recently had a request fromthe  »7E
Denver Field Cffice to support th with gur DCS 3000 systern. The Task

Force site has 2 large FBi agent presence and is rated for closed storage of Secret information.

Trilogy access but mﬂey is locked away when FBI personnel are not present. SS&
ﬂand { visited the Sie 1ast week and would like to talk to you about what we can do to sup

their operations. Please let me know if there is a time that we can talk to you about this situation.
Thanks.

SENSITIVE BUT WACCASSIMED

SENSITIVE BUT UNGAGEHES—
From:
Sent:
To: foTD)
o 01D} {CON
L . 'U)I(FBI TD) (FBI);
(OTD) ( QTD) (FBI); OTD)
[L:0F | _ pTD) (FBI): QTD) {
Subject: Spend e Descriptions
Follow Up Flag: Follow up
Due By: ' Wednesday, October 12, 2005 12:00 AM
Flag Status: Flagged
UNCERSSIFTED

NON-RECORD

In reviewing the Spend Plan's descriptions wiﬂ:it has been determined that FY06 will bring about several
changes that may not be reflected in the current write up. In order to realign the mission goals/objectives, please
review the current write ups to ensure that it is aligned with FY06 tasks.

i

YR

Ex: SBIT should include TMD , DCS-NET, OQutreach Conferences, DC53000 Upgrades.
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X @

If these items align with major tasks f 06, consider including them in the write-up.

These adjustments will provide a more accurate account in our Spend Plan and will be used in Unit brief to
the AD and in my quarterly submission to SRU.

If you should have any questions or concerns, please see me or

TIC ‘ 15
703 Akl

“ORCEASSIPIED
| |(OTD) (FBI)
From: OTD) (FBI)
Sent: er 21, 2005 L]_ﬁ_AM_k
To: OTD) (FBN QOTD} (FBIY |
Subiect: FW. Springfiekd Division Office Move
UNCLASSIFED
NON-RECORD . 1e

YT
Info for the Springfield move,

..... Origi S
Fromi Jest) (cony

Sent: Tuesday, September 20, 2005 11:17 AM
To (OTD) (FBI) '
Su 1 RE: ngnield Division Office Move

BNSLASSIFED-
NON-RECORD

Thanks for getting the new circuitin. Re your other questions,

1. We are slill scheduled for October 3.

2. The anly DCS equipment | wouldn't mind help with is the DCS5000. | have ordered lines in St Louis and will be
transferring my FISAs there temporarily so that we don't lose any data, so there is not a big hurry to get my system
running, and we can physically move the system there, but | wouldn’t mind baving Raytheon get the stuff running again.

feves

But this can happen later in October, when things aren't as hectic, as St Louis will be collecting. BIC
3. { don't know whether or not the T1 cable has been run already. AQC was out but | don't know what all they did. Is it
any big deal running the cable? If not we can do it.
4. | would love to have rack-mounted DCS3000 if that works out.
5. Qur new office is about 4 miles from the old office. .
Thanks, Also, FYI, | won't be here during the movmzao-mno; BAE annual conference 10/12-18) soif ="

SEPRET




S T
:comes out it probably should be after that.

-----Qriginal Message-----
) Fromi l (OTD) (FBI) -
Sent: p r 15, 2005 3:33 PM
Toj K SI) (CON)
Ce (OTD) (FBI); 1 (s1) (FBI)
Subject: RE: Springfield Division QOffice Move

ks

7

NON-RECORD

Hey

Your circuit at the new building is in. Itells me it was installed to the 2nd floor phone room in slot 5. Here are the

circyit IDs: ! -
1L7E

ot a few questions for you:
Are yall still on schedule to move on Oct. 37 Will you need help moving the DCS equipment? Will you need any help

running the T1 cable to the equipment rcom? Will you need rack mounted equipment for the new space? About how
far away is the new office?

Please let us know how we can help.

thanks! .
b
----- Original Message-—-
From: JSI) (CON)

Sent: Tuesday, August 16, 2005 2:03 PM
To:f koTo) (FBI)

Subject: Springfield Division Office Move

UNSEASSHHER—
NON-RECORD

L6 Just to et you know, we now have a supposedly firm date for our office move, 10/3/05. | think that we will probably

e need dual circuits for @ while, keeping our circuit up here until we are online in the new building. The new building
address is 900 Linton Ave., Springfield, IL, 62703.

If there's any other info | need to get, please let me know.

Than ksl
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DCSP.- ingfield division T
21 Desk)
21 Fax) oo
21 Cell) o
3}) i
‘Eb) I":I B
AGEASSTFIED
UNGAS S
UNCHAEOIFHED
UNGI-ASSIEIED
From: OTD) (FBI)
Sent: o , 10:46 AM
To: be (OTD) (FBI)
Cc: L TD) (FBI)
D
NON-RECORD

As you know, the DCS-3000 system is used by all 56 field offices for collection of all CALEA-based pen-register/trap-trace
intercepts for both criminal and national security investigations. At the end of CY2004, SBIT added a feature to the DCS-
3000 system that allows us to collect specific performance metrics from each field office’'s DCS-3000 system. These
metrics include the number of current intercepts, the intercept types (i.e. Title-50), and the telecom praviders. We
periodically query each DCS-3000 system for this information and populate a metrics database to help us generate
statistics and forecasts. Here are the numbers for 2005:

b
ks

I3

This budget analysis shows the direct annual cost of the DCS-3000 system (software and cagi | |
For CY2005, the cost per intercept (cost per line) for the DCS-3000 systemn is estimated to b
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The goal of SBIT is to meet and exceed the expectations g offi OMels

accomplished this goal with remarkable efficienc _
% The members of SBIT are proud of our accomplishiments ang reputalon, and we nope 1@ continue 1 do

good work on behalf of TICTU.

i

bone

HNOAGSIFIRn-
| I(OTD) (FB) —

From: I _ I (SF) (FBI)

Sent: , 2005 2:17 PM
To: i QTD) (FBI)
Subject: T

SNCLASSIRIED-

NON-RECORD

hs 2

jhas however
provisioned it for the pen and____J but needless to say the DCS3000 isn't collecting anything. Is it possible to collect Ly
based on an IMSI, or does the DCS need a ten digit phone number. Itis currently in hern Calif. market with
surveillance 10's and passwords available for Southern Calif. and the Arizona marke as provided three separate
surveillance id's and passwords for these markets. | don't know is the phone is beinE used outside of these three markets,

7

which may explain why we haven't collected anything. The agent also has twa othe lines set up in the same
markets. They are collecting in Northern Calif., because | have them entered in No alif. If they stop collecting, |
was going to enter the other surveillance 10 and password for the the Southern Calif. market, see if it collected and

change it to the Arizona mar ‘t collect. Am | geing in the right direction with this? Any guidance
will be appreciated. Thanks .

kg

-LACLASSIFIED | ke
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! [oTD) (FBI)

From: L JOTD) (FBI)
Sent: Lol 9:25 AM
To: e OTD) (FBI)
Ce: OTD) {FBI)
Subject: FW: Continued FISA troubles
importance: High
SECRET pmm

CORDO ksl

b e
II:J ..’.’ E

ts there anything that can be done to resolve these issues wm\@ What do | need to do in order to get a resolution.

Do you believe the issue i ine Issues, orD

ks

by

thnx
;r;m —= KC) (OGA)
: - 2005 7:08 PM
To KC) (FB
Ce j(oTD) (FBI) 1(KC) (FBI);

ko) (oGa)

Subject: Continued FISA troubles

(51

SECRET,-

RECORq

1

We're going to need to bypass the latchbox on the primary
details call activity and line troubles for the past 10 days.

h7E

line. The packet | left for you yesterday (23 August)

The new problems incurred by the stopgap measure are ocutweighing those it was designed to overcome.

Respeactfully,

o5

bt

Kansas City Lyvision
Wichira, Kansas RA
FBI' IT'T'E

(316
(316]

Desk)
Fax}
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SECRET,
(OTD) (FEQ .
Subject: COQP meeting
Location: Main Conference Room, ERF
Start: Thu 9/8/2005 2:00 PM -
End: Thu 9/8/2005 5:00 PM k .
Show Time As: Tentative o
Recurrence: {none)
Meeting Status: Not yet responded
Required Attendees: | YD), ‘ lr
| Bl D)
; (OIPP)FBI)
"Meet witH re Continuity of Operations (COOP) Plans for:
DCSNET]
DCS-3000 e
BCS-5000 e
DCS-6000 )

| IOTD) (FBI) -

From: C______Joto)re
Sent: - , 2005 1:47 PM
To: P OTD) (F8hH '
Subject: : nformation Requested for OTD Systems - Complete by 8/4/2005
importance: High
N
2.WPD (20 KB)
NON-RECORD
18
k7o

The 3000 is cited on this message...
242
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) (FBI) (OTD) (FBI); J(TTD) (FBD); | ]
ooi[gg ) (Sec
FBL; (OTD) (FBI)hTD) (FBI

OTD) (CON) TD)(CON)

Subject: COOP Information Requested for OTD Systems - Complete by 8/4/2005

Importance: High
UNCTASSIFIED
NON-RECORD b6
bic
L |

Your have systems (EDMS, DCS systems, CART SAN, DITU systems) that may be designated as "Mission Critical”. OTD
Systerm Managers are requested to provide information about the Continuity Of Operations Plans (COOP) for systems
designated as mission critical. As noted in the attached EC, information is to be entered at the following FBI intranet
website by 8/5/2005.

Hf) o

If your system is mission critical, please provide me with the system name and a copy of your COOP plan and an email
response to indicate that you have provided the requested information to the website. If your system is not considered
critical et me know that also.

You may have a list of OTD systems that are dsignated "Mission Critical” and have or should have COOP plans. Please
provide this list to me so that the PMO can make sure all appropriate system managers provide the requested info.

PMO will prepare an EC indicating OTD's compliance to the OCIO's request.

T2

L&

}]’_';7'-:
Electronic i ology Section, OTD
Phone: 70
Pager: 8
Cell: 20
Fax. 703
-—--Qriginal Message-----
From: CLIFFORD, MICHAEL (OTD) (FBI)
Sent: Friday, July 29, 2005 2:49 PM
To OTD) (FBI) _
Cc: ITD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI); | | (OTD) (FBI); THOMAS,
MA,
Subject: FW ACTION download
Importance: High b

Lo
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PbTD) (FBI)
From: L DTD) (CON)
Sent: 005 10:12 AM
To: e OTD) (FBI}
Subject: : raining in SF
SENSITIVE BUT UNetaSSIEIED
NON-RECORD
tag.... you're it!

t B i
7o

-----Or’iginal Message-—---
From J(OTD){CON)
Sent: Monda ust 01, 2005 1:15 PM

T OTD) {CON)
Cc: SF} (CON) }OTD) (FBI)L {CTD) (FBI)
Subj raning in SF '

SENSITIVE BUT LINCLASSH-IED
NON-RECORD

o
-1 3.

{

} received a message from one of our managers in the field rega rdings%expressing an interest in hosting a future

DCS3000 class in the San Francisco area. What would be the next n ing this happen if it is a possibility?
Thanks
BAE Systems .
4000
ELSUR Technology Management Unit(ETMU) g

Electronic Surveillance Technology Section (ESTS)
Investigative Technology Division (ITD)

54 Desk) -

54 Fax)
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ENSITIVE BUT UNGL-ASSHHED

SENSITIVE BUT l

(OTD) (FBI)

From: | } (OTDYCON)
Sent: 1, 2005 1:15 PM

To:
Cc:

-
Falien

. OTD}(CON)
B F) (CON foTD) (FBI);

Subject: Training in SF

SENSITIVE BUT UNetXSSIFTED
NON-RECORD

HiI
i received a message from one of our managers in the field regarding:::}xpressing an interest in hosting a future
DCS3000 class in the San Francisco area. What would be the next step in making this happen if it is a possibility?

g

k7o

Thanks
|
BAE Systems o
Il
ELSUR Technology Management Unit{ETMU) I

Electronic Surveillance Technology Section (ESTS)

Investigative Technology Division (ITD}

- 540 (Desk)
54(Q (Fax)
SENSITIVE BUT SNSEASSHHIED
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| (OTD) {FBI)
From: {ITD) {(FBI)
Sent; 11:06 AM
To: ks (OTD) (FBH
Ce! b hin ] 1 QTC) (FBI}:
iTD) (FBI);

Subject: RE: RMS 101411-0
SENSITIVE BUT
NQN-RECORD
if thi connecting 2 DCS3000 units (and the write interpreted two ways) then it wouid be logical for the
DCS am to provide i. In a brief conversation with esterday, he was also of the opinion that this
request should have been forwarded to the DCS-3000 team Tirst. Again, we went ahead and purchased it on a credit card,
so this particular request has been covered.

_____ Oriaj ——— ‘fb :2 .

From OTD) (FBI)

Sent; 1, 2005 7.:25 AM

To: ITD) {FBI)

; OTD) (FBD] (oTo) (1) TD) (FBI);
) {FBI} J(OTD) (FBI) QTD) (FBI)
ject: RE: 1- OM

SENSITIVE BUT UNOEASSHHED
NON-RECORD :

R

b7

| rea;; couldn't say if this will become a common request or not. | can see where the field may
want this capability, but from a system (DCS 5000)perspective, we already provid switches
which allow them to access the various servers within the DCS 5000 from a single point. As for
the capability to access other systems - particularly UNCLAS systems, | would have to consider
that a CMP issue. When | forwarded the RMS to you, | was not recommending that you provide
the equipment, but pointing out that it needed to be handled in a timely manner. if the equipment
is not going to be provided, the site needs to be aware so that they can insure that they are in
compliance with security requirements.

Hope this helps clarify things.

Thanx
I I Y265
( 703)| e

-----Qriginal Message-----

Fro, ITD) (FBI)
Se?;; Tuesday, July 19, 2005 2:23 PM
To (OTD) (FBI)

seET
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S E1L
Ceif —_pTD)(FBD) | | (07D) (FEL)f }10) (FBY);
(ITD
Lﬁﬁm- 0
SENSITIVE BUT p ¢
NON-RECORD o
17

We will order this on behalf of TICTY, Do you expect this to be a one time request or will there be 55 other
regquests fo This would seem to be a system specific piece of equipment which would logically be
handled by

_—

Can we buy this on your credit card? |s is approximately $200.

-----Qriginal Message---—-
From; (OTD) (FBI)

Sent: Tuesday, July 19, 2005 7:5
. To: (FBI); ITD) (CON)
e
ST : m-)) (CON); ITD) (CON),
QTD)(CON) OTD) (FBI);| (OTD)YCONY;
1 DTD) (CON
Subject: RMS 101411- OM

Importance: High

SENSITIVE BUT UNCI-ASSHPMED
NON-RECORD

i passed this RMS to your group.

This should be handled as expeditiously as possible.

b6 . . .
e S 101411 -Omabha Division is requesting Qwﬂch View] i
fter reviewing a communication which indicated it is the only approved jo be
used. 5’?«1" connect to both the FISA and Criminal DCS3000's and will replace the

b
h7E

existin hich is made by Belkin. Thank You!
|77D3)| .

SENSITIV
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SENSITIVE BUT ONTEASSIEIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
l [oTD) (F8Y)

From: OTD)} (FBI)
Sent: 25 AM

To:
Ce:

Subject:

(%

SENSITIVE BUT UNCEXSSIFIED : hTE
NON-RECORD

%ycouldn't say if this will become a common request or not. | can see where the field may want
this capability, but from a system (DCS 5000)perspective, we already provid witches which
allow them to access the various servers within the DCS 5000 from a single point. As for the
capability to access other systems - particularly UNCLAS systems, | would have to consider that a
CMP issue. When | forwarded the RMS to you, | was not recommending that you provide the
equipment, but pointing out that it needed to be handled in a timely manner. if the equipment is not
going to be provided, the site needs to be aware so that they can insure that they are in compliance
with security requirements.

i

Hope this helps clarify things. hre
h

---=-Original —
Sent: lue 005 2:23 PM
To; TD)} (FBI)

Cci OTD) (FBN)] jcoTD) (FBIL J¢rTD) (FBI);

ooy
Sl g
e

I
Subject: RE: RMS 101411- OM b

SENSITIVE BUT
NON-RECORD

299
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We will order this on behalf of TICTU. Do you expect this to be a one time request or will there be 55 other requests
foﬁ This would seem to be a system specific piece of equipment which would logically be handled by TICTU.

&
Can we buy this on your credit card? s is approximately $200. Lo

ko

~--Orging Message ok
From OTD) (FBI)
Sent: ay, Ju :51 AM

Tol ITD) (FED) ITD) (CON)

SENSITIVE BUT UNEERSSIFIED

NON-RECORD

bz

k=73

| passed this RMS to your group.
This should be handled as expeditiously as possible.

Le RMS 101411 -Omabha Division is requesting mSwitch View] |
o ﬁviewing a communication which indicated It Is the only approveq fto be used. This

ill connect to both the FISA and Criminal DCS3000's and will replace the existing[_]
which Is made by Belkin. Thank You!

(703)

SENSITIVE BUT BUNGWASAIEIED

SENSITIVE BUT UNGEASMED

SENSITIVE BUT UNCLASSIEIED—
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I I(OTD) (FBI)

From: 'pTD} (FB1)
Sent: e 23 PM
To: S OTD) (FB)
o bom M| | oroyrril———1
cutject |ITD) (FBI)
upject.

E S
T
SENSITIVE BU
NON-RECORD

]b 1=
b7

This would seem to be a system specific piece of equipment which would logically be handled by TICTU.

1

Can we buy this on your credit card? Is is approximately $200.

ﬂ order this on behalf of TICTU. Co you expect this to be a cne time request or will there be 55 other requests for

..... Origi By
From| LA LSSIEE— oy ()
Juiy 19, 2005 7:51 AM

LITD) (CON)

OM) (FB); (om,@u__Ll
e

JOTDYCON); JOTD)

Subject: RMS 101411- OM
Importance: High

SENSITIVE BUT ggmg

NON-RECORD

fr 2

ey
T,

| passed this RMS to your group.
This should be handled as expeditiously as possible.

e
arle RMS 101411 -Omaha Division is requesting a Switch Vie
L reviewing a communication which indicated it 1s the only appiov
&vm connect to both the FISA and Criminal DCS3000's and will replace the EXIStInD
which is made by Belkin. Thank You!
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SENSITIVE BUT-HNSASSIEIED
SENSITIVE BUT UNGLASSIEIED
(OTD) (FBI)
From: L (SD) (FBN
Sent: b Juesday, Julv 19,2000 712,01 PM
To: b7 . OTD) (FBI); oTD) (FBI)| !
(OTD) (FBI)
Subject: THANKS FOR YOUR SU RT
StripperGate.tf {23
KB)

SENSITIVE BUT tNSERSSIFIED™
NON-RECORD

Thought-you might find the attached article interesting. The investigation involved the intercept, on
VoiceBox and DCS3000, of numerous phones,l ﬁith the

coliection of tens of thousands of sessions over an aimost two year penod.

Thank you. This could not have happen without you.

SENSITIVE BUT UNCLAGSIFED

LLOTD) (FBY)

From: SF) (F8I)
Sent: §5:22 PM
To: oTD) (FBI)I | (OTD) (FBI)
Subject: ,

ke
ke

HACLASSIEIED
NON-RECORD

Didn't know who to specifically address this to, so did the shotgun method.

At our co-location in San Francisco witl'l_lve have four Adiran TSU 600's. |

Will this mean we will nead twelve additional Adtran DSU 5800's to acgcommodate the TSU 600 and another Cisco 2810

252
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router? Or, is this where we try to create the 9.6 DDS frorrI Ias the need arises. Some of the DDS circuits will be
permanent, but others will be changed as different targets come up.

I
L7E

Lvill be going to ERF for the DCS3000 training next week and will try to find some time to get your input.

| desperately need to be able t into the VB system in Oakland, We have both T-lI rooms running
In SF; Qakland is running one line anj'!_l'rymg G go up Jon six more. Can you give me a callmhen you get a
chance. Thanks far helping our on Saturday. Sunday, they overheard the subject organizing a group 1o do some killings
and had to arrest him. | don't think they would of intercepted those calls if you hadn't helped.

G
bt

UNCERSHFED—
lotp) (FBY)

From: | kHN) (FBI)
Sent: I.M.nndax_.luhr.u.ZﬂEﬁ 3:20 PM
To: (OTD) (FBI)
Subject: DCS3000

= K
NON-RECORD b

Aloh I

Last week | emai!edD‘egarding not being able to access the DCS3000 from my computer anymore. | used to be able
to have a direct connection into the system in the server room that you set up. | can't get into anything anymore. Can you
still get into our system? If so, is there a way you can look at it to see why | can't get in anymore? Also, there is nothing
listed when you go into the start menu. It just lists Windows catalog and Windows update. What happened to all the other
programs it used to list? There is no rush, but when you have time could you please check on this for me?

' ?l'.} e
Thanks! hoo
Alffj
UNCEXYSIMED
I#OTD) (FBY
From: | OTD) (FBI)
Sent: b8 8:09 AM
To: b7 {OTD) (OGA); CLIFFORD, MICHAEL (OTD) (FBI);I |
Cc: . (OTD) (FBI) L o) (Feil |
(OTD) (FBI)
Subject: Contract Review Board July 14th
Y3
SENSITIVE BUT ENSEASSHHED— bTo
NON-RECORD

There is a Contract Review Board scheduled for July 14, 2005 at 2:30pm.

(] ] and
1 will represent TIiCTIU. and
[ Jwill be 1 .
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The contract is with Booz Allen and Hamilton (BAH) for the amount of
$1,497,736.92.

The DCS-3000 software suite is the Bureau’s primary CALEA pen register
collection application and is wmaintained by BAH in accordance to Bureau
persennel direction. BAH has been active in the development of this CALEA
software interface for more than seven years.

TICTU is asking for Logistical suppeort in training and liaison. The
need for personnel to tactically implement court-authorized ELSUR and react
in exigent circumstances to threats of life is a necessity that requires a
gignificant amount of training and liaison. This requires industry leaders
with unique abilities and backgrounds. Alsco, TICTU requires support with
continue software development pertaining to the FBI's ELSUR capabilities.
The continuing emergence of new telecommunications technologies requires a
‘unique ability to design and implement solutions at accelerated rates. The
lack of a quick reaction capability to adapt ELSUR techniques within the
FBI may result in significant vulnerability and exploitation opportunities
to enemies of the United States.

A requisition was submitted for $2,1060,000.00, Due to the lack of time on
the existing contract, an interim purchase order for the period of
performance of May 1, 2005 - July 31, 2005, was put into place for the
amount of $602,263.08. The money for the interim purchase order was taken
from the original requisition.

Any questions regarding iew Board please contact |
[:fj at extension or t extension

;
TICT .
(703 e

SENSITIVE BUTUNGLASSIFIED

2
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I |(0TD) (FBI)

From: L _]oTD) (Fay)

Sent: g .26 PM

To: o {OTD) (FBI}

Ce: ‘ (OTD) (FBI)

Subject: FW. FISA Intercept Problems 07/01 o 07/08/2005 0700 hrs.

Importance: High . .

erf—lp% KB)( :|
W‘ : 1
RECORI "

Did you oonta# Pesterday? Can you acho your discussion Do the guys below?

e
thoy 17

From: {KC) (OGA)

5 8:18 AM
T (OTD) (FBI)] ko) (rery;| kc) (Cony;
Cc (KC) (OGA)

Subject: FISA Intercept Problems 07/01 o 07/08/2005 0700 hrs,

(5)

Recoaq.-’

: 23

I Yo

_—

he :]’.;'_r:E.

representative because th failed over the Holiday weekend and we lost zll intercepts between 07/03/05
15:56:08 and 07/06/05 at —Te00 hrs. Moreover, the DCS3000 crashed over the wi nd as well; consequently we
lost all our Pen data for both cellular phones from 07/01 to 07/06.

Attached is a list of 27 Uomccurring between 07/01/2005 and 07/08/2005 (at 0700 hrs). The list is not entirely

If you need any clarification of the comments, please don't hesitate to contact me.

| !If you would, give me a call when you get a chance so that we can eliminate m:l didn't rernedy

ms anyway so let's remove that weakpoeint in the configuration. (I've forgotten the necessary TIU setting

Y
changes.)

Respectfully, "¢
e

R
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FBUJTTF, Wichita I

Kansas City Division "
(31 iL"f
(31 Desk R
(31 Fax

SECRET

IATD) (FB1)

From: _l(sA) (FB1)
Sent: ko3 ' 12:19 PM

To: %o (OTD) (FBI)
Subject: : question
ONSEAONHER—

NON-RECORD

Thanks, we'll leave itas is.

—— T ——
Fromi |(0TD) (FBI)

Sent: Friday, July 08, 2005 10:43 AM
To A) (FBI)

Subject: RE: DCS3000 question

NON-RECORD

L1

The Time Difference pick in the DCS 3000 pertains to the order expiration times. Since the DCS 3000 Iooks atthe 12
warrant database stop 1T
date and time to know when to stop recieving data we need to make sure that we have taken into account the GMT

time difference so we

coming in IS, :0 ;13 rna:es sense. | |
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ki

Subject: DCS3000 question

LNCLASSINED
NON-RECORD

ime Zone difference undemConﬁgu re? We've been leaving ]
A case agent asked me about that this moming, but was satisfied when | tokd him it was
GMT. He said he could live with that. '

"DNGLASSIFIED

UNGWASSIEIED
| I!OTD) (FBI)

From: " Il JHN) (FBY)
Sent: b7 7, 2005 2:54 PM
To: (QT0) (CON)

Ce: kOTD) (FBI)
Subject:

LNCLASSIEIED

NON-RECORD

Alohal o

o

Hope you enjoyed your short trip here! | was wondering if you could help me out. | can't seem to get into the DCS3000 o TE
from my computer at my desk. | know you had said that you kept the connection and made the same login and password,

but | can't seem to get in. | usually go through th’mnd log in witI:and the password. It won't let me

in anymore. Could you please let me know if 1 a ing wrong.

Are you still able tnEnto this computer?

1aé

lil'”‘ ksl NS

257
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SEpigT

OURCLASSINED—

| IOTD) (FBI)
From: o (SA) (FBI)
Sent: ot 50 PM
To: vIs TD) (FBI)
Subject: DCS3000 guestion

ONOHASGHRED.
NON-RECORD

Do you ever set the Time Zone difference undemonﬁgure‘? We've been Ieavinﬂ ] } f r
[ ] A case agent asked me aboGThat this morning, but was satisfie . '

said he could live with that.

UACLASSPIED
| [OTD) (FBH
From: OTD) (FBI)
Sent: g ' u u 14 PM
To: b7l WE) (FBY)
Ce: . D) (FBI); _IoTD) (FBY)
Subject: - Phone Records

SENSITIVE BUT UNGASSIRIED
NON-RECORD

OTD met last week about the i have and the ball has been bounce primarity to £DMS with TICTU
supporting, | am deferring this t EDMS) anq ITICTU, DCS-3000) .

1]

[l

[WF) (FBI)

coycon] _—— we e J o) (reny I

CTD) (FBI); HQ-DIV13-EOPS_TECH] |

Cc
(CyD) (FBLY] _ D) (CON)
Subject: RE: Phone Records

SENSITIVE BU
NON-RECORD

| am open all week that week.

—_— SECRET
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WF) (FBD){ foroy ren; [

(CTD) (FBI); HQ-DIV13-EOPS_TeCH; ]

JoYD) (CON)

SENSITIVE BUT INOEASSIEIED
NON-RECORD

i

1

[ et cyD/STAS has experience in handiing this sort of problem of *standardizing” disparate data types. |
would suggest that we go ahead and set up a time for us all to get together at WFO to get a first-hand view of the
problem. Please propose a time for a meeting. The week of the July 11 looks open to me except for Wednesday.

If we can get schedules coordinated for at least one representative from CXS, STAS, OTD, and WFQ, we ¢an

get this rolling.
Thanks,
e Origipal Message-----
e From: (CyD) (CON)
e Sent: Tuesday, July 05, 2005 11:23 AM
To: )} (CON)

Subject: RE: Phone Records

SENSITIVE BUT
NON-RECORD

o s 2

STAS has performed this type of work in the last 12 months. and { feel we can easily take the formats and turn L7e
them into a “standard” format.

Fyi-| |
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SEQARY

Would love to meet with you, and!oDo take a look at the various file formats and then tee up an R&D
effort with your help....

. i
Let me know your thoughts '

T
Thanks leee

-----Original Message-----

From WF} (FBI)
e 30, 2005 11;

(CID comh kwr) (reD)] koTo) (FBI);

IWEL{FBL}

CTD) (FBI){ JCTD) (FBI); HQ-DIV13-FOPS_TECH
Subject: RE: Phone Rgcords

‘SENSITIVE BUT DNCERSHEED
NON-RECORD

A short list would include:

1. Provide automated uploading from DCS-3000 to telephone applications.

3. Provide automated uploading from the RedWolf collection system to telephone applications.

-----Original Message-----
From CTD) (CON)
Sent: 29, 2005 4:45 PM

(FBI) |(CTD) (FBI); HQ-DIV13-EOPS_TECH

SENSITIVE BUT UNCLESSIMER-
NON-RECORD

L 1]

ked me to contact you regarding an issue of transferring massive amounts of DNR data
int an you send me an email with details of the issues? Anything you can provide will be
helpiu,
]'\':'..’:,
Thanks, 72
260
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fod
SENSITIVE BUT. FIED
SENSITIVE BUT UANCLASBIFED
SENSITIVE BUT-UMNGLASSIEIED
SENSITIVE BUT BNOEASSIRIED
SENSITIVE BUT ORCLASSIFIED
DTD) (FBI)
From: T (ITOD){CON)
Sent: E7es ay_July 07, 2005 10:19 AM
To: —_JOTD) (FBY)
Subject:
e
T
URCHAGEIELED
NON-RECORD
BRI AL L Ee: LT A—
b G
“DNTEASMEED K7
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SDRRET
| I (OTD) (FBI)

From: { 1 (OTD) (FBI}
Sent; Yo Thursday, June 30, 2005 1:44 PM
To: oo OTD) (FB
T QD TD) ( ; ) (FBiY;
Subject: FW: Phone Records

SENSITIVE BUT-WNS-ASSIHED
NON-RECORD

More T&A info...

b &
f7o

WF) (FBI)
Sent: Thursda ne 30, 2005 11:07 AM

To { N) WF) (FBD)J JcoTo) (Fer)) (OTD)
(FB (WFIJ'TE'I_I

Ces Y (FBI) |(cTD) (FBI); HQ-DIV13-EOPS_TECH
Subject: RE: Phone Records

SENSITIVE BUT UNGLASSIEIED
NON-RECORD

A shodt list would include:

1. Provide automated uploading from DCS-3000 to telephone applications.

3. Provide automated uploading from the RedWolf collection system to telephone applications. iz

brm

JCTD) (FBI); HQ-DIV1i3-EOPS_TECH

SENS(TIVE BUT,
NON-RECORD

262
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| SEyéET

Iy
[

sked me to contact you regarding an issue of transferring massive amounts of DNR data into
an you send me an email with detaiis of the issues? Anything you can provide will be helpful.

Thanks,

SENSITIVE BUT

SENSITIVE BUT BNGEABSIHED

SENSITIVE BUT UNGInASHIET
From: b (ITOD)CON)
Sent: ;f N . 2005 10:05 AM
To: SR {OTD) (F8I)
Ce: (ITOD) (FBN
Subject: FW. rma

-~
HNGAR D~
NON-RECORD

Could you please send me a sample file for the full file format for the DCS3000 which wili include the fields that we
currently aren't getting. | do have some questions, but seeing the data on the file may answer some of them. Can't really
modify the TA software io handle the full file without an example to use.

T -
From ITOR)(CON)

Sjn::.tueaday_]ungz.ll 2005 10:48 AM
T (OTD) (FBI)

Subject: RE; DCSPC format

LNGEABSSIFIED-
NON-RECORD

263




SBERET
Thanks for the format. Do you have a sample file that you can send us to use in modifying the upload program? Was
asked to confirm if the 1APSystemidenty is what we are calling the Switch ID. Do have some other questions, but they

may be answered by seeing the data in the file. If not, I'll get back to you.

I

Fur

----- Ojﬂmuﬁsm;l
From |OTD) (FBI)

Sent: Fri 5 6:28 PM
To: D) (FBI)
Subject: ormat

NON-RECORD

'q“hed is the DCS 3000 output specifications for the DCSPC header.

e
h7o
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| IOTD) (FBI) . -
L

From; . kSD} (FBI)
Sent: e 2005 4:28 PM
To: o (OTD) (FBI)
Subject: ’ D etwork use for VoiceBox
SENSITIVE B

NON-RECORD

Has a decision been made as to whether the DCS3000 network can be made available for remote access to VoiceBox
locations?

SENSITIVE BUT DNCLASSIFIED—

| ETD! (F8l)

From:
Sent:
To:
Subject:

ITODNCON) ~ + bd

TONCEASSIMee—
NON-RECORD

Thanks for the format. Do you have a sample file that you can send us to use in modifying the upload program? Was
asked to confirm if the 1APSystemlidenty is what we are calling the Swiich |D. Do have some other questions, but they
~may be answered by seeing the data in the file. If not, I'l get back to you.

ko é

e

----- Oriﬁinal Message-——

From: TD) (FBL)
Sent: Fri ne 03, 2005 6:28 PM
To (ITOD) (FBI)

Subject: DCSPC format

e

fo 70

“TRCEASSIEIED
NON-RECORD

qmed is the DCS 3000 output specifications for the DCSPC header.

265
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UNEEASSHHED
| JoTD) (FBY)

From: SD) (FBI)
Sent: o 34 PM
To hiC OTD) (FBY
Subject: us

SENSITIVE BUT
NON-RECORD

Just checking as to whether any progress has been made on allowing us to use the DCS3000 network to remotely
communicate with our VeiceBox systems,

SENSITI'VE BUT UMGIMSSH-ES"
(OTD) (FBI)

Sontr e TR I o

Sent: 7o riday, June 03, 31 PM ‘

To: T .QLLEEQBD_M.LQHQEL (OTD)

Ce: D) (FBI);hOTD) (Fen] Joto; (Fa);
) QTD) (

Subject: I Vol |ngercept

T

SENSITIVE BUT UNCLASSHED

NON-RECORD

Mr. Clifford,

| am pleased ICTU recently assisted the Buffalo and New York City field divisions with FISA intercepts

of two separa olP telephony subscribers. Also, TICTU recently assisted the New York City office witha 12
pen-register intercept o |VolP telephony subscriber. LR

I

— —
S%ET

-

RTE




A by

These are the first real-time VolP intercepts cWﬂMMLEA-IiKe intercept techniques. The New Yark
office axpects to conduct more intercepts with n the near future.

S
1E
SENSITIV D
| [(oTD) (FBI)
From: N 0) (FBI)
Sent: s 05 4:39 PM
To: Y7o OTD) (FBI)
Subject: B
TechTool.gif {2 KB)
SENSITIVE BUT UNCLASSIEIED ...
NON-RECORD
i;e tried to send the RMS for the DCS 3000. Hopefully it got there.
Let me know if it didn't and I'li try again.
. SENSITIVE BUT UNGIAGSHIED
(OTD) (FBI)
From: ) 1 KSJ) (FBI)
Sent: b8 5 3:24 PM
To: . BUC OTD) (FBI)
Subject: Centennial
tech.gif (951 B)
UNCLASSIFIED .
NON-RECORD ;bfc
| dont recall if | gave you this info... Anyway, the POTS line d called

the number to test and the modem picked up (after { got them to plug it in the correct port). Anyway,
give me a call when you get a chance so that we can do the testing.

PS: | just sent an RMS (100081) for a loaner DCS-3000 box to be used with theDn the wire I

267 L3E
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SRRET

room for the "big case”. We should go up by the end of the week.. | know you guys dont have

SR

anything ¢lse to do, so whenever you can ship one out wiil be more th ciated :-) (Even if we }

dont have th unning, at least they can manually check th{%lthough that might be

captured on VB?"

78 HoR

78 el) e

UNGLAGBIHED

[OTD) (FBI)

From: | NY) (FBI)

Sent: b 11:20 AM

To: (OTD) {FBFF___I__IOTD) (F8I)

Cc: TD) (CON}) (OTD) (FBI)

Subject: "

)
VBswitches.xls {21
KB)
SENSITIVE BUT UNCLASSIEIED

NON-RECORD
.27
ha

Greetlings Gentlernen, Lo

1 hope you had a peaceful Memorial Day Weekend. ' P h

{ have attached my list of Swilch addresses. Could you please review for correctness? | know you are constantly
updating and changing switch addresses.

| did not have anything loaded in the BQ Voice Box fof ____Jend I was not sure if thd____JNY was stil good. |
did input both and was successful in pinging both.

' on Tuesday, but not at my desk. Please either call my cell phon f page me a
a8 cell phone does not work well in Server rocom.) :
Thank you

SENSITIVE BUT UN tED




o @
| |(0TD) (FBI)
From

: (NY) (FBI)
Sent: 2 10:5
To: i NY} (F! aowaeRnl  I(NY)
hTo : NY) (FBI) '
Cc: ] (OTD) (FBI)
Subject: RE: C-35 consensual audio intercept at BQ
SENSITIVE BUT tINSEASISHSED
NON-RECORD_ T
Greetings, b1
| have set up Voice Box at BG fm:lwo consensuats fol
| JWireless is programmed into VB channel § with a ring down of] 13[
Iis programmed into VB channel 1 with a ring down 01
| |
Thank fou. s
I
=i caoz
From: NY) (FBI)
: 2005 8:26 AM
NY) (FBI)] J(ur) (FBI);

SENSITIVE BUT UNOASEIEIED
NON-RECORD

Thanks,:

32
I, &

k7o
On Tues morning, I'l speak tol__kegarding the dynamics of how the CDC is sent to BQ, so I'l understand it better. 1. T
here’s the info at the CMP for your records or as an aid in troubleshooting:

When we receive the ring-down number from you for the CCC, we'll fax the request td " |
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501 %6
21 I
- 87 pager)
From: [ USSR vy (Fe)

Sent: Friday. May 27, 2005 3:20 PM '
E_I‘JI_Y—B Em {Fa{);|_| vy (FBI) kny) (Fe1)
Y (FBI; L ) (NY) (FBI)

Subject: C-35 consensuat audio intercept at 8Q

NSITIVE BUT
NON-RECORD .
_ Greetings, ~
Lo This is to confirm numerous telcal betweer]_______ Jnyself and ERF.
1)'1‘- has provided the CMP with a Court Order for a consensual T-3 type intercept. This will be the first
H N i iron
BTE
] —

REIOW IS The TNTOTITIGUDTT TOT THIS Case.

At least we are breaking new ground on a consensual set for 80 days. Plenty of time to work out the bugs.
Please let me know if you have any other ideas or suggestions.

ou,
9111 b

b7C

SENSITIVE BUT UNGIASSHEIEDR

ENSITIVE BUT

SENSITIVE BUT UNGEASSIPED
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(OTD) (FBI)
From: ] SF) (FBI)
Sent: e 742 PM
To: L7 OTD) (F8I)
Subject: -
UNCLESSIFED
NON-RECORD

bi I: S :I i 112
(3) | 151

I came back from belng out of lown for awhile and found the spare DCS3000 statlon we have aI:Jr agents to

monitor their lines for bot! ectmg If you have 3 uld you take a it2
IPs seem odd. The computers P | net : nd the gateway if°

Long story short, we were collecting rnal CS.. 000, but not on the spare station.
Ebe used to search for a prior call to bring up thel | Any hetp would be appreciated. (925)
g
UNCTASSIPIEr— BT
L {(OTD) (FBI)
From: (SJ} (FBI)
Sent: 45 PM
To: (OTD) (FBI)
Subject: "Hola
tech.gif (951 B)
UNOEASSIFIED

NON-RECORD

ha

7

| told you already the outcome of the kidnapping: released (but beat-up) victim this morning.

Re the switch numbers. | dont really know what the field with values 1 or 2 is. However, | was able ¢ _
to 1D the tower manually based on that list (the tower identifier is unique regardless of the 1 or 2). e

@v thing is that | couldnt tell thq 1

When | return | can do some king withI | (BTW, I spoke tf_____Jthis morning
- still no #. | asked her to call when she has it so that he can relay it to you).

h7o

----- Origj e
From: {OTD) (FBI)
Sent: Monday, May 16, 2005 3:48 PM

SERRET
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S%ET | %0 . .
To sy (FBI - |

Subject: RE: Hola

~LNCLASSHHES
NON-RECORD

!Iow did the emergency pen go? |asked me about the switch identification issue to see if
we can

resolve how to integrate thd—__Jintothel ] Let me know. b

----- Original M
Frond ks (FBI)

Sent: Friday, May 13, 2005 8:35 PM
mgf;kom) (Fa)
Su <« FO

UNCLASSIEIRD
NON-RECORD

Hey sefor,

| just created a very] 1

(since | dont think anyone else here knows what a ping is...so that might make it easier to run).
Anyway, 1 created it in the DCS 3000 directory and is called

chance, take a look at it to make sure | dont bring the server down .-

Anyway, just want to make sure its ok... f‘”""f
Lo

thanks,

(yes, 1 should have been home long ago but I've been here all day watching DCS-3000 for the
kidnapping...and | finally moved th o the DCS-3000 rack)...

Tech Squad / San Juan
783
783 ely .
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SNOEASSIMEE

{OTD) (FBI)

From: | IsJ) (Fe
Sent: [ ; 135 PM

To: b7 OTD) (FBI)
Subject: _ Hola

Eif

tech.gif (951 B)

NON-RECORD

Hey sefior,

| just created a very since |
dont think anyone elsé here knows what a ping |slga_1.nal_mnm|«e_il?ammyway, I
created it in the DCS 3000 directory and is called If you get a chance, take a look

at it to make sure | dont bring the server down :-) (All it does is start 4 windows with the appropriate
pings....| just ran it and it seems ok { |

Anyway, just want to make sure its ok... L7E

thanks,
]

{yes, | should have been home lon ut I've been here all day watching DCS-3000 for the
kidnapping...and | finally moved the o the DCS-3000 rack)...

45
;u; ;q;;;n\?mn kac
78
78 Fel)

“DORCCESStPe—
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H{OTD) {FBI)
From: L JOTD) (CON)
Sent: Fri 13, 2005 9:31 AM
To: kg (OTD) (FBI}
Ce: S (OTD) (CON}
Subject: TICTU Conference Prasentation
LUNCLASSIEIED
NON-RECORD a3

I
borw

SSAQ‘has asked us to accommodate some comments from| pt the Kansas City gathering. Hau
inter providing some insight on the preservation of evidence when info is pushed from the DCS-3000 to th

This seems to fit really nicely into your Tec-Tips presentation (slide #13). Would you have any objection of inserting a quic
"sub-discussion” at that point, turning the fioor over t or a bri inute) discussion on that issue? He would
then turn it back over to you.Or, as an alternative, you can state that ill address that issue when you're done with

the rest of your slides, Whatever works best for you,

1 think that this is preferable to providing a time slot for an independent presentation. Time is limited and this may be away
to keep everyone happy. Please let me know.

Thanks!
UNCLASSIEIED

[(OTD) (FBI)
From: l D) (FBI)
Sent: 005 7:34 PM
To: TD) {FBI)
Subject: : Hawaiii

ke
UNOEASBIFEED 7~
NON-RECORD

Thank you for the info and thank you for setting up our multiserver.

Sepks Wedoescv, Vv G4 005 12:41 i
To. (SD} (FBI)

Subject: Hawaii

NON-RECORD
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e DCS 3000 vanguard connection ip and port are as follows for Hawaii,

bl

| will check your DCS 3000 connections.

ORCIASGIRIED

UNCASSI™MED
| [oTD) (FBY)

From: hn {WF) (FBI)

Sent: ba7i 9:40 AM

To: OTD} (FBI)

Subject: RE: Remote Access to Pen Register Info (DCS 3000)
UNCLARSHIED

NON-RECORD

Thanks, iooking forward to working with you,

i

Fro (ITD) (FBI)
13 P

Sent: i M
Y em— (4
Cc (ITD) (FBI}

Subject: RE: Remote Access to Pen Register Info (DCS 3000)

UNGIEASSHFED
NON-RECORD

7 E

_ _ ]l just want to put that
clarilication out so we get our terms staright. Pen register which would have target nummiam numbers

is not an option at this time. It aiso has significant legal issues. | have left a message wi his morning
and when he calis me Il mention your e-mail,
Ha
E A
~===-0ridi —
From: F} (FBI)

Sent: Thursday, April 28, 2005 4:30 PM

SEDRET
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@ sopfer @

Toy ¥1TD) {(FBI)
. Cc WF) (FaI):] bweresn:| kwF) (FBI);
FBI); (ITD) (FBI);]| [ WF) (FBI)
ubject: Remote Access to Pen Register Info {DCS 3000)

ONeEASNMED
NON-RECORD

! spoke tcl WITT) and he suggested | send you an e-mail. We would fike your assistance wi i e
I_t.hgum:adas "R A 3oogmme can begin receiving Pen Register information remotely in our

ill also be reaching o since apparently this requires several players.

T Please let me know what you need from us to move ahea s going to send me information on this system
BT so that | can get more familiar with it. :

Thanks for the help,

202I I

UNGLASSICIED
SAMCLASSIEIED
i
UNCEASSIRED Lo
{OTD) (FBI)
From: L J(WF) (FBI)
Sent: Thursday, April 28, 2005 4:30 PM
To: (ITD} (FBI)
Ce: WF) (FBI WEF) (FBI);
IT (ITOY (FBTY.
LR WF) (FBI)
Subject: emote Access to Pen Register Info (DCS 3000}
LACLASSIEIED
NON-RECORD 1
17

o —

5%
' . . . . b7a
| spoke th: |(WITT) and he suggested | send you an e-mail. We would like your assis i

to DCS 3000 so that we can begin receiving Pen Register information remotely in ourfwl_;‘.-:_mﬁ

ifl also be reachi you since apparently this requires several players. PFlease iel me
t you need from us to maove ahead . s going to send me information on this system so that | can get more

familiar with it.
276
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|(202

Thanks for the help,

UNOLABSIFIED
| | (OTD) (FBI)

From: L lisy) (Fa1)

Sent: bt wgmgsmm_zzl 2005 2:35 PM

Ce: : | !(ITD) (FBI) (ITD) (F8I)
Subject: itch

tech.gif {951 B)

NON-RECORD

k.5

T - bz

Thanks for all your help with th witch transition. During today's conference call it
was obvious why the FBI is the best (screwed up sometimes, but still the tﬁ having people ke

you on board. It was obvious that you knew as much (if not more} than th eople - both on
CALEA matters and how the equipment works... I'm sure this transition will not be a "done deal”, but
needless to say, we wouldn't even know how to start doing this without your help - so is good to have
you guys in our arsenal of resources. (and | am not even going to mention my weekly - and
sometimes daily - calls to you with DCS-3000 questions).

Thanks again for all the help!

WL e
n

b7
78 Fel)

“HNGLASSIFIED
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S%ET .
I=OTD’ (EB) e ———

From: o l SecD) (FBI)

Sent: b Wedn April 27, 2005 11:08 AM

To: 17 TD) (F8I)

Subject: FW. REQU ASM STATUS UPDATES
[

TechTool.gif (2 KB) Current MAC LAN BICSfismaPOAM.do DCF3000fismaPOA

Action Items.x... ¢ (46 KB) M.doc (32 KB)
SEN ONCEASSFEe
NON-RECORD

The item of interest to you is the DCS-3000fismaPOAM

5

i

ﬁ' i J
¢D) (FBI)
Sent: Tuesday, Apnl 26, 2005 1:14 PM

To |(SecD) (F8I)} SecD) (FBI); jcars)
(FBI)
cel_ | (SecD) (FBI); (SecD) (CON)

Subject: REQUESTED POA&M STATUS ATES

SENSITIVE BUT UNCHASSHHED—
NON-RECORD

AMU (POO] _Jhas requested updates in status on the following systems which are in
| purposes: Y
. Lo

DCF 3000 (ISSM

BICS Online (ISSM

Mcintosh LAN (ISS

Could you please send status update to| |with a CC to me. Aftached are the [atest

POAMs for these systems that are within AU. Thanks in advance for any status updates.

| ] kg

Accreditation Unit b7

Security Division/Information Assurance Sectlion

L —
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S T .

r’m?.l:nhnhm‘w Cell)
(Blackberry C-mall) e

b

|
s

SENSITIVE BUY ORCTASSIFIED

SENSITIVE BUT UNSEASSINED

'HTD) (FBI) -

From: JaTp) (cony

Sent; Q0 5 3 48 PM

To: )F

Tos (ERIV
ST . (ITD)

ﬁ‘

Ce: ITD) (FBIY: ITD) (FBI);

, "TD} (CONY Lnrmrrccm—l;

L. ITD) (CON)

Subject: RE: 2005 ETMU (fka EOSO) New Empioyee Orientation Agenda May 10-12

UNSCASSIHED

NON-RECORD

Subject: RE: 2005 ETMU (fka EO50) New Employee Orientation Agenda May 10-12

Please advise if you or a representative will be able to participate in the upcoming May Orientation as
- outlined below. | look forward to hearing from you. If you could respond at your earliest
convenience | shall appreciate it. | will incorporate the updates and forward the final agenda to you.

Thank you!

540

D
NON-RECORD

The first new employee orientation in 2005 is scheduled for May 10 - 12. Your involvement in 2004 was a key
factor in the success of all orientations conducted. As our team continues to merge over the coming months |
shall appreciate your feedback and involvement in continuat enhancements to the orientation program. As
evidenced by orientation survey results and management feedback, new employees are being assimilated more
effectively and expeditiously.

The Agenda is attached for your review. | hope that your s¢ i ici chnology
manager portion of the program is scheduled for Wednesda (a short ...
break scheduled between sessions). Please let me know if you [or @ desighated aliernate) wou BTE

available to provide an overview of the following systems:

DCS3000 .
r i
DCS5000 | |
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DCSE000

For planning purpases the remaining 2005 orientations are scheduled for,

Thanks in advance for your time. | look forward to your feedback on the agenda and your paricipation. Please
call me with any questions you may have.

I k5

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Opegati hnology Division (OTD)
54 esk)
54 ax}

UNCEAINFED
SNCAASEHIED
{OTD) (FBI)
From: JTD} (FBI)
Sent: _ :
To: be (ITD) (FBY)
Ce: v , LLER])
Subject: RE: Help onI uestion
HNSEASSHEIED
NON-RECORD
Thank you very very much, | owe you a candy bar. .
YT,
——1

703

Fro ITD) (FBI)

Sent: [hursda n 05 11:06 AM o

To: [TD) (FBI) Lvr

Subject: RE: Help 0 huestion L

UNCTASSIFIED

NON- ORD

;g title of the list of dates should be Enhancements to DCS 3000: NOT Enhancements to

280
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ks%q _ ®

Call me when you get this info.

/\

|2
b6

Fro "fmnaLHmr- Jro) ey BTE
il 21, 2005 10:56 AM
(ITD) (FBI)

NON-RECORD

Greetings,

This is the referenced table. Below the table is a list of all the enhancements, Mr, Clifford's question is
1. How do we have enhancements that pre-date the proof-of-concept.
2. Do these costs capture all of the enhancement costs as well?

Please help!!! Feel free to update table with the correct info. | need your expert knowledge and answers back
ASAP as the document which contains this table must be at the IG's office by noon today. Thanks again for your
help.

System
Description
Deployment Dates
Personnel

Costs
Nonpersonnel

Costs Lo

LIE

The' |s a platform developed "in-house" by the Cryptographic and Electronic
Analysis Unit to decode obile-to-mobile telephone calls. The proof-of-concept development
was completed in Feb . In the Fall of 2001, the Telecommunications Intercept and
Collection Technology Unit manufactured 100 of these devices for immediate deployment to the field.

2001
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| | (OTD) (FBI)
From: (ITD) {CON)
Sent: 10:05 AM
To: N ITD) (FBI)
Ce: b7 CLIFFORD _MICHAEL (ITD) (FBi)}L_ NITD) (FBI); |
ITD) {FBI : 10D}
D)
(FBI);
Subject: Coop
UNOIABSIFE0-
NON-RECORD
The following are personnel from TICTU that will serve as primary and altemate for the Coop Plan:
Jatternates)
| I
“Swilch-Based Intercept Team (DG S 3000 Program) b
Coliection Technologies Team (DCS 5000 Program
Collection Technologies Team (DCS 6000 Program
Traditional Technologies |
OTESTSIIICT] oL
703 o
NGRS S D=
| IOTD) (FBY)
From: ! W(”D) (CON)
Sent: 2005 2:07 P
To: LIV (CON) KITD) (FBI);
" LTDY(FRH, - fil ) :
17 ITD) (FBI), (ITD) (FBI (TD)
T {FBI)

Ceo: kITO) {FBI)| ;
TR} (FBI); {ITD} (CON};
ITO) {CON})
Subject: RE: 2005 ETMU {fka EOSO) New Employee Crientation Agenda May 10-12

2005.10V1.0,Agen
da.doc {73 KB)...

NON-RECQORD

NON-RECORD
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The first new employee orientation in 2005 is scheduled for May 10 - 12. Your involvement in 2004 was g key factor in
the success of ail orientations conducted. As our team continues fo merge over the coming months | shall appreciate
your feedback and involvement in continual enhancements to the orientation program. As evidenced by orientation
survey results and management feedback, new employees are being assimitated more effectively and expeditiously.

The Agenda is attached for your review. | hope that your sch il allow you to participate. _The technology
manager portion of the program is scheduled for Wednesday a short break
scheduled between sessions). Please let me know if you (or a designated alternate) would be available to provide an

overview of the following systems:

DCS3000 o

L T ;’h; .
17

DCS5000

DCS6000

For planning purposes the remaining 2005 orientations are scheduled for:

Thanks in advance for your time. | ook forward to your feedback on the agenda and your participation. Please call
me with any questions you may have.
L2

e

ELSUR Technology Management Unit (ETMU) b3
Electronic Surveillance Technology Section (ESTS)

O hnolagy Division (OTD)
54 Desk)
54 Fax)

ONOEASGIIED ..
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S%ET

| PTD) (FBI)

From: L ITD) (FB1)
Sent: " 005 1:03 PM
To: = (ITD) (FBI)

Subject: FW: RMS Shipping Notice 047061

-WNCLASSIEILD
NON-RECORD

----=0riginal Message----- :
Froml | (CG) (CON) Yoo

Sent: 22, 2005 12:50 PM Yo
To (ITD) (FBI) o
Subject: RMS Shipping Notice 047061

~ANCLASSIEIRD...
NON-RECORD

Returmning Idue to them not needed anymore.

E?CSP?NOHE CEnfral Regional Supervisor - Chicago %

ELSUR Technology Management Unit (ETMU) 3953
Electronic Surveillance Technology Section (ESTS) b
Investigative Technology Division {(ITD)

31 Desk)

3 Fax)

31 Cell)
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B ®

| I!OTD) (FBI) _ mas—

From: JAL) (FBI)
Sent: ¢ wcn 18, 2005 9:40 AM
To: LIC (ITD) (FBI)
Ce: AL) (FBI)
Subject: RE: Connection -
»L
ank Bkgrd.qif (234
8)
=WACLASSIFIED
NON-RECORD

Yoz
R

investigative need to connect t before you have all of your eguipment ready__| thought that
there was a case somewhere else (Butfalo perhaps) that had a current need to d ntercepts
from the switch here in Syracuse.

| just want to make sure it is clime here in the RA (or Albany in general) do not have a current

b
So.....unless there is a need to collect data for some other case somewhere, we can wait until you k7E

are ready to go.

Also, 1 received a call from, ay. They were just venfymg contact info etc... but they
estimated that they would ut to install § by the week of 3/28. She said she
would call me next week after she got a firm date fro

___--0 iminal MactafiBeease

From (ITD) (FBI)
Sett:luﬂsdawamh'w, 2005 7:54 PM
To: AL) (FBI)
Subject: RE; Connection

URCEASSMIFED  1.:
NON-RECORD Lekie

b
J do need to connect the RA to th Switch using the POTS line. | was hoping the R7E
DCSNET T1 would be
in soon and we could connect the RA to the DCSNET and theDswitch all at once. We can
do it seperately though
so we have coverage for the RA at Jeast foDntercepts. Until we get the DCSNET T1 in we
would have to dial up to
the Syracuse RA to have all the offices accesss this. Let me coordinate withl and we will

send the equipment
SET’RET

b
b
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3 T
needed to the Syracuse RA to get the dial up tq going.

i I

B
Boopil

~---Original Message-—--

From JAL) (FBI)
Sent: Tuesday, March 15, 2005 3:14 PM
To: | (ITD) (FBI}
Ce J(AL) (FBI)] ITD) (FBI)
Subject: RE] |Connection
L7E
UNCEASSIMED

NON-RECORD

What say youI
oY
--—--Original Message----- i
From|_ __|(I™D) (FBI)
Sept; h 15, 2005 3:11 PM
T AL) (FBD)
Ce (AL) (FBI)] | (ITD) (FBI)
Subject: RE Lonnection .
Yo
LYE
NON-RECORD

Hey:;

I'm not sure df the need for the POTS line currently, you will have to ask !about that

one, but the T1 line has been ordered and should be arriving by the first wi

ril. As

soon as i have the circuit ID and a firm due date, i will send that info to you

hsually

sends that to me about 2 days before the local telco shows up. -)

rnmn_ﬁgum‘r help getting the POC info!

----Ori?m_al Message-----

From: [AL) (FBI)
Senti Tuesday, March 15, 2005 3:04 PM
To: (ITD) (FBI)
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T
Cc: AL) (FBI)
Subly ion
UNCHASSIRED.
- NON-RECORD 12
BT

oo
s

| am jsut dropping a note to check on the
from the DCS 3000 network to the
in this region.

1o

LTE

status of your desire to put in a connection
Fwitch here in Syracuse to captur

As a stop gap measure, we had a pots line installed here in the RA which is available
for the connection. | understand that a T1 line wili ultimately be installed - t recall
talking to somebody and giving my name as a POC for the T1.

Is there a plan/need to use the dial up line in the meantime?

Let us know.

o —

Albany Division - Syracuse RA
(315) b6
{(313) (cell) . b

“UNCLASSIFIED.
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9. C

| IOTD) (FBI)

From: ) 1 J(AL) (FBI)
Sent: k6 05 3:14 PM
To: ka3 TD) (FBL

Ce: | |:| !(AL) (F81) Jo7D) (FBI)
Subject: " n

l_ 2

lank Bkgrd.gif {234
B

)
ONCEASSHHEE.
NON-RECORD

What say youI
k.
——-Origi —— ST
Fromi (TTD) (FBI)
Sent: Tuesda arc , 2005 3:11 PM

To bi) (FBI)

Ce: JAL) (FBI) (ITD) (FBI)
Subject: RE [onnection
|
TR
UNCCASSIMED-
NON-RECORD

I'm not sure of the need for the POTS line currently, you will have to ask Lbout that one, but
the T1 line has been ordered and should be arriving by the first week of April. As soon as i have
the circuit ID and a firm due date, i will send that info to you.E usually sends that to me
about 2 days before the local telco shows up. ;-)

a2
[mﬂmg_mmr getting the POC info! BT
-----Origing| Message----- E::*
From (AL) (FBI)
Sent: Tuesday, March 15, 2005 3:04 PM
To (ITD) (FBI)
Cc AL) (FBI)
Subject: |Connection
o
k7E
289
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UNCLASSHHED
NON-RECORD

| am jsut dropping a note on the status of your desire to put in a connection from the
DCS 3000 network to the witch here in Syracuse to capture push to talk in this region.

As a stop gap measure, we had a pots line installed here in the RA which is available for the
connection. | understand that a T1 line will ultimately be installed - | recail talking to somebody
and giving my name as a POC forthe T1.

Is there a plan/need to use the dial up line in the meantime?

Let us know.

i —— .

Alba ivision - Syracuse RA o i
(315
(315 cell)

UNCLASSIEEE-

~LINCTASSIEILD

ONOEASSIEIED
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S T .
l pTD) (FBI)

From: ) L kTO)(FB)

Sent: s 2005 3:11 PM

To: b7 AL) (FBI)

Ce: i} (AL) (FBI)| foTD) (FBI)

Subject: RE| |Connection

k2
Mank Bkgrd.gif {234
B)
URCTASSImED—

NON-RECORD
%
b ek

Hey

I'm not sure of the need for the POTS line currently, you will have to askl |about that one, but the
T1 line has been ordered and should be arriving by the fi of April. As soon as i have the
circuit ID and a firm due date, i will send that info to you.%sua“y sends that to me about 2
days before the local telco shows up. ;-)

nks for your help getting the POC info! T
I i s

b P

-----Original Message-—--
From| kAL) (FBI)

Sent: Tuesday, March 15, 2005 3:04 PM

To: l(ITD) (FBI)
cc: ) AL) (FBI)
Subjecl:| Fonnection
-:].‘J?.
7L
UNCLASSIFED
NON-RECORD
In&
. b=z
bHIo Vo
1 am jsut dropping a note k on the status of your desire to put in a connection from the
DCS 3000 network to th Switch here in Syracuse to captur:n this region.

As a stop gap measure, we had a pots line installed here in the RA which is available for the
connection. | understand that a T1 line will ultimately be installed - | recall talking to somebody
and giving my name as a POC for the T1.

Is there a plan/need to use the dial up line in the meantime?

SPRET
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Let us know.
S L6
Al . Syracuse RA "
(315]
(315) cell)
UNCTASSIFED
SNSAS S D—
TD) (FBI)
From: 1 J(AN) (FBI)
Sent: e Monday. March 14, 2005 8:55 PM
To: 7o D) (FBI);| | uTD) (FBIY;
E {ITD) |
Subject: Anchorage DCS-3000 CSU Box

E VE BUT
NON-RECORD

Gentlemen - as near | as can tell everything is working fine ... however about 45 minutes ago ) discovered a red light
lluminated on the front of capticned box indicating "loss of signal®. What does this mean and does something need to be
cofrected?

[ ] An
901 I:r cell 90 &

L

SENSITIVE BUT UNSEASSIFTED

92




8 .

I foTD) (FBY)

EE— e
From: 1 (AN) (FBI)

sent: ‘k,'—,"l':_ 8 33 PM .

To: iTD) (FBI) 2
Subject: TTCun Between Anchorage DCS-3000 and_____Jwitch For “TDMA" Call Data b7 &

SENSITIVE BU T=UNG=ASSHHEr—
NON-RECGRD._ T

|1 called in a trouble ticket to the phone company after our testing this morning. | requested that the phone company
technician call me when they get on site and only do the work between 8 am and noon {Alaska time). This will give me an
opporturniity to include you in any testing so | can be certain if everything is working properly ... or not. Consequently,

| expect to receive a call from the phone technician sometime in the moming (afternoon your time) during the the next few
days without any advanced notice and then call (or page) you. My best guess is that the call will come either tomorrow or
on Friday.

will be in a position to assist like you did today. Let me know if you think it would be helpful fom
o be on site with the phone technician, ctherwise | will try to get help from one of the techs at Dobson shou

b6
I I- Anchorage

v
SENSITIVE BUT DRCEARSMEED-

I“_IOTD) {FB1)

From: , L (AN) (FBI)
Sent: =~ 05 8:13 PM
Subject: esi of Anc rcuit Between CMP and Dobson

SENSITIVE BUTLINGIAGSIFIED L LaE

NON-RECORD

[ Jsnorty atter 8:30 am (Alaska Time, which is 12:30 pm Eastem Timﬁmn_\ugqnmaumﬁjﬁand |
are going to test the modem connection between our DC3-3000 and the ernaps you

could be available to help us determine if the connection is working properly. Here 1s our plan:

— — -

1

— 1 -

With your help, I am confident we can complete the testing within 5 -10 minutes. So, hopefully you can be a
ar vour time) on Wednesday, March 2, to help us. If not, perhaps you can arrange for either
o 0 assist us. b s

B
Thanks,
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S T )
IAnchorage b
T

SENSITIVE BUTUMGI-AS8HFIED

| I(OTD) (FBl)

From:
Sent:
To:
Subject:

SACLASSIEIED
NON-RECORD

;:m:lrying to setup a work station in the tech room only to access the TICTU database system. The first problem is that
1 don't have the password. The second is that it was used previously and apparently the IP address has been reassigned.
Can you help me out? Thanks.

DNCLaeSiRED
| JoTp) (FBI) _

From: (SF) (FBI)
Sent: | TH. Eriday. Lebruary 25 !'2005 5:28 PM
To: ke {ITD} {FBI)
Ce: SF) (FBI)

Subject: I rroblems
3

BNGEACHIRIED
NON-RECORD [5) CERST.

DFinally found a working monitor to boot up the spare DCS3000 66&1'bﬁtér'.'“thelp- . I‘or loading the
tracking programy.

On another front similiar 1o what happened to lhDines. { have the following situation withDocounts:

bz
im

284
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16
I don't think it's the network, because:

are collecting fine. |: S :| o1

as said i is sending everything and it's fine c:r.lhaiund_l:\u.tiied remaving the target numbers and putting them

back in, but sti!t no luck. Ali the Target Server'sare g -

Any suggestions would be appreciated. Thanks!

b~73

—UNGEAGHIFED

| JoTD) (FBI)

From: _ SF) (FBI)
sent: % 4, 2005 11:38 AM
To: i (ITD) (FBI)

Ce: ' SF) (FBN)

Subject: F'roblem On DCS3000

UNGLASSIEIED
NON-RECORD

I :Because we have the T-lll o%snd it's being monitored 2 . we found all ines failed
0 coliect the data from about 9:00 pm on 0 5:30 am on 2/23/05. We alled to see if they

would sent us the data and they responded they would provided we check with you rst. Theéy the opinion that

the data is still retrievable from ERF. The numbers are:

kv
Ina
. o
alodn

[ -

We collected data on the other service providers. It seems it was onhi Would you let me know if we:

has to recontac: Thanks!

bz

L

2/24/05 8:30am PST

SEBéET

k-l
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3%}3 ®
I |0TD) (FB1) — itim——

From: L YSE) (FBI)
Sent: s . 2005 11:15 AM
To: b ITD) (FBI
Subject:

ENSITIVE BUT ED
NON-RECORD . .
(S)

Qper our conversatj illynu please update one of our DCS 3000 machines with the latest software ¢ -
push? The IP address iJ* Big

Also | received a call frorr?his morning (the olc‘ Eid Id: Isecurity is provisioning all of the
court orders and asked me “what the |P address 1s tor / connection at FBIMQ". They want to
ir ds that they are provisioning the orders correctly. it you Know, piease emaill me with the IP address and

I will cal
Thank you,

3
20 office)
2 cell)
2 fax)
SENSITIVE BUT-UNGILABSIRIED

I IOTD) (FBI)
AR

From: L - JAL) (FBY
Sent: Lé i 2005 10:26 AM
To: BT (ITD) (FBI)
Subject: "

ENSITIVE BUT
NON D

for the dds circui the point of contact at SYRA, but he'll be off next week, so I'll be the point of contact. One
question, we have not received anything on the DCS-3000 since 2/15. Any problem that we're not aware of? Feel free to
contact me anytime. Thanks.

I3

% e
1 cell
----- OFWH
From TTD) (FBI)

Sent: Thursday, February 17, 2005 4:43 PM

To L) (FBI)
c::| |(er) (FBI);‘]'E'I ] (ro) (FBY)

296
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;e should bﬁnd We're ordering a pots line as a short term solution until we can figure out how we'll pay




S&ET .
Subject:

SENSITIVE BUTUNGLASSIFIED
NON-RECORD

b

Thanks for your help,

PS. The DCS 3000 training coordinator is{ [at exq fue to the move our unit is going through
a trilogy e-mail
is probably the best way to contact here, .2

A
SR

SENSITIVE BUT D

SENSITIVE BUT UNGLAESHEHED
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PTD) (FBI)

R
From: XiTD) (FBI)
Sent; 1:51 PM
To: (FBI),
OM
- (ST
ate)
PGY(F
AN) (FBI
| ' sy Fe;
r SEY(F
- SEV(FBD iR
CV) (FBI mnwra'n;
JK) (FBI): | (NF} (FBI
(PH) (FBI)
] [SOI(FEN )
FBI I JOE} FED |
1] .
FATI(F
M ( ) (FBH] JLA) (FB_' )_I
MO) (FBI);
ITD)FBI)
Ce: UTD) (FBI): }iTD) (FBIY i
D) (FBI]
Subject: ay Push - Status Update (2/7/05) 18
' Il

SENSITIVE BUT UNGASSIEIED
NON-RECORD
All,
The one-way push is currently being field tested at site nd ere are field issues involving the performance
between way push and the RW. All parties invo are ing ta correct and improve the systems performancey, »
in paralle sting is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. 1. ;=

Upon completion, this functionality shal! be field tested as stated above.

To dat:meld offices have received the one—way push equipment for installation mites have completed
the instalt, bu yet activated for connectivity. Remaining sites can expact to receive equip! ughout the year and
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to

298
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minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of
users incorporating CALEA into the FCI cases. There is a vast number of teico providers and switch vendors that make an
exhaustive in-house test virtually impossible. So some point in time, additional sites will be connected in order to field test
as needed. We appreciate your cooperation and patience regarding this development process.

-Regards,

SENSITIVE BUT UNOEASSTED

DTD) (FBI)
From: . Jato) FeI)
Sent: r; . :36 PM
To: - I
Ce: 7o) (FBI)
Subject:
“ONCEASSIFER
NON-RECORD
SBIT is assisting the Miami Division with the FBI's first-ever] _ Elephone intercepts. Miami "went up" onD

pen-registers yesterday and expects t¢ implement an emergency FiSA either tonight or tomorrow. Miami is using the
DCS-3000 system to collect pen-register data and the Red Wolf for T-50 audio. I'll keep you informed.
1z

LE

TONCTEAIHNHED

{oTD) (FBY)

From: e TD) (CON}
Sent: ;

ey ry 20
To: = ITD) (FB!)i '[l'rn) (FBI)

Subject:

SNGEAGGINED
NON-RECORD

- pls forward me your itinerary/contact info before you leave. Thanks.

..... Oriai ———-
anﬁﬁm}) (FBI) }
Sent: Wednesday, January 26, 2005 6:22 PM

ITD) (CON); o) (FBD) e
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| S U
LNCLAGSIHED- z
NON-RECORD : LIE

lanning to travel wit d_ITN, nextTh =Eriday (2/3-4/05). S8IT,
erEﬁRA to a node on tﬁe'n'cg-sooo network, due to th itch facility located a
and { will be reiocating the DCS- al to the CMP, meeting with echnician on Friday and installing a
new router for the upgrade. Thw has continued to exhibit unigue "Issues" for SBIT/TICTU. We have
determined that this course of action is the best solution.

Lo Bz

ke ’ S
t and Coblection Technology Unit [TIC‘I'U)
Electronic Surveillance Technology Section
investigative Tachnology Division
Q
70
ONCTASSIECS
]i. 15
UHOLASSIPIED. e
|(OTD) (FBI)
From: L KITD) (FBI)
Sent: 5, 2005 7:45 AM
To: (CVLFB)
Cc: V) (FBIY jaTD) (FBI)
Subject: TCALCA Intercept
UNGEAGBHED
NON-RECORD 22
§7c
oke wml__labout getting your equipment for the 9.6 CDC circuit. He recommended that you speak wnthD
| hbout helping to set it up since he is familiar with that stuff,
So, | will leave the CDC termination and configuration up to you guys. }
.:t.! Y [
When the T1 gets delivered we will terminate it into the Red Wolf and | will tap off of it for the Demon. LR

I supposDwill need a RMS for the work.

Let me know if you need anything else. Give me a heads up when you know what date the T1 is supposed to be in.

Thx
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L~

AT

Erid

L
Federal Bureau of Investigation k.3
Investigative Technology Division kg
Data Intercept Technology Unit
Wireline Data Intercept Group
ERF
703 Desk
202 Mobile
888 Pager
703 Fax
LNCLASSHIED
OTD) (FBI)
From: 1:¢ i (ITD) (FBI)
Sent: b7C Monday, January 10, 2005 10:51
To: —“'_ryi'ln'o) (FBI)] (ITD) (FBI)
Ce: ITD) (FBI); (ITD) (FBI)
Subject: ; v inistrator Training and Voice Box Training
1
SENSITIVE BUT UANGI-ABHMED Y7k
NON-RECORD

According to the email below, WF_Q_imsm_fg;chs-aooozsooo:eooo training. We are addressing the DCS-5000
training. You may wish to contac discuss training for your respective programs.

Té
----- Qriginal Message--—- Y
From _JITD) (CON)

Sent: Monday, January 10, 2005 9:57 AM

To; WF) (FB

CI‘;E E) (FBL); ; ) (CON);{ |
(11D (Fel ITD) (

Subject:l |§ysErn ﬂministrator raining and Voice Box Training

1.2
R

SENSITIVE BUT
NON-RECORD

| ] As discussed this morning, the 22 ET's and TA's that you had indicated needed Red Wolf System
Administrator training. | am passing this list to the Program Staff to have the DCS3000 and Advanced Voice Box training
requirements addressed.

dots
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| look forward to your response as to whether any of these individuals are scheduled to attend the WFO dedicated System
Admin Training class scheduled for February 1-3 that would accommodate up to 10 students. Are some of the people on

this list scheduled for this class? If not, I'l need to schedule additional classes for those individuals remaining that require
training.

The list as provided by bf the Technical Personnel Development Branch include the following individuals:

s

fes 30"

L

BAE Systems Information Technology
703| I

SENSITIVE BUT UNOLASSIFIED

SENSITIVE BUT UNCHEASSIRED
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i |OTD) (FBI) —

From: o ITD) (FBI)
Sent: b5 5 10:50
To: RIC {TD) (FBI) 1ITD) (FBY)
Ce: . (iTD) (FBI] |(ITD) (FBD)
Subject: : ie ce System Administrator Training
[
SENSITIVE BUT-UNGEASSHRIES—— hUE
NON-RECORD
According to the email beloiv. N ing for DCS-3000/5000/6000 training. We are addressing the DCS-5000
training. You may wish ta co discuss training for your respective programs.
thnx, B T
— L7

----or‘ 3 - ———
From:i ] (1TD) (CON)

10, 2005 10:10 AM

To NY) (FBI)
ITD) (FBI); : : ITD)

(FBI) (CON}; {(NY) (FBI)
Subject: le| ystem Administrator Training

b2

i
SENSITIVE BUT St SiEd
NON-RECORD

e

Yo

| received a list of ET's and TA'’s that you had sent tmf the Technical Personnel Development Branch in
which you had indicated needed Red Wolf Systerm Administrator training as well as DCS3000 and Advanced Voice Box
training. | am responding to the Red Wolf System Administrator Training only and am forwarding the DCS3000

and Advanced Voice Box training on fo the Program Staff to address.

Please confirm whether the entire list needs to have Red Wolf System Admin training, we will be scheduling training 1o be
held at the Raytheon Falls Church facility for those individuals you identify:

Thank you
303
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BA Information Technology
70
SENSITIVE BUT UNGIRSSTFTED Jo

SENSITIVE BUT UNCHASSHIED

I I)TD) (FBI)

From: l [SC) (FBl}

Sent: I.Mnndaauanuammw 38 AM

To: (ITD) (FBhH

Subject: Happy New Year

UNOEASSIMED o
NON-RECORD Bk

Thanks for fielding that questi will reboot the DCS 3000 so Wumn be operational. |
also have paper copies of th € wan Francisca and Sacramento service areas. would you like them? They
are the latest. Thank

UNSHEASSIRIED

From: . | l(sL) (FBY)
Sent: .7~ runda_nm 2:18 PM
To: (ITD) (F8I)
Cc: ITD) (FBI)
Subject: ell Site database {update)
fapis ;}32
“DNetASSIEED B e
NON-RECOR L7E
227 regardina.an.iasua.&l_ia.Trrently having with the DCS3000 and its inability toEZ
sage. Th ersion dvised that we nee forward info/data
fie St. Louis metro area in order for th

rogram to interface correctly.
a copy of the data directly to your

—- Zeount and would follow up by mailing reason thl t
€ Zally or in the correct format, please con ireless @
[ Jto advise her that you did not receive the information. For reference SL's Court Order Number isf 1

Piease advise when this new data is incorporated into your system and that we can sta;mlﬂ: This case pertains
to a violent gang of bank robbers utilizing a take over operation of the bank. No one ha t, but they are
beginning to escalate their activity. I

304 17E
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S T
Kk for your help.
31
UNGASHOIED
[OTD) (FBI)
From: Le ecD) (CON})
Sent: LR , 2004 7:28 AM
To: 1TD) (FBI)
Ce:

. *[ITD) {FBI
Subject: DCS 3000 Action Pian

DCS3000_owner_ltr

. 11 KB
WD sensmve B
NON-RECORD )
R

Sorry to bother you with this. When the DCS 3000 was accredited in May last year, there was a lien 1o create and
document an audit review and retention procedure. Do to recent focus on tracking Action Plans, mostly driven by FISMA, |
need to verify whether or not this has been done.

For the record, DOJ/FBI requirements are for weekly reviews and 90 day retention of audit logs. | suspect that you all
probably keep them much longer than that, but | have no idea about your review policy. Please let me know what you can.
Attached is the EC stating that this needs to be done. If it has just let me know.

If not, let me know what Kind of impact this will have on your time. | know you are busy, and given that it has been this
iong, if the policy hasn't been done yet, 1 just need a ballpark estimate date.

Respectiully,
[ ] L

AU = k7o

i ivision
(202

SENSITIVE BUT D
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KOTD) (FBI)
From: ITD) (FBI)
Sent: uesday, December 14, 9:41 AM
To: TDj (FBI)
Subject: chBased Intercept (DCS 3000)
e
@ i
Notebook.jpg (2
K8) o
NG AGSHHED

NON-RECORD

I am just checking in with you regarding the scheduling of the above referenced classes. When | reached out o you in
September, | was lold that they were yet tc be determined, Are there any dates in the works? | have several QJT/TTA's
interested in taking the course. Any assistance you can give to me will be appreciated.

i B

T
L

=

“DRCTRSStMED
KOTD) (FBY)
From: L ICE) (FB)
Sent: , 2004 12:
To: TD) {FBI); ITD) (FBI}
Subject:
UNCLASSTFED—
NON-RECORD o
k)
We were up on a ! | updated the warrant info database. | cant get the DCS 3000 system to
download anything. | pays there is da in the system to be downloaded. They have the order in their system.
Could you ch to see if there is anything wrong. Our dial-up help number to the DCS 3000 system here in
Thanks for your help e
L7

Cﬁarloﬂ@ﬂaleugl’! RA

UNSEASSIEIED
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l ETD[ (FBI)
From {

(SC) (FBI)

Sent:  1.¢ B1, 2004 7,54 PM

To: ki TD} (FBl)

Subject: ireless to In:
78

NON-RECORD

% cause any problems with the DCS3000 with two case ID's monitoring the same target? Please advise. Thanks,

IL- L0

~-=~-Original Message----- ki
From:] ksc) (e

Sent: Tuesday, November 30, 2004 2:39 PM
To sC) (FBD)| | (5C) (FBL)
Subject: 1T

I

Ea78

u
NON-RECORD

k.2
bk
Hey guys,

alled and said______Jvill alsc be provisioned throug which is n in
addition to rovision. The access will be the first 10 digits with an added "AWSM" at the end. n be
reached at 80 _

&

i
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I#‘OTD) {FBY)

From: | JAT) (FBi)

Sent: e 0, 2004 1.

To: b7 m(m) (FBI) | 1TD) (FBY)
Subject: - change request ,
UNOLRSSIFIED

NON-REC

Per today's conversation witi

best. Please ieel free to cali with questions or to herate me for stupsd requests, afc.

ﬁs. I: S 3 f:: )
W%l;k:‘:(%laﬁ:]o"ed BE

UNCLASSIFED

| OTD) (FBI)
From: .. ITD) (FBH)
Sent: | .. r23, 2004 5:41 PM
To: | {FB!)
Ce: - ITD) (FBY)
Subject: ireless cell site Tracking

i Ve
Notebook.jpg (2
KB
SENSITIVE BU

NON-RECORD

ha

i Lo
3

example] | This
not listed in the latest I;preadsheets.

| have updated youmﬂh the most recent data, but you should probably askedl f they
have better data av

| processed all thel I::u recently sent me. it appears this data is not up to date. bﬁ

— SPeRET
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S&ET

From } (FBL)

Sent: Monday, November 22, 2004 9:27 PM
To (ITD) (FBI) | (rTD) (FBI);| | (ITD) (FBI)
Su ireless cell site Tracking

Yoz
TR

SENSITIVE BUT D
NON-RECORD

Hi guys,

Attached is our latest listof[ ] from bNireIess. | was wondering if it could be added
to the TICTU website.....please.

Also, in the att dsheetl have disc F&d&hﬂiﬂﬁi&l.ﬂﬂ.ﬁ.l.?com lete :-(. However
00d news, th ﬁ Whe |retes

his is what | do to find th bn the attached spread sheet:

NoO o hwh

These steps have not failed me yet. | was wondering if could be modified to do this?
Let me know.

Thanks,
6

bre

SENSITIVE BUT UNGCLASSHFHED

8 ITIVE BUT
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NON-RECORD

@ in our van integration project where we are ready to begin transmittinD . o
| formation from the DCS3000 to a non-secure beta version modem that is on L7E
a lapiop wi n nding this is for testing purposes at the Tech Conf. we are not sending any case

information or if this was case information there is no sensitive information. With all this being said do we have the
blessing to continue on with this testing in current status or do we need to include some encryption?

b3

ito 1SION 18

703 Hice

ONCHASEIEIRG
LAICLAGSIHED

TRERSSHNED
0D} (FBY)

From: _ ITD) (FBY
Sent: Lo er 23, 2004 9:21 AM
To: ki ) (FBI)

Ce: { ITD) (FBI); | jaTD) (FBI)
Lo
HNOLAOBIFIED L7E
NON-RECORD
roached the stage in our van integration project where we are ready to begig__ ]

nformation from the DCS3000 to a non-secure beta version modem that is on a laptop with
nderstanding this is for testing purposes at the Tech Conf. we are not sending any case information or if this
was case information there is no sensitive infarmation. With all this being said do we have the blessing to continue on with
this testing in current status or do we need to include some encryption?

In s

703 office o
UNCLASSHNED
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| foTD) (FBI)
|

From: IWF) (FB})

Sent: 2004 3:53 PM

To: LE } (FBI)

Cc: T WF) (FBI)] J(WF) (FBI)
Subject: . Celf phone intercepts/Text messaging

(5L,
]

Just to follow up on the voicemail § just left you:

-
i

As | indicated, | was witr] Jin our CMP. The target line i _ b ell phone.
The case agent knows that the target hﬁgis\g capability, but does not know for sure if he 1s using it. She has not
seen any messaging in the summaries. nd | jocked at the summaries and did not see any messaging. We did
see "CC open” and "CC closed"” in the log file, but we did not see any text.

SV

! thinbl plans to call you Monday moming to ask you to check the history on this case.

Thank G

[t

—==-Origi o
Sent: Frigay, November 12, 2004 11:48 AM

T ] (WF) (F8D)
Subject: RE: Cell phone intercepts/Text messaging

SECRET
RECOR% = by o
|

The DCS 3000 pen register software has the ability to accept and decode CALEA typel

£01

save oul e
Summary or Log files since Telephone Apps does not take messaging data at this time. If you have any further
questions call me at

(703 ! kit (7031_—___ ;v 5

Fro Jwe) (Fa1)

Se T 10, 2004196 PM :
To ) (FBI)OfH (o) (FBY)
Ce: (WF) (FBIY

312




s&nzr | ®

Subject: Cell phone intercepts/Text messaging

(3)

SECRE
RECORY b

I am not sure if you guys are the appropriate people to ask this question, but | thought that if you were not, you
would know to whom to direct it.

A

1: ' at WFQ and | received a case agent question abou nan Lell phone
.1_’ r he case agent is gefting the audio intercep CAIT plant peopte to d her that
P come to us (the TTA squad) to go after th

How does it work? What does the case agent need to do to go after th '

Again, If this matter falls elsewhere in your unit, please forward this to the appropriate personnel,

WrmTo-1

@%- Eggiﬁcation Guide G-3: dated 1!97; Fore'gn Counterlntelligence Investigations

SECRET
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OTD) (FBI)
From: Yol ITD) (CON)
Sent: e £ 11,2004 3:18 PM
To: | (7D) (FeI)
Subject: rientation Nov 16 & 17
UNGEASSIEIRD
NON-RECORD
I know you must be busy. Can you please advise if you will be able to brief DCS300( Jo the new

ECSO employees per the following schedule?

DCS3000 pending) :: ) bl
k700, s
DCS5000 confirmed)
DCS6000 confirmed)
Thank you!
L
ML
ONGRASSIEIED
{OTD) (FBI) -
From: = (HO) (FBI)
Sent: b7 T 10, 2004 8:55 AM
To: ki ITD) (FBI)
Subject: DCS 3000

UNCEASSRIED
NON-RECORD

Thanks for all of your help on our recent DCS difficuities. ) am ordering another 9.6 DDS circuit for half of the target ‘
lines.

Thanks again for your assistance.

—

314




SEIXET
LUNCLASSIFIED
KOTD) (FBI)

From: TO) (FBI)

Sent; 15 , 2004 1:3

To: ke {(WF) (FBi);

(WE) (FBI);
F {1ITD)
(Fsi _ TD) (FBI);
Subject: - RE: Arrest made in WFO case

SENSITIVE BUT tiNSI-WE8IELED
NON-RECORD

Thankst glad we were able to provided you with the operational and technical support you requested.

Frogl IWF) (FBI}
Sent: Tuesday, November 09, 20 .
T4 !(WF) (FBI}:
l_ "

(WE) (FBIM MELLEBD.:
p oy cer1d

(ITO) (F8I) |(tTo) (FBL); [(wF) (F8I)

k&

ks T

SENSITIVE BUT Ul ASSIRER—
NON-RECORD

SR The fugitive sought by Sﬂl of WFQ was finally arrested at the suspected location last night in Waldorf, MD.

A routine inspection of the apariment was conducted by the property management with plain clothes Charles County
PD Officers. The subject was arrested without incident and was astonished that he was found since he has been
hiding in different locations since March of 2004.

¥
IR

f TICTU provided assistance in determining that the phone was roaming ontE\eMork.
el with the DCS-3000 interpretation, andj T |

I would like to thank all of the people that worked on this very long and drawn out]

ks

Juie




WFOQ

SENSITIVE BUT

SENSITIVE BUT

{OTD) (FBY)
From: L J (WF) (FB))
Sent: . - y {
To: e
Subject:

SENSITIVE BUT UNGEASSIFIED™ 126
NON-RECORD e

The fugitive sought by SA: |f WFO was finally arrested at the suspected location last night in Waldorf, MD.

A routine inspection of the apartment was conducted by the property management with plain clothes Chartes County PD
Officers. The subject was arrested without incident and was astonished that he was found since he has been hiding in
different locations since March of 2004.

:of TICTU provided assistance] 1e] phone was rcaming onto Enetwork, helped
with the DCS-3000 interpretation, an )

i would like to thank all of the people that worked on this very long and drawn ou‘ '
ke I

SENSITIVE BUT UNCLASSIFIED
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S ET
From: TO) (FBI)
Sent: 004 1:45 PMm
To:
Cc: (SUY (GON): ITD) (FBi);
(t : iTD) (FBI)
Subject: Grautude 107 Special Support
Fos
SENSITIVE BUT UNGRASSIRIED s
NON-RECORD

]
| just wanted to extend my gratitude tJ:mr the operational support he is providing. Speciﬂcally,z

is instrumental in helping with the development and deployment of the DCS-3000 One Way Push system. SLC was the
first official test site approved from the security office which assisted us in order to determine the robustness of our
system. It was during this test phase that improvements were developed by Raytheon and incorporated into our latest TIU
Software base-line. The new software enables the CCC and CDC data to be correlated using a time-based algarith

A vast improvement from hard copies and manual correlation. Although the new software hasr't been validated

continues to provide us with invaluable information. His efforts continue to help us gain great strides as we begin to
establish new operations throughout the field. His expertise and knowledge has assisted us in completing our initial goals.
We are fortunate to have him on our side. More than thanks are truly in order.

R?ardsf - ki

SENSITIVE BUT UNCLASSIFED—

OTD) (FBI)
From: ITD) (CON)
Sent: L& 2004 1:2
To: e TD) (FBIM FBI)
Cc: ITD) { ITD) (CON)
Subject: nen

UNCLASSICIED .
NON-RECORD

{confirmed scheduie below)

E ref: orientation presentation pending

Will you be able to present for the upcoming orientation. If not, can you advise of a recormmended replacement.

Fad
Bie

Your involvement in the past has been an important factor to the overall success of the orientation and | hope that your
schedule will allow you to participate again. The technology manager portion of the program is scheduled for Wednesday,
17 November from 1:45-2:45 and 3:00 to 4:00 (a short break scheduled between sessions). Please let me know if you {or
a designated alternate) would be available,

DCS3000 (pending)

x SEPRET

317
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2PRFT b2

| = | 1 (pending) JK,- fc7E
Break
DCS5000 confirmed)
DCS6000 confirmed)

Th2 nks in advance for yc3urtime. 1 look forward to your feedback regarting participati(an. Please call me with any
guestions yc u may have

r lanla 1

Electronic Surveillance Qperationjs Support Office (EOSO)
Eiectronic Surveillance Technology Section (ESTS)
Inv« stiaativeiTechnology Division (ITD)

540 |(Desk)
HAC pax) he

hic
UWCCBSSITTED

10TD) (FBI)

From: 1 \N” fFan
Serlt: TuescJay, |s|9vember p2. 2004 6:26 PM
To" 1 IITD” fFBh
Sul3ject: RE: GCS-3000 Client Located in Resident Agency (RA) al

SEIMSITIVE RIITHWri AciQipipry
NON-RECORD

Wildo.C Iwil send out later this week and you should get it sometime next week.

1 0s

b7C
Orisinal Messaat
FronL rrTD) (FBI)
Sent: ivondav, Nov€imber 01, 2004 8:12 AM
Td (AN) (FBI)
Subjecit: RE: D03-3000 ciient Located in Resident Agency (RA) at ]
b2
fo7F.

SENSIT IVE BUT W1w”nwof*60-~
NON-RIECORD

"1
~end it back D us if you could. We will surplus it.

hi 1

tP008Tc(qu) O Tef)aliETORIsER R SAfO5 Te( i) T>>BDCBTO0.990Artifact 1 18 124.55.440 Tmg61r

Froml 1 (AN) (FBI)
Sent: Thursday October 28, 2004 5:32 PM
T4 tn-D) (FBI)

ctTe(imbe Ti7Ti0 Tc(e) TiTce/Sp038 Tc( ciie) Ti0 T3d) Ti0.04TIETE-0.3<</MCID 124>>BDCBT0.990 0 0 1 90 !


file:///gency
file:///ciQipipr

B ®

SENSITIVE BUT UNOLASHIFED- I
NON-RECORD k7R

he case agent Mdvised me today that the monitor ERF sent to the RA has stopped working. The
power light is Wluminat & monitor is on (or power is cycled off and back on), however the screen remains
blank. The RA has another monitor available, so no replacement is needed.

1

e My question is do you want the broken monitor sent back to ERF or should { telt the agent to throw it in the trash?

]- Anc

1
907' |or cell 907

SENSITIVE BUT ONCEASSHNED..

ENSITIVE BUT

SENSITIVE BUT UNSEAGHRIED

(OTD) (FBI)

From: (ITD) (FBI)

Sent: ues , 2u04 8:35 AM

To: (T} (FBN)

Subject: FW: Visit of | Victoria Police, Australia
ONCTEASSINGD

NON-RECORD

-e---Original Message-----
From: (ITD) (FBI)

Sent: Honday, Noverber 01, 2004 5:15 PM

T (ITD} {F8I)
CcL___[l‘l‘P_{_EBD_- __I

Subjectz FW: Visit o Victoria Police, Australia

ED
NON-RECOR o

mse be prepared to give a DCS-6000 demo (i don't know time)

319
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Fromi !(ITD) (CON)
Sent: Monday, November U1, 5:09 PM
Bjmmgqﬂm)(mn JaTo) (Fa1)q J(ITD) (FBI);

L FBI
Cc: RYAN ITD) (FBI) 1oy (reny krroycony; { |

Loy (8T (ITD)
ITD) (FBI} ITD) {FBI)} l'_(_rl(rro) FBI
ject: RE: Visit of] | Victoria Police, Austrahia
Joux
l'a
UNCHASGIRIRD
NON-RECORD
The meeting with| |will take place in the Secure Conference Room, not the Main Conference Room.

e

Ea i

T —-
From] ] aTo) (FBI)

Sent: Monday, November {1, 2004 4:57 PM

Subject: Visit of] Jvictoria Police, Australia
UNSEASSIFER—
NON-RECORD
| pf the Victorian Police, is this years recipient of the Tynan/Eyre Memorial
Scholarship s currently the Manager of the Telecommunications Interception

Unit for the Victorian Police Ethical Standards Department. The ITD will provide a general
overview of telecommunications and data intercept matters in support of Criminal Law b

Enforcement. b

Tomorrow’s briefing will be in "round table" format, 9am to 1pm, Main Conf. Room.

will be the host.

Ivill handle the DES (DITU) discussion or provide representation.

320
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T ®

S brief, including the ATU discussion.

3
will handle the E

will handle the TICTU discussion and DCS-6000/3000 demo. Ihé

will handle the EIMO (EDMS} discussion and demo.

please reserve the Main Conf, Room.,

{ will be at HQ in the moming.

L1

I'mmmmlology Section

investigative Technology Division
Quapti ini

70

UNCLASSINGD
foTo) (FBY

From: (ITD) (CON)
Sent: -05 PM
To: . (T

FBI):

- 10) (FBI)

b 1 [Tuant
Ce: LrC IO (FR) )10 (FBI |

ITD) Iy ;
{(ITD) (CON)
Subject: rientation Agenda Nov. 16-18 2004
40Qv1i.1.Agenda.do
c (72 KB)
LIDCLAGSIFED

NON-RECORD

November is upon us. There's a very important event approaching in November, the 4th Quarter EOSO new erhployee

321
SoegET




SEURET .

orientation. Scheduled dates are: Tuesday, November 16 to Thursday November 18.

The Agenda is attached for your review. Your involvement in the past has been an important factor to the overall success
of the orientation and | hope that your ?ghgdule will allow you to participate again._The technology manager portion of the
program is scheduled for Wednesday a short break scheduled between
sessions). Please let me know if you (or a designated alternate) would be available as noted below from the original 3Q
schedule.

k.6
DCS3000 ) by
Break
DCSS000
DCSE000

Thanks in advance for your time. | look forward to your feedback on the agenda and your participation. Please call me
with any questions you may have.

lEanam;_

Electronic Surveillance QOperations Support Office (EOQSQ)
Electronic Surveillance Technology Section (ESTS)

Investigative Technology Division (ITD)

54 Desk) bl

54 Fax) 6
70

UNSEASSIELED : .
From: [AN) (FBI)
Sent: oo 4 5:32 PM
To: fore _ D) (FBI)
Subject: -3000 ocaled in Resident Agency (RA) a§
E . Lz
NON-RECORD R

E_the case agent imdvised me today that the monitor ERF sent to the RA has stopped working. The power
light is iluminated whe itor is on {or power is cycled off and back on), however the screen remains blank, The
RA has ancther monitor available, so no replacement is needed.

My question is do you want the broken monitor sent back to ERF or should | tell the agent to throw it in the trash?

JAnchatage

L
9071 Ir cell 80

SENSITIVE BUT
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[ joTD) (F81)

From: b OM) (FBI}

Sent: “v 04 PM

To: R (T0) (FBI)] JutD) (FBIN
Subject: foq [wireless in Nebraska and lowa

12
F,

=T
_NE_Site_Con...

HNSEASSIFED kil

NON-RECORD bz
Hi guys,

Ef;ff 2 |ist of th of | lowa and Nebraska. The contact for this info wad 1]

{phonatic) wi iréless, ulatory Uept, @ said he was going to include a

printable spreadsheet and an importable one where the lat long was in "decimal” farmat, li e going to be
trying to get a couple of computers up in the Till rooms which will be used with th oftware. The
cpus will be loaded with win200Q only to start with. I'm assumi il need 1o load the DCS3000 software on both
machines. Do we have mr as many copies of the oftware as we need or is that an issue? I'm going
{o take a look at the DC anual and win2000 to see what kind of restrictions | can put on the two computers to

make sure people don't start mucking up data on the DCSNET. Not to crazy about them being networked on the same
system as all our elsur stuff. i you guys have any suggestions on how we can make sure things don't get fouled up we'd
appreciate any advise. Thanks guys!

e

402

“UNRCCRSSIPED

| pTD) (FBI)

From: DLXFBI)
Sent; ober 20, 20

To: (ITD) (FBI 1oy ceeil |I.T.D.LLEBIJ_|
Ce: LOLFRL IEL
DL)(FBI (DL} {(FBI} WFBD;
[#r_;jm)(ml) BLIFEN
Subject: e. Kighapping Incidence

NON-RECORD YIS

1 wanted to express my sincere appreciation once again for your assistance in regard to a kidnapping incidence on the
night of 10/17/Q4, Two violent kidnappers were arrested as a result of your assistance. | felt bad for having to call you
repeatedly throughout the night pertaining to the DCS 3000 tracking software, but your immediate response and
willingness to help us made me realize that you were as passionate in catching these criminals as we were. The DCS
3000 tracking software has once again proven to be a critical tool in our profession. Thanks again for your assistance. All
the Tech guys here in Dallas appreciate you,

Sincerely,
3
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b
Y Iy
UNSEASHRISD
| JOTD} (FB1)
From: L — fLA) (FBI)
Sent: Tuesday, October 19,2004 9:07 B
To: ITD) (FBI); | aTD) (FBY)
Subject: DCS83000 questions
UNGIAS SR —
NON-RECORD
. ‘1) &
o
Hi Guys, ?
I sent two client computers to yo Both h "blue screen of death” on them. When you wipe the drives and load
the new operating sys n you aiso load th erver software on one of them. We are starting to have problems
with ou#lien ctually got the "blue screen of death” on it this past weekend. She rebooted the computer
and wa get it running. Also, can you load Windows 2000 or higher on these machines? We want to store all of the

pen register data on a CD when the case is over. NT won't let us instail an external CD writer.

|:}van if vou guys are working with the telephone applications manager, on the new upgrade  »2
G nclud ata an to TA. b7E

Why is it when we attempt to do a client upgrade, it does not upgrade to the latest rev. Our .12 machine will only upgrade
to 4.8¢, our other client machines are at 4.8k. Or does it really make that much of a difference?

Can you IoadI bnto . 137 The user password isi_

That's it for now. Thanks for your heip!

ka1

k.-

I

E370C

.m
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e (OTD) (FBY)
From: ) | (ITD) (FBI)
Sent: % 32004 3:27 PM
To: o N
e O ”’E'E_ﬁ..:l 4TD) (FB)
Subject: DCS-3000 Upgrades for HighSide machmes ay Push)

WMCLASSIFIGD
NON-RECORD

and | spoke briefly about the best approach to upgrade DCS-3000 apllications on the High Side machines
during their life cycle. Please ponder a bit on this and let me know what you decide.

i guess | would prefer not being responsible for upgrading them from ERF vie‘ 16
o
thnx,
1 ]
DNCTrssiiso.
| IOTD) {FBI)
From: HN} (FBI)
Sent: el ber 08, 2004 3:24 PM
To: k7o ITD) (FBI)
Cc: HN (Fald -1 H
; N) (FBI (ITD) (FBI);
NY(F (ITD) (FBI)
Subject: rttercepts on Voice Box HI
3%,
7 E
SENSITIVE BUT. ED
NON-RECORD
ha

e

Alohall  Am geflting slammed on thDooverages on Voice Box (VB). Problem is that thmoverages goes

down in the middle of the wire for some unknown reason. The VB ¢annot handle the intercept and the interconnect L
on certain lines. have done is o switch boxes out, going from the Adtran-BRI card to the LIE
x and restarting erver. When we do this, it seems to be stable for a period of time then the

1 NEct coverages goes down. a random situation, but occurs during a peak time during the T-3.

The drug squad is contemplati ing T-3 which will involve: of which a number will probably bag
phones. We currently hav hones up and am having problems randomly on the interconnect (not an eve Y
situation, but enough proble se a headache). .

Need your help, to explaj e drug squad!supervisor & ASAC wi lem ] we doin the

field is either restart th erver or switch the receiver from the : ack and forth. We
{bot nd |} cannot provide an adequate explanation as to why these overages fail during the middle of the
T-3.

FY1, 1 received an e-mail from ian 8/9/04 which answered our problem during a period prior to the ongoing
Yo 325
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situation which follows: k4

B¢ ¢

I understand your office recently experien technical difficulty with one of you
informed me late Wednesday evening that aw enforcement support group sugge
problem may be due to a ug in their new provisioning system. Over the last few months a

transitioning from their of Il Intercept Provisioning Center (Cl ich is no longer sup bmnd is ,
not compatible with itching software (GSM-17) used b to the new S38 Xcipio intel } 5 "
provisioning syste aw enforcement support technicians have experienced a specific problern during this -
transition: pen-register failure after a Title-lll expires but the pen-register order is still m‘{ his problem is attributed to

af intercept audo

the porting of the old CIPC database to the new Xcipio database. SSB8 is working witl 0 resolve this problem.
However, this was not the symptom that your office recently experienced. Unfortunately, Ine support person on call late
Woednesday evening did not fully understand the Xcipio issue - | got my infermation from their senior technician.

in an aftempt to resolve the problem, the on call technician removed the intercept from the Xcipio database and re-entered
it at sometime around 10 pm EDT. Your DCS-3000 indicates audio intercept was re-established at 18:30 Hawaii time that
evening. So, it appears the act of re-provisioning the intercept resolved the problen]_____ Fenior technician is not 1. -
canvinced it was an Xcipio problem, and | am not sure either. i
Pen-register problems are much easier to troubleshoot than audio problems because the pen-register data is

i using TCP/IP, for which we have many troubleshooting tools that we can remotely execute from Quantico and
ﬁgn remotely execute from their offices in Virginia,

]

o

Troubleshooting audio intércept problems associated with wireless providers can sometimes be difficult. The reasen is e

there are few troubleshooting tools available, and neither law enforcement nor the service provider has full access to both™
ends of the delivery system for troubleshooting. Both the law enforcement agency and service provider must attempt to
troubleshoot the problem in concert. This often takes time to accomplish,

For your most recent case, it is impossible to identify the exact point of failure in the delivery system since we did not
have adequate time to test each point in the system before it started working again. We have a test phone and collection
" system similar to your office's s ERF. We tested several scenarios yesterday and were unable to reproduce your
problem. | also ana n-register information collected on the DCS-3000 on 8/4/2004. Thisdata L.
il was working fine during the period of failure for the 0027 number, This almost 3=
eliminates th Sipility that the problem was due to a conference bridge or external line resource limitation.
ﬁﬂd me that you tested your collection system by calling into the ISDN delivery line and everything check out. So,
& only plausible explanations for the failure are: 1) thelu_m*all intercept system failed for the specific target, or 2} the
Xcipic system failed. That's my best guess. '

. | e
If you have any questions, pleage call me at ?OEI e

I was wondering if this situation still applies? Can you provide me with some answers?

’
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Thanks.

1

SENSITIVE BUT BNGASSIEIED

loTD) (FBI)
From: (NH) {FBI)
Sent; ] 4 2:29 PM
To: ) (FBI)
Ce: : NH) (FBN] InH) (FBI)
Subject: 84K D circuit

ks
ED ke

NON-RECORD

Hil '
sd ;gstaued me|:|side of the 64K circuit for the DCS-3000. Thd—__ Jide should be complsted on

Monday.

For information, AQC will do their wiring next week. JSI will do the VBII| install the week of October 11 with training the
week of October 18.

RE RMS # 091785 for Dcs-sooq:
Thanks.:] =

-
[

UNOEASSIEIED

327
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S%ET
| o) kB _—

From: i _ l(sJ) (FBY)
Sent: Mr 08, 2004 6:04 PM
To: ITD) (FBI)
Subject: DCS-3000
@ 17
tech.gif (951 8)
UNOEABOIFED

NON-R D

| finally did the RMS for the DCS-3000 system to replace our old/dying box... The RMS # is 091620.
No rush on it, as the old system is still alive... BTW, | did request a rack mounted monitor/keyboard
too, since it wili now go in the rack and our old monitor/keyboard will not work as nicely - as well as a
UPS (Hey, you guys have $$$..you know how it is down here). Anyway, if the last two are not
available, we'll improvise.... Feel free to come down for the deliveryfinstallation :-)

thanks,

GO USC TROJANS - BEAT THE HOKIES!!

15

LT
Tech Squad ; San Juan

78]
78] Cel)
LINCLASSIFIRE
| IOTD) (FBI)
From: Ll' kiTo) (Faiy
Sent: o hursd r 02, 2004 8:10 AM
To: b SE) (FBI)
Ce: B ITD) (FBY)
Subject: RE: Old Seattle-Portland DCS-3000 Lease Line
NON-RECORD
Hey

You can go ahead and cancel the lease line from Seattle to Portland.

Please let me know if you have an questions,

Thanks!
AT
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wm---Original Message-----
Fmrri Iro) (FBI)

Sent: nesday. septemuer 01, 2004 5:30 PM
To: } (FBI)
Subject: FW: attle-Portland DCS-3000 Lease Line

NON-RECORD

ould you look into the connections and Jet him know? Sorry to be dumping these on you but | know you
have a log of what connections are cut over.

ey

I e

From: (SE) (FBI)

Sent; n mber 01, 2004 1:59 PM

To: (ITD) (FBI)

Subjsty and DCS-3000 Lease Line

LNCLASSIEIED

NON-RECORD Yo
T

wea have left up the lease line n Seattle and Portland that was previously used for the DCS8-3000, just in
case we had problems with the newﬁ-‘et\wrk. Since everything seems to be working fine with the new network,
we are going to take down the old circuit. There is no activity on the modem, 50 it looks like there is nothing using that
line. 1 just wanted to double check with you that there is no further need for that line. Let me know.

-1 —

1IED
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| |OTD) (FBI)
From: ) | | (SE) (FBY)
Sent: b er 01, 2004 1:59 PM
Tor B ITD) (FB)
Subject: attle-Portland LJCS-3000 Lease Line
THRCEASMAHER 1.z
NON-RECORD I

we had problems with the n etwork. Since everything seems to be working fine with the new network, we are
going to take down the old circuit. There is no activity on the modem, so it looks like there is nothing using that line. 1 just
wanted to double check with you that there is no further need for that line. Let me know.

e have lefl up the 'le:fwztween Seattie and Portiand thatl was previously used for the DCS-3000, just in case

-0 —

ONCEAYSIMIRD”

g (OEL(FBH

From: - | J«To) (FaY

Sent: oy r 01, 2004 1:33 PM
To: i SF) (FB!)

Ce: ITD) (FBI)

Subject: : reuits

UNOEAGSIFIES-
NON-RECORD

Hey

You are correct, the 56k to LA and the lease line to Sacramento can both be cancelled, The circuits to the carriers will
need to remain. Please let me know if you have any other questions.

b &

I_'Lh.inhﬁ’_l b7

(ITD) {FBI)
r 01, 2004 11:44 AM
Y (FBI)
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Eould you confirm this in the routers and Ietl xnow? Thanks. 7%

..... Origi —
Sent: Monda ust 23, 2004 5:38 PM

To ITD) (FEN) oo

Subject: SF 56K Circuts e
9E

UNGEAGBIFIED

NON-RECORD

Dnow that we're on th can| cramento 56K Circuits for the DCS 30007 | believe
you told me befare that | had to maintain ] ircuits, I'm | correct?

YNSLAGEIRIBD

SNCLASSIEIED

UNSEAGSSIRIED

l IOTD) (FBI)

From: (SF) (FBI)

Sent: 04 5:38 PM

To: ITD) (FB)  L.Z
Subject: SF 56K Circuits b

Fa T

it S

hiE

"UNCEASSIEIED
NON-RECORD

Dnow that we're on th I th Sacramento 56K Circuits for the DCS 30007 1 believe you
told me before that | had to maintain th and ircuits, I'm | correct?

DNOLASSIRIED
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L joTD) (FBI)
From; | A— Y
Sent: b3

To: e JTD) (FBI)
Cc: -

[ AN (FEN]

Subject: FW: Trip to Vegas
ONOEAGEIRIED.

NON-RECORD "

ke o

o , LT
1 |

Just got the forwarded e-mai the subject of a T-3 is traveling to Vegas Friday. Question, will th Itow hi
can we get the audio off t irect connect? If so, how do we confiqure our DCS 30007 | have a call gﬂb
Partners (they were closed Tor The day) and left a voice mail wit;%;;“;l‘advising them of the impending travel o
the subject. | think that we will still get the CCC off the intercon d believe that the pen data off the CDC
will remain the same.

We have a 56 Kbs fine established withl but donit have the modem yet for both ends. Could you send us a pair - do
you need a RMS?

Please advise.
kG
FV T
FBI - Honoluly
{80 )
(80 )
-----(rigingl Message-----
From: N) (FBI)

Sent: Tuesday, August 17, 2004 2:31 PM
Tol——— (4n) (F5i)
Subject: FW: Trip to Vegas

NON-RECORD

b
bh7E
Can you please ca nd take care of this for me. 'l leDknow you will be the one getting
back to him.
b6

ﬂs, IF.. T

-—---Ori?ingl Messgoe-——-
From: N) (FBI)

Sent: Monday, August 16, 2004 3:44 PM

SERRET
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T
Tol THN) (FBI)
Subject: Trip to Vegas
oty
Ja 7o
HNOAGEIEIED
NON-RECORD
Qur main targe] Js traveling to Vegas:(his Friday. We would like to intercept his cails
while in Vegas.
You told me you needed advance notification for these trips. 09
We are not sure of his return trip date, yet. L

—

UNSEASSIELED

From:

Sent:

To: e
S

Ce:

Subject:

u

NON-RECORD

| (MP) (FBI)

004 4:25 P
i (iTD) (FBI) D) (FBI}
] \ |

Jvp) (FBY
| | Wireless Pens

Here's some info on the setup for the pens. |: S :I

IﬂLhwmmﬂlhooked up to the satelite DCS-3000, IP é&dres:Ihe computer is running with

ol

The POTS dial-up into thﬂwatch ISEH is installed and operating. | do not know if the Dwntch tech

has completed his portion™= Il him later (I just got back from Ben'uclji)

There will be two pens

PEN/TAT order. The
after} the call.

I1 Jhas been provided with a co
order autnerizes the interception of "post-cut-through digits..." an l!

333
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I'il be going back up north tomorrow, but | should be within range ol L
Thanks,
Fa3
e
Notes fo f
L.va
The POTS line that allows the DCS-3000 satellite modem to dial out if Jtis on pair 41, block 40. Itis

The number as been switched to a business calling plan that costs $39.99 per month with a maximum Iong
distance charge of $20.00 per month. This will allow us o dial up 24 hours without gefting kilted on the bill. 1 wrote this
note in case | don't see you tomorrow.

patched from Eut!et 40 lhrfugh VB-lil cable 313 te the monitoring room. The modem is sitting on top of the computer.

P.8. I miss you. XOXOXOX0O

LINGEASSTFTED _
(OTD) (FBI) _
From: ITD} (FBI}
Sent: . 2:52 PM
To: e (ITD) (COR
Ce: b TOTD) (FBI); kivo) (Feif i
L (T0) (FB)
Sub)ect: DCS-3000 One Way Push Accessories Needed for CY04 Closure
Importance: High

SANCLASSIEIED
NON-RECORD - .

L
The following list of accessories pertains to the request | made to you in the hallway. The items below shall help us utilize
the remaining DCS-3000 One Way Push machines for CYD4. Future systems and accessories should be funded through

FY05 budgets (I Hope). If you can provide the funding for the list below, it would be truly appreciated by the SBIT team, as
well as myself. Please let me know if you can handle all or any portion of this request.
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kT
UNGLADDIFED—
| [OTD) (FBI)
From: (SecD) (CON)
Sent: , 7:23 AM
To: s ITD) (FBY
Ce: o D) (FBI) (I TD) (FBI)
Subject: : New Secunty Guidelines (7/22/04)
MNCLASSIEIED.

NON-RECORD

— 1

These requirements are news to me. | will research and hopefully get you an answer by COB today (Aug 18).

Respectfully,
s
CU, | ity Divsion ko
(202)
----- Original Message-----
From{ Jro) (FeL)
Sent: Frida 2004 4:04 PM
To SecD) (CON)
Cc ITD) (FBI);1 1ITD) {(FBI)
Su 4 unty Guidelines (7/22/04)

Importance: High

NON-RECORD _
Ine
ho

I've been informed that the Security Guidelines have changed, dated 7/22/04. There are several areas that affect 1=7E
recent and future installations for the DCS-3000 One Way Push. Three of the biggest impacts are as follows:

1) New marking procures defined to place FBi-approved famper-indicating seals to secured Dswitches covering

£

SECRET




S%ET .
seams on the forward portion of both side$ of the device. (How can we get [arge numbers of these seals ASAP?)

2) Screen Savers must display max classification level. (All systems shall require updating in order to meet theis
requirement.)
3) Maintenance of accountability and records off___Jswitches installed, user names, name, modei of switch and serial &7
the levels connected. Info must be available for any reporting upon request. (This will require
since it's a new requirement, I'd prefer to have this information entered into a database as we discussed
montns ago’’ What ever happened to the development of a Classified version of the DCS-3000 database?)

There is considerable work required to go back and re-engineer these requirements to the previcusly installed
equipment. Alsg, there are many new instatlations occurring wkly. We will have to retrofit systems, image profiles, and
certainly need the required "FBl-approved tamper seals” required for this effort. Please let me know if you can help
expedite the tamper seals to ERF.

In the future, notification of changes would be helpful! Significant changes to those practicing security procedures for
ERF and the field shouid be distributed to it's users. Without the proper notificatiom we would not be compliant with the
new security guidlines. Please tet me know so that | can start retrofitting our deployed/deploying systems.

Regards
—

BNSEASSIEIED,

e oTD) (FB) —

From: L JITD) (FBI)

Sent: o g Friday, Auqust 13, 2004 4:12 PM

To: - 17D) (FBI] ] (SecD) (CON)
D) (FBI); ITD) {FBI)

Cc:
Subject: ew Secunty Guidelines (7/22/04)

importance: High

~HMCLASSIEIED
NON-RECORD "

1

Also, wha';t’ is thisDUser agreement? | was unaware that traing and signaiures are required by ALL users. What's our
next step?

_____O Tall ———
Fromli ITD) (FBI)

Sent: Friday, August 13, 2004 4:04 PM

Irg

b7
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S T
To (SecD) (CON
CCI I(ITD) (FBD)L } (ITD) (FBY)
Su ew Secur videlines (7/22/04)

Importance: High

NON-RECORD

I've been informed that the Security Guidelines have changed, dated 7/22/04, There are several areas that affect
recent and future installations for the DCS-3000 One Way Push. Three of the biggest impacts are as follows:

1) New marking procures defined to place FBl-approved tamper-indicating seals to secureDvitches covering
seams on the forward portion of both sides of the device. (How can we get large numbers of these seals ASAP?)

2} Screen Savers must display max classification level. {(All systems shall require updating in order to meet theis ki m
requirement.)

3) Maintenance of accountability and records o%«itches installed, user names, name, model of switch and serial
number, and the levels connected. Info must b le for any reporting upon request. (This wili require
ince it's a naw requirement. I'd prefer to have this information entered into a database as we discussed
What ever happened to the development of a Classified version of the DCS-3000 database?)

There is considerable work required to go back and re-engineer these requirements to the previously installed
equipment. Also, there are many new installations occurring wkly. We will have to retrofit systems, image profiles, and
certainly need the required "FBl-approved tamper seals” required for this effort. Please let me know if you can heip
expedite the tamper seals to ERF.

In the future, notifisation of changes would be helpful! Significant changes to those practicing security procedures for
ERF and the field should be distributed to it's usets. Without the propet notificatiom we would not be compliant with the
new security guidlines. Please let me know so that ! can start refrofitting our deployed/deploying systems,

e

R;ar«:.!sE [Sxie)
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OTD) (FBI)
From: [ JiTD) (FBY)
Sent: Eridav_Auqust13 2004 4:04 PM
To: v (SecD) (CQbL
Ce: oz ki) (Fau), JaTo) (Fan)
Subject: 7 New Security Guidelines (7/22/04)
Importance: High
UNOLASSIAGD.
NON-RECORD

I've been informed that the Security Guidelines have changed, dated 7/22/04. There are several areas that affect recent
and future installations for the DCS-3000 One Way Push. Three of the biggest impacts are as follows:

1) New marking procures defined to place FBi-approved tamper-indicating seals to secureg\gtches covering seams
on the forward portion of both sides of the device. (How can we get large numbers of these AP

[~

¥
2) Screen Savers must display max classification level. (All systems shall require updating in order to meet theis ks
requirement.)

number, and the levels connected. Info must beavalable for any reporting upon request, (This will requir
since it's a new requirement. I'd prefer to have this information entered into a database as we discussed months ago?
What ever happened to the development of a Classified version of the DCS-3000 database?)

3) Maintenance of accountzbility and records o witches installed, user names, name, model of switf ::f fffial

There is considerable work required to go back and re-engineer these requirements to the previously installed equipment.
Also, there are many new installations occurring wkly. We will have to retrofit systems, image profiles, and certainly need
the required "FBl-approved tamper seals" required for this effort Please let me know if you can help expedite the tamper
seals to ERF.

In the future, notification of changes would be helpful! Significant changes to thase practicing security procedures for ERF
and the field should be distributed to it's users. Without the proper notificatiom we would not be compliant with the new
security guidiines. Please let me know so that | can start retrofitting our deployed/deploying systermns.
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l |(OTD) (FBI)

From: {SC) (FBI)
Sorlt: fb f) . 9:15 PM
Tor Lo ITD) (F8)

Cc: ¥
Subject: DCS 3000 AT OFFSITE ANEi I LE
ONCEASSHMED—

NON-RECORD

. The DCS 3000 is working fine at the main office. Are there any special procedures or notifications that need to be given if
Sacramento Division turns off ient at the offsite? After seeing the phone bill for the connection between
the offsite and the main office ould like to turn it off and save a few bucks.

Also, regarding ar roblem, | have been notified by a language specialist that he is seeing the same bleed over
problem on the othe ine we are intercepting. | listened to it and it is sim&mweﬁplthat was mailed
to you. Call if you haVe any solutions, questions or need more samples. Thank

b -

From: (ITD) (CON)
Sent: 04 3:48 PM
To: b ).
IT (ITD) (FBI).

e (FBl)
(ITD) (FBI) :
Cce: | (ITD) (FBIH JITD)
{(GUN);
Subject: RE: EC

30Qv1.0.Agenda.do
¢ (70 KB}

NON-RECORD

Confirming the schedule for the Orientation and sending an updated Agenda.

mwm ou be available to brief DCS3000 at 1:45-2:15? Please advise if your schedule will allow you to
participate. mentions, your involvement has enhanced the assimilation of new employees to the EQSO Program
and is greatly appreciated by the entire team.

Piease cail me with any questions or comments,

Thanks e

7O
540' I
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Our next new employee orientation is quickly approaching. Your involvement in the past has been an important factor to
the overall success of the orientation and | hope that your schedule will allow you to paricipate again. The technclogy
manager portion of the program is scheduled on Wednesday, 25 August from 1:45-2:45 and 3:00 to 4:00 (a short break

scheduled between sessions). Please et me know if you (or a designated alternate) would be available as noted befow.
Thanks in advance.

NON-RECORD

énfirmed: presented b;l e b
|(conﬁrmed)
erger (confirmed)

has done this for us previously. Please contact me at your convenience to discuss. Thanks

I LY

J IR
Efwﬂance Operations Support Office (EOSO) o
54

UNCTRSSIFIED

URTEASEGIRIED
TD) (FBI) -

From: . (CE) (FBl)
Sent: ' 3:08 PM
To: k6 P2 i(lTD) (FBIY, T} (FBY
Ce: kv {CE) (FBI)
Subject: DCS 3000 system Raleigh

DRCEASMHES—
NON-RECORD b

BT

We recently had some lines switched over from Charlotte to Raleigh on the DCS 3000 system. That system crashed in
the last couple of days and | had to switch out to a2 new DCS 3000 system.

Could you guys call into the system to reconfigure the system to start receiving the data again, The DCS 3000 system -
software might need updating, | don't know. ! don't think this machine has been used previousiy.

The help number to call into the machine is 91E

: he
The password of the DCS 300 system is Dau lower case Iettlers) L7
Thanks

E

Trw

el
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TTA
Chariotte/Raleigh RA

ONOWASSICIED

TD) (FBI)
From: ) { liTD) (cony
Sent: , 2004 3.3

Jo: Yot )] |
1 iTD) (FBI}; {(TD} (FBI
(ITD) (FBI)
Cc: T qu 1 (TD) (CON),
{TD) (FBI); TD) (FBI}] iT T{CU'N}__I

Subject: EOSO Ori vt

—

URCTASSHHED-.
NON-RECORD

Qur next new employee orientation is quickly approaching. Your involvement in the past has been an important factor to
the overall success of the orientation and | hope that your schedule will allow you to participate again. The technology
manager portion of the program is scheduled on Wednesday, 25 August from 1:45-2:45 and 3:00 to 4:00 (a short break
scheduled between sessions). Please let me know if you (or a designated alternate) would be available as noted below.
Thanks in advance.

DCS3000 b4 e
T O
rea
DCS5000
DCSE8000
Izgm | has done this for us previously. Please contact me at your convenience to discuss. Thanks
11

Efwance Operations Support Office (EQSQ)
54

]h [

AW

WMCLASSIFIED
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From: ITD} (FBI)
Sent: 4:00 PM
To: ) (FBIY JITD) (FBY)
Ce: (ITD) {FBT}
Subject: : - ne Wway Push Accessories Needed
by
LUACLASOIPIED" ey
NON-RECORD

Are these cords the same cords:vas talking about? If s0 he has ordered some using my credit card.

Thankg
-----0riginal Message-----
Fro ITD) (FBI)
Sent: Thursday, July 22, 2004 10:19 AM
To! ITD) (FEI) \(rTD) (FED)
Ce ](rTD) (FETS

Subject: DCS-3000 One Way Push Accessories Needed
Importance: High

booet

b

“UNEEASGEISO..—
NON-RECORD

To date, we've shipped twenty-seven DCS-3000 One Way Push packages. | currently have four new systems ready to
ship, but | lack the following items:

1394

kTR

Generally, | send one each of items #1, #2, and #5, and three each of item #3. #4 is for exceptions to the rule, rarely

used.

A e ikl i A AR R TR R r 'Ies ----- o

Not sure how man loxes remain. There seems to be an ample amount for now.
Not sure how man itors remain. There seems to be an ample amount for now.
Not sure how man emain. There seems to bé a fair armount for now.

Do we know what the total number of One Way puch packages required to field?
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If you can order the following iterns | would be truly grateful.

Thnx.

UNGIAGSEED=

I |§0TD) (FBI) —

From: | ! ITO) (FBI)

Sent: fo6 ursday, Ju 1019 A
;FBD

To: I {ITD) (FBI [ITD) (FBI)
Ce: (ITD)

Subject: DCS- ne Way Push Accessories Needed

Importance: High

UNCLASSIEIED
NON-RECORD

To date, we've shipped twenty-seven DCS-3000 One Way Push packages. | currently have four new systems ready to
ship, but | lack the following items:

o
T

Generally, | send one each of items #1, #2, and #5, and three each of item #3. #4 is for exceptions to the rule, rarely used.

At e e ol el e e A PR S A e i el HeS rdedr e e de e dy ok el okt e i

Not sure how many oxes remain. There seems to be an ample amount for now.
Not sure how man nitors remain. There seems to be an ample amount for now.
Not sure how man remain. There seems to be a fair amount for now.’

Do we know what the total number of One Way puch packages required to field?

if you can order the following items | would be truly grateful.
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[

UNOEASSIMED
TD) (FBI)
From: 1. juTo) (FBI)
Sent: Lo 51 AM
To: |(ITD} (FBI)] KITD} (FB!)
Subject: FW: FISA Pen Register Data

5 s I Eif
Pen register data )isc%rmsnmrmm]mmmr le.gif (5 KB}
for FISA rel...
i SENSITIVE BUT
e

UNOIASSIEIED "
NON-RECORD

Any ideas?

griginal Message-----
From| ITD) (FBI)

s Wednesday, July 07, 2004 L
g irro) (r-'BI)j Jamo) (ren] } (o) rer, [ o)

(FED)
e o) (FEL) .
Subject: FW: FISA Pen Register Data . ...

s IVE BUT
NON-REC

I
Guys, L7E

The question continues to pop-up, how does the field handle FISA information; classified. or
unclassified? Can we develop a pro arding the proper handling and transfer of data thru
the DCS-3000 One Way Push into th r use an alternate approach?

[ TInentioned the possibility of using EDMS for each region and automajically download the Tel
Apps. This may be a viable option? More details will be need for a discussion.

Other suggestions? Any way to provide the field with an answer?
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b7
SEDRET



file:///l/TD

S&ET .

Thnx,
-0 g
R
From £ (ITD) (FBI)
Se 4 2:35 PM
T (ITD) (FBL); [ITD) (FBI)
Subject:
SENSITIVE BUT UNGEAGSIKIED
NON-RECORD
SENSITIVE BUT UNSEASSIEIED
SENSITIVE BUT BNGRASSIEIED.
WE BU
'—JOTD) {FBY)
From: e . (ITD) (CON)
Sent: e Wednesday_July 07, 2004 2.51 PM
To: i 110) (Feiy] JTO) (FBI)
Subject: integration wi an
=
Van Integration
Framing deck.p... b
SENSITIVE BUT UNCLASOHNED i
NON-RECORD T
Hellq] |

| am heipinmmplement the linkage between the DCS3000 and thQumei!lanoe vans, and some of us would
like to meat to ask you some questions. | attached a few pictur: generated with associated questions that
need to be answered. In particular, slide 4 - Terrestrial architecture focuses on the vans interface to the DCS3000.

Are either of you two available for a half hour Friday afternoon or sometime next week?

Thank you Y
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SENSITIVE BUT UNSEASSTFIED

| I(OTD) (FBI)

From: ) — lTD) (FBI)
Sent: 5 : 4

To: Feis
cc: v

ITD) (FBI); |

Subject: DCS-3000 One Way Push

OREEASSHHIED-
NON-RECORD

Just a Heads Up:

Soon, you'll be receiving the equipment for the DCS-3000 One Way Push. Please put in a safe location. We'll be
contacting you to schedule a visit to your field office on 13JULD4 (Tues) in order to complete the installation process.
We are unable to activate this equipment at the present time. However, we will be better prepared when the system
is approved on by our security office.

Thanks for your cooperation and feel free to contact us if you have any questions.

Regards,

1

70: ,}_“ :
ot
ORCIASSIEIED
[OTD) (FBI)

From: (NY} {FBi)
Sent: ursday, .Ju \ :
To: Lavys (Feul hn

I s (FBI) , ) (F8i); | |

by Fi {NY) {(FEN ,
Ce: (NY) (FBI); |0TD) (F8I)
Subject: - reless intercept
SENSITIVE BUT UNSEASSIEIED ‘ 12 |
NON-RECORD Ln
Gentlemen

: is target, according to source information, utilizes thd | feature. | have been in contact

with — ERF, and have been advised that we will most likely be the y i i

reau to do thig of intecept.
ey use a separate DCS3000 to Mio.

and then into VoiceBox just like nput.
] =R ays of getting this audio from the CMP/26 to BQ. The first choice would be to

use the T-span solely dedu:ated to this intercept. The second choice would be using the ISDN lines. | do currently have

one ISDN line at BQ. We would have to have a open connection between my ISDN lines and the CMP's. | am trying to

SeegET

146 : b
S




get information as to the cost involved in having the line open 24/7. The third choice would be a 56K dedicated circuit.
il keep you advised as this should be educational.
fease correct me if | misunderstood anything | listed above,

5

SEXRET

SENSITIVE BUT UNGEASSH-IED-

From: (ITD) (FBI)
Sent; 4:.01 PM
To: DN (ERIY: |

Yore == JoL)FBI F
Cc: JaTu (FBI ;
JTD) (CON), (ITD) (FBT}
=UNCLASSICIED
NON-RECOR

Just a Heads Up:
Soon, you'll be receiving the equipment for the DCS-3000 One Way Push. Please put in a safe location. We'll be
contacting you in the near future to schedule a visit to your field office in order to complete the installation process. We are

unable to activate this equipment at the present time. However, we will be better prepared when the system is approved on
by our security office. '

Thanks for your cooperation and feel free to contact us if you have any questions.

TI S
70

—LNetRestrien
| |{OTD) (FBI)

From:
Sent: .
To: .

e

Ce:

Subject:

TNGLASSIEIED
NON-RECORD

Just a Heads Up:
Soon, you'll be receiving the equipment for the DCS-3000 One Way Push. Please put in a safe location. We'll be

contacting you in the near future {o schedule a visit to your field office in order to complete the instaliation process. We are
unable to activate this equipment at the present time. However, we will be better prepared when the system is approved on

347
subaeT




ET

by our security office.

Thanks for your cooperation and feel free to contact us if you have any questions.

Rg_gards:
T
70

"UNCLASSIED
| IOTD) (FBI)
From: I I (FBI)
Sent: L= i 1 :38 PM
To: LT TD
Ce: D) (F
il ;
[(TD) (FBI] N) (F N)
_ - JiAN} (FB1)
Subject: RE: One Way Push Install Plans
NON-RECORD
Itis good for us. See you end of August.
Y
| k7
(808 (O}
(608 ©)
--—-Original Message-----
Fro [TD) (FBI)
Se ne 10, 2004 9:57 AM
To HN) (FBI) .
Cc: CON - (TTD) (FBI)
FBI); Bl
ubject: One Way Push Install Plans
ke
Fte

—UNCLASSIEIED
NON-RECORD

Aloh4

| wanted to tentatively schedule a visit to your island in order to install the DCS-3000 One Way Push. We are hoping to

SERRET
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perform the necessary installation on e following dates: Aug 26, 27, & 30. Travel days on Aug 25 & 30. Please let us
know if this works with you and y 4l be in training next week, and in Houston the week following. You are
welcome to call my phone at 703 I'l talk to you in a couple of weeks.

Regards. hao
;L'J'I-"-I'\.T

UALC = SHPIET)

ORCLASSIFIED.
! |0TD) (FBI)

From: | XITD) (FBI)
Sent: s _'Lh.u.:sd.au.J.u.ni 10, 2004 3:57 PM
To: 1372 HN) (FBI)
Ce:

e e I
JITD) (FBI)L ;

Subject: ne Way Push install Plans

UNCLASSIBIED
NON-RECORD

Atohal

| wanted to tentatively schedule a visit to your island in order to install the DCS-3000 One Way Push. We are hoping to
perform the necessary installation on the following dates: Aug 26, 27, & 30. Travel days on Aug 25 & 30. Please let us
know if this works with you and your team. I'l be in training next week, and in Houston the week following. You are
welcome to call my phone at 7ODI'II talk to you in a couple of weeks.

L&
b7z

UNCLASSIFIED
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| |(0TD) (FBI) o
From: TO) (FBI)
Sent: 04 1;10 PM
To: D) (CON)
Ce: !ITDE EFBli-! I(ITD) (Fe 1
(FBL)
Subject: nerary - Newark nstal
TNGAGSIEIED
NON-RECORD
e
[ERES
All,

[ Jand! shall be traveling to Newark, NJ for CALEA and DCS-3000 One Way Push equipment installations.

6/12/04: Trave| from Washington/Reagan National airport to Newark Liberty airport; Continental Fit # 3218
Hilton Newark Airport 908-351-3900 '

6/3/04: Field Office

6/4/04: Travel from Newark to National, Continental Fit # 0B0S

(5) .

Contact info: ]“5"[%
ﬁ - 5
Me: Pr{ ki
SNCLASICED
| j(oTD) (FBI)
From: | JTD) (FBL)
Sent: - 1 11:23 AM
To: o LA) (FBI): aant) (EBO ]
o _ (MM} (CON) FBIy; IJQT}
(RH) L) (FBIy;
{F
Ce: ITD) (FB!) ITD} (FBI); { |
; {ITD) (CON)
Subject: ollow Up (DCS- Push)
HNOASSIRIED
NON-RECORD
All,
It was brought to my attention that some field offices lack room or racks to house this equipt. If you jons
regarding the DCS-3000 One Way Push, or if you need additional equipt {ie Racks), please conta r
myself. We will do ous best {0 accommodate your needs before completing the final installation at you FO.
b2
Thanks, _ b,To
350
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fotp) (FBY)

From: | JITD) (FBI -
Sent: . - j :
Tor e
Cc:

UNGEASSIKIED

iRt l(sL) (FBI)
| DYGED)

Subject:

SNCLASSICIED
NON-RECORD

Just a Heads Up:

Soon, you'll be receiving the equiptment for the DCS-3000 One Way Push. Please put in a safe location or contact us if
you would like to install the equipment in advance. We are unable to activate this equipment at the present time. However,
we will be better prepared when the system is turned on by our security office.

If we don't hear from you, we'll be contacting you in the near future to set up a visit to your field office in order to complete
the installation process. Thanks for your cooperation and feel free to contact us if you have any questions.

[¥Ya]
BT

i

;:J(‘iTI }

ONSMASSIEIFD
KOTD) (FBI)
From: | —XITD} (FBI)
Sent: _ —lhucsday 8ay 27 2004 5:34 P
To: b FB IBS) (EB)
Ce: i IITD) (FBI} KITD) (FBI)
Subject: cancel of old DCS-3000 circuit
NON-RECORD
Hey yalt,

i talked it over with the guys here and yall can cancel that old lease line circuit o New York. Your new DCSNET circuit
seems to be stable and working well.

If yall have any questions or problems, give us a call.
Thanks!
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S&T .

JoTo) (FBI)

From:
Sent: .
To: -6

o

AT

Jown con ]

; (ER)

Cc:

Subject:

UNSIAOOHIFED
NON-RECORD

Just a Heads Up:

Soon, you'll be recelving the equiptment for the DCS-3000 One Way Push. Please put in a safe location or contact us if
you would like to install the equipment in advance. We are unable to activate this equipment at the present time. However,
we will be better prepared when the system is turn on by our security office.

if we don't hear from you, we'll be contacting you in the near future to set up a visit to your field office in order to complete
the installation process. Thanks for your cooperation and feel free to contact us if you have any questions.

70 |
UNCLASSICIED

OTD) (FBI)

From: N L}FBI)
Sent: I 41 PM
To: | (ER) (FBI)
Subject: : vidence

ol

Pen Register
Evidence.doc (57 ..

NON-RECORD

any progress in addressing my suggestions? 1 would like to change our procedures as soon as possible.

----- Qriginal Message----- ks
mmﬁ'?—a'_—n;—’—mLog(mn e
Sent: Tuesday, March 16, 11:52 AM

SELEET
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To } (ER) (FBI); ER) (FBD)| [eR) (FBI)  %:¢
o I J(OL) (FBI) e
Subject: DCS 3000 Evidence

IFIED
NON-RECO

The attached document details the current procedures Dallas uses that pertain to pen register evidence. It also outlines
the procedures we will implement in the near future and some suggestions for ERF to help us move in that direction.
Please feel free to share this info with anyone else you see fit.

Once | receive any comments from ERF and find out if our requests can be implemented, | will prepare a final detailed
description of the new procedures for Dallas's use and you can post them on the DCS 3000 web page.

Please contact me if you have any questions or suggestions.

UNCLASSIEIED
UNGLASSIEIED
| |OTD) (FBI)
From: | _|ER) (CON)
Sent: ‘ 5.35 PM
To: ‘r“ ER) (FBI ER) (F8Y) ]
(S A .
ER) (FBI); ER) (FBI);
{
Cc: I (ER) (CON)
Subject: . Schedule Mtg w/Raytheor -
UNGLAS SRR~
NON-RECORD -
o7
called and asked for a list of any technical topics that may be discuss eeting so he can have his
answers waste less time. Recommend items/issues be forwarded t
%Im asked w 1) it'd be possible to discuss the wide band microphone definition issue an vide the
demo/Q&A The demo can be-done before or after the meeting.D plesae advi if you're

available on Wednesday.

k&

b7

--..-Or inal Meceanpesu==
From !(ER) (FBI)
Sent: Monday, May 10 9:30 A

— J(ER) (FBI




HHOLASBIMED
NON-RECORD

All,

Raytheon will be here this Wed {5/12) @ 13:00 in the Lobby CR. You attendance is appreciated.

thnx,

IER) fml_]_lmmql
(ER) (CON)

| (ER) {(CON)

NON-RECORD

All: You are cordially invited to attend a meeting not yet determined.

Where: ERF

When: May 3-7?

Time: ?

Subject: Develop capability to correlate CCC/CDC data for DCS- 300015000

bt reliable solution to correlate the COC/CCC data for the RedWolf and the DCS-3000. il not be available next

i week, but the following week appears to be open. What day and time is best for each of you during the week of
May 3-77 Please send me your requests and make sure that you include more than one choice. | will coordinate
what works best for the majority. Thanks so much.

Last Wednesday, | spoke wi&:from Raytheon, and discussed the neei ]: develop a sound,

PS :nformed me that] Jhave made the decision to begin developing "A Time
Basged Correlation” for now. | don't have any details about how this algorithm is actually calculated. We can
definitely get more specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is
what we need to discuss. Please ponder on this. Thanks.

Later,
-¢
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lOTDL(FBI)
From: | . FR} (FBI)

e (ER} (CON}
Subject: RE: Schedule Mtg w/Raytheon (DCS-3000/5000)

ENGLASSIEIED
NON-RECORD

All,
Raytheon will be here this Wed {5/12) @ 13:00 in tha Lobby CR. You attendance is appreciated.

thnx,
~Ca

—1 s
| ST

-----Qriginal Me: =---
From: (ER) (FBI)
: i 2004 1:14 PM

NON-RECORD

All: You are cordially invited to attend 2 meeting not yet determined.

Where: ERF

When: May 3 -7?

Time: ?

Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000

335
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S T ke
Last Wednesday, | spoke wit from Ra discussed the need to develop a sound,
reliable sclution to correlate the ata for th and the DCS-3000. Art will not be available next
week, but the following week appears to be open. What day and time is best for each of you during the week of May 3-

7? Please send me your requests and make sure that you include more than one choice. { will coordinate what works
best for the majority. Thanks so much.

PS mnformed me that] Jhave made the decision 1o begin developing "A Time Based
Corredation” for now. | don't have any details about how this algorithm is actually calculated. We can definitely get more
specifics at our meeting. |s this the direction we wish to go, or are there other ideas? This is what we need to discuss,
Please ponder on this. Thanks.

|

DRCCASMAED—
URTTASSFIGR.
g (OTD) (FBI) - ————
From: L |ER) {CON)
Sent: 4 1:45 PM
To: FBI
Subject: Report
s
E. ?l"_‘
NON-RECORD —~

-----Origina! Message-----

From }(ER) (CON)
Seqt, Tursday, Aol 23 2004 11:37 AM
To (ER) (FBI)

Cc; R) (FBI)
Subject: TICTU Item fo eport

LACLASSHHED
NON-RECORD

Tlcmquepod
Re: istance with Kidnapping Case

The Mobile FBI office was requested by the Mobile Police Depa ) to assist them in
tracking and locating q:»ld male subject who had enticed female over the
internet to meet him for sex. The girl met the subject willingly and had been missing for ten days

356
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before the FBI was called. The MPD became concerned about the safety for the child after
conducting search warrants and interviewing the subject who refused a polygraph. These concerns
were compounded when a family member of the subject surmised that the subject would when
caught kill the child and himself rather than face prosecution.

- regarding the "Tracker program °
onthe DCS 3000 system e |

| The young girl was recovered without any turther harm. [he target was

arrested on charges involving rape (the girl was younger that the légal age of consent), interstate
travel with a minor for sex and will most likely face federal charges involving the internet.

Thanks again for your assistance, patience and long hours that you worked on Friday evening.
Your assistance was most helpful to us and allowed for the best possible resolution of this matter....

I

DESK--(251 152
CELL--(251

TRCCASStPED

UNSIASSIEIED
| OTD) (FBI)

From: - L ER) (CON)

Sent: b 4 1:43 PM

To: B (ER) (FBI)

Subject: FW: Monthly submission for Directors Report....

‘DNCEASSIEILD
NON-RECORD

mmd you mind condensing the information with the “meat” since you understand the importance of this. I'll forward
ein ation in the next e-mail. thanks,

“"'o‘i‘ﬂiﬂﬂl Message-----
From ER) (FBI)

Sent: Monday, May 03, 2004 12:50 PM o
To[ ] (ER)(CON)] [Er) (FBI)  1F
Ce: CLIFFORD, MICHAEL (ER) (FBI)
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Subject: Monthly submission for Directors Report....

D FL '."3
NON-RECORD ki

| Mr. Clitford said your submission is great but all we need is a few lines that captures it forthe >

Director.....if | may, this is a suggestion from me.. .. YTE
"Request for instaliation and training on the DCS 300Qstem at the Mobile Field Division to assist law
enforcemnet officials in an ongoing case.” System w. ~suspec ]

This is only @ suggestion but with $6 may Units within 4 Sections submitting to this report....] believe we just need what
they call "the meat’ of the case.

Anyway...)I'm still "comnpiting” but hopefuily will be thro after lunch.....s0..... if you could rewrite and forward to Mr.
Clifford and myself this afterncon, I'll add it. Thanks, _

UNGI-ASSHHED

-ONetaasIRED

| loTD) (FBI)
From; (ER) (FEI)
Sent: ) 321 PM
To: be (ER) (FBI)
Subject: 7 11 config

W 2 ER  ER

LEA CALEA Router LEA CALEA Router WA LEA — CALEA  CALEA Router Eﬁll from

Config Recomm.,..  Config_Help f...  Information.do... wdering Recomme (32KB) 1“
NON-RECORD )
--—-Qriginal Message-----

From ] (SE) (CON)

Sent: Friday, April 30, 2004 2:59 PM -
Tol_'h'L_'_tR) (FB) T

Subject: RE: T1 config Lo

NON-RECORD

58
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S&ET .

OK | have no idea what T1 your talking about, Is this fron]____} T1 for audio intqvmceBox. or Pen info for
the DCS30007? Either way | hope these files might help. If they don't please let me know which T1 or circuit your talking >

about and what's it for. . b~7 T

:J;_ _-:

_..--_Or' i [

From:' IER) (FBI)
SQFILEMMM.ZIOO“ 8:07 AM
To (SE) (CON)

Subject: T1 config

B ey

UNGLASSIRIED.
NON-RECORD

[ 1]

Can you tell us whether the T1 is PRI or BRI?

s
| Mt
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__Joto) (FBD m— -
From: | (MN) (FBI)
Sent: ko & ml'w 4:33
To: b7 (ER) (FBI) KER) (FBI)
Subject: . FW:-U&N's
085304.119 (51 KB}
D

NON-RECORD

Can you answer this question from my analyst regarding DCS 3000 codes?

Please send your response back to me and ]
Thanks,
I
7o
......_.Or .
From] (MN) (FBI)
Sent: 128, 2004 11:19 AM

(MN) (FBI)

UNGLASSIFIED
NON-RECOR

]O kel

ka7

Under the direction portion of the information for the DCS-3000 | know the | is for incoming, O is for outgoing, what were U
& N again?

I've attached a samplg file.

Thanks!

~URCEASSIEIED
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I I(OTD) (FB1)
From: 1 l(ER) (FBJ)
Sent: . h i 114 P
To: b R) (FB ER) (FRUYL |
e (ER) (FBI ER) (FBI
ER) (CON (ER) (FBI) ER) (FBI);
{ER}) (CON)

Subject: cheduie Mig w/Raytheon {DCS-3000/5000)

UNGIAOED
NON-RECORD

All: You are cordially invited to attend a meeting not yet determined.

1
oo
Where: ERF
When: May 3 - 77
Time: ?

Subject: Develop capability to correlate CCC/ICDC data for DCS-3000/5000

‘Last Wednesday, | spoke win:Tom Raytheon, and discussed the nee velop a sound,

refiable solution to correlate the CDC/CCC data for the RedWolf and the DCS-3000, ill not be available next week,
but the following week appears to be open. What day and time is best for each of you during the week of May 3-77 Please
send me your requests and make sure that you include more than one choice. | will coordinate what works best for the
majority. Thanks so much.

Ps__ Jinformed me that Jhave made the decision to begin developing “A Time Based
Correlation” for now. | don't have any details about how this algorithm is actually calculated. We can definitely get more
specifics at our meeting. 1s this the direction we wish to go, or are there other ideas? This is what we need to discuss.
Please ponder on this. Thanks. )

Later,
-G

b6
bai

UNCEASHPMED
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| [OTD) (FBI) . _
From: | kwF) (FBI)
Sent: Lod ' 4 4:33 PM
Subject: 1]
UNCLASSIMED
NON-RECORD
He:

| would like to try to schedule that DC3 3000 training as soon as possible. The 1 day class for theTelecommunications
Specialists and the longer class for my guys. Thanks in advance.

5

“UNSLASSIEIED L
joro) (FBY

From: ER} (FBI)

Sent; Fri ri 13 PM

To: ER) (FBIY JER) (FBY)
Subject: FW: Status

SENSITIVE BUT JFIED

NON-RECORD

(SU) (CON) 7o
24, 2004 9:56 AM
(ER) (FBI)

Subject: RE: Status

SENSITIVE BUT-HNSEASSEED
NON-RECORD

" ___Irnere are three variables that | check in the One Way Push system; DCS 3000, TIU and the RedWolf.

Historically, early in the program, | checked sessions received on the RedWolf against the DCS 3000, (During this test,

only one of my three targets was reliable. The other two had problems at the central office CALEA setup so | did not

i e them in my testing.) After | found the CDC discrepancies between the DCS 3000 and the RedWolf, | got with
Raytheon, and we set up a log file to capiure what entered the TIU from the One Way Push. | compared the first ftwo

days of that log with what sessions | got at the RedWolf. | found that about 10 per cent of the calls that appeared in the

TIU log never made it to the RedWolf. Some of the calls were less than 5 seconds but the rest were of significant length ie

30 seconds or more.

[ Froke witl_——Tind it was decided that | would senmome files from the TIU log. What | gaveD

was 3 different set of data than what | originally used. He ran a compa DCS 3000 data and TIU logs for the same
period of time and found that the TIU logs showed significantly fewer cails than did the DCS 3000,

Lame 1o Salt Lake City during 3/1-4/04. He installed a new baseline on the TIU. We compared four days of data
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A

S
between the DCS 3000 and the RedWolf. There was a 100% correlation.

Our CALEA intercept expired on 3/16/04 but t am working witt !to install a test surveillance at the central office we o
had all the probl ith. That's about all | know. There are a couple of black holes that need filling in. | don't know r
what, if anything id and | remember installing a couple of modifications for you. Bk

CDCI/CCC data is correlated in RedWolf by comparing data in the CCCOPEN field of the CDC message to what the user
enters into the Circuit 1D field of the CCC setup page in the TIU. | don't know of any manual methad of doing it. We had a
problem in that SE switches assign a trunk group number to each CALEA surveillance. For instance, let's say my first
surveillance had 0059-00060 and 0058-0001as the circuits my audio is leaving the switch on. Those numbers appear in the
CCCopen field and RedWolf combines the two paths into a single session. When CCCopen data doesn't match what is
entered in the Circuit ID field, RedWolf shows two different sessions, a data session with no audio and an audio call with
no data.

Here's the problem. The TIU will not accept duplicate information in the Circuit ID field. Where the 5E switch uses only
numbers to identify their outgoing trunk members, it is very possible that 5E switches from different central offices might
assign the same number to identify the outgoing trunk members to an entirely different CALEA surveillance.

Dwitches include the unique name of the switch in their data so it can never be duplicated.

—— e E_) iy

Fromi JEr) (FBIY k3

Sent: Tuesday, March 16, 2004 12:33 PM

Tl_z'_lr {CON)

Ce iER) (Fen] JER) (FBI)
: Status

Sul

SENSITIVE BUT-UNGEAGEHIRD
NON-RECORD

oy

b

"

There has been a lot of discussion regarding the status of the DCS-3000 One Way Push system. At your earliest
convenience, could you please send a status update? When we spoke last week it sounded like things were vastly
improved. The question is how reliable and how stable is the system performing? Are we continuing to oose data or
has this issue been resolved? If so, what was the resofution?

Also, please help us understand how the data comparison is performed in order to assure that no data is lost, how is
the CDC/CCC data correllated, efc. it is most advantageous to have the CDC/CCC data automatically correllated by
the RedWolf, but my understanding is that the process is manual. Please describe the environment.(mechanisms) that
are used to correliate this data. If there is anything you need from us, feel free to call any time.

Thank% Have a great week! Enjoy your wife's Birthday Bash next week, we'll miss you in San Fran.

I ]b ¥
b7

SENSITIVE BUT UNCLASSIFIED
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SENSITIVE BUT UNCLASSHRIED o7
[ JoTD) (FBI) o
From: L JER) (FBI)
Sent: I_Imsaau_Ma.mh.:.t.Z'oM 2:33PM
To: ) (CON)
Ce: ]_SF (ER) (FBI ker) (FBI)
Subject: tatus
SEN CLASSIFIED
NON-RECORD s

B T
]

There has been a lot of discussion regarding the status of the DCS-3000 One Way Push system. At your earliest
convenience, could you please send a status update? When we spoke last week it sounded like things were vastly
improved. The question is how reliable and how stable is the system performing? Are we continuing to loose data or has
this issue been resolved? If so, what was the resolution?

Also, please help us understand how the data comparison is performed in order to assure that no data is lost, how is the
CDC/CCC data correllated, efc. It is most advantageous to have the CDC/CCC data automatically correilated by the
RedWolf, but my understanding is that the process is manual. Please describe the environment (mechanisms) that are
used to correliate this data. If there is anything you need from us, feel free to call any time.

ThanksDHave a great week! Enjoy your wife's Birthday Bash next week, we'll miss you in San Fran,

Laterf
SENSITIVE BUT DNCEASSIRED
| pTD) (FBI) -
From: b 'T JDLYFBI) o
Sent: b7 uesday, March 1 04 11:52
To: [ iER) (FBI); | (ER) (FBi)! |

(ER} {FBL)

Cc: [ {OL) (FBI)
Subject:
i

Pen Register
Evidence.doc (57 ...

NON-RECORD

The attached document details the current procedures Dallas uses that pertain to pen register evidence. It also outlines
the procedures we will implement in the near future and some suggestions for ERF to help us move in that direction,
Please feel free to share this info with anyone else you see fit.

364
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SEXRET .

Once | receive any comments from ERF and find out if our requests can be implemented, | will prepare a final detaited
description of the new procedures for Dallas's use and you can post them on the DCS 3000 web page. :

Please contact me if you have any questions or suggestions.

“URCTASHFIGD.

e
From: L YER) (FBI)
Sent: i 36 PM
To: ) (FBY)
Ce: R) (FBij IER) (FBI)
Subject: - oncerns

SENSITIVE BUT BNGLASSIEIEDR
NON-RECORD :

L

H

Well we made it back just in time to enjoy the flaky Northeast weather. Some clarifications regarding discussions from our
visit:

1} Handling of Criminal Data -vs- FISA data:

365
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® @
(OTD}(FB) ____

From: {OTD) (FBI)
Sent: 06 11:44 AM
To: E OTOD)Y (FBI

Co: 1o _ TOT (FBi)] J (OTD} (FBI}
Subject: Meetng at ER|J

“DRCHAGIFIED
NON-RECORD

Now that all the Holidays are behind us | was wondering if we can try to schedule a time for
your group to come down to ERF and talk about TA. Let me know what your schedule is like
for the upcoming weeks if possible. This week is bad for us and | have travel on 1/24/08. [ know
getting a time for everyone to meet is always a challenge. We would like to demonstrate how
the DCS 3000 data is collected and have your group give a demonstration of how to upload the
data. | think we can all make great strides forward if we can get together.

TICTU/SBIT

WNGLASSIFIED

{OTD) (FBI)
From: L¢ [ (OTD} (FBI)
Sent: Lo 47 AM
To: TD) (FBI)
Subject: FW: 7A Matter, 01/26
URTEASSIEIED
NON-RECORD
ALL INFORMATION CONTATHED
HEREIN I5 UNCLASSIFIED
This is what happens when your first names are 100 close. DATE 96-15-2007 BY 63179 DMH/KSR/DK

=Briginal M

fom: L o) (e

Sent: ' 2006 9:38 AM

To: HO) (FBI)

Cc: (©o1D) (FB1Y] loto) (reny (OTD) (Fm):m‘m FBI)
< %m, L1 (

Fros
Uo7

u
NON-RECORD

This is to make you aware of the Kidnapping Sﬁl:lresterday afterncon e, s
i ! j nd wanted to know if it was possible t o7
was possible.

Sl 1




S T
The victim, a 15 year old had been forced mto avan and raped by three unsubs Whllmmm;tam
[ ey
LR

|rgviied tome by! End within a few

Dwas a happy camper with this information. b5

|
Ishould be commended for their prompt action.

UNCLASSIEIEDR

| IOTD) {FBI)

From: koTp) (FBI)

Sent: .. ' 27, 2006 9-50 AM

To: poee (HO} (FBI)

Subject: : atter, 01/26
“UNCEASGIRIED.

NON-RECORD

g a little note. Es the one who gets most of the credit.! Iwas just the
middie man. We hope it helps and we will try to develop a Trilogy based " always with
Trilagy however this is a slow and painful process.
----- Original Mesgage-----
From; #*0) (£8I) .
Sent: Friday, January 27, 2006 9:38 AM
To: ) (FBI)
ce: mﬁ} Fan] Joroy ;e Joro) reny (OTD) (FBI)
Subject: atrer,

NON-RECORD
This is to make you aware of the Kidnapping t to me by SA esterday afternoo d
bas obtained addresses and the orientation of thr
In1w I Jas possitle.
I contacted and he anDimmediately took th provided to me by bnd within a few
2

SEDRET
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[ /

Jon the DCS-3000. By the

Dwas a happy camper with this information. _ If .
Is LA
| |shouid be commended for their prompt action. 172

[

UDCLASSIFED

UNCEABOHFED

| IQTD) {FBI)

From: l Joto) (FBY)
Sent: Yo ary 30, 2006 11:05 AM
To: s w (OTD) (FBI)

Subject:

UNSEABBIHED-
NON-RECORD b

HNCIFEY

There are several things going on that we probably need to coordinate. | sent an e-mail t

frem TA on 1/17/06 and have had no response. We reaily need to have meeting with T uge
on how the DCS 3000 information is utilized in TA. | had a 20 minute conversation wi his
moming about such issues. [t would be nice to have the TA peo ; here and give us a demo of
Curr ilities for analysis of the CALEA data and talk abou ata import. Second, | spoke
wit st week, The Gang Task force circuit is in_he wants to know when we can come out 7w
and hook it up. Also, the old task farce wants to dcq:lso we are getting double teamed CE
on this one, | suppose at least iwo members of the Team need 10 go out and do this one. Third,

several circuits that we are going to need cross connected from ERF to the new buiiding. Does

have a plan for how we will request the circuits to be identified by both the originating and terminafing locations?
t forwarded the circuits from;:bn the 10th. In SBIT we have at least 5 lines also to cross connect.

Let me know when you have a chance to think about these. This morning was kind of crazy recovering
things from the weekend.

e

b7

ST




S&ET _ .
KoTD) (FBY)
From: | (OTD) (FBY)
Sent: Monday, December 19, 2005 5:14 PM
Subject: . DCS 3000

SENSITIVE BUT DNCEASOIRIER- L.
NON-RECORD Byt ‘ -

——— Criginal Mﬁf&
From: HO) (FBI}

Sent: 19, 2005 12:42 PM
To: | (OTD) (FEI)

Ce: C) (FBI)
Subject: other icon for CMP DCS 3000

SENSITIVE BUT URCEASGIFHED-
NON-RECORD

t”_: [T 'b z
LIC . R

Would it be possible for I|glc»u t: irjate ancther icon for a new FISA gt }o we can download it in the

same manner as we downtoad
It would make life easier for our TS and the weekend tech duty agent.

Thanks,
| | DATE: 05-19-2007
- CLASSIFIED BY 65179 DMH/KSR/DK
RELIDN: 1.4 (&)
SENSIT T LECLASSIFY ON: 06-19-2032
SENSITIVE BUT BNGLASSIFIED
[OTD) (FBI)
From: L JoTo) #81)
Sent: , 2005 9:5
To: pTD) (FBI |(OTD) (FBI)
Subject: :
LINCLASS D= e
NON-RECORD Lo

ALL INFORMATION CONTAINED
HEREIY I5 MCLASSIFIED EXCEPT
WHEFE 3HOWN OTHERWISE

----Origirlal MQM
From: F) (FEI)

Sent: I_wmw;ief 07, 2005 Z:18 PM ‘
To! OTD) (FBI)| ] (OTD} {FBI)

Subject: DLE 3000

UNCTESMIRIED.

SE%ET




NON-RECQORD

Hey guys -
This is just a quick note to let you know they are doing more power interruptions at WFQ this month,

12/14/05 which will be our 4th floor (which should not affect the DCS at all}

12/20/05 whijh.ﬂl.hﬂﬂdﬂ.ﬂmrhﬂ‘his will affect the DCS 3000). This will inciude the DCS and all of our modems and
routers in th e will be powering down the DC3 3000 between 5pm and 5:30 pm. And hepefully it
will be back up betore 10prn.

If you need anything from us, or can give me any helpful advice, | would appreciate it.

Im ey
1

202 ] i

UNOWASSIEIED,

UNGEASSIFIED
e ___KOTD) (FBI)

From: (OTD) (FBI) '

Sent: b 3, 2005 8:52

To: L OTD) (FBI); (OTD) (FBi); | |
ol OTD) (FBI

Cc: q LATD) (FBI)

Subject: RE]

UNGIABBIFIED
NON-RECORD

g
t)

r,_
x|

All,

Twamre being sent from Denver to Miami. Also, two DCS 3000 systems for use with m1 '
systermn WICH

to be the replacement for th:ms sent also. However, the DCS 5000 has the intemal ability to perform

the ISQAL pt
for thwhones. As | have stated to everyone before if the manufacturer of the collection system has an inherent
ability to do

an interceptputting g ]n only adds to another point of failure. | spoke witr:aboul whether he had =%
the ISDN card | SR
for the DCS 5000 and he said he did. He also stated no instructions or support for installing it had been sent. Would

someone from the
DCS 5000 program please address this.

-----0riginal
From:
Sent:

To:
Cc:
Subject:

UNCLASSIFIED

koro) reny

St

r

i




SECKET
NON-RECORD
RMS 106071
|
(703
Jrvs
-—-Origigal Meccaga. ... b7
From: {MM) {FBI)
Sent: ; , 2005 6:46 AM
To: . (OTD) (FBI)
Ce: M) (CON)
Subj I
ONCCASSIFIED
NON-RECORD ;u_
b TE

<< File: Miami.pdf >>

AW two[____Jon 11/112005 that have not been filled. Do you know why it was sent

to
tya
ﬁn "‘L';' e
UNCLASSIRIGD
UNGLAS SIFIED
u IE ‘
| |(0TD) {FBI)
From: QTD) (FBI)
Sent: 15 2005 5:09 PM
To: e AL) (FBH)
Cc: e’ 1 U (FBI)
Subject: RE: DCS-3000
ED )

NON-RECOR ps _":‘

We have to write up weekly accomplishments for the Director's report and feed back like this is greatly appreciated. If

you have
any more details that we could put in our write up about how we may have helped that would be awesome. | unfortunately

am on
leave Monday, so if you could CC bn any response he is going to write it up. Tuesday is our deadline on

getting something in for the report. | know you're busy so anything is helpful.

Thanks,

S%T




% L

- kL
SBITTICTU . ]

b7
;l:;m I(AL} (FBI)

ber 02, 2005 1:01 PM

To. (OTD)
oTD) (P80 | Jauy e JAL) (FBD)

Subject. DCS-3000

UNCLASSIEED
NON-RECORD

]

ank you and great job. The guy they picked up in CT through info provided by the DCS-3000 system is the
suspect in a double homicide which occurred in northern VT a couple of days ago. You helped save a lot of agencies
a lot of money and man-hours and, most importantly, you helped take a bad guy off the street. Thanks again.

b
ki

[

Albany Division

51 rk
51 Il
51 X
FIED
IED




s&gr ®

| oTD) (FBY)

From: |(oTO) (FBY)

Sent: Lo r 04, 2005 8:46 AM

To: Yoy ra [aniniWe

Ce: . I _ EB_"I(OTD) (FBI)

Subject: TICTU Annual FY 2005 Report

UNSEASSIIED

NON-RECORD
1€
bl

Below is the info you requested. | will follow up with this morning also. Dis out today on sick leave.
.. Switch Based Intercept Team.
- Developed Trilogy hostedl bpplication for utilization with CALEA pen register:nformaticm

b

- Upgraded and maintained the DCSNET, which distributes CALEA pen register and packet audio, for the FBI's r; Py
field offices. Aiso, migrated circuits for network robustness and failure recovery.

- Supported New Orleans operations relocation l:Jy tactically engineering DCSNET connection and DCS
3000
equipment support.

. Upgraded DCS 3000 systems to incorporatel—:lsystems into all major field office systermns.

N |
L 1
| |

- Continued expertise and equipment support for ALL CALEA based intercepts for the FBi.

Below are the numbers for the requests. They seem very low but | askedDwice about it.

SBIT RMS Total b2
RMS Ciosed IR .
RMS Completed S
RMS Working LT
RMS Other Statu

I askeDto see if he can get our shipping report. A lot of times we take a call and just do a shipping form without
opening an RMS. In hind sight this
makes our stats look bad,

Traditional RMS Total
RMS Closed

SeprET




®. C
RMS Completed

RMS Working ‘
RMS Other Status b

~UNCASSIEED

| |(oTD) (FBY)

From: _ | JCTD) (FBY
Sent: kol i 17 PM

To: Lo TD) {FBI)
Subject: FW: CALEA data fields

=)
DCSPC.bxt (4 KB)

UNCLASSTPIES-
NON-RECORD

Fro ) (FBI) e
0S 5:16 PM e

To: OTD) (FBI)

Ce TO) (FBI)

Subject: CALEA data fields

NON-RECORD
Fais

Attached is the CALEA data set fields that the DCS puts out for upload to TA. There are at least 3 new fields in bl
addition to this those in the attachmet, { i.ei Jcall number) thatwe ./ n
are working on integrating into the DCS 3000. Take a look &t L and see 1 they make sense.

UNC

S%RET




o) T
| [oTD) (FBI)
From: OTD) (FBI) e
Sent: 516 PM -
To: OTD) {FBI)
Cc: QTD) {FBI)
Subject: CALEA data fields
&=l
DCSPC.bxat (4 KB)
NON.-RECORD —

]

| S

Attached is the CALEA data set fiel t 3 new fields in b
addition to this those in the attachmet, {t.e Il number) that we h7E
are working on integrating into the DCS 3000. Take a look at it ang see If they make sense.

UNGLASSHHREr
I . lOoTD) (FBY
From: o TD) (FBI)
Sent: e er 29, 2005 5:34 PM
To: {SecD) (F
Ce: D) {FBI); | (OTD) (FBI)
Subject: Task Force Qperations
SENSITIVE BUT
NON-RECORD

In

TR

m-ne FBI is involved with many Task Force operations which are in need of our assistance in performing

CALEA pen registers and] Inctions, qe have recently had a request from the

Denver Field Office to support thel ith our DCS 3000 system. The Task
Force site has a larg sence and is rated for closad storage of Secret informgti

i scess but thiiﬂﬁa::_mﬁy is locked away when FBI personnel are not present

nd | visited the site last week and would like to talk to you about what we can do t

eir pperations. Please let me know if there is a time that we can talk to you about this situation.

Thanks.

SENSITIVE BUT UNGLASSH-Hake

SE&ET




i V= ®
| foTo) (FBY) .

From: OTD) (FBI)

Sent: b er 19, 2005 12:50 PM

To: h"‘, i (OTD)(CON)

Subject: : - Double-Checking TICTU's Antenna Platform Usage Needs -

SEN BUT
NON- D

| apologize for the delay in responding. To answer your questions in order,
1) Two feeds should come to the DCS 3000 Lab and one to the DCS 5000 Lab.
2} These are NOT satellite dishes.

3) The 4’ verticat pipes should suffice.

e
e

-=--Original Message-----

From: (OTD)CON)

Sent: Fri tember 16, 2005 4:17 PM
To i(QIQ (FBD)

Cc ____J(oTD) (FBI}

Subject: RE: ERF-E Double-Checkmg TICTU's Antenna Platform Usage Needs

SENSITIVE BUT HNSEASMHMED
NON-RECORD

thanks for the response. Just a couple specifics to clear up:
1) What lab(s) do the feeds from these 3 antennas need to go to?
2) These 3 are not satellite dishes, right? these are “pin typa”, AKA the type that “looks like a TV Antenna”, right?

3) These 3 are the typical type that will mount onto the 4' vertical pipes on the rooftap platform, right? (similar to
mounting style on top of Pod A roof now)

Thanks,

-----Orjgi - e
o m— G
nt: Fri

Se ember 16, 2005 12:35 PM

To {CON)

Cc OTD) (FBI)

Subject -E Double-Checking TICTU's Antenna Platform Usage Needs




s&a ®

SENSITIVE BUT UNOEASSHHED
NON-RECORD

TICTU requires three antenna platform positions, one fo ki E

b

o2

Telecommunications Intercept and Coflection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

Quanti a
2% m—

SENSITIVE BUT WNCTASSIFIED
NON-RECORD
| }- Need to double check with my same question below -- {if you already responded to my
email below, sorry, | lost it and it's not in my files - please resend)
Thanks,
—===0riqi ——
From (CTD)(CON)
Se . August 31, 2005 10:38 AM b

To: QTD (FBI);I | S1) (FBI) b7
C¢| (D) (CON) OTD) (CON)
Subject: Checking TICTU's Antenna Platform Usage Needs

SENSITIVE BUT {ED
NON-RECORD

hé
Dear b7

Please confirm if this statement is correct;

At move-in, your Unit will not require space on the ERF-E roof antenna platform for any Satellite Dishes or
Antennas, as far as you know at this time.

SRﬁET




| S&ET ®

Just want to re-visit this question with you one more time, to confirm.
i

SENSITIVE BUT

Do you concur?

SENSITIVE BUT
SENSITIVE BUT ORTERSSHHED

SENSITIVE BUT SNSt-ASSHHED

SENSITIVE BU

From: l(OTD) (FBY}
Sent: 3, 2005 9:25 AM
Te: b SF) (FBI)
Subject: Ly 7o uestion

D

NON-RECORD

Technically | think this should work. You don't need the telephone number to go up on the surveillance. However, 12
what did they make T
the CaselD? Give me a call so we can talk about it.

----- Oihlnauﬂmn:-:-_l( D
From SF) (FeI)

* Monda 12, 2005 2:17 PM
To (OTD) (FBI)
Subject:] __Juestion
- UNGRASSIRIED
NON-RECORD

10

SHERET
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?}'_-"‘Ié

SEXRET .

gents here obtained a court ordered pen register witrl_lor al_]account with just the

' wd ' assuming their sou he phone and copied r. Theyar ble to get
the subscriber name or associated ph per cause itis a ocountﬁas
however prowsnone?m the pen anﬁﬁut needless to say the DCS collecting anything. s it possible to

collect based on an or does the need a ten digit phone number. Itis currently i rthern Calif. market
with surveillance ID's and passwords available for Southern Calif. and the Arizona market. as provided three
separate surveillance id's and passwords for these markets. | don't know is the phone is being use ide of these
three markets, which may explain why we haven't collected anything. The agent also has two other nes set up
in the same markets. They are collecting in Northern Calif., because | have them entered in Northern if they
stop collecting, | was going to enter the other surveillance ID and password for the the Southern Calif. market see if it
collected and change it to the Arizona mark 't collect. Am | going in the right direction. with this?
Any guidance will be appreciated. Thanks

UNCLASMPIET
UNGABSIPIED
| _ l(oTD) (FBY
From: QOTD) (FBI)
Sent: s 3, 2005 2:29 PM
To: [ QTD} {FBI
Subject: FW: COOP Information Requested for OTD Systems - Complete by 8/4/2005
Importance: High

2.

Y

WPD (20 KB)
e e m Y

NON-RECORD

;ou;c' you look into this? k&
) —
— T 'n ——
From OTD) (FBI)

To
Su

e7s

Sent: Wednesday, August 03, 2005 1:47 PM
! I(OTD) (FBI)
i 2 rmation Requested for OTD Systems - Complete by 8/4/2005

Importance: High

11




Ao

e

The 3000 is cited on this message...

From (OTD) (FBI)
Sent: Frid 2005 4:07 PM

o) (Fen)f __Jam) (re1)| |

(SecDP (FBD)
OTD) (FBL); OTD) (FB8I); l

OTD) (CON| |(OTD)(CON) |

(OTD) (FBI)
Subject: COOP Information Requested for OTD Systems - Complete by 8/4/2005
Importance: High

LNCLASSHHED
NON-RECORD

Your have systems (EDMS, DCS systems, CART SAN, DITU systems) that may be designated as "Mission Critical®. OTD
Systern Managers are requested to provide information about the Continuity Of Qperations Plans (COOP) for systems
designated as mission critical. As noted in the attached EC, information is to be entered at the foliowing FBI Intranet
website by 8/5/2005. o

o 7 e
-TL; e

If your system is mission critical, please provide me with the system name and a copy of your COOP plan and an email
rasponse to indicate that you have provided the requested information to the website. {f your system is not considerad
critical tet me know that also.

;ou may have a list of OTD systems that are dsignated "Mission Critical® and have or should have COOP plans. Please
provide this list 1o me so that the PMO can make sure all appropriate system managers provide the requested info.

PMO will prepare an EC indicating OTD's compliance to the OCIO's réquesl.

SO R a e T or ey T

Electronic i echitology Section, QTD 1w &
Phone: 70 b7
Pagar: 88
Cell. 20
Fax. 70

b v
b
~=---Original Message-—-- .

From: CLIFFORD, MICHAEL (OTD) (FBI)

Sent: Friday, July 29, 2005 2:49 PM

Tog OTD) {FBI}
TTD} (FBI) -] (0TD) (FaDy| | (OTD) (FBI);

(OTD) (FBI)
U : : ACTION download
Importance: High

12

SED&T




SEWRET

D 'L\ Y
NON-| D Iain

Qas discussed, pls handle for OTD. COOP requirements would include EDMS, DCS, CART,
ITU as well others. SecD, stationed at ERF, would have a full list of OTD systems to

be considered.

Michael P. Clifford, Jr.

Section Chief

Electronic Surveillance Technology Sectio
Operational Technology Division '

----- Original Message-----
Sent: Friday, July 29, 154 AM
To: CLIFFORD, MICHAEL (OTD) (FBI)

Subject: FW: ACTION download
Importance: High

U
NON-RECORD

Can you have] ramrod this? t é

“DNOLAGSIFIED

153




SEDRET .

UNGEASBHHED

UNGIASOIMED

| IOTD) {FBI)

From: b | TD) (FBI)
Sent: ol I‘M'Z%% 10:01 AM
To: T NY} (FBI)

Subject: RE: DCS3000 training

UNCL-AFOHIED
NON-RECORD

mﬁanks for the E-mail. Glad your journey home was a safe one. Give us a call

if you need any help.
I~
70
----- r?‘umnal.hdﬁsaagh
Fro Y) (FBI)
Se, 005 12:42 PM
T [OTD) (FBI); foTD) (FBI)] (OTD) (FBI);

ubject: DC53000 training

ORCTASOIRIE0..
NON-RECORD

Hi all;

I just want to express how much | enjoyed the DCS3000 SW-based Intercept training, and the pleasure it was meeting
all of you.

The class was very informative, and will serve as a great reference for my daily job responsibilities. Hopefully, the
knowiedge will allow me to be more comfortable with extracting information from the logs, but I'm sure I'll still be calling
for your expertise and assistance.

Thanks again for the excellent class, and the continuing support.

Good luck with the move to the new building!l
Best regards,

o

S0- - N Tt
21
87 ger)

sedkT

14
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UAELASSIRIGED.

QTD) (FBI)

From: | OTD) (FBY)
Sent: 34 AM

To: Joto) (Fe)
Subject: .

UNCLASSIEIED
NON-RECORD

m-ﬂ SF) (FBI)

Sent: Monday, July 11, 2005 5:22 PM

To%om) (FB)J (OTD) (FBI)
Subject: Adkran

b

NON-RECQRD

Didn't know who to specifically address this to, so did the shotgun method.

Dol

[+t be going to ERF for the DCS3000 training next week and will try to find some time to get your input.

| desperately needto be abletd ] into the VB system in Oakland. We have both T-Iil rooms running
M S Oakland is running one line and trying 1o go up on six more. Can you give me a cail 928_____Ivhen you get a
chance. Thanks for helping our on Saturday. Sunday, they overheard the subject organizing a aroup to do some killings
and had to arrest him. | don't think they would of intercepted those calls if you hadn't helped. 1€

Tr7T

15
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S%ET .
LACLASSIRIED |

UNCERSSIFIED.
| koTD) (FBY)
From: | Jo70) (FBY)
Sent: ﬁm.msdax..lulu.mm -32 AM
To: (OTD) (FBI)

Subject: FW: DCS3000 Network use for VoiceBox

IVE BUT UNCLASSEES- .

NON-RECORD e
----- Origi

From (SD) (FBI)
Sent: Wednesday, June 22, 2005 4:28 PM
To {(OTD) (FEBI)

Subject: DCS3000 Network use for VoiceBox

SENSITIVE BUT BNCERSSIFIED
NON-RECORD

Has a decision been made as 1o whether the DCS3000 network can be made available for remote access 1o VoiceBox
locations?

SENSITIVE BUT BNESWLASSIEIED

SENSITIVE BUT UNCLASSIEIED

16




B ®

[ _P1D) (FBI)
From: . | _JOTD) (FBI)
Sent: i3 ' A3 AM
To: ¥ SA) (FBI)
Subject: RE: DCS3000 question
NON-RECORD .

k70

The Time Difference pick in the DCS 3000 pertains to the order expiration times. Since the DCS 3000 looks at the warrant
database stop
date and time to know when to stop recieving data we need 1o make sure that we have taken into account the GMT time

difference so we
: ' ce. The if you leave it af 12
17
Hope this makes sense. On the DCS 3000 we DO NOT mess with time stamps within the data from the
. systems
do use their computer clock times (i.e. the Voice Box). It is an issue that should be understood by anyone interpreting the
data.
_____ Oriai v
FronJ ISA) (FBI)
Sent: Thursday, July 07, 2005 2:50 PM
T OTD) (FEY)
Subject: DCS3000 question i
Lo he
UNGLEASSHEHED=—
NON-RECORD
k2
LR

Do you ever set the Time Zone difference undeDonfig ure? We've been leaving ours at| |
m A case agent asked me about that this moming, but was satisfied when  told him it was
. He said he coutd live with that.

UN IFIED

UNCLASSIFIED

17




From: | fOTD) (FBI)
Sent: b 05 11:50 AM
To: - C1) (FBL)
Subject: T output from LCS 3000
=
DCSPC.bat (4 KB)
SENSI T

NON-RECORD

Attached is a description of the CONRS output from the DCS 3000.

SENSITIVE BUT BNGIASSICIED

[—=k°TD) (FB1)

From: | koTD) (FBN)

Sent: bs 44 AM
To: i OTD) (FBI)
Subject: '- ortna

DCSPC.Ixt (4 KB)

NON-RECORD

----OilmnaLMﬁsaahl' i == Fois
From OTD) (FBI) Lo
Sent: Friday, June (3, 2005 6:28 PM

Subject: ma

NON-RECORD 1

Altached is the DCS 3000 output specifications for the DCSPC header.

18
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S U
UNCTASSIFTED
“ONCTASSIFIED”
OTD) (FBI)
From: TD) (FBI)
Sent: P 11:38 AM
To: o OTDYCOM
Ce: IoTD) (FBI) ](OTD) (FBI)
Subject:
e
SENSITIVE BUT UNCEAGSISIED R
NON-RECORD
bt
eiow is my synopsized version of announcement.

"The Operational Technology Division's (OTD) Telecommunications Intercept and Collection Technology Unit (TICTU) has

recently facilitated ,

realtime audio and pen-register intercept fol Voice Over Internet Protocol (VolP) telephony service.

TICTU designed and b
developed a new intercept and delivery capability, using the DCS-3000 system, to perform intercepts for the Buffalo, g
New York and New York City T
E;Q:_nﬁ:he TICTU's infrastructure was intstrumental in providing the conduit for this information to flow from the

elivery
points to the offices performing the surveillance. These new services provide constant challenges ta current Electronice
Surveillance (ELSUR)
collections. The realtime flow of this information will allow agents to immediately act on information if necessary. Also,
TICTU recently assisted
the New York City office with a pen-register intercept of a VolIP telephany subscriber.”

SENSITIVE BUT

19
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' °

OTD) (FB8I —
From: L kotD)(Fs
Sent: 005 10:58 AM
To: [ YWF) {FBI}
Ce: Lo ooy FeN_______JoTD) (FBI)
Subject: S RE. DCS 3000 focator m 1yson's
Notebook.jpg (3
K8B)
UNCTASSTFTED e

NON-RECORD b7

Ve can connect FBl spaced RA's to the network and give them a DCS 3000 workstation to do
this. A circuit :
will have to be built for the network to be extended to the RA. | suggest a 56k DDS (digital circuit) as
opposed to
a leased line or dial up. However, | know cost and time are always a factor and a dial up will work. 1if
he monitors
a target in the RA be advised that it is on equal standing with any other client requesting that target's
information

and that for completness you must make sure that neither system has missed any information.

_____ol-' inal Maceanp-===e
From| F) (FBI)
Sent: Monday, June 06, 2005 7:57 PM
e (OTD) (FBI 0TD) (FRL.
LEBLY ' wryren[__]
(WF) (FBI)
]
ANCLASSIEIED
NON-RECORD
ks
Tt ;\In_n.
ke 73
HY i
Long time since | talked to you ( requested something from you ).
| kealled me 06/06/05 re: a criminal pen register witt} Jnformation. We are
currently capturing and uploading the pen register information into TA Tor them. He wants to be
able toi ] i know we can set this up on a DCS workstation in the Title 11}
room. The problem 1s he is at thel RA in Virginia and wants to monitor it from there.
How hard would it be to set up a DCS in theI A office to use the | don't

20
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SgRET .

think we have any connectivity to them at this point.

: Is this somethin i 2 If we are, then can you assign somehody from the
day shift to handle this fo :

I?U? Ini
o
UMNEEAYSIETED
UNCTESSIFIED
kom) (FBI)
From: bo [ [OTD) (FBI)

Sent: Jop Eri June 03, 2005 6:28 PM
To: ) ITOD) (FBI)
Subject:

DCSPC.b (4 KB)

UNGAGGED-
NON.RECORD

'Qmed is the DCS 3000 output specifications for the DCSPC header.

kg
L7
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Sﬁ‘ﬂ |
LAOTDUFBI) r—
i

From: _loTo) (FBY)

Sent: e 148 PM
To: N SJ) (FBI}
Subject: . Fola

tech.gif (1 KB)

UNCLASSIRIED
NON-RECORD

How did the emergency pen go‘.ljasked me about the switch identification issue to see if we

can
resolve how to integrate the nto the |Let me know. ¥,

}_-7}3

k.

R T T L [T, T b
Sent: Friday, May 13, 2 '35 PM
Su T

DNCEASMHNED
NON-RECORD
Hey sefor,
| just created a very since |
dont think anyone el a ing is_.S0 ma W easier o run). Anyway, |
created it in the DCS 3000 directory and is called If vou get a chance, take a
look at it to make sure | dont bring the server down :-) | |
b

N . . ;}}2
Anyway, just want to make sure its ok... LT
thanks,

(yes, | shouid have been home long ago but I've been here all day watching DCS-3000 for the
kidnapping...and | finally moved the o the DCS-3000 rack)...

22




Tech Squad / San Juan
78
78 l} b

fs T

0

UNGEASIIPHED

UNCLASSIFIED

IOTD) (FBI)

From: | XOTD) (FBI)
Sent: g 5 3:.41 PM
To: h7C 'SD) (FBI)
Subject: ) Hawail

UNCLASSIFIED
NON-RECORD

3 8)

Ihe DCS 3000.vanauard connection ip and port are as follows for Hawaii.

bt

§2

| will check your DCS 3000 connections.  3./x.

“DncEResiEER

(OTD) (FBI)

From: . OTD) (FBY)
Sent: by 7es 1:19 PM

To: T {LA) (FBI)
Subject: : odrlications

=

Notebaok.jpg (3
KB)

NON-RECORD i

A0

ToCked at the instructions you attached, | don't have access to TA s¢ | am unable to go through
the proceduras. There are two Issues to address here and | would like to make sure everyone keeps
them straight.

’

fm 2

T
AT

3

SECRET



file:///Iila

[l o

ln2

In7s

The Second issue is the:]usage. | enumerated the technical issues at t Conference

and that presentation is on T hsite. | don't kno ﬁat E .
oing pen registers.

woulid have to addressead roup for the VB
Historically, when CALEA began it was thought that the VB wou

there are some offices which have tried this, however, there are serious volume concerns with how
the VB will operate if pushed too far. | am not the expert on the VB's capacity or what ferm a

TA uploadable output would take. | do caution that any VB output upload should be understood

by the field personnel performing this action. What would be the timestamps, duration calculation
parameters and will IAPSystem identity be captured?

{ do feel these questions issues need discussion, otherwise | wouldn't have brought them up in my
presentation at the Regional conferences. We are schedulting an internal unit meeting to discuss these
issues more and | will keep you up to date on what | find out.

-----Original Message---—-

From: (LA) (FBI)
LELi i 2005 4:25t
T ITD) (FBI) (ITD) {FBI); (ITD) (FBI)
LA) (FBI)
Subj Ications
L?; 3]
L7C
AN -
NON-RECORD
Hi

. w

bz
As mentioned in the TICTU conference, Telephone Applications has been modified to accept 1=
| Ipen register data andE:nformation.

We tested the upload of] Jata. It worked...with a few minor issues. We wrote step
by step instructions for how to upload. | thought this might be useful for the other divisions. The
instructions are attached.

Now that TA has fields fo can th an be modified {o include th Also
do we ne load using the attached instructions, or can we collec -1
dataonth now tha as been modified?

s
b

SEDRET
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Qﬁn | ®

UNCEASSMES~

e OTO) (FE)

From: TD) (FBI)
Sent: I il -1
To: b F) (FBI)

Ce: oo | JTD) (FBi)
Subject: i . Remate 0 Pen Register Infe (DTS 3000)

UNOEASSIIED |
NON-RECORD

;en register information is j to the van. The system currently under b
development will send anonymo et up in the office. | just want to put that I
clarification out so we get our terms stanght. Pen regisier which wouid have target numwate numbers

[

is not an option at this time. 1t also has significant legal issues. 1 have left 2 message wit is moming
and when he calls me {'ll mention your e-mail.

T

[ 7

..... Oriai —
Sent: 1hursda ril 28, 130 PM.
[wF) (FBD);] J(wF) (FBI
|(ITD) (FBIY;| ITD) (FBI); WF) (FBI) D

Subject: Remote Access to Pen Register Info (DCS 3000)

NON-RECORD

He ]

I spoke mnd he suggested | send you an e-mail, We would like your assistammim_uamg_me_]
upgrades to so that we can begin receiving Pen Register information remotely in ou -
Vehictmﬂm also be reaching o since apparently this requires several players. Please let
me know what you need from us to move ahead Iis geoing to send me information on this system so that | can
get more familiar with it.

-ItJ /’:
a7

Thanks for the halp,

25
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B¢ o

ENCEASSIFTED
UNGLASSIFTED
I%OTD' (FB1) ——
From: L liTD) (FBI)

Sent: Thursday, April 2005 3:22 PM
To: ecD) (FBI)
Subject: LG : POASM STATUS UPDATES

TechTool.gif (2 KB)

SENSITIVE BUT HNS=ASSIMERN™
NON-RECORD

The DCS-3000 system only has two users. There are two administrator priviliged users, one of
which is always logged in for operation of the DCS-3000 software. The DCS-3000 software must be
run under the account it is installed as and requires administrator rights. The second is for reset of
the first user account in cases of lost passwords. The systems are configured to log all login/logoff
attempts. These logs are reviewed aperiodically.

I #

T

----- Original Message-----
Fromd ksecD) (FBI)

Sent: Wednesday, April 27, 2005 11:08 AM

To‘ ! (ITD) (FBI)
Subject: FW: R| D POA&M STATUS UPDATES

SENSITIVE BUT UNCLASSIFED—
NON-RECORD

The item of interest to you is the DCS5-3000fismaPOAM
kG
Cheers, 7o

26




. .
¥, 1
3 T

From:| [SecD) (FBI)

Sau.::.tuﬁsdax..mduﬁ..mos 1:14 PM .

T . (SecD) (FBI) [SecD) (FBI); (CJIS)
{FBL

Cc [(SecD) (FBIY; | |(SecD) (CON)

Subject: REQUESTED POA&M STATUS UPDATES

SENSITIVE BUT UNGLASSHFED

NON-RECORD

AM has requested updates in status on the following systems which are

in Trusted Agent for FISMA purposes;. .

f 1
DCF 3000 (ISSM I
BICS Online (ISSM

Mcintosh LAN {ISSM

Could you please send status update to} _ Jwith a CC to me. Attached are the latest
POAMSs for these systems that are within AU. Thanks in advance for any status updates.

Accreditation Unit
Security Divisionfinformation Assurance Section

o cliviien
m o

SENSITIVE BUT UNEEAISINED™

SENSITIVE BUT UNGLASSIEIED...

SENSITIVE BUT UNCLAGSIFIED

27

SECMET




SR T ®
| I(OTD) (FBI) —

From: L TD) (FBI)
Sent: | i ;
To: ITD) {FBI}
Subject: _ “RE uestion
bé bz
5 B 1P R

NON-RECORD

L]

The title of the list of dates shouid be Enhancements to DCS 3000: NOT Enhancements to

;a; me when you get this info.

Thanks
]]_‘.- vy
L
-====0)riai —
From _ _ k1To) (FBI)
Sent: Thursday, April 21, 2005 10:56 AM
To: (TTD) (FBI)
cc:
Subject: Help o uestion -
b
IFIED
NON-RECORD
Greetings,

This is the referenced table. Below the table is a list of all the enhancements. Mr. Clifford’s question is
1. How do we have enhancements that pre-date the proof-of-concept.
2. Do these costs capture all of the enhancement costs as well?

Please help!!! Feel free to update table with the correct info. | need your expert knowledge and answers back ASAP
as the document which contains this table must be at the IG's office by noon today. Thanks again for your heip.

System
Description
Deployment Dates
Personnel

Costs

28




S%T o
Nonpersonnel

Costs I

The _ s aerama:e.mmmm.duﬂmedﬂn;hnusﬂiy the Cryptographic and Electronic
Analysis Unit to deced _ _ The proof-of-concept development
was completed in February 2001. In the Fall of 2001, the Telecommunications Intercept and
Collection Technology Unit manufactured 100 of these devices for immediate deployment to the field.

2001
$632,227
$250,000

Enhancements to

12
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C® .
To: (AL) (FBI)

Ce J(AL) (FBI)] (TTD) (FBI) f-?l,'-?.:;
Subject: RE: Connection
]”
ki g
LINGLASEAFEDT
NON-RECORD
bl
I~ It o
b7 Hey

I'm not sure of the need for the POTS line currently, you will have to asDabout

that one, but the T1 line has been ordered and should be arriving by the first week of

April. As soon as i have the circuit ID and a firm due date, i will send that info to you.
| ﬁasuaily sends that to me about 2 days before the local telco shows up. ;-)

rtnammLyTr help getting the POC info!

f‘ - ----OriEinal Message--—--

From: AL) (FBI)
Sent: Tuesday, March 15, 2005 3:04 PM
T (ITD} (FBI)

C (AL) (F8BI)
Subject _onnection;.

I

NON-RECORD

k6

Inyiis

1 am jsut dropping a note to chec tatus of your desire to put in a corj i ,
P2 from the DCS 3000 network to th witch here i captur
£ [} this region. '

As a stop gap measure, we had a pots line installed here in the RA which is
available for the connection. | understand that a T1 line will ultimately be installed - |
recall talking to somebody and giving my name as a-POC for the T1.

Is there a plan/need to use the dial up line in the meantime?

Let us know.

32
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° ! . L%
e oo, — a =

VISION 4
(3151
(315 (cetl)

UNGA=ASFIMED

UNGLASSHHED

—HNGASSIEIED. ..

| eer—l(OTD) (FB1) —

From: ITD) (FBI)

Sent: Ll' March 1 05 7:54 PM
To: L) {FBH
Subject: 18 Connection

Lo

Cf

3lank Bkgra.gif {380
B)

NG STMED
NON-RECORD

[

_WE'LO need 1o connect the RA to the Switch using the POTS iine. { was hoping the

DCSNET T1 would be
in soon and we could connect the RA to the DCSNET and the Iswitch all at once. We cando it

seperately though _
so we have coverage for the RA at least fo I\teroepts. Until we get the DCSNET T1 in we

would have to dial up to
thERA to have all the offices accesss this. Let me coordinate with:Iand we will send

i i
SERRET

33
i




the eq

e *
uipmen 2

needed to the RA to get the dial up ta Foing. BTE
™5

----- Orig e

From (AL) (FBI) -

Sent: Tuesday, March 15, 2005 3:14 PM

To ITD) (FBI)

Cc bAL) (FBIY KITD) (FBI)

Subject: RE Connection

r7E
UNCEASSHEED
NON-RECORD

What say you ]

0z
L

----- Original Message---~-
From| o) (FBI)

Sent; Tuesday, March 15, 2005 3:11 PM
T (AL) (FBI)

Cc | (AL) (FBI)] J(ITD) (FB)
Subject: R onnection ’
.

UNGLASSIEIED
NON-RECORD

Hey

I'm not sure of the need for the POTS line currently, you will have to ask Ibout that one,
but the T1 line has been ordered and should be arriving by the fir f April. As soon as i
have the circuit ID and a firm due date, i will send that info to youﬁsually sends that to
me about 2 days before the local telco shows up. ;-)

&Tr your help getting the POC info! -
L7E

-—--Orjai i b
From L) (FBI)
Sent: Tuesday, March 15, 2005 3:04 PM
34
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P ET
To: D) (FBI)
Cc: AL) (FBI)
Subject IConnection
oo
T
—ONCEASSIFED-

NON-RECORD

].« "

| am jsut dropping a note to the status of your desm= to put in from .
the DCS 3000 network to th witch here i to capture n this

region,

b As a stop gap measure, we had a pots line installed here in the RA which is available for
Lo the connection. | understand that a T1 line will ultimately be installed - | recall talking to
somebody and giving my name as a POC for the T1.
Is there a plan/need to use the dial up line in the meantime?

Let us know.

b

] [ Tra
(315) |
(315) (cell)

UNGLASSIEIEDQ.
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1oy

S T
IOTD) (FBI)
From: L (D) (FBI)
Sent: . z 4.02 PM
To: :v} ITOD)CON)

Subject: RE: DCS Question

.”’t.

SENSITIVE BUT UNSEASSIFIET
NON-RECORD

— _

page me. We are
moving labs across the building and are very mobile.

N b
From ITODYCON) 1 -
swm 2005 10:07 AM

To ITD) (FBI)

Subject: DCS Question

SENSITIVE BUT YNGTASSIFIED
NON-RECORD

s
H

-
e

| spoke wi n 2/8/05 about thple and he informed me that the data is dumped from DCS.
He also inf he DCS datd. :
= | have le that | received from a user from NQ field office. The raw data field is truncated

and contains only 10 digits. Have this problem been resoived?

SENSITIVE BUT UNCIABRIPED

36
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sg@zr L

SENSITIVE BUT UNSH=ASHH"

| JoTD) (FBI)

fe i3

ka7

From: (ITD) (FBI)
Sent: LS ., 2005 7.00 PM
To: L AL} (FBI)
Subject: RE: DCS-3000 Work Station

ED
NON-RECORD

We were doing a major network mova today. Sorry t didn't see this until now. Call me tomorrow and Fil try to heip
you out.

From (AL} (FBI)
Sent: Tuesday, March 01, 2005 1:22 PM
T (ITD) (FBI)

Subject: DCS-3000 Work Station

u
NON-RECORD

q trying to setup a work station in the tech room only 1o access the TICTU database system. The first problem is
that | den't have the password. The second is that it was used previously and apparently the |P address has been
reassigned. Can you help me out? Thanks.

37




S&ET

l JOTD) (FBI)

From: L _ ITD) (FBI)

Sent: Lo 7. 2005 4:43 PM
To: ko {AL) j_Eml
Cc: _ (ITD) (FBI)

) aTD) (FBY)

SENSITIVE BUT UNGEASSIMED
NON-RECORD

ol

[

]
1]
—] ]
—1
1] —
Thanks for your help,

PS. The DCS 3000 training coordinator is|

Jdue to the move our unit is going through a

trilkegy e-mail
is probably the best way to contact here., Lo
Ew

SENSITIVE BUT ONCEASOHIED—




L ®

l IOTD) (FBI) .

From: i ITD} (F8I)
Sent: L( ) 4 5:26 PM
To: e . (ITD) (CON)
Subject: DCS 3000)
Notebook.jpg (3
KB)
UNGEASSIFTED
NON-RECORD
Do we know?

(ITD) (FBI) s
9:41aM PO

r1d, 2
(ITD) ({FBI)
Subject: SwitchBased Intercept (DCS 3000)

ONeBAGEIEIED
NON-RECORD

I am just checking in with you regarding the scheduling of the above referenced classes. When | reached out to you in
September, | was told that they were yet to be determined. Are there any dates in the works? | have several OJT/TTA's
interested in taking the course. Any assistance you can give to me will be appreciated.

b
| =l
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SEQRET .
| |(©©TD) (FBY)

From: 1 4 (ITD) (FBI)

Sent; Db° esday, December 08, 2004 5:34 PM
To: B SC) (FBI)
Subject: RE: rvireless t

TNCEASSHHED— %
NON-RECORD LR

Sorry for the delay in responding. The Multiserver you have is cannected to both carriers. You will have to add the
new caseid in the
DCS3000 client warrant database to properly request thef Jcaseid's. Give me a call when you do this. |
will take me a
couple of paragraphs to explain it in writing versus on the phone.

Thanks, b

k.7 ¢

-—--0rigi ————
From| Jsc) (rany

mber 01, 2004 7:54 PM

UN
NON-RECORD

Thanks,

Jm 13

will thisﬂmblems with the DCS3000 with two case ID's monitoring the same target? Please advise.

Sl

-----Qriginal Message-----
From {SC) (FBIL)
Se 004 2:39 PM
To: SC) (FBI); BC) (FBI)
Subje i

Lz

R

TURCHAGSIEIED
NON-RECORD
%
Hey guys, o
|fron| 8 aid ill also be provisioned throug which is now g
L1 addition to th ss will be the first 10 digits with an added "AWSM" at the

end. Can be reached a

SEXET




S%ET

lms

UNCLASSIFIED- | .
ONCTASHIED
UNGEASSIEIED
- — Jot) (FBY)
From: L kiTo) (FBY)
Sent: 4528 PM
To: d"f irro) (FBI)
Subject: W
P
i.} e

WNGLASSIEIED
NON-RECORD

From| ITD) (FBI)
Se ! 2004 5:27 PM

To (1TD) (FBI)| }r7o) (FBD)
Su

UNCLASSIFIED
NON-RECORD

fyi

ffice
_____ O r' i ——
FromJ }ro) (FaI)

Sent: 23, 2004 2:39 PM
T (ITD) (FBI)

41
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SEDRET
UNSE=XSSIFTED

NON-RECORD
]
e i

Any and all testing you've performed to date has been to prove a concept. Therefore, |
see no reason why you cannot "demo” this at the Tech Conference (just like you
demonstrated it to me). Thus use the term "demo!"

This e-mail is not an approval to "test” though! 1 can't provide an IATT (interim approval
to test) a system undergoing C&A until certain project milestones have been achieved...and
you aren't there yet. Hope this helps.

Exd

Lo 7

ITD) (FBI)

ITD) (FBI) |(ITD) (FBI)

D
NON-RECORD

e have approached the stage in our van integration project where we are ready to begin transmittin

idth information from the DCS3000 to a non-secure beta version modem that is on [
nderstanding this is for testing purposes at the Tech Conf. we are not sending any case ¢
information or If this was case information there is no sensitive information. With all this being said do we have the
blessing to continue on with this testing in current status or do we need to include some encryption?

b
TTOATO D" B

[ priee

42
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UNCLASSIRIED
TUNCTRSSINED
~ loTD) (FBY)
From: L laTo) (F8I)

o
-

14

Sent: r23,2004 5:23 PM

To: DN} (FBI

Subject: RE pplications
|y

UNSLESSIED™  ~°
NON-RECORD ~ /*

aLe are getting ready to post manuals on thd Lpplications the week after the conference.
They are both »
independent applications {although not default installs with DCS 3000). The |s a feature of the DCS 3000 (special ]ro j
button at T

tow need 1o activate (typically after a request from the field office). Let us know which machine (ip) you want
th
activated all.

Iy

i

---—Oriﬁimt Message--—--
From: (DN} (FBL)

Sent: Monda vember 22, 2004 6:14 PM

NON-RECORD

I recently found my notes from the SF conference. Where do | access the| Ppplications,

%
Thanks, o

ha

3,
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SEUKET
| IOTD) {FBI)
I e
From: (ITD) (FBH)
Sent: ke , 2004 6.04 PM
Cc: ITD} (FBI)
Subject: RE: EQSO Orientation Nov 16 & 17
UNGLASSIRIED
NON-RECORD
I |pvil| be giving the presentation tormorrow for the DCS3000 group.

LI
From D) (CON)

Sent: Thursday, November 11, 2004 3:18 PM
To:! :[er) (FEI)
Subject: EOS0 Orientation Nov 16 & 17

NON-RECORD

| know you must be busy. Can you please advise if you will be able to brief DCS3000 Wednesday, Nov 17 to the new
EOSO employees per the following schedule?

DCs3000 [ } (pending) IL—H
L l{confirmed) TR
Frn
DCSS5000 (confirmed) b7 C
DCS6000 confirmed)
Thank you!
UNGLASSIRED
UNCEASSRGD




SECHCT

| IOTD) (FBI)

From:

Sent: g
To: sl
Subject:

(5)

SECRET L1 b
RECORD ’ o

;!e DCS 3000 pen register software has the ability to accept and decode CALEA typel |

| For the case agents o see the DCS 3000 product you will have to

Summary or Log files since Telephone Apps does not {ake messaging data at this time. If you have any further questions

I |

Pty

FF

==--0riginal M -
Fro (WF) (FBI)
H ber 10, 20?3 1.56 PM
D) (FBI); (ITD) (FBI)
{WF) (FBI)
rcepts/Text messaging

Cc: SAITO,
Subject: Cell phone inte

(51

SECR 1
RECORE- Jove
e

I am not sure if you quys are the appropriate peopie to ask this quastion, but | thought that if you were not, you wouid
know o whom to direct it

he case agent is getting the audic intercepts but not any text messaging. Our plant people told her that she

[ﬁfj_rat WFO and | received a case agent question about intercepting text messaging on an Dcel[ phone
ad to come to us (the TTA squad) to go after the messaging.

bz

How does it work? What does the case agent need fo do to go after the messaging.? o7 8

Again, if this matter falls elsewhere in your unit, please forward this to the appropriate personnel.

—

e

e
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e

I

From: 0} {FB!)

Sent: B4 12:12 PM
To: I AN} (FBI) I
Subject: RE: -3000 Client Located in Resident Agency {RA) at hUE
SENSITIVE BUT \FIED
NON-RECORD
Send it back to us if you could. We will surplus it.
..... Origi S
From: (AN) (FBI)
Sent: Thuisday, October 28, 2004 5:32 PM b
Su : - ent Located in Resident Agency (RA) at| R
NSITIVE BUT UNGLASSIEIRD..
NON-RECORD

gme case agent ir:dvised me today that the monitor ERF sent to the RA has stopped working. The
0

power light is illuminated when the monitor is on (or power is cycled off and back on}, however the screen remains
blank. The RA has another monitor available, so no replacement is needed.

My question is do you want the broken manitor sent back io ERF or should [ tell the agent to throw it in the trash?

} Anchorage .

SENSITIVE BUTINCTASSTITED

SENSITIVE BUT UNSISSIES

SEGRET




O o

IOTD! =D)

From: {TD) (FBI)

Sent: , 2004 3:30 PM

To: {{TD}CON)

Ce: ITD) (FBY)

Subject: FW: Weekly Report to AD Haynes and EAD Ashley
I:T.\l

ONCEASSIIED 7

NON-RECORD

! |asked me to look at the text below. | do have sore suggestions for modifying it to clarify 2 couple of
points. ow IS my amended 7,0
version. Integrate it if it makes sense. .

ST ST R et
T

Eﬁq rre already utihzing T Bl Software to accomplish this Tor their agencies, with
favorable results, effectively being “out in front” of the FBI in utilizing this technology. If granted authorization by the FBI's
Security Division, SBIT can deploy this important and useful investigative tool to FBI Agents in the field.”

-----Original Message-----
From ITD) (FBI)

- 18, 2004 2:11 PM L
(ITD)(CON) o 5
(ITD) (F8I); ko) (Feny 7'
Subject: RE: Weekly Report to AD Haynes and EAD Ashley

NON-RECORD _ bR

|
but to the end user - the
Bvailable within DCS-3000

freld and/or surveillance agent. This will be done by utiﬁzing thd

AECOMmp ' ' ey o tln iront" of the FBI in utlllzmg thls
technology If granted authorlzatton by the FB! s Secunty Dmsmn SBIT can deploy this important and useful investigative
tool to FBI Agents in the field.

t and Collection Technotogy Unit (TICTU) 26
Electronic Surveillance Technology Section )i
Invastigative Technology Division

----- Original Message----- -

SERYET




L) (a1 ko) (FeD) 1
{

D

T 7o

ot

(ITD) (FBI)
Subject: Weekly Report to AD Haynes and EAD Ashley

D
NON-RECORD

Please let me know of any new initiatives, develcpments, or "nothing significant to report” to include in this week's
report by COB today 10/18/2004.

Thank you!
1ot
E
ONGEAGEIFED
—NGEASSIEIED
UNCEASSIRED
L ___|omo) FaY)
From: | liTD) (FBI)
Sent: kg , 14, 2004 9:24 AM
To: b ITD) (FBL
Ce: TD) (FBI ] (iTO) (FBI); YOUNG, T M. (ITD)
- HID (ITD) (FBN)
Subject:

Y

=1

viapping.wpd (2 MB,

SENSITIVE BUT UNGWASSIFMED

NON-RECORD i
E SN
e Telec ications Intercept and Collection Technology Unit (TICTU) is in the process of developing a system

ut of the DCS 3000 system. We have developed a "proof of concept” demonstration of the
to Invite you to in order to discuss the security aspects of this. It shouldn't take much more than a half hour from start 1o

finish {including discussions.)
Attached is a description with some background information. Let me know when you are available. We feel that applying

48
SEDKET




_ SERRET .
this to actual cases can enhance
the investigative resources available to the field and are anxious to move forward. Thanks for your time.

SENSITIVE BUT UNGALASSIEIED

From: .. iTD) (FBI)

Sent: e er 01, 2004 5:30 PM

To: ' (ITD) (FBI)

Subject; FW: Old Seattle-Portland DCS-3000 Lease Line
UNCLASSIRED

NON-RECORD

;ould you look into the connections and let him know? Sorry to be dumping these on you but | know you
have a log of what connactions are cut over. s

L] "

-----Original Message-----
Fro (SE) (FBI)

Seormmwnrmber 01, 2004 1:59 PM
T {ITD) {FBY)

Subject; Old Seattle-Portland DCS-3000 Lease Line

D

NON-RECORD ho

h7E

we had problems with the n etwork. Since everything seems to be working fine with the new network, we are
going to take down the old circuit. [here is no activity on the modem, so it looks like there is nothing using that line. | just
wantad to double check with you that there is no further need for that line. Let me know.

:lne have left up the le:wtween Seattie and Portland that was previously used for the DCS-3000, just in case

Seattle b7
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e o

l IOTD) (FBI) —

From: ) L }(ITD) (FBI)

Sent: L6 I.\Nadnesdau.&mlier 01, 2004 11:44 AM
To: L (ITD) (FBI)

Subject: FW: SF $6K Circuits

UBCLASSIMET™

NON-RECORD

Could you confirm this in the routers and IeDnow? Thanks.

—
-—--OriillnaLHessaat-.—;l EG
From: (SF) (FBI) L
Sent: Monday, August 23, 2004 5:38 PM
To: ITD) (FBI)

Subject: SF 56K Circuits

~HNeEASSIPET
NON-RECORD ¢ 2

b i LR

[ Jnow that we're on th@et. d Sacramento 56K Circuits for the DCS 30007 | believe you
told me before that | had to maintain th Circuits, I'm | correct?

50




SELRET | .

From: . | _1ITD) (FBI) L2
Sent: R 44:44PM L
To: (ITD) (FBI) o
Subject: FW: C-1 7| Ivireiess intercept
NSITIVE BUT tED
NON-RECORD
T;b RS
----- Criginal Message-—-- A
From:| J(NY) (FBI)
; y 01, 2004 10:19 AM
T NY) (FBI);q Ivv) (e TGS | |
(NYLEED Y) (FRnl— J(nY) (FeD)
Ccs NY) (FBI); ITD) (FBI)
Subject: C-] J wireless intercept .~
ki
SENSITIVE BUT UNGERSSTETED ) .
NON-RECORD ]FL-.:
1Y 7R
s
Gentlemen,
rget, according to source information, utilizes th eature. | have been in contact
wi RF, and have been advised that we will most like! e nrst in the Bu i i

advi i ir ey use a separate DCS3000 to route the audia
0 nd then into VoiceBox just like d Jrput.
advised me that there are three ways of getting this audio from the CMP/26 to BQ. The first choice would be fo

-span, solely dedicated to this intercept. The second choice would be using the ISDN lines. | do currently have
ane ISDN line at BQ. We would have to have a open connection hetween my ISDN lines and the CMP's. | am trying to
get information as to the cost involved in having the line open 24/7. The third choice would be a 56K dedicated circuit.
iiLkeep you advised as this should be educational.
please correct me if | misunderstood anything | listed above.

Thank you,

SENSITIVE BUT-HNGAAGSH-ER-

SENSITIVE BULUNGLABSHIED

51
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| SERRET s ®
| IOTD) (FBI)

From: l __I(ER) (FBI)
Sent: G 56 AM
Subject: "U&N's

WUNSEASSIFTED
NON-RECORD

The codes for "CNDRS" format Version 3.0 are as follows:

Hope this helps.

Yo

—eee-Orii e
From (MN) (FBI)

: il 28, 2004 4:33 PM
Toi i(ER) (FB1); |(ER) (FBI)

Subject: FW: U & N's

ONCEASSHHER-
NON-RECORD

Can you answer thig questiori from my analyst regarding DCS 3000 codes?

Please send your response back to me and

15
Thanks, T

----- Original M

From| IMn) (Feny

Sent: Wednesday, Aprit 28, 2004 11:19 AM
Tl IMN)(FBD)

Subject: U & N's

HNCLASSIEIRR—
NON-RECORD

52




ko ET |
Under the direction portion of the information for the DCS-3000 | know the | is for incoming, O is for outgoing, what
were U & N again?
I've attached a sample file.

Thanks!

UNGRASSIFIED
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