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3B?teT 
could you write up a little something about your case last week and how the DCS3000 and t h ^ 

worked for you (good or bad). This is low priority and can t>e done when you have a moment. 
J)rograms b7E 

Thanks... b 5 
fe7C 

UNCWMBi MftED 

(OTC )) (FBI) 
- h6 

From: r l(F >G) (FBI) 
Sent: Mon dav, January 23, 2006 8 13 AM 
To: 1 l O T D ^ (FB1);| KOTD) (FBH 
Subject: (SI FW: Two OTD Issues 

SECRET/ ORCON.NOFO RN 
RECORD " ifoi 

Good Mor ning gentlemen. Pleas e read the message belc Dw regaaliQi 1 mv Case Aqents tartjf it The Aqp nt still insists that 1 
the target is using text me ssagin g, despite all my efforts t ofind it.l hold me that if the phone was used for any 1 
SMS it wo uld show up in tt leDCS 5-3000. 1 am not convinc :ed that the target is using htsl fchoneto rSMS. Is there 1 
anything 1 m missing? The inks fo r your time | 1 

Message— 
h2 

From: 
Sent: , inursaav, Ja nuarv i 

—fG) (FBI) 
y, 12006 10:08 AM lb7c 

To: 
Subject: • 

^ 1 1 
'-' r "TwoUlUk sues 

|G) CFBI); 1 h" FBI) fc'3 

SECRETi 
RECORD 

1 •• 1 

i^\ 1 1 \ ^ i 
Regardinc ) the communica tions C DTD is attempting to find a way to rec ;dver (and cover) vial " H t h e following may 1 

(^ 
help: L l 1 

w (s//FISA) FISA high-spee d Inter net Prbducf evealed the Jownloaded informati on fin US Robotics 1 
i Cf \ USB Inter > desig ned to integrate Wilft \T\k okype inter let lelebhon'Y application. Product 1 1 
\ ^ ) reveaiedt haj \c >ok ab ove information and post ed it on theT Ivebsite, a vl 

conduct Ir cationj 3, primarily with compute r types. ^ 

We also n eed to follow up with C TD as to why the text mi sssaging isn 't being intercepted. j . , 7 j^ 

1 
Thanks. 

1 1 

fcb 
b7C 

1 • ALL IMFOPJIATIOH COHTAIirED 1 

i>. VTE: 06-19-20C 7 HEPEIU IS OTCLA S3IFIED EXCEPT 

c LAS3IFIED BY 6 S179 DHH/KSR/DK TOHEKE SHOTiJH OTH ERIJISE" 1 

pj IkSOlV. 1.4 (C, G) 
Dl ZCLASSIFf ON: 06-19 -2032 214 
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From: 
Sent: *'^ 
To: t."-
Subject: 

I \ (OTD) (FBI) 

OTD) (FBI) 
l-W: Video for l3Cy3U[)0 

UlilflLAh&IHEb 
NON-RECORD 

—Original Message— 
From: I ICIP̂  (FBI) 
Sent: Friday. January 20. 2006 9 :-39 AM 
To: I ICOTD) (FBI) 
Subject: RE: Video for BKSfiM 

U>lghASgiriEP 
NON-RECORD 

Thanks 

—Original Message-
From: [ 
Sent: 
To; c 

I nursaav. January 
I (OTD) (FBI) 

TT7006 6:34 PM 
CP) (FBI) 

Subject: RE: Video for IXS3000 

uiiiri nnnipipr 
NON-RECORD 

Yes, it requires an additional video card and Windows 2000. I'll have| \ give you a call to work out the details. 

b7r 

Orioinai Mes-aoR-
] lP) (FBI) From 

Sent: "Thursday. January 19 ?nQfi 10:41 AM 
To: I I (OTD) (FBI) 
SubjecOraeoTorTSraro ' 

U N C L A A 3 I I I L I J -
NON-RECORD ' 

b 2 
b 71 

Is there a way to display the DCj ^nages on a separate monitor in our Title III Room. This would allow 
215 
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the case agents to view t h ^ 
b;; 

]without actually touching our equipment. I checked the computer (rack b7E 
mount) for outputs for video. The monitor has inputs for S-Video and Composite Video, but 1 did not see any 
outputs. Can you help? 

c ] , Special Agent 
Tprhninai Prnnrams - Indianapolis Division ĵ  

7l Kcell) 31 

uilLmauii" q 

•UlUCLAJOir 

H K i r i A f t Q I C I F n 

lTliLLAA3ll46CU. 

JfOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

i,G L 30TD) (FBI) 
\A/aHnocHaw ir,r..,<.r., y 2006 12:22 PM 

I lOTD^ (FBI) 
DCS-3000 Response to Questions Posed by FISA Court Judge 

SENSITIVE BUT UHCLA33IPieCJ 
NON-RECORD 

l=m ere are the questions posed which we discussed earlier today: 

1. Identify and fully describe the DCS-3000 database. 

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system. 

There is another question re minimization procedures which could be adopted on an expedited basis, but I don't 
believe this would pertain to the DCS-3000. It seems the time line for completing this is on hold, so please do not rush to 
get this completed. Thanks. 

fc6 

SENSITIVE BUT UNOLAOSIPieP 
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From: 
Sent: 
To: 
Cc: 
Subject: 

* SECRET 

"kOTD) (FBI) 

[ JOTD) (FBI) 
Monday. January 09. 2006 2:13 PM _ 

IfOTDWFBIvr: 

SON 
(OTDTFB!T;E 

UCy-bUUU lyiiN BRI/ADTRAN Cost Analysis 
]OTD) (FBI) 

3 ( 0 T D ) ( F B I ) 

UHOLACSimED 
NON-RECORD 

The following represents the costs and other factors involved in the installation of BRI Cards and 
assignments for the DCS-5000 program: •• 

icense 

EQUIPMENT 

Firnni 
ADTRAh^ 

b 2 
b'VE 

SUMMARY 

License cost per IDEM $10,000.00 
BRI/ADTRAN (pair) from Raytheon $ 3,229.00 
Installation average per BRI approximately $8,500.00 
Average OUTAGE per TIU 1 to 3 hours 

Examples: 

Site 
Site 
Site 
Site 
Site 
Site 

-1 BRIinstalled 
-1 BRI installed 
- 2 BRI PROPOSED 
- 3 BRI PROPOSED 
- 3 BRI PROPOSED 
- 3 BRI PROPOSED 

INVENTORY - Remaining DCS-5000 BRI/ADTRAN; 

BRI/ADTRAN (pair) =46 X $3, 229.00 = $ 148, 534.00 (can it be used fori Kudio config? See 
below.) 

??? Alternate solution: DCS-300C[^ J^udio (replaceV function.l I??? 

:b2 
b-?E 

NOTE: We pay a premium for equipt, approx. 3-times the commerical rate!!! PLUS !!! 

Your Thoughts, 

b b 
b7C 
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ik • 
S™ET 

UNCLASSIFIED \ 

1 OTD) (FBI) 

From: 1 IfOTDWFRh 
Sent: Thiirsriau .lanuarv pfi 7006 2:03 PM 
To: y,:' IfWF^ ^FRIVI I^CGWFBn:! '• 

• b ' " " " 
1 ^MM^ fFRhl IfHn] (FRHI 

IfSF^ fFBII ISE) (FBI)| 1 
mUfFBHI , irBSWFRh 

Co: lOTm (FBI) 
Subject: DCSNET connection to an RA in your division 

^^WiStAWWrltD 
NON-RECORD 

Hi all, 

Your offices have tjeen identified to receive the next step in the DCSNET disaster recovery plan. This involves identifying 
one RA from each of your divisions to which TICTU will build a DCSNET connection. This way, in the event of a disaster 
at your main office, a failover site for DCS-3000 collections will already be ready to use. TICTU will be paying for these 
circuits. 

Please choose an RA in your division that you would like to have a DCSNET connection and respond to this email with the 
RA name, address, and any specific demarc instructions you may have. We also need the names and phone numbers for 
two points of contact (one of which needs to be local to the RA). We can only build circuits to regular RAs, not covert 
offsites. You may choose an RA that already has a connection that you are currently paying for, but we cannot just take 
over payments; we will have to build a new circuit there. 

If you can get this info back to me by next Thursday, January 12, you can expect your circuits about 2 months after that. 

Please give me a call if you have any questions or concerns about this, 
thanks! 

UMCLASSIEIEn 

From: 
Sent: ih 6 
To: b7i--
Cc: 
Subject: 

[ ](H0) (FBI) 
Monday. December 15!̂ 2005 12:42 PM 

(OTD) (FBI) 
HO) (FBI) 

Another icon for CMP DCS 3000 

SENSITIVE BUT mifTi tifnirirp 
NON-RECORD b2 

b7E 

Would it be possible for vou to create another icon for a new FISA tgt^ 
same manner as we liowninarif i 
It would make life easier for our TS and the weekend tech duty agent. 

Iso we can download it in the 

Thanks, 
L7C 
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# # 
- , SB^ET 1 l'"l 
stFteo 

K OTD) (FBI) 

From: 1 |SD1 (FB\) 
Sent: l- 6 
To: b7c linjn) ^FRh 
Cc: lOTDI (FBI)J lOTD) (FBI) 
Subject: RE; ' 

lUil f tLAaglTlED 
NON-RECORD ' 

Thanks for following up. Th e patch seenns to be working great and the addition of the connectivity indicato • is very helpful. 

—Original Message— 
From: | JTD) (FBI) 
Sent: 1 UyjJUJV, JMi 

Y,o •̂ <'= 1 n . , . ISCWFBIVl hFUFBDil ISDUFBDl flP) 
fcb Subject: 

|(AT) CCON);| JA) (F^I) 

b7E muGLAoaiPieD 
NON-RECORD 

Good Morning - Wantec i to check with you to see how the DCS 3000 patch was working with thej JAre you still 
getting the out of stack errors or locKing up? I hanks tor the i n t o . . r " | ' 

i i i i i r i ftmiPirD 

iiMri ftTsinrn 

1 OTD) (FBI) 

From: 1 hlD) fCON^ 
Sent: Mondav NovfirnhprPI ?nnF,9a7PM 
To: 
Cc: [ UIU)(I-BI); I |rOTD)(FBI) 
Subject: l-Vy:| fresenfation on 12/5/2665, on TTA abilities 

h 1F. 
NON-RECORD J ! 

1 1 have you d esignated anyone from SBIT yet? 

1 1 
ITD/ESTS/nCTlJ 
7031 1 

Original Message— 
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JULr • SEUJtT 
From; 1 Ir 3TD) (FBI) 
Sent: Monday, November 21,2005 2:34 PM ' . _ 
To: l(o-ro) (CON) - -
Subject: FVi Presentat Jon on 12/5/2005, on TTA abilities ' " '^'^ 

t.ic 
iiriiri.Ann ifie D- b'??: 

NON-REC ORE ) 

1 1 
nyc )u do the submis sions? 

1 1 
—Original 

From: I, 3TD)(FBI) 
Sent: Monday. Novembe -21,2005 2:26 PM 1' 
To: 1 l( DTD) (FBI) M , ..- ^'•^-
Cc: f ^ |(OTD)(FBI)J tOTD)(FBI);| |(OTD) (FBI);! lOTD) h'!C 

Subject: 
(CQ&U , 
RE[ fesentat 

' ' ' ' t ' / E 
on on 12/5/2005, on TTA abilities 

ine 13 
NON-REC 

1 

ORE ) 

Someone 1 fronr )roup will be attending also. All of the names should be submitted together. 

Ori ginal MoccanA 

From: 1 Ir OTD) (FBI) hz 
Sent: r 21, 2005 1:40 PM lb 6 
To* 1 1 
Cc: 1 bTD)(CON); (OTD) (FBI) K V T . 
Subject t: rah on l2/5/200b, on 1 lAaBilities 

NON-( 

1 
%EC 

1 
ORD 

L ^ schedule stands toda^ |ias volunteered to represent the DCS-5000 team. 1 do not think any one will 
be join ing him. 

p\e, 3se forward the i iformation asked bi |o him before the 30th. Also, advise if additional assistance 
' l§tt66 fed. Thanks. 

1 1 b e 

- O r ainal Messaae— 
Fr am: 1 l ( OTD) (FBI) 
Se nt: Wednesday. Nover 
To 1 1 arm fmvl h m i (F^nl IroTD) (FBI): 1 IfOTD) (FBI): 

' 1 
Cc : 1 biD) (CON) 
Su bjec l-m\ jVesenb !ion on 12/5/2005, on TTA abilities 

UJ tfCfc rtSSiRED 
N( DN-I RECORD b2 

He ;llo( 3uys, 
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A • 

S^ET 
This brief/EXPO which is requested by Counter-Terrorism is being pushed by the front office. 

1 believe the DCS-5000, Portable Redwolf and the DCS-3000 platform is what the division is interested in. 

Please advise and us^ ^s our point of contact. 

r 
hk 

1 
P.sl 1 let's put this on the agenda for Monday! 

K_. : C 
—Oriqinal Message— 

From: 1 tOTDUFBH 
Sent: Tuesday. November 15. 2005 1:36 PM 
To: 1 " " l ) T D ) (FBI) 
suDjectr presentation on lii'iiiuu^, on 11A apiiities 

UNLLAbyiFlhu" f^2 
NON-RECORD • ' 

Afternoor~_]here is the follow-up on our brief conversation this morning. As ts stands right now OTD is 
b S scheduled to make a presentation like the one made to/at PBIHU in May of thi s year. If you could send me the 
ib7C name(s) of TICTU personnel that will be handlina the TICTU table, I'll need th« sir Name, DOB, SSAN, and Status 

(Agent v Support) by 11/30/2005.1 IRfiriirltv likp.c; to know who is carrying a gun in the bidg. Here is a simple 
set of driving instructions from Quantico to th| Isidg: 

i:o2 

Hopefully, 1 haven't missed any major item, if 1 did drop me a line. Tha nks 

TtN(7i f i i i i n r n 

\M fitiflSSlFIED 

WtiCAb s s i P i P n 

cmet^ >ftaiEJE£ • 

UNOfĉ  ES&lhlbD 

221 

SE^T 



JP/̂ ^ • 
StmET 

1 lOTD) (FBI) 

From: 1 |(AN} (FBI) 
^^^•:f?iT}^^^H3s^^^^^^VHIi1l1^*F:VAl^hW:]til«Td*nn*i*iVil*lC|;jA^^H 

To: b^c 1 |(OTD)(FBI)J KOTD) (FBI) 
Subject: RE: New DCS 3000 machine ^ 

NON-RECORD 

1 jthe 2 boxes arrived today. Thanks! 

1 |l am considering switching from our old DCS-3000 computer to the new one with vour teleohoni c heJD startinq at 
4:30 am Ancnorage time (b:30 am your time) on I uesday morning, 11/22. This would give us about 2-3 hours before our 
pen register and Title Hi targets begin using their phones. Would this tim e work for you? 

JhanKft , 
1 I Anchorage 

—Original Message— ''•- ' 
From: 1 ImTDI (FBI) 

Sent: , WfidnfiiidflY. NOYfilTlhflr 16- 2005 6:24 AM 
To: 1 |rAN> fFSn 
Subject: New DCS 3000 maclnine 

TJIILLASSII ILUi. • 

NON-RECORD 

1 1 sent you a new DCS 3000 tower workstation today. It should have a flat screen monitor, an edgeport for your 
modem connections, and a new 16 port switch for your DCS 3000 neb i/vork. Let me know when you want to hook the 
new system up. We probably need to have both systems running at ti le same time to transfer data f rom the old 
machine to the new one. 

Thanks... 

1 1 , S-., 
I IKir i ACQICICn 
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S^|T 

1 \ (OTD) 1 FBI) 

From : 1 rOTD) (FBI) 
Sent ib6 Tuesda v. November 15. 200fi m n4..AM.. 
To: b^C 1 JfOTDUFBH:! j /OTDUFBH 
Subj« iCt FWiCt-

NON 

1 

-RE .CORD 

1 

1 
Look! silk e an oper; ational issue. b 6 

1 
0 riq nsl Messa a^;—-

From \ rcG^ rPBn 
Sent : T i jesday, No vember 15, 2005 9:01 AM 
To: j |(OTD) (FBI) 
SuUp ar t : K t : u i i L jgu imw [Aiilding 

u*4a -A^ iSIFIED 
NON- RE C O R O — 

b e 

I'm in N\ ' this week so maybe you a 
1 1 b ' /C 

ncj Icould talk about this a little more. Basical ly|_~j is supplying new 
works >tat ons for all of the Red Wolf and VB work stations, we are not moving the old ones. By workstations, 1 mean a 
comp ute r table/des k to set the clien t terminals on and for a LS or Agent to work at. It would be nice to have two additional, 
mate! nine } work Stat ons per T-3 roor n to set the DCS3000 clients on.l Ihad not planned to purchase these. 1 was 
inquir ing on the avc ailability of budge t for buying new ones to match 1 r e w ones.l Dould tell you the cost. If this is 
notai 101 3tion, wew fill probably have to select the best ones from Clark Street to move. It would be much more desirable to 
have uni ts that mat cq Ifor fit at id function if there is a way to pay for them. 

I'll try t 0 ( :heck e-m ail as 1 can, let m e know what you think. 

Than ̂ ^. 

Sine en -Jy, 

lb 6 

Chic ^ag 'o Divisii m 

b 7 C 

312 }fEce 

312 -eU 

—( Driainal Me issaae 
F ror "=l . |(OTD) (FBI) 
S enl t: Monday, November 14, 2 005 10:57 AM 
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To: 
Cc: 

5ERE T 
CG) (FBI) 
(OTD)(CON) ,:,,, 

Subject: FW: Chicago new building (̂ 7, 

NON-RECORD 

Our plan is (was ?) that you will be moving your existing DCS-3000 workstations to the new site. Is this incorrect? 

—Original Message—-- !''''^ 
From! I (OTD) (CON) '^ '' 
Sent: Monday. November 14, 2005 8:19 AM 
To j I (OTD) (FBI) 
Subject: FW: Chicago new building 

UMCLACeiRED 
NON-RECORD 

b6 

Any idea on whom this request/inquiry should be forward to? 
nrifiinal Mp<;saQe—--

From! I(CG) (FBI) 
Sent: Thursday. November 10, 2005 1:53 PM 
Tol ~I^OTD^ fCQN^ 
Ccl TG^ (FBI)! I (OTD)(CON) 
Subject: Chicago new building 

UNI I A'JfjiiihLI ,.. 
NON-RECORD 

he 
lb7C 

wparp makinn r>Mr plans to move into our new Chicago Office in April of 2006. I have been working with! 1 
I broup't and they are supplying workstations for our Voice Box and Red Wolf client terminals in our T-3 
rooms. The "workstations" are basically a 48" wide work table with shelf for the VB or Red Wolf client computer to sit 
on so an Agent or LS can sit and monitor the T-3 or FISA. They tell me that they have not planned to supply 
workstations for DCS3000 terminals. Every T-3 room in Chicago has two DCS3000 terminals for live pen monitoring 
and cell site information. Does your group have a facilities person or budget to supply workstations to support the 
DCS3000 terminals? Can you recommend someone from your group that would be the appropriate contact person for 
me? 
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S™|T ^ 
Sine erely, /x 

1 .. 
dhic aso Divisi on fc •' C-

312 ifGce 
312 -ell 

«« IIMAI-:A5AII IITD 

JISSIFIED 

UNe4: rtSSTFIlD 

UN( Saw M H E Q ^ 

um IL-SS! SlhlETD 

~ | ( O T D ) (FBI) 

Fro m: 1 JfMM) (CON) 
Sen t: 't -tuiidiY. NayerabfiLOS. 2005 8; 17 AM 
To- i 1 InTnwFRH 
Cc: 1 LMMHEBi);! IMM)(FBI); | 1 

(MM) (imNkl \\J^\ (CON) 
Sub ject: Rack, Cabinet, and UPS for DCS3000 Servers 

W « 5LAS! SIFIED • 
NOI M-REC :ORD 

lb S 
fc7C 

Tha nksfo r your assist ance with the various DCS3000 issues. You mentioned you could probably provide us a half-rack? 
Will it bee )pen or close 5d in cabinet? The UPS would be great too. Do we need to put in a formal RMS? Let us know 
whe n you want the the second new server (to replace tne oia server] crouaht online. 

AIsc 
disc usST 

hnentione 
ISter. Thani< 

d some unusual (and different) behavior with the new client machine. We will reach out to you to 
.s. 

fcrs •o rm SflFinoiogy M anagement Unit (ETMU) 
Elec .tronic Surveillance } Technology Section (ESTS) 
Ope ration al Technoloc )y Division (OTD) 
303 
95̂ 1 

iDesk) 
fcein bG 

fc/C- 225 

SE^T 



sS^ 
30d fFax) 

lb 2 

^ - ^ 

ufr M-ACBinrp 

1 )0TD) (FBI) 

Fro m: 1 KAL) (FBI) 
Set I t : ^M»UUh\Wil»\V^itU'!^A*TiK.*]f]iViSSSE^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^m 
To: ^(OTD)(FBI) 
Cc: 1 pTDTfFBn 
Sui >ject: RE: BC§-5ii66 

NO 
n ^fitinrn 
N-RECORD - * 

h c 

1 
1 've been advised that 1 he CT State Police were already aware of the location of the target without our info. Another 

cas e of not being kept in t lie loop. Despite this, 1 still fell that TICTU's response was timely and very helpful, as always. 
The 

r 
nks again. 

"1 1 1 
Orioina! Messaoe-

From: 1 lOTDI (FRT) 

Sept; Friday. Nwemt !gr04, 2005 5:09 PM 
TO ~JAL) (FBI) 
Ccl DT DHFBI) ^^., 
Subject: RE: DCS-30 30 fee 

NON-RECORD 

[ 
=1 e have to write i ip weekly accomplishments for the Director's report and feed back like this is greatly 
appreciated. If you ha ve 
any more details that \ /ve could put in our write up about how we may have helped that would be awesome. 1 
unfortunately am on 
leave Monday, so if yc u could ccl Ion any response he is going to write it up. Tuesday is our 
deadline on 
getting something in f( 3r the report. 1 know you're busy so anything is helpful. 

Thanks, 
)h6 
.b7C 

SBIT/TICTU 

Original Messc 3ge 
From:r Z : 3 fAL) ̂ FBn 
Sent: Wednesday . November 02, 2005 1:01 PM 
ToJ ^ J f O T D U F B n 
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i Ccl 
Subject: DCS-3000 

](OTD) (FBI)J ̂
L 

] (AL)(FBI) ; [ ] A L ) (FBI) 

-UliJbLAUJIFTEP 
NON-RECORD 

IZZI 
Thank you and great job. The guy they picked up in CT through info provided by the DCS-3000 system is the 

suspect in a double homicide which occurred in northern VT a couple of days ago. You helped save a lot of 
agencies a lot of money and man-hours and, most importantly, you helped take a bad guy off the street. Thanks 
again. 

Aib< any Division 
bi t vork 
51£ :ell 
51£ ax 

h:: 
he 
fcvc 

uTTcLALiail ILLIL. 

[ 1°TD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

PTD) (FBI) 
Wednesday. November 02, 2005 5:57 PM 

yOTD) (FBI);I_; 
](OTD) (Fbl) 

lOTD) (FBI) 

HI esting aTERF 

SENSITIVE BUT iiriiri flininrn 
NON-RECORD 

I'll bring up to your lab on Tuesday, November 15th 2005. 

^hone that I would like to get up on the "pen". Below is the information on thej 

Name on Account: Engineering Research Facility 

b. : 
b6 
b 7 c 
b7E 

3EI7R&" J 
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bG 

S^I^ET 

We'll probably setup inl 

• did. 

|ffice since it's near the window, and have to have someone watching the pen in yojuJah 
\ [needs a demonstration of the van integration 
iflia inisrti " 

This should take approximately till lunch time. Afterwards 
I IThev're build inn something for us that shofllfl iniSWace with the 
I'm hopmg to get \ [there to demonstrate it. I was also hoping that they 

you 
oil 

I |3utput of the DCS3000 machines, 
'couiasee some of the backtracker stuff 

SENSITIVE BUT UNULASblUbD fcvc 
b^E 

1 (QTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

I A U (FBI) 
WprinP^rlav Mnx/Pmhpr n? 2005 1:01 PM I 
DCS-3000 

. , ^(OTD) 

3(SW(FBl)j; 
(FBI) 

] (AL) (FBI);[ } A L ) (FBI) 

UNLLAAJIWCD 
NON-RECORD 

Thank you and great job. The guy they picked up in CT through info provided by the DCS-3000 system is the suspect 
in a double homicide which occurred in northern VT a'couple of days ago. You helped save a lot of agencies a lot of 
money and man-hours and, most importantly, you helped take a bad guy off the street. Thanks again. 

Alba nv Divisio T 

518 work 
518 :ell 
518 fax 

uncLAOoincD 

1. (OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

JOTD) (FBI) 
Tuesdav. November 01. p005 12:35 EM. 

OTD) (FBI! 
( U i u i t m i i 

] (OTD) (FBl i ; 

JTD)(FBI);[ 
JFBTj 
FW: ET Telephone Interviews 

ho 

} 0 T D ) (FBI)£ ]OTD) 

SENSITIVE BUT I IMr i A S S i r i m 
NON-RECORD 

Gentlemen, 
I contacted! pnd he advised he is available for a telephone interview from 13:30 -16:30. He provided the 

following contact numoers: 70:^ |& 703 Thanks for getting these interviews done on short notice. 
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S E p ^ 

QriQinal Messaoe-
](OTD) (FBI) 

Sent; Monday, October 31, 2005 3:29 PM. 

l(OmiEEl£. 5̂ 
Sumi 

553rF 
lorbWFBI),f 

• Telephone Intervfe W5-

- _ l ( O I D U F B n ; l J l 
]6TD) (FBI); I ^OTl 

(OTD) (FBI) 
D) (FBI) 

SENSITIVE p' "^ • " "^ ' " ^ ' ' i i r i r r 
NON-RECORD 

Gentlemen, _ _ 
Due to the short deadline (Thursday), I have askecj |to put together some questions and contact the below listed 

applicants for a telephone interview. I have already spoI<e with two of them to secure a time-frame when they can be 
interviewed tomorrow. In speaking with Human Resources, any rjumJaeujillUf stions can be asked as long as everyone is 
asked the same questions We are to handle three of the below; 

FINAL APPLICANTS 

I roup will interview the rest. 

had TS-SCl clearance 
Jxpecting a call Tuesday 13:00 -16;00 (will be in all day and has interviewed with TRU); 

Texpecting a call Tuesday 07:00 -16:00 (preferably after 13:00); has S clearance 
[left message at residence (no answer at work; needs follow-up) 

JUb-iiuuu team to arrange a telephone interview (we are welcomed to participate) 
- DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) 
DCS-3000 team interviewed him this afternoon (a DCS-3000.team selection) 

SENSITIVE ni IT 1 fHpi I* Tf irtrr 

SENSITIVE BUT UW<iLrtJ>SII ILTT 
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S^ET 
](OTD)(FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

c ][OTD) (FBI) 
Monday. October 31. 2005 3:29 PM 
I ' l(OTD) (FBI);[ 
l U I U l (hpTT 

ET Telephone Interviews 

]OTD) (FBI);[ 

](0TD)(FB1);[ J(OTD) 

SENSITIVE BUTIIhiri ft'^iiglEn 
NON-RECORD 

h 

Gentlemen, ^_^ 
Due to the short deadline (Thursday), I have asked| |to put together some questions and contact the below listed 

applicants for a telephone interview. I have already sp3I<e with two of them to secure a time-frame when they can be 
interviewed tomorrow. In speaking with Human Resources, any number of questions can be asked as long as everyone is 
asked the same questions. We are to handle three of the belowj [group will interview the rest. 

FINAL APPLICANTS 

c 
had TS-SCI clearance 

]sxpecting a call Tuesday 13:00 -16:00 (will be in all day and has interviewed with TRU); 

IZZI 

1 expecting a call Tuesday 07:00 -16:00 (preferably after 13:00); has S clearance 

Jleft message at residence (no answer at work; needs follow-up) 
i|( JLb-JUUU team to arrange a tfelephone interview (we are welcomed to participate) 

- DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) 
)CS-3000 team interviewed him this afternoon (a DCS-3000 team selection) 

L7C 

SENSITIVE BUTUNCLASiillFlED 

• loTDUFBn 

From: 
Sent: 
To: 
Subject: 

UHeLMAill ILU 
NON-RECORD 

I I (HO) (FBI) 
Monday. October 24 .^05 4:20 PM 

uus juuu sei up 
J(OTD) (FBI) 

fcb 
fo7C 

b2 
h'iE 

In your copious free time and if you have it readily available could you send me some info re the protocal for setting up 
the various vendors in the DCS. I believe that onl^ Require information in the Case ID block 
when setting up a pen register. 

Additionally, can we provision our target on our DCS prior to the phone company provisioning it in their system without 
locking the system? 

We are trying to train the newbies and would like to have some correct cheat sheets for them to work off of. 
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S™ET ^ 
Th anks, 

r 

1 71 
^ 

cn ̂ LASSI =TFC > • 

|(OTC »(FBI) 

Fr om: 
f" 1 1 |(nTn) (FRi) 

Se snt: \-. - Mm rfav nr:tnhPr?4 pnnfi Rn4 AM 
Tc >: 1 tOTDUFBDj |(0TD){FB1) 
Si ibject: Rt: GALEA data fields (A few questions) 

-Wl i 
N( 3N-RECC »RD 

W II the con tent of the tw 0 War ra nt IDs the same (maybe truncated)? Are the times referenced to a time zone? And last 
wt-lat does t 16 C r_ <date or time> stand for? 

Ttl 
lb 6 
L7C 

Oric inal Messaae 
From:| [ OTD) (FBI) 
Sent: F rida\ /, Octotx ;r 2 1 , 20 05 5:16 PM 

ToJ ^JL^ TD) (FBI) 

Cct V OTD) (FBI) 
Subjed t : 0 VLEA dat 3 fields 

uneLA 
NON-R 

ssn 
EOT 

=IED 
RO 

h6 

• 

At tach ed is the GALEA data set fields that the D C ? puts out for upload to TA. There are at least 3 new fields in 
addition tot lis those in the a ttachmet, (i.e.l land MSC call number) that 
we are \ work ing on in tegratinc into the DCS 506(5. Take a look at it and see it they make sense. 

M U ilED 

b2 
b7E 

TJI retASSu ^ i_ 
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M. • SEra^T 
1 I lOTD\ (FBI) 

Fro m: ,, \ IfOTD^ fFBM 
Sen t: J. ' : Friday. October 21. 2005 5:18 PM 
To: • ' (nrn) (FRi) 
Sufc iject: RE: CALEA data fields 

NO M-RECORD 
?~ 

Ido n't think it's complete. Where's the ceil site info? 

~—Oriqina 1 Message— 
Froin:[_~ 1 (OTD) (FBI) 
Sent: Fride y, October 21, 2005 5:17 PM H pTD) (FBI) 
Subject: F W: CALEA data fields 

lElfD h(^ 
NON-REC( DRD bic 

Oriqina 1 Message— 
F r o m : ^ _ _ _ J n T D ) CFBT) 
Sent: Frida y, October 21, 2005 5:16 PM 
lo l KOIDXFbi) 
Crl \(n-m\ fFRi) 
Subject: C ALEA data fields 

liTNLLAJU fflBD-
NON-REC( 3RD 

n b 2 
Attac ̂ 1ed is the CALEA data set fields that the DCS puts out for upload to TA. There are at least 3 new fields in,̂  , p 

addition to this those in the attachmet. (i.^ ^ n d MSG rail number) that 
we are wor king on integrating into the DCS 3000. Take a look at it and see if they make sense. 

be 

->fnri fliti 

b7C 

IFIED 

232 

SE^T 



iFn 
SE^T 

uw 

/ 

1 |0 TD)(F Bl) 

Froi rn: , . I (OTD) (FBI) 
Sen t: fc'-- maevMi 
To: b : c l (OTD)fFBn;l . |OTD)(FBI) 
Sub ject: P W.661 5 Sflfifl Client fo| 1 ' 

NOt «J-RECORD 

h ! '-^ 

Fro 4"" " 1 [LA) (FE I) 
Sen t : Thursday, October 13, 2005 1] L:25 AM 
To: OTDI ( FBI) , , 
Sub j ec t : DCS 3C 00 Clien t f o 1 bb 

1 fo7C 

Wtt 
Nor 

1— 

iLAOOinCD 
J-RECORD 

1 arr 
CMF 

writing to re< 
3 

:|uest a [ )CS 3000 C lient fo| pA. It will be located approximately] feet fronn the| n 
Plea iseshipitdir< jctly tol ?Aat: b2 

FBI 
b7E 

Attn 
One 

1 
World Trade Center b e 

Suit 3 1500 hie 
Lon 1 Rfisinh r.A 90831 
662 

Wli« 3n it arrives 1 will rece ve ii inPM/s \ for inventory purposes. 
Tha nks for all vo ir holn 

1 |cell: 31C 1 

urn 

UNC 
ILASSIEIED 
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Mr • 
srag^T 

1 1(0 TD) (Fl 31) 

Fro m: r tSecDXCON) 
Set I t : h^^ J yednesd av Q^hhe^r V2 :>0(),S H hH AM 
To: b7 t IjSecDUFBHJ l(C TD) (FBI) 
Cc t mrO) (FBI);| t OTD) (FBI) 
Sul Dject: T .b: lask Force uperations 

5E 4SITIVE Bl 
NO N-RECORC ) 

All. 
Ci an we arran ge a meeting t( 3 see wh at 1 can do to assist with this request? 

Th^ mk vou. 

(ISSM) 
Qua ntico Comple X 

CIS * r.msiP iss uPSEC, MCSE 
(703 \ 1 he 
..."U ha, ifiiifiw. 01 rget out of the w ay." Thonr las Paine h'lC 

From:l h 5ecD) (Fl 31) 
Sent: Wee nesdav, Octob er 12, 2C »05 7:52 AM 
To! I f OTDUF 31) . 
Cci |OTD)( FBDCI lOTD) (FBI);| [secD)(CON) 
Subject: F \E: Task Force Operatic ns 

SENSITIV ^^^^ 
NON-REC 

1 

ORD 

1 
I 'm nc ) longer the ISSM for Quan t i co . The i n t e r i m ISSM is a n d I've cc'ed h i m 

o n t h i s 1 Tiessage. S o r ry fc >r the delay as I've been o u t s ick for Lwo wet ks . 

CSO, Qua ntico Comoiex fc6 

ERF (703) b7C, 

Or iainal Messaae 
From: 1 |c )TD) (FBI) 
Sent: Thursday. Seo tember 2 9, 2005 5:34 PM 

Tor i ;SecD) (f ̂ Bn 
C c : ^ 1* ro) (FBI) ;l I (OTD) (FBI) 
Subje ct: Task Force Operatic ns 

SENSl TIVPRI ITyy i sussu 'JSSX 
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# # S™FT 
NON-RECORD r \ 

The FBI is invo Ived with many Task Force operations which are in need of our assi 
it 

stance in performing i j ^ ' E 

GALEA pen register a request from the 
k^(- Denver Field Office tn si ippnrt thJ l/ith ni ir n n S ^OOCi < system. The Task 
h "' ^ Force site has a larc •mation. It has 

' Trilogy access but tl id tey is locked away when FBI personnel are not prese nt SSyai 1 
1 |and 1 visited the sue laSl Week and would like to talk to you about what we can dc to support 
insir operations. Pl< sase let me know if there is a time that we can talk to you about this situation. 
Thanks. 

SENSITIVE BUT-M """' *fifilFI'!f''' 

SENSr nVE BUT UHCLASa OElEJi. 

1 I, 3TD) (FBI) 

From: [ \SecD) (FB\} 
Sent: Wedneadav. Qctober.i', ^nnsTK? AM 
To: fcb |fOTD) (FBI) 
Cc: fc7C ,. ...J. |OTD)(FBn; |(OTD) (FBI) 

Subjec t: RE: Task Force Operations 

> t c i c n 

1 

NON-R .ECORD 

1 
I 'm no longer the 15 3SM for Quantico. The interim ISSM is | |an d I've cc'ed h i m o n 

this r nessage. Sor ry for the delay as I've been out sick for two weeks. 

CSO.C Juantico uomolex 
be 
b'7C 

ERF (7 031 1 

-Oriainal Messaae— 
Frc inl ^ O T D l (FBI) 
Sei nt : Thiir<;rlav. Spntpn iber 29, 2005 5:34 PM 
To |(Se cD) (FBI) 
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file:///SecD


Cc:[ ]{OTD) (FBI); C 
?SeET 

Subject: Task Force Operations 
](OTD) (FBI) 

he 
b7; 

SENSITIVE BUTTl 
NON-RECORD 

The FBI is inv( Dived with many Task Force operations which are in need of our assistance in performing 1 -
GALEA pen registe rs anri r.Pll phnpfil functinns We havft rftnently had a request from the b7E 
Denver Field Office tosuoDortth^ Iwith our DCS 3000 system. The Task 
Force site has a lar ge FBI agent presence and is rated for closed .striraqe nf Secret information It has 
Triloqy access but t he| Key is locked away when FBI personnel are not present. SSAj | 

i land 1 visited the site last week and would like to talk to you aoout wnat we can ao to support 
their operations. P ease let me know if there is a time that we can talk to you about this situation. 
Thanks. 

•be 
Ib'/C 

s 

SENSITIVE BUT U UacDTSSlFtBD 

1 ~|(OTD)(FBI) 

F rom: 1 |OTD)(CON) 
S ent: 1 hursdav. Uctober Ub '*^uuh iu:ba A M 
T o: 1 lOTDHFBhl IrOTDUFBIVl lOTD^ 

TFRiy-l [OTDWFBIVI JfOTDUFBH: 
1 lOTDUCONl lOTDUFBH:! 1 
) l/(5TD)(FBll |fOTD)(FBnJ I^OTDWFBIV 
{ |(OID){?-BI):l pOTDWFBl); |(OTD) 
' l l -Bn: l l J m u i - B I ) ; | >01D)( f f l l ) 

S ubject: Spend Code Descriptions 

F oilow Up Flag: Follow up 
0 ue By: Wednesday, October 12, 2005 12:00 AM 
F lag Status: Flagged 

U ttetstssiFiEir 
N ON-RECORD 

I n reviewing the Spend Plan's descriptions with| | it has been determined that Fy06 will bring about several 
changes that may not be ref lected in the current wri te up. I n order to realign the mission goals/objectives, please 
review the current wri te ups to ensure that i t is aligned with Fy06 tasks. ,̂  

Ex: SBIT should include TMD , DCS-NET, Outreach Conferences, DCS3000 Upgrades. 
b7C 
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S™ET 
I f these items align with major tasks for FT06, consider including them in the write-up. 

These adjustments will provide a more accurate account in our Spend Plan and will be used irl 
the Ab and in my quarterly submission to SRU. 

Unit brief to 

I f you should have any questions or concerns, please see me or 

] 
TICTLi. 
703 

} J 6 

:b7( 

UHICLAJAIPtgP 

1(0TD) (FBI) 

From: 
Sent: 
To: 

Subject: 

V^lit^tFcVMSt^'W^iiltn 
JOTD) (FBI) 

r21,2005 8ja^M. 
JOTD) (FBI)i 

(UIU)(I-UI) 
FW: Springfield Division Office Move 

](OTD) (FBlf 

um, hMi'iiFiFir 
NON-RECORD 

Info for the Springfield move. 

b o 
b7C 

QrJQinal Messaoe-
Fromi ](SI) (CON) 
Sent: Tuesday, September 20, 2005 11:17 AM 
Toj I (OTD) (FBI) 
Subject: Kb: bprmgrield Division Office Move 

UMCLAOOinCD 
NON-RECORD 

Thanks for getting the new circuit in. Re your other questions, 

1. We are still scheduled for October 3. 
2. The only DCS equipment I wouldn't mind help with is the DCS5000. I have ordered lines in St Louis and will be 
transferring my FISAs there temporarily so that we don't lose any data, so there is not a big hurry to get my system 
running, and we can physically move the system there, but I wouldn't mind having Raytheon get the stuff running again. 
But this can happen later in October, when things aren't as hectic, as St Louis will be collecting. * 

3. I don't know whether or not the T1 cable has been run already. AQC was out but I don't know what all they did. Is it 
any big deal running the cable? If not we can do it. 
4. I would love to have rack-mounted DCS3000 if that works out. 
5. Our new office is about 4 miles from the old office. 

he 

Thanks Also, FYI, I won't be here during the move 

ITT 
3/30-10/10; BAE annual conference 10/12-18) so if b ' / K 

sgefei 



SSET 
1 ^ comes out it proba biy shoi jid be after that. 

-Original Mes sage— 
Fn smJ | ( 0 T [ 5) (FBI) 
Se nt: ' i i iui i ,udy, •septem IDSrlS, 2005 3:33 PM 
To } kSI) fCONJ 
Cc ' 1 (OTD)( FBn;| irsiUFBn 
Su bject: RE: Sp ringfield Divisio T Office Move 

lb 6 

•Uf 4[1LAS51I IITD 
^^ 

f--;7l'.' 

NC >N-RECORD 

He y | 1 

Yo 
cin 

ur circuit at th( 
:uit IDs: 

3 new bi jilding is i in. 1 Itells me it was installed to the 2nd floor phone room in slot 5. Here are the 

•' :b2 
b 7 E 

Go t a fewquesti( Dns for y ou: 
Are ; yall still on sc :hedule to move on Oct. 3? Will you need help moving the DCS equipment? Will you need any help 
rur ining the T1 c. able to t l e equip )ment room? Will you need rack mounted equipment for the new space? About how 
far away is the n( 2w office J? 

Pl€ »ase let us knc )w how \ ve can 1 lelp. 

the nks! 

1 1 b 7 C 

Original Message 
From:! ZJLSl) (CON) 
Sent: Tuesd ay, Aug ust 16 , : ?005 2:03 PM 
To:| 1(01 D) (FBI) 
Subject: Sp ringfield Divisior 1 Office Move 

NON-RECO RD 

b6 Just to let yo u know. we now have a supposedly firm date for our office move, 10/3/05. 1 think that we will probably 
fo-'c need dual ci rcuits fo • a while , keeping our circuit up here until we are online in the new building. The new building 

address is 9 DO Linto n Ave., i Springfield, IL, 62703. 

If there's anv other ir ifo 1 nee d to get, please let me know. 

Thanka 

238 



DCS 5P - Sorina field division 
217 Desl<) 
217 Fax) 
217 Cell) 

3™^1 

b6 

,Uli|(»LA3iff1gD 

bASSiriEP 

UKCLAO 

1 1 ^ f* 1 ft f* 

d(H€0 

cic|Fn 

1 " | ( O T D ) ( F B I ) 

From: (OTD) (FBI) 
Sent: ^Mani^mBSfdiMdiiUT^ifliinwdKi. 5 10:46 AM 
To: .bt5 1 IrOTDWF Bl) 
Cc: b'/C 1 |(OTD) (FBI) 

VMri A*i SIFIED 
NON-RE( ::oRD 

As you know, the DCS-3000 system is used by all 56 field offices for collection of all CALEA-based pen-register/trap-trace 
intercepts for both criminal and national security investigations. At the end of CY2004, SBIT added a feature to the DCS-
3000 system that allows us to collect specific performance metrics from each field office's DCS-3000 system. These 
metrics include the number of current intercepts, the intercept types (i.e. Title-50), and the telecom providers. We 
periodically query each DCS-3000 system for this information and populate a metrics database to help us generate 
statistics and forecasts. Here are the numbers for 2005: 

lb2 

This budget analysis shows the direct annual cost of the DCS-3000 system (software and caoitaiiiacdiuaceJ F 
For CY2005, the cost per intercept (cost per line) for the DCS-3000 system is estimated to be ' 
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S^ET b 7 E 

The goal of SBIT is to meet and exceed the expectations of our field office customers To date I think we have 
accomplished this goal with remarkable efficiencii I 

I The members of SBIT are proud of our accompiisnments ana reputation, and we nope to continue to ao 
gooa work on behalf of TICTU. 

be 

UHOLAOOirWP-

](OTD) (FBI) 

From: 
Sent: 
To: b6 
Subject: b7 

I I (SF) (FBI) 

Saw Cjpntpmhpr 1? 2005 2:17 PM 
|[OTD) (FBI) 

nssron ^ 

UMCLASSIHCa. 
NON-RECORD 

Somehow one the aoents here obtained a court ordered pen register witrf Ifnr J laccount with iust the 

]has however J 
provisioned it for the pen and I but needless to sav the DCS300Q isn't collectino anything. Is it possible to collect ^^-'"• ^ 
based on an IMSI, or does the DCS need a ten digit phone number. It is currently in the Northern Calif, market with 
surveillance ID'S and passwords available for Southern Calif, and the Arizona market! has provided three separate 
surveillance id's and passwords for these markets. I don't know is the phone is being used outside of these three markets, 
which may explain why we haven't collected anything. The agent also has two otheif ^lines set up in the same 
markets. They are collecting in Northern Calif., because I have them entered in Norrnern ualif. If they stop collecting, I 
was going to enter the other surveillance ID and password for the the Southern Calif, market; see if it collected and 
change it to the Arizona market if Southern Calif, didn't collect. Am I going in the right direction with this? Any guidance 
will be appreciated Thanks| | 

'"'"" ftfinr'^*^ 
he 
t 7 C 
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sSJ^ET 
l oTD) (FBI) 

From; 
Sent: 
To: 
Cc: 
Subject: 

Importance: 

c ](OTD) (FBI) 
Thursdav, August 25. 2QQ5 9:25 AM 

I . "^"Tn^ (FBI) 
JOTD) (FBI) 

FW: Continued FISA troubles 

High 

( 
SECRET 

S) 
RECORC , • ' b l 

b 2 

Is there anything that can be done to resolve these issues with! I What do I need to do in order to get a resolution. 
Do you believe the issue is| f-ine Issues, or DCS-5000? 

thnx, 

^^==orhlnal Message 
Fromi VKa (OGA) 
g a « f WoHnocH:.w Aiin. .ch?A 2 0 0 5 7 : 0 8 PM 

TnJ Wn (FBD 
Ccl JfOTD^ (FBI)j 

be 
b7r 

Subject: Continued FISA troubles 

(S) 

3(KC)(FBI);[ JKC) (OGA) 

SECRET 
RECORI 

fcl 

b;; 
b7E 

We're going to need to bypass the latchbox on the primary! I line. The packet I left for you yesterday (23 August) 
details call activity and line troubles for the past 10 days. ^"~~~~^ past 10 days 

The new problems incurred by the stopgap measure are outweighing those it was designed to overcome. 

Respectfully, 

1 1 be 
Kan ias City Divi sion fo7C 
Wicl-lira, Kansas RA 
FBIi TT-rc 
(316 Desk) 
(316; "ax) 
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S™(^T ^ 

DERIVED TRomroaW JRI rhrriftcation Guide G-3. dated 1/97. Foreian Cniintflrlntnllin»nae liiiBJlll^JUUIIi^ 
DECLAS! SIFICATIQhLE 
SECRET 

DERIVED "FROM: S-3 F 'Bl LMt»blfii.iiti»ii Ciiiiflp a T dafpHJ|«t7i Fn>ei<n Ouuiileilimilliqence invesiiqations 

SECRET 

1 "l(OTD)(FBI) 

Subject: COOP meeting 
Location Main Conference Room, ERF 

Start: Thu 9/8/2005 2:00 PM 
End: Thu 9/8/2005 5:00 PM : '̂; ,̂ 
Show Tir ne As: Tentative 

Recurrer ce: (none) 

Meeting Status: Not yet responded 

Required Attendees: 1 llTDWFBnl llTDUFBI);! 1 
1 larunVBH:! —lOTnuFRni rho) 
im] lOTD) (FBI);|^ |(01PP){FBi) 

Meet witf' re Continuity of Operations (COOP) Plans for: 
DCSNET 
DCS-300 0 \--,a 
DCS-500 0 h7C 
DCS-600 D 

1 ~JiOTD) (FBI) 

From: 1 |OTD) fFBI^ 
Sent: lb 6 Wednesday August 03 2005 1:47 PM 
To: b^C l-Li, ^ ^ ^ P . . , , |OTD)(FBn 
Subject: FW: COOP Information Requested for OTD Systems - Complete by 8/4/2005 

Importan ce: High 

1 ̂ 
2.WPD (: !OKB) 

i i t i f i n CQICICQ 

NON-RE( :;oRD 

be 

1 1 fc7C 

The 3000 is cited on this 5 message... 
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SWET V> '•' ^ W ^ ' 

I 1 
Origir lal Messaqe-

From:|_ 1 (OTD) (FBI) 
Sent: Fri day, July 29, 2005 4:07 PM 
To:l IfOTP) (FBl)i n(OTD) (FBI);| KUD) (FBI); | | 
flTD^ (FB TVl bTOUjILljrill l(Sec[5)/l-lil' 
Cc:| UlTDUFBIVl 1 fOTD) fFBD:! JfOTD^ fFBll | 

^ (OTD)(C( 3N)J bTD) (CON)J |DTD)(CON)J | 
(OTD) (Fl 31) 
Subject: COOP Infornr lation Requested for OTD S >ystems - Complete by 8/4/2005 
Importa nee: High 

UWCLflS sn-ibi3 , 
NON-RE( CORD b 6 

Ib/C 

1 1 
Your hav< i systems (EC )MS, DCS systems, CART SAN, DITU systems) that may be designated as "Mission Critical". OTD 
System ^ lanagers are requested to provide infornr ation about the Continuity Of Operations Plans (COOP) for systems 
designate d as mission critical. As noted in the att< ached EC, information is to be entered at the following FBI Intranet 
website b y 8/5/2005. 

v.'-

1 
If your sy stem is missic 

1 
n critical, please provide m e with the system name and a copy of your COOP plan and an email 

response to indicate th at you have provided the re quested information to the website. If your system is not considered 
critical let me know tha t also. 

1 1 
You may have a list of OTD systems that are dsig nated "Mission Critical" and have or should have COOP plans. Please 
provide th is list to me s 0 that the PMO can make s >ure all appropriate system managers provide the requested info. 

PMO will prepare an E( Z indicating OTD's complia nee to the OCIO's request. 

b2 

bLbllK M3 ragsTORrrecnr M^y UM 
-b6 
b7C 

Electronic S flology Section OTD 
Phone: 703 
Pager: 88J 
Cell: 202 
Fax: 703 

Origi nal Message-
From: CL JFFORD, MIC HAEL (OTD) (FBI) 
Sent: Fri day, July 29, -2005 2:49 PM 
Tort _ JtOTD) (FBI) 
Cc:| JITD) (FBI); DICLEMENTE :, ANTHONY P. (OTD) (FBI);[ 1 (OTD) (FBI); THOMAS, 
MARCUS L (OIL)) (mi 7 Subject: FW: ACTION download 
Importa nee: High b6 

hie 

SEb^T 
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sP^T ^ 
1 PTD ) (FBI) 

Fro mi 1 f^TH) (CON) 
Sen 4 . '<"• b T l IQg d a » AiiniiQtn-7 OnPH^ l O ' l ? A M 

To: b7C |(OTD) (FBI) 
Sub ject: FW: U(JS3000 Training in SF 

SEh JSITIVE BUT UJiJULAiiSTTTEE D 
NOI ̂ -RECORD 

tag. .. you're it! 
6 lb 6 

Original Mess age 

b7C 

Fro md ; ^ ( O T D ) ( C O N ) 
Sen t : Monday, A ugust 01 , 2005 j 1:15 PM 
Tc( \( DTD) CCON) 
Cc: 1 KSF) (C ON)J l(OTD) (FBI)j (OTD) (FBI) 
Sub 

SEK 

ject: DCS30C 

ISITIVE BUT 

iO Training in SF 

) 

NOr 4-RECORD 

he 
b7C 

"1 
1 rec eived a mess age from one of our managers in the field regardingf [expressing an interest in hosting a future 
DCS 33000 class ir 1 the San Franci SCO area. Vvnat wouia oe tne next step in maKing tnis nappen IT it is a possiDilityv 

Tha nks 

1 |BAE Systems 

ELi BUR Techn ology Manag< sment Unit(ETMU) Jĵ c 

Ele ctronic Sun i/eillance Tecf inology Section (ESTS) 

lnv( BStigative T echnology Di vision (ITD) 

54( (Desk) 

54( (Fax) 
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SENSITIVE BUT UHiCUADOineP 
5^ET 

SE NSmVE BUT IJMCLff JSIRED 

(OTD) (FBI) 

Fr om: 1 li imr»(r.nt^) 
Se nt: IVlondav, Auqust 01, 2005 1:15 PM 
To • •. ^ 1 1 \riJD\ fCON1 
Cc . b7C ISF) (CON)| [ 

1 J(OTD) (FBI) " ' 
Su bject: DCS3G00 Training in SF 

SE •NSITIVE BUT UNCOC SSlFIfeD 
N( >N-RECORD 

Hi 1 

JOTD) (FBI);[ 

lb 6 
bTC 

I received a message from one of our managers in the field regarding[ f xpressing an interest in hosting a future 
DCS3000 class in the San Francisco area. What would be the next step in making this happen if it is a possibility? 

Thanks 

] 
I B A E Systenns 

E L S U R Technology Management Unit(ETI\/IU) ^-

Electronic Surveillance Technology Section (ESTS) 

Investigative Technology Division (ITD) 

(Desk) 

(Fax) 

SENSITIVE BUT UNOLAOOinCD 
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1 l ( OTD) (FBI) 

From: 1 1 (ITD) (FBI) 
Sent: 
To: b h I r o T n u F B H , , 
Cc: iK-.'n l ^ n r n u F R i J l "Tn ) fFB i ) ; | 

r D ) ( F B n : l |ITD)(FBI);| fUTlf, L.: 
( I -H l l_ „ . J n i l i ) / ! - H I \ b7E 

Subject: RE:RMS101411-Oivr 1 

SENSITIVE : B U I UNLLAS! np iep 
NON-REC( DRD 

Ifthisl J connecting 2 1 DCS3000 units (and the write UP can be interpreted two waysl then it would be logical for the 
DCS3DDDT earn to provide it . In a brief conversation with| Yesterday, he was also of the opinion that this 
request she )uld have been ft jrwaraea to tne ut^s-^uuu team rirst. Again, we went ahead and purchased it on a credit cara, 
so this part cular request ha s been covered. 

;b6 

Ori ainal Messaae— 
F rom[ I^QTD^ (FBI) 
Sent : " rhursdav. July 2] L, 2005 7:25 AM 

ToC l l TDJfFBI) , , .,. 

pih i o T D U F B n l I fOTDUFSn: ! l lTDUFSn; 
J T I T D ] (FBI}! 1 lOJD) (FBI)I fOTD) (FBI) 

Subjec * : RE: RM5 1(51' 

b7E 

SENSI 
NON-R ECORD 

he 
hic 

AOOinCD 

1 realh / cou ldn ' t say if th is wi l l b e c o m e a c o m m o n reques t or not . 1 can s e e w h e r e t he f ie ld m a y 
w a n t i his capabi l i ty . but f r om a s y s t e m ( D C S 5000)pe rspec t i ve , w e a l ready prov ide l I sw i t ches 

w h i c h a l low t h e m to a c c e s s the var ious servers wi th in the D C S 5000 f r o m a s ing le point . A s fo r 
the ca pabi l i ty t o ace ,ess o the r s y s t e m s - par t icu lar ly U N C L A S sys tems , 1 w o u l d h a v e to cons ide r 

that a C M P issue. V Vhen t fonwarded the R M S to y o u , 1 w a s not r e c o m m e n d i n g tha t y o u p rov ide 
t h e e c ju ipment , but po in t ing ou t tha t it n e e d e d to be hand led in a t ime ly manne r . If t he e q u i p m e n t 
is no t go ing to be p 'ov ided , the si te needs to be a w a r e s o tha t they can insure that they a re in 
c o m p iance w i th se( :ur i ty requ i remen ts . 

H o p e th is he lps d a rify th ings . 
Than ) ( 

1 1 >^-' 
(703) h';c 

-—Or •iqinal Message— 
F r o n t 'JYTD) (FBI) 

S e n t : ' ruesdav. Julv 19 . 2005 2:23 PM 

Top ~ ( O T D ) (FBI) 
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w 1 
Cc 

••\ 
bT oriFBtyA 1 (OTD) (FBI)| [ITD) (FBI); 

^ ibjec t f tFT 
KITDL 

FIMS 101411- 0M|_ 
fFBI) 

SE MSITIV EBUTMMn ft6«» 

b6 
b7C 

l«ED 
NO N-REC ORD b2 ' 1 

b7E 1 

We will ore ler this on behalf o f TICTU. Do you e) <pect this > to be a one time request or will there be 55 other 1 
req 
har 

uests fc 
Idled b) 

)| t This wo 
r TICTU 

uld seem to be a sy stem sp« jcific piece of equipment which would logically be 1 

Ca n we bL y this on your cred it card? Is is appro ximately $200. 1 

Or iqinal Messaqe-— 
From 1 1 (OTD) (FBI) 
Sent: Tuesday, July 19, 2005 7:51AM 
T o : r r FD) fFBD:| . ~f ITD} (C0N1 1 

!b 6 Cc:| lOMUFBni pM) (FRT)fl ^ IrOTD^ rPBnl 1 1 

1(0113) (I-B1)4_ rnx D)fCON):l |frrDUC0N1:l | 1 

li" D){CON)| OTD) (FBI);| |(OTD)(CON); 1 

1 l7bT[ JJILUN)' 
Subje XA: RMS 101411- ( ̂Ml 1 
Impo rtance: High 

SENS ITIVE BUT UNCLl WOlPfgD 
NON-RECORD 

hz 1 
:b7E 1 

1 1 
1 pas sed this RMS tc ) your group. 
This should be hand led as expeditio usiy as possible. 1 

b6 
h 1C 

RMS 101411-Omal-la Division is req uesting i ISwitch Viewj 1 1 

LJa fter reviewing a communication which 1 ndicated it is the onlv approved lo be 1 
used . ThiJ Iwil connect to both the FIf 5A and Criminal DCSSOOO's and will replace the 1 
exist ng [which is made by Belk n. Tha nkYoul 

(703; 

SENS 
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SKJ^T 

SENSITIVE BUT UI'ICLAOOiriED 

SENSITIVE BUT UNCLASSIFIED 

L 6 

SENSITIVE BUT UN CLASSIFIED 

1 l(OTD) (FBI) 

From: 1 l(OTD) (FBI) 
Sent: ^^^Hinin~KP:VMm(TKj,H«ii iu« II 1 • U ^ ^ ^ ^ ^ 

To: r lnTD\ rFRH 
Cc: J l(OTD){FBlJ loTD) (FBlf— 1 

^M ^ ^ ^ ^ lll»ll»:]n m H B ^ H ^ ^ ^ H 1̂1 y) I' m f J(0IL3) 
(hbll I IUIU (hBIJ 

Subject: RE; RMS 10141 l-OlV| | 

SENSITIVE BUT WW ICCTCSSIFTED 
NON-RECORD 

1 , „ 1 ... 

lb.''! 
b7E 

I really couldn't say if this will become a common request or not. I can see where the field may want 
this capability, but from a system (DCS 5000)perspective, we already providj"" Switches which 
allow them to access the various servers within the DCS 5000 from a single point. As for the 
capability to access other systems - particularly UNCLAS systems, I would have to consider that a 
CMP issue. When I forwarded the RMS to you, I was not recommending that you provide the 
equipment, but pointing out that it needed to be handled in a timely manner. If the equipment is not 
going to be provided, the site needs to be aware so that they can insure that they are in compliance 
with security requirements. 

he 
Hope this helps clarify things. hic 
Thanx 
1 1 
17U3J\ 

OrJQinal Message—-
Froml luD) (FBI) 
Sent: Tuesday, 'July T5, 2005 2:23 PM 
Tn-I Vn^^>^ rFRT-> 
Cci lOTD) (FBI)I 1 

1 inibirhBii 
Subject: RE: RMS 101411- ONJ | 

b7C 

SENSITIVE BUT U^f l ftSqiFIFP 
NON-RECORD 

](OTD) (FBl[ ](ITD) (FBI); 

249 



hS 
b7C 

Spî ET 
W 

We will ord 3r this on beha f of TICTU. Do you expect this to be a on e time request or will there be 55 other requests 
fo| 1 This would se< 5m to be a system specific piece of equipnr lent which would logically be handled by TICTU. 

Can we bu) t this on your c redit card? Is is approximately S200. 
bo 

•Ori :inal Messaae-
.b2 

Fro mj |(OTD) (FBI) 
Ser W. luesday, July 1 9, 2005 / :b l AM 
To 1 aiD)( l -Hnl |IIL)W> -nm 
<?f? Mom rFRTH 1(01 A){?BV\ lOTDUFBDl 1 

h TD^ fFBTVI rOID ICONil l/iTDWcomi 1 
1 , 1 DTD^CON) rOTD) (FBr );| |:OTD)(CON);| | 

1 lOTD) CCON] 
•-sm qsz ITRMS 10141: L-OMI 1 

Xmj pori tance: High 

SEI Msr FIVE BUT Wf« !tAsyn-iED 
NO N-R ECORD 

1 1 fc2 
b "1 ^ 

i p j ass ed this RMS to your group. 
Th s s hould be ha ndled as expeditiously as possible. 

t-6 RIV IS 101411 -Om aha Division is requesting a Switch Viewl 1 
fe7C ,aftf £U eviewing a c ommunication which indicated it is the only approveq |to be used. This 

1 ^ Irill connect 1 to both the FISA and Criminal DCS 3000's and will replace the existinq|~ 1 
wh 

1 

ich IS made by 

1 

Belkin. Thank You! 

1 
(TC 

)3) 
1 

SEI >4SI TIVEBUTWW T^l^s'ilFlF^ 

SENSI1 \Ni : BUT UHOLA' 9®IPtPff 

s lENSITIVE PI 

2S0 

SE^T 



SE)4ET 
1 

1 l(OTD) (FBI) 

From: , 1 riTD) (FBI) 
Sent: 'lUfeSdflv.Julviy.J005 2,23 PM 
1 O. 

Cc: ':-̂ -̂ I rnrnuFRnl , 1 
1 |ITD)(FBil , , ITD) (FBI) 

Subject: ' Kb:RMy'lOU11-dl7l| 1 
b2 

SENSITIVE BUTtJtW ̂ LASaiFICP 

(OTD) (FBl[ 

NON-RECORD 

L" 

I
wpwiii order this on behalf of TICTU. Do you expect this to be a one time request or will there be 55 other requests for 

I This would seem to be a system specific piece of equipment which would logically be handled by TICTU. 

IZZI 
Can we buy this on your credit card? Is is approximately $200. 

-Original Mefisaae—-

hi 
h: 

Fromf ] (OTD) (FBI) 
• Sent: Tuesday, July 19, 2005 7:51 AM 

Toj l(ITD) ( F B I ) r ~ 
Cc:l ^ O M ) [FRHl 

D) (FBI]| _ 
OTD)(COn]^ 

(C0N7 
Subject: RMS 101411- OM | I 
Importance: High I • 

pTD) ( F B I ) j _ _ 

Lnp) (CON) , 
_(OTD)(FBI]£ 
(CpLtLL 

)(CON); 
cm 

JOTDT 

SENSITIVE l l l l l i l l | l | | j i i l i lPinT 
NON-RECORD 

feb 
hic 

i 1 
I passed this RMS to your group. 
This should be handled as expeditiously as possible. 

RMS 101411 -Omaha Division is requesting a^ TSwitch Vievj ~ 
"the only approvea[ after reviewing a communication which indicated it is the only approveai l i o pe usea. iffiS"' 

I Ivill connect to both the FISA and Criminal DCS3000's and will replace the existing | 
which is made by Belkin. Thank You! 
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SEl^^ET 

SENSITIVE BUT-nMoi /ygyirim 

[ 
SENSITIVE BUT UMPI ftSilFI 

I (OTD) (FBI) 

From: 
Sent: h:6 
To: b7c 

Subject: 

[ ](SD) (FBI) 
Tuesday. July 19. 2005 12^01 PM 

lOTDT 
THANKS FOR YOUR RSUP vmr 

>OTD) (FB1);[ 
](OTD) (FBI) "• 

StripperGate.itf (23 
KB) 

NON-RECORD 
SENSITIVE BUT UUGLAJJiriCP 

Thought you might find the attached article interesting. The investigation involved the intercept, on 
VoiceBox and DCS3000, of numerous phones,P tv'th the 
collection of tens of thousands of sessions over an almost two year period. 

Thank you. This could not have happen without you. 

SENSITIVE nil I i|ni I mtwni f l 

From: 
Sent: 
To: 
Subject: 

] (OTD) (FBI) 

I tSF) (FBI) 
HjjQQSaOHZirZIIIE 5:22 PM _ 
I lOTD) (FBI)|_ 

Afliran i yu buu 
] (OTD) (FBI) 

"*'"^' itHiliFlF" 
NON-RECORD 

he 
hic 

Didn't know who to specifically address this to, so did the shotgun method. 

At our co-location in San Francisco wit j |ve have four Adtran TSU 600's. \ 

Will this mean we will need twelve additional Adtran DSU 560G's to accommodate the TSU 600 and another Cisco 2610 
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sSffE ET 
router? Or, is this where we try to create the 9.6 DDS fronj las the need arises. Some of the DDS circuits will be 
permanent, but others will be changed as different targets come up. 

will be going to ERF for the DCS3000 training next week and will try to find some time to get your input. 

I I I desperately need to be able td [into the VB system in Oakland. We have both T-lll rooms running 
in SF; Oakland is running one line ana trying to go up on six more. Can you give me a call! Ivhen you get a 
chance. Thanks for helping our on Saturday. Sunday, they overheard the subject organizing a group to do some killings 
and had to arrest him. I don't think they would of intercepted those calls if you hadn't helped. 

uneLAOoincD 

From: 
Sent: 
To: 
Subject: 

be 
h'!C 

OTD) (FBI) 

c 1 H N ) ( F B I ) 

c Mnnriav •lulv11 POOfi 3:20 PM 

DCS3000 
I (OTD) (FBI) 

NON-RECORD 

Lb 

Aloh CZ] 
Last week I emailedri-eQardinQ not being able to access the DCS3000 from my computer anymore. I used to be able 
to have a direct connection into the system in the server room that you set up. I can't get into anything anymore. Can you 
still get into our system? If so, is there a way you can look at it to see why I can't get in anymore? Also, there is nothing 
listed when you go into the start menu. It just lists Windows catalog and Windows update. What happened to all the other 
programs it used to list? There is no rush, but when you have time could you please check on this for me? 

be 
Thanks! b 7 C 
Aloha. 

1 IjOTD^ (FB\) 

From: \ ^^ JOTD)(FBn 
Sent: b 6 Mnfifim "Ml"'''' ^f^fpR-nQAM 
To: h":C 1 KOTD) (OGA); CLIFFORD. MICHAEL (OTD^ (FBI):! 

Cc: 1 iraTDWFBlH tOTDUFBlVI 1 
(OTD) (FBI) 

Subject 

CEKIGIT 

Contract Review Board July 14th 

b 6 
OCIMol 1 

NON-RE 
i v c D U I 
ECORD 

There i s a C o n t r a c t Review Board schedu led f o r J u l y 14, 2005 a t 2:30pm. 
1 II l a n d i 1 

1 i w i l l r e p r e s e n t TICTU. | |and 

1 J w i l l be se^kxii^ c o n t r a c t Ai>^i?fiVAl. 

.^8E 
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SEll^ET 
The contract is with Booz Allen and Hamilton (BAH) for the amount of 
$1,497,736.92. 

The DCS-3000 software suite is the Bureau's primary GALEA pen register 
collection application and is maintained by BAH in accordance to Bureau 
personnel direction. BAH has been active in the development of this GALEA 
software interface for more than seven years. 

TICTU is asking for Logistical support in training and liaison. The 
need for personnel to tactically implement court-authorized ELSUR and react 
in exigent circumstances to threats of life is a necessity that requires a 
significant amount of training and liaison. This requires industry leaders 
with unique abilities and backgrounds. Also, TIGTU requires support with 
continue software development pertaining to the FBI's ELSUR capabilities. 
The continuing emergence of new telecommunications technologies requires a 
unique ability to design and implement solutions at accelerated rates. The 
lack of a quick reaction capability to adapt ELSUR techniques within the 
FBI may result in significant vulnerability and exploitation opportunities 
to enemies of the United States. 

A requisition was submitted for $2,100,000.00. Due to the lack of time on 
the existing contract, an interim purchase order for the period of 
performance of May 1, 2005 - July 31, 2005, was put into place for the 
amount of $602,263.08. The money for the interim purchase order was taken 
from the original requisition. 

Any questions regarding thp Gnntract Review Board please contact [ Any • at extension 

TICTU 
(703r" 

•ng L ]or[ It extension 

b': 

SENSITIVE BUI 
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SE^ET 

](OTD) (FBI) 

From: 
Sent: l e 
To: b 7 c 
Cc: 
Subject: 

Importance: 

[ 

I 
](OTD)(FBI) 

ririau .iMivns onoF^.^yfiPM i IQ ID) (FBI) 
JOTD) (FBI) 

W: FI5A Intercept Problems 07/01 o 07/08/2005 0700 hrs. 

High 

w 
erf.jpg (660 KB) 

RECORI 

(S) 

fci 

Did you contacj Yesterday? Can you echo your discussion wT Jto the guys below? 

tljfl^ 

Original Messaqe-
From: | 
S^iL. -nnav iiiiv n>r^ ^l (KC) (CX5A) 

CcC UMim: 

lirfe:18AM _ 
J(OTD)(FBI)J_ ](KC)(FBr);|: ]KQ(CON);|j 

](KC) (OGA) 
Subject: FISA Intercept Problems 07/01 o 07/08/2005 0700 hrs. 

(S) 
SEfMPTf-^ 
RECORD 

b 7 C 
b:;; 
fo7E 

Attached is a list of 27 tron^ble calls occurring between 07/01/2005 and 07/08/2005 (at 0700 hrs). The list is not entirely 
J failed over the Holiday weekend and we lost all| 

troub|( 
e th f " 
ataPJ 

III [intercepts between 07/03/05 
the weekend as well; consequentiv we 

representative because I 
15:56:08 and 07/06/05 at dpprox. 'Ib'OO hrs. Moreover, the DCS3000 crashed over the weekend as well; consequently we 
lost all our Pen data for both cellular phones from 07/01 to 07/06. 

If you need any clarification of the comments, please don't hesitate to contact me. 

'irty6tthfei!)r'66ll 
changes.) 

Respectfully, '»s 
fc 7 C 

IIf you would, give me a call when you get a chance so that we can eliminate thi It didn't remedy 

ms anyway so let's remove that weakpoint in the configuration. (I've forgotten the necessary TIL) setting 
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1— 1 
FBI/ JTTF, Wich ta b-? 
Kans >as City Div sion t'6 
(316 Desk h i 
(31 e Fax 

SEfip^T 

ificatipn Guide G-3. dated 1/97jForeian Cniin»t>|-|i|]fp||ff|pnre Investigations 

"DbRlVbU IHOIW. O 0 TBI ClaBcifi<alJQttgiiJda^3jjjated1jaZJQtBi«ftX*u mV îktigaTIons 
n P r i A f t f t i P i r / 
SECRET 

1)TD) (FBI) 

From: 
Sent: 
To: 
Subject: 

b6 
fo':'c 

c ](SA) (FBI) 
Prirt̂ v̂ .iMivns ?nn!^i?-iQ P M 

I l(OTD) (FBI) 
RE: DCS3000 question 

NON-RECORD 

Thanks, we'll leave it as is. 

-Original Message— 
FromQ ](OTD) (FBI) 
Sent: Friday, July 08, 2005 10:43 AM 
Tol '\^^ (FBI) 
Subject: RE: DCS3000 question 

NON-RECORD 
be 

IZZI 
The Time Difference pick in the DCS 3000 pertains to the order expiration times. Since the DCS 3000 looks at the b2 
warrant database stop • b 'E 
date and time to know when to stop recieving data we need to make sure that we have taken into account the GMT 
time difference so we 

I don't underconect in this instanp 

coming in is. Hope this makes sense, f 1 
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SETOT 

— ( 

/ 

Iriainal Mpgy;aap 

r-.f̂  F ran ™:|_ , ,.J(SA)(FBn 
k>pj iJiu£Sdav.,..1iilM„07 ^nnc; ->-'^n PM 

1 •oT I^OTD) fFBD 
iub] ect : DCS3000 question 

1 LAgyiFifee 
I 40N -RECORD . : 

_C 1 1A case agent asked me about that this morning, but was satisfied when 1 told him it was 
c 3MT . He said he could live with that. 

L [ M r UXSSIHEB 

iSIFIED 

Uf ^GkAS g l F lEH 

1 IrOTD) (FBI) 

Fr Dm: 1 Î HN̂  F̂RI) 
Se 
To 

nt: 
1 IfOTD^ (cnm 

Cc 1 l(OTD) (FBI) 
Su bject: ' &\br\&-~ ' 

m i i r i ftS «4F (SB 
N( 3N-RE COI \D 

Al( j h a F " ] 
He ipe yoi Jen oyed your short trip here! 1 was wondering if you could help me out. 1 can't seem to get into the DCS3000 b E 
fro m my conr puter at mv desk. 1 know you had said that vou kept the connection and made the same login and password, 
bu 11 can t se em to get in. 1 usually go through th^ [and log in witti land the password. It won't let me 
in anymo re. Could you please let me know it 1 ani dlAirt^ S6W6thing wrong. ' ' 

Ar eyou s itill c able tol tnto this computer? 

Th anks! 
h6 

1 b'iC 
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SE ̂ 1 

UIIIC.LM53IPgP-

]OTD) (FBI) 

From: I l(SA){FBI) 
Sent: 'h b ^^^mtiimiftkvmmvMtrmeuuistauMUii^^ 
To: hic I ~ iDTDWFRn 
Subject: DCS3000 question 

ONeLA0Gir4BD-
NON-RECORD 

said he could live with that. 

i\ ponfigure? We've been leavin^^ 
] A case agent asked me about tnal this morning, but was satisfieorWnSfl I Wlfl HIW IIWSS UMI. HS 

Do vou ever set the Time Zone difference unden h'JF. 

uLiaLAoaipicn 

lOTD) (FBt) 

From: 
Sent: i 6 
To; h7c 
Co; 
Subject: 

I kOTD) (FBI) 
•Tlurs3aOyE5Z!2QQ52i14 PM 

KE: Phone Kecords 

~TWF) (FBO 
] O T D ) (FBI) ; [ ; ]OTD) (FBI) 

SENSITIVE BUT UHCyiSCinED 
NON-RECORD 

[=Z3 
OTD met last week about the T & A issue vou have and the ball has been bounce primarily to EDWIS with TICTU 

supporting. I am deferring this to| tEDMS) anc| ^ ~ | ; T I C T U , DCS-3000) . 

L 6 

Original Message 
Fromrl tWF) (FBI) 
Swrih; Tllp«;r^av• ^lilv 1^^ 7nn^ 1-4fi PM 

To! kCTD) (CON>J 

(OTDiiMiinzr^ Ccf 
(CyD) {FBl);l _ _ _ _ t y D ) (CON) 

Kwn (FBn 

Subject: RE: Phone Records 

JwF) (FBI)£ ](OTD)(FBI);C 

]CTD) (FBI); HQ-DIV13-E0PS_TECH£ 

SENSITIVE BUlTIMl I MTiJI Ihll 
NON-RECORD 

I am open all week that week. 
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Ih7i:: 

-Oriainal Messaae—-
Frc tmd iCTD) fCONV 
Sei I t : Tuesdav. lulv 05. 2005 12:17 PM . id IfWF) fFBll |(WF)fFBnl IfOTDUFBI);! | 

L-n lOTD^ f FBn; 1 ni'vvp\ /f^M\ ' ' 
T^ IfCTD^ fFBll \(CTD) fFBn; H0-DIV13-E0PS TECH:I i 

C ICvD) (FBIJ ]CyD) (CON) 
Su bject: RE: Phone Records 

SE NSITIVE BUT UHOLAOGiriEP 
NC )N-RECORD 

h'iC 

d ID 
d lat CvD/STAS has experience in handling this sort of problem of "standardizing" disparate data types. 1 

wo uld suggest that we go ahead and set up a time for us all to get together at WFO to get a first-hand view of the 
pro blem. Please propose a time for a meeti ng. The week of the July 11 looks open to me except for Wednesday. 
If we can get schedules coordinated for at 1 east one representative from CXS, STAS, OTD, and WFO, we can 

get this rolling. 

Th, anks, 

r" 
—Original Mg§§aqg— , 

b o From:l KCvD) fCON') 
b^C Sent: Tuesda/f July 05, 2005 11:23 AM 

Tn-I | r rn) (cnn) 
Subject: RE: Phone Records 

SENSITIVE BUT IIMPI ftSSlFIFH 
NON-RECORD 

b o 1 1 
'b /•„ 

STAS has performed this type of work ir 
b2 

1 the last 12 months, and 1 feel we can easily take the formats and turn '^"^ 
them into a "standard" format. 

FYl- l 1 
y 
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Would love to meet with you, and/o 
effort with your help... 

Let me know your thoughts 

Thanks 
be 
b-?c 

-Original Message-

;o take a look at the various file formats and then tee up an R&D 

Promt JWF) (FBI) 
Sent; Thursday. June 30, 2005 11:07 AM 
Tol l(CTD') (CON^L 

^ 
roTP^ (FEIYI 

1(WF) (FBI)[ 

Subject: RE: Phone Records 
ICTD) (FBI)i 

TWF->VFRT> 
JOTD) (FBI),-[ 

IcTD) (FBI); HQ-DIV13-E0PS_TECH 

SENSITIVE BUT UNII^LMaSiriEP 
NON-RECORD 

A short list would include: 

1. Provide automated uploading from DCS-3000 to telephone applications. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

Original Message—--
From] tCTD) (CON) 
Sent: W^drtesday, Jurte 29, 2005 4:45 PM 

~ ] [ W F ) (FBD 
J c f D ) ( F B I ) { _ 

»eni 

b2 

Subject: Phone Records 
](CnD) (FBI); HQ-DIV13-E0PS_TECH 

h6 
b'/C 

NON-RECORD 

] 

l== 
into[ 
helfJTuT^ 

Thanks, 

Isked me to contact you regarding an issue of transferring massive amounts of DNR data 
pan you send me an email with details of the issues? Anything you can provide will be 

hiv 
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SENSITIVE BUT.4JH0LA9WFIED 

SENSITIVE BUT UMf bAOOinCD 

SENSITIVE BUTJ 

SENSITIVE BUT UHOLAgilEirP 

SENSITIVE BUT UNULAiiiilUbb 

V D ) (FBI) 

From: he 
Sent: r -p 
To: 
Subject: 

NON-RECORD 

I I (ITOD)(CON) 
Friday, July (TTMlS 10:19 AM 

OTD) (FBI) R' .b2 
;b7E 

APS msy vaiia fiaiis / 

1 

"^WCCftSQtWED hlC 
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m 

1 l (C )TD) F̂ Bl) 

From: c 1 (nrn) (FRI) 

Sent: >p • •hursda\ /, June 30, 2005 1:44 PM ^ 
To: i,:.̂ ,-. E lOTD^ ^FBnr |(OTD^ (FBlVl 1 1 t • 1 [(fiUDIU^ ^ ^ ^ ^ ^ l(OTD) (FBI); | pTD) (FBI); | 

E lUIUWI-bll 
Subject: F ̂ : Pho ne Records 

NON-RECORC ) 

More T&A info. 

nrn/ESTa/Tir Tu b h 

701 w) b /C 
20| c) 

Oriqinal Me 'ssaqe 
FromI |(WF ) (FBI) 
Sent: Thursda /, June 30, 20 05 11:0-7 AM 

J- i i— KCTDUl iON)f" KWF) (FBI)J l(OTD) (FBI)| 1 (OTD) 1 
rPBTl JCWFTT • b l l 

Cc \^ )) (FBI); UCTD) (FBI); HQ-DIV13-E0PS_TECH 
Subject: Rb: Phone Records 

SENSITIVE RUT u r n r-'Tirirr 
NON-RECORD 

A short list would include: 

1. Provide automated uploading from DCS-3000 to telephone applications. 

be 

3. Provide automated uploading from the RedWolf collection system to telephone applications, b 

—Oricjinal Message-— 
FromI |CTD) (CON) 
Sent: Wednesday. June 29. 2005 4:45 PM 
Tof IfWF^ (FBD 
C d KCTD) (FBI)J 
Subject: Phone Records 

fo7E 

ICTD) (FBI); HQ-DIV13-E0PS_TECH 

SENSITIVE BUT I IMri IF fT inr r 
NON-RECORD 

T 
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L.7C 

Thanks, 

Jasked me to contact you regarding an issue of transferring massive amounts of DNR data into 
"Ean you send me an email with details of the issues? Anything you can provide will be helpful 

] b 7 E 

SENSITIVE BUT UHOLASaiPieP 

SENSITIVE BUT UMGLAGCinCD 

SENSITIVE BUT UHIl. LAU JIPIEir 

1 "I(OTD) (FBI) 

From: 
Ik- i^= 

1 |(ITOD)(CON) 
Sent: 'iniireflBTr-winB-wf ^jiim m i m AM 
To: In /u 1 IfpTDWFRh 
Co: \ |(ITOD)(FBI) 
Subject: TW: DCSPC format 

NON-REC ORD 

Could you please send me a sample file for the full file format for the DCS3000 which will include the fields that we 
currently aren't getting. I do have some questions, but seeing the data on the file may answer some of them. Can't really 
modify the TA software to handle the full file without an example to use. 

Fromf 
Original Messaae-

llTODXCON) 

^ 
TiiPtHav TiinpPI 2005 10:48 AM 

Î OTD^ (FBI) 
Subject: RE: DCSPC fonnat 

UMCLAOOinilD 
NON-RECORD 
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Thanks for the format. Do you have a sample file that you can send us to use in modifying the upload program? Was 
asked to confirm if the lAPSystemldenty is what we are calling the Switch ID. Do have some other questions, but they 
may be answered by seeing the data in the file. If not, I'll get back to you. 

b 7 C 

OriflioaLLifiSSflflfi; 
JOTD) (FBI) 

Sent: Friday, lunp 03. 200'^ 6:28 PM 

::! To 
Subject: DCSPC format 

OD) (FBI) 

NON-RE CORD 

Aftac led is the DCS 

too 
b7 

»S1EJED 

UMri ftSSIRlED 

UNCLASSIFIED 

UNOLAOOIHgP-
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From: 
Sent: 
To: 
Subject: 

h6 
ibVC 

SE E5?4r 
lOTD) (FBI) 

I Irsn^ (FBI) 
WoHnPf^Hau .h.nP 99 2005 4;28 PM 

I l(OTD) (FBI) 
DCS3000 Network use for VoiceBox 

SENSITIVE BUT UIJULAaJIPIEU 
NON-RECORD 

Has a decision been made as to whether the DCS3000 network can be made available for remote access to VoiceBox 
locations? 

SENSITIVE BUTTIFT -LASSIPIEC^-

1 bTD) (FBI) 

From: 1 |(ITOD)(CON) , b 
Sent: Yuesday June 21 2005 10:48 AM -L 

To: 1 l(OTD) (FBÎ  
Subject: RE: DCSPC format 

NON-RECORD 

Thanks for the format. Do you have a sample file that you can send us to use in modifying the upload program? Was 
asked to confimi if the lAPSystemldenty is what we are calling the Switch ID. Do have some other questions, but they 
may be answered by seeing the data in the file. If not, I'll get back to you. 

fo7C 

-Original Messaqe-
Fromit, J)TD) (FBI) 
Sent: Friday, June 03, 2005 6:28 PM 
Toi I (rrOD) (FBI) 
Subject: DCSPC format 

b7C 

NON-RECORD 

r~i 
T^ched is the DCS 3000 output specifications for the DCSPC header. 

[ZZl 
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UHOLAOQinCD 

1 J OTD) (FBI) 

From: L , , • . . ISDUFBh 
Sent: f^ IfldaUunR iii î nnfi,i6 34PM 
To: ^^'^c 1 |OTD) (FBI) 
Subject: btatus 

gipipn 
NON-RECORD 

Just checking as to w lethe r any progress has been made on allowing us to use the DCS3000 network to remotely 
communicate with our Voic< sBox systems. 

SENSITIVE BUT IMi 

1 | ( OTD) (FBI) 

From: -̂  1 , , ^ |(OTD)(FBn 
Sent: v ^ , l-riday, June03, 2o65 l : 5 l PM 
To: CIIFFDRn Mlf^l-IA(=l rOTnWFRn 
Co: l r iTn\ ^FBI);| tOTD) (FBOJ |OTD) fFBI): 

YoTD) im • 
Subject: ~ VoIP Intercept 

SENSITIVE BUT UUi i^A» 
b7E 

6IF1CD 
NON-RECORD 

Mr. Clifford, 

1 am pleased to reaorl JM. TJCTU recently assisted the Buffalo and New York City field divisions with FISA intercepts 
of two separatj l/olP telephony subscribers. Also. TICTU recently assisted the New York Citv office with a * 32 

pen-register intercept 

IZ 

oi^ |VolP telephony subscriber. -/7E 

1 

1 1 1 
1 

1 | - •• 
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Thes< 3 are the first real-tinr hniques. The New York 
office exp sets to conduct r more intercepts with | In the near future. 

1 1 b2 

1 1 b7E 

SENS JITIV EBUTUI lCkM SStFTED 

I l(OTD) (FBI) 

From : 1 InowFBn 
Sent l-,a Thursdav. June 02. 2Q05 4:39 PIVI 
To: > l , - 7 , - 1 |OTD) (FBI) 
Subj< )ct: 'RIVlbbWailN6ti(S^—• 

! ^ ' 
f 

TechT 3ol.gif {2KB) 

SENSITIV rE BUT UNCLASSIEien 
NON-•REC ;ORD 

1 
I'vet ried to send the F RMS for the DCS 3000. Hopefully it got there. 
Letr ne k .now if it didn" tand I'll try again. 

JUiai iKiS 

SENS »ITIV EBUTliNeisM soincD 

(OTD) (FBI) 

From : 1 lS.n fFRh 
Sent: b6 Tueadav Mav31.209.S 3?4 PM 
To: b7C 1 kOTD^ fFOn 
Subj< }ct: Centennial 

tech gif(9 51 B) 

MNCLAS SIFIED 
NON •REC :ORD loti 

b7C 

1 1 
Idor it re call if 1 gave ) rau this info... Anvwav. the POTS line (31 1 called 
ther lum ber to test an d the modem picked up (after 1 got them to plug it in the co rrect port). Anyway, 

1 
give m e 

1 
a call when y ou get a chance so that we can do the testing. 

PS: j u s t sent an RM S (100081) for a leaner DCS-3000 box to be used with the in the wire b 
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room for the "big case". We should go up by the end of the week.. I know you guys dont have 
anything else to do, so whenever you can ship one out will be nnore than aporeciated :-) (Even if we ^^ 
dont have th^ ~|unning, at least they can manually check the| ilthough that might be ^ 
captured on VB???). 

[ efHSjUflfl/' MPIJUaH 
78: 
78: :ei) 

UMOLAOOinCD 

From: 
Sent: 
To: 
Cc: 
Subject: 

][OTD) (FBI) 

c 
I 

JNY) (FBI) 

l(OTD) (FBIil 

bWiWn adldr6§§55 
ITD) (CON) ](OTD)(FBI) 

]OTD) (FBI) 

VBswitches.xls (21 
KB) 

NON-RECORD 
SENSITIVE B' -^ • •''•^' *gcieign 

b6 
Greetings Gentlemen, t ' C 

1 hope you had a peaceful Memorial Day Weel<end. b^ E 
I have attached my list of Switch addresses. Could you please review for correctness? I know you are constantly 

updating and changing switch addresses. _ ^ _ _ _ ^______^ 
I did not have anything loaded in the BQ Voice Box foij [and I was not sure if th^ " I N Y was still good. I 

did input both and was successful in pinging both. 

I will HP in trip HtlHA nn I iipgflay hut nnt af my rlpgk PiPagP PithPr rail my /~oll phnnpT 
888J tcell phone does not work well in Server room.) "" 

Thank you 

r page me at 

SENSITIVE P"'^;^M'7| fl'Tffti'lFP 
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From: 
Sent: 
To: 

Co: 
Subject: 

be 
b7.: 

](OTD) (FBI) 

i4l|i%hl>JIAh\!JK:JKil! 5 10:53 AM 
](NY) (FBI) 

zEn: 
tNY^ fFBhf 

2 (OTD) (FBI) 
rrnmi 

RE: C-35 consensual audio intercept at BQ 

1 /Mv\ it:m\ 

NY) (FBI) 
](NY) 

SENSITIVE BUT uneLAaaincD 
NON-RECORD 

(S) 
Greetings, ' ' 

I have set up Voice Box at BQ fori 
I iWireless is programmed into VB channel 5 with a ring down ofl 

two conserisuafs fo 

Thank you. ^^^ nn fc7C 

nr ipinal MpgsanP 

From:} _ ^'^^^ (''^'f) 
Sent: Saturday, May 28, 2005 8:26 AM 

J ° J _ . . . rNYUFBDif I [NY) (FBI);r 
Subject: RE: C-35 cons 

JNY) (FBI) 
consensual audio intercept at BQ 

]NY) (FBI)£ 

b i 

b 2 

|is programmed into VB channel 1 with a ring down of| 

r- 1 
1 1 

](NY) (FBI);| I 

SENSITIVE BUT UHOLAOOinCD 
NON-RECORD 

Thanks, 1 = 1 
b2 

b^C 
On Tues morning, I'll speak toL__jegarding the dynamics of how the CDC is sent to BQ, so I'll understand it better, b /E 

I [here's the info at the CMP for your records or as an aid in troubleshooting: 

When we receive the ring-down number from you for the CCC, we'll fax the request td l l 
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SO-1 CMP 
^^?' . • 
87| l(pager) 

hi 

h". 

-—oriflinal Mfissflflfi-
From: |_ ] (NY) (FBI) 
Sent; Fridav. Mav 27. 2005 3:20 PM 
Tol M Y ) f F B n : l ~ 

] N Y ) ( F B I ) ; L (NY) (FBI) 
Subject: C-35 consensual audio intercept at BQ 

>IY) (FBI)£ ](NY) (FBI)j [ 

SENSITIVE ni fT I iMn ' T T i n r r 
NON-RECORD 

he 
fc'7C 

Greetings, _ 
This is to confirm numerous telcai betweenL Jnyself and ERF. 

I ^Hhas provided the CMP with a Court Order for a consensual T-3 type intercept. This will be the first 

m f 
L 7 IZZI 

nz2 

-ttl[.\VJk««miilf»llllKMMlH»]*<l1M[»feM 

b ; 

At least we are breaking new ground on a consensual set for 90 days. Plenty of time to work out the bugs. 
Please let me know if you have any other ideas or suggestions. 
Thank you. InanK vou- . 

b7C 

SENSITIVE BUT UmCLACCinCD 

SENSITIVEE11ITijfin r m r i m 

SENSITIVE BUT UMOLAOOIPIEP 
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From: 
Sent: ^_ 
To: !,; 
Subject: DCS 

SF) (FBI) 
7:42 PM 

kOTD) (FBI) 

UNLLASAIFIEP 
NON-RECORD 

b \ D } 1 1 . 5 . 12 

1 (S) 
1 ^ 1 ( b ) to E 

1 cam eb ackfrom being* 3ut of town for awhile and found the spai •e DCS3000 Station we have r agents to 
monr or heir lines for bo 
IPSS( sen n odd. The com puters iP t^ [however the s ubnet\ ^nd the gateway i| | 
Long sto ry short, we wer e collecting î I I on on the majn| pcS3000, 3ut not on the spare station. 

r̂  Hbe used t 0 search for a prior call to bring up thej Any help would be appreciated. 1 1925) 

H M C ^AIPIEP fe7C 

. (OTD) (FBI) 

From 1 l(SJ) (FBI) 
Sent: \fm^\v^,r?miiiFmimmiK§AS^B!^Mm 
To: 1 l(OTD)fFBI) 
Subjc »ct: Wl: Hola 

1̂  y 

tech gif [951 B) 

MIPIEU 
NON-•RE CORD 

I told you already the outcome of the kidnapping: released (but beat-up) victim this morning. 

Re the switch numbers. I dont really know what the field with values 1 or 2 is. However, I was able '^"i 
to ID the tower manually based on that list (the tower identifier is unique regardless of the 1 or 2). *̂^ 
The only thing is that I couldnt tell th^ | 

When I return I can do some more cheqkina with[ 
- still no #. I asked her to call| 

ick 
Jv 

J (BTW, I spoke t\ Ithis morning 
when she has it so that he can relay it to you). 

CZI be 
b7C 

OriQinai Message-'I From: I ] . (OTD) (FBI) 
Sent: Monday, May 15, 2005 3:48 PM 
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.^—^ SbnRFT ^ 

TO JfSJUFBlT'^ ' l.^r 
Su bjec t : RE: Hoi a 

_ y ^ VGLfi 
NG N-R ECORD 

IZ I w did the i emergency pen go? | lasked me about the switch identification issue to see if 
we ca n ^^^^J 
rej >olv e how to integrate t h ^ | intothe| | Let me know. Z-,^ 

1 1 he 
b7C 

-Orialnal N lessaae 
Frc inrl |fS3^ fFBT̂  
Sei i t : Friday, May 13, 2005 8:35 PM 
To 1, |(OTD) (FBI) 
Su bject: Mol a 

E D 

NO N-RECOR ID 

He y senor, 

I ju st create id a veryl Zl 
(si nee 1 dor It think anvone else here knows what a ping is...so that might make it easier to run). 

A nyway, 1 created it in the DCS 3000 directory and is called[ ]lf you gi 3ta 
ch ance, tak :e a IOOK at it to make sure i gont onng tne server gown :- (All it does is star t 4 
wu ndows w th the annronriate ninns 1 iust ran it and it seems ok J 

\ 

An yway, ju St want to make sure its ok... 

•1 b 2 

to 6 
b7C 
b'.'F, 

I 
the mks, 

(y€ is, 1 shoL jid have been home long ago but I've been here all day watching DCS-3000 for the 
kid napping ..and 1 finally moved thel |to the DCS-3000 rack)... 

Tec h Squad / S an Juan 
78-
78: :el) . 
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3^ET 

"DNCLAhiSiUbir 

(OTD)(FBI) 

From : 1 ISJl ^FRI 
Sent: fr"; 6 Friday Max/1-i 2005 8SS PM 
To: b7C 1 inxn^ (FRW 
Subjt id: Hola 

d ' 
tech glf{ 5518) 

UMCLAS. SIFIED 
NON- REI DORD 

Hey senor, 

just created a veryl •since 
dont think anyone P I S P hprp knnwR what a pmg |g gn that minht m;|Kp it pasipr to run) Anyway 

created it in the DCS 3000 directory and is cailedl If you get a chance, take a look 

L 

at it to make sure I dont bring the server down :-) (All it does is start 4 windows with the appropriate 
pings.-.l just ran itand itseems o k l 1 

I 
Anyway, just want to make sure Its ok.. 

fc2 

thanks, • 
(yes, I should have been home Ion 
kidnapping...and I finally moved the! 

ut I've been here all day watching DCS-3000 for the 
0 the DCS-3000 rack)... 

~ h Squad / Son Juan 
787 
787 Fel) 

in b 
fc7C 

UmLLA&AIPtep-
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1 | ( OTD) (FBI) 

From: 1 \c TD) (CON) 
Sent: Fridav. Mav 13, 2005 9:31 AM 
To: h 6 (OTD) (FBI) 
Cc: b7f- (OTD) (CON) 
Subject: TICTU Conference P resentation 

NON-RECORD 
h-'c 

1 1 
SSAj I has asked us to accommodate some comments from[ Jt the Kansas City gathering. tn interSSTSCrin providing some insight on the preservation of evidence when info is pushed from the DCS-3000 to th ^ ^ _ ^ 
This seems to fit reaily nicely into your Tec-Tips presentation (slide #13). Would you have any objection of inserting a quick 
"sub-discussion" at that point, turning the floor over to| lor a brieLLlQjninute) discussion on that issue? He would 
then turn it back over to you.Or, as an alternative, you can state thatj [will address that issue when you're doi 
the rest of your slides. Whatever works best for you. 

you're done with 

1 think that this is preferable to providing a time slot for an independent presentation. Time is limited and this may be away 
to keep everyone happy. Please let me know. 

Thanks! 

n 
1(0TD) (FBI) 

From: 
Sent: 
To: 
Subject: 

hUAW^thVM9tynthWti%[t 

RE: Hawaii 

D) (FBI) 
5 7:34 PM 

JDTD) (FBI) 

UNOLAOQiriCD ^ 
NON-RECORD 

Thank you for the info and thank you for setting up our multiserver. 

Original Messaae-)ris 
Fromi, ] (OTD) (FBI) 
Sept: Wednesdav, Mav 04. 2005 12:41 PM 

[(SD) (FBI) I To 
Subject: Hawaii 

I Mill i . ^ 'M in r6 
NON-RECORD 
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sg^T 
1 1 / TRe DCS 3000 \ /anguard connection ip and port are as follows for Hawaii. 

1 will Che 

1 
ck your DC S 3000 connections. 

1 

TfilFIF;£ 

I 

L I]0TD) (FBI) 

F • r o m : b 6 1 IfWFUFBn 
j Sent: fo7C tiiftsriav Mav n.l^fln.'i q-4n AM 
1 ro: 1 l:nTn^ (FRW 
( Subject: RE: Remote Access to Pen Register Info (DCS 3000) 

I Ihin fttfilF f«> 
r <ION-RECOI RD 

1 rhanks, look ing forward to working with you. 

1 

Orig nal Messaa 
1 he 

From! y (TTD) rFBn 
Sent: Fr idav. Aoril ^ >9. 2005 3:13 PM 
T o i 
Cd Ifn-DUFBi) 
Subject : RE: Remo te Access to Pen Register Info (DCS 3000) 

iStt=lED 
NON-RE CORD 

b;:: 

1 1 b'7E 

Per register in "ormation is not what the current svstem is set to send to the van 1 , | 
1 |l just want to put that 

clarificat on out so V, le qet our terms stariqht Pen reqister which would have tarqet numbers and assnpiate numhsrs 
is not an option at th is time. It also has significant legal issues. 1 have left a message witl| this morning 
and whe n he calls nr ie III mention youre-maii. 

1 1 bs 
fc7C 

-—C Driainal Mas •gaoe 
Fron .:! JWFUFBI) 
Sent : Thursday , April 28, 2005 4:30 PM 
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S^^l 

To 
Cc: 

I ITTD) mil 
Subj^d!: Remote ^a 

l l T D ) (FBI) 
I w R f F B D : ! 

Aciess to Hen Register inro (DCS 3000) 
j(ITD) (FBI);L 
iTo (DCS 3000 

TfWFUFBnT 
i w F ) (FBI) 

1(WF) (FBI);[ 

UHGLASaiPieP 
NON-RECORD 

b 6 
b7C 

Hey[ 

I spoke tc^ 
«ho I inn raring 3 WITT) and he suggested I send you an e-mail. We would like your assistance with makim ^ — • :e with makinn 

^" 'J^ii'^ ?ffQQ so that we can begin receiving Pen Register information remotely in ouri I 
I luuiii also be reaching niijtnvnu since apparently this requires several players. niit tn vnu s 

Please let me know what you need from us to move ahead| |is going to send me information on this system 
so that 1 can get more familiar with it. 

Thanks for the help, 
]202£ 

iifci^i Aet>[C|pp 

• iM/^i A e c i c i c n 

iniii*! ^ccinrn L7C 

(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

c 
Thursday, April 28, 2005 4:30 PM 

(WF) (FBI) 

/WF^ rPRIl 

n(ITD)(FBl) 
l (WFHFBlf 

"T IT 
IWF)(FB1) 

1 (WF) (FBI):r 
K I T P |(ITb)(FBI): 

Remote Access to Pen Register Info (DCS 3000) 

NON-RECORD b e 

Hey[ 

I spoke t( 
upgrade 

CD 
h2 

(WITT) and he suggested I send you an e-mail. We would like your assistance with makinn the 
to DCS 3000 so that we can begin receiving Pen Register information remotely in ourl 

knew WnSt you need from us to move ahead 
familiar with it. 

Jwill also be reaching out to vou since apparently this requires several players. Please let me 
.._ .. . . I |s going to send me information on this system so that I can get more 
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Thanks for the help, 

5 ^ SEDRET 

I |(202[ 

UHOLAOoinep-

] (OTD) (FBI) 

From: 
Sent: 
To: 
Cc; 
Subject: 

L 
b 7 C 

l(SJ) (FBI) 
WprtnP^rta» Anril 01 2005 2:35 PM 3 , . (iTDiimi 

piTDHFBI)̂  Jwitch 
](ITD) (FBI) 

fc2 
b'^E 

tech.gif(951B) 

UMeLAsaiFtep 
NON-RECORD 

fc7r- fe2 
fc7R 

Thanks for all your help with th( [switch transition. During today's conference call it 
was obvious why the FBI is the best (screwed up sometimes, but still the bealLJav having people like 
you on board. It was obvious that you knew as much (if not more) than thel people - both on 
GALEA matters and how the equipment works... I'm sure this transition wilf not be a "done deal", but 
needless to say, we wouldn't even know how to start doing this without your help - so is good to have 
you guys in our arsenal of resources, (and I am not even going to mention my weekly - and 
sometimes daily - calls to you with DCS-3000 questions). 

Thanks again for all the help! 

lb 6 
b7C 

1 
1— 

1 
1 

L 
787 

rsBtiaa} s 

787 :ci) 

CLASSIF ED 
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30TD)(FBI) 

ET 

From: 
Sent: 
To: 
Subject: 

h6 [ 1 SecD) (FBI) 
Wednesday. April 27. 2005 11:08 AM 

I ITD) (FBI) 
FW: REQUESTED POA&M STATUS UPDATES 

TechTool.gif (2 KB) Current MAC LAN BICSfismaPOAM.do DCF3000nsmaPOA 
Action Items.x... c (46 KB) M.doc (32 KB) 

NON-RECORD 
SENSITIVE BUT UliH!,LA33iriEI!) 

[ 

The item of interest to you is the DCS-3000fismaPOAM 

Cheers. I I 

ISbM, UUahtldb (JornpTex 
ERF (703| \ 
—Original Message--— 
Fromj jSecD) (FBI) 
Sent: Tuesday, April Z6,"^05 1:14 PM 
Toi I (SecD) (FBI)£ 
(FSn 
ccHi ] (SecD) (FBI); 
Subject: REQUESTED POA&M STATUS UPDATES S 

JSecD) (FBI); (aiS) 

] (SecD) (CON) 

SENSITIVE BUT UWC 
NON-RECORD 

AMU (pod jhas reoL 
1 Jaurposes: 

DCF 3000 ( ISSM| —1 , 
BIOS Online ( ISSMI 1 
Mcintosh LAN (ISSW" 1 

Ihas requested updates in status on the following systems which are in 
hi 
h: 

Could you please send status update to| |with a CC to me. Attached are the latest 
POAMs for these systems that are within AU. Thanks in advance for any status updates. 

c ] 
Accreditation Unit 
Security Pivisioii/lnformatlon Assurance Section 
(202| |(JCn) 

b7C 
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SSET • 

t9af J 1 :ell) ^ \ 
KBIa ckberry C-mall) j ^ 

L b 
lb7C 

SENS 

SENS 

ITIVE BUT a 

>IT1VE BUT U 

TOLASSTFTE 

MOLAOOiriC 

cr 

D 

L_ lOTC »(FBI) 

From . 1 IHTD^ (com 
Sent: Mnn dav Anril 2.'5 2005 3;4P PM 

To: 1 i\Tn\ (cnt^i IriTD^ ^FRI)I 1 
lb 6 \ If lTDWFBni l(ITD)(FBI): l ITH) rPRI) • 

• b7c- KITD) (FBI); 1 |IIU)(l-yi);| |(ITD) 

Co: ' m 1 , r-
IITD) fPBIv 1 IITD) (FBI);| 1 

/ITD \/rm\j v^^ 'DWCONil 1(11U) (CON); 
1 lTn\ ( r o K 1) 

Subje (Ct: RE: 2005 ETMU (fka EOSO) New Emp iloyee Orientation Agenda May 10-12 

NON-RECORD 

Subj( i c t : RE: 2005 ETMU (fka E( DSO) New Employee Orientation A genda May 10-12 

Plea se advise if you or a re presentative will be able to p articipate in the upcoming May Orientation as 
outlir led below. 1 look forwc ird to hearing from you. If yc )u could respond at your earliest 
conv enience 1 s iall appreci ate it. 1 will incorporate the u 3dates and forward the final agenda to you. 

Thar ik v o u ! 

54C[ h6 

GRCOwai fHED 
NON-REC( DRD 

The first ne w employee c >rientation in 2005 is scheduled for May 10-12. Your involvement in 2004 was a key 
factor in the 5 success of c ill orientations conducted. As our t earn continues to merge over the coming months 1 
shall appre ciate your fee dback and involvement in continua 1 enhancements to the orientation program. As 
evidenced oy orientation survey results and management fe sedback, new employees are being assimilated more 
effectively < jnd expeditiOL jsly. 

The Agend a is attached for your review. 1 hope that your s cbpriuiR will allow vni i tn nart ir inate TJK^ terhnnlngy 
manager p( srtion of the p rogram is scheduled for Wednesd; a j |(a short 5-, 
break sche duled betwee n sessions). Please let me know if you (or a designated alternate) would be ^ ,7^ 
available to provide an o 

1 
i/erview of the following systems: 

[ 
1 DCS3000 

1 ^ . ' 

b 6 

Break 
DCS5000 1 
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DCS6000 L 
^ ^ f e l 

] 

For planning purposes the remaining 2005 orientations are scheduled fori" 

Thanks in advance for your time. I look forward to your feedback on the agenda and your participation. Please 
call me with any questions you may have. 

Regards. 

b6 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
54C )esk) 
54C| pax) 

ufueLAOoiricD 

UMCLAOCir'ieB-

(OTD) (FBI) 

From: 
Sent: 
To: 
Co: 
Subject: 

he 
[ I hur'̂ dav. A6ril 2'\. 2UUfa 'I 'I il̂ FTHCT 

JTD) (FBI) 

RE: Help on 
3 

T(ITD) (FBI) 

question 

UHOLAO0ir4BP. 
NON-RECORD 

Thank you very very much,l 11 owe you a candy bar. 

1 1 
703-

nrininal Meccano 

Front IrTD) (FBI) 
Sent; Thursday, April 21,"2005 11:06 AM 
To=l "/^ _ ' t r m (FBI) 
Subject: RE: Help or puestion 

b2 
fc'VE 

UNLLASlill ILir 
NON-RECORD 

dZi 
The title of the list of dates should be Enhancements to DCS 3000: NOT Enhancements to 
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b 2 

I 1 sS^T 
Call me when you get this info. 

Thanks 

nrininal Mpccanp 

Front Irro) (FBI) 
Sent: Thursday. April 21. 2005 10:56 AM 
T0« - ,_J(rTD) (FBI) 

SuDject; Help on| Question 

IIMPI ftSSIFaSO-
NON-RECORD 

Greetings, 

This is the referenced table, Below the table is a list of all the enhancements. Mr Clifford's question is 
1. How do we have enhancements that pre-date the proof-of-concept. 
2. Do these costs capture all of the enhancement costs as well? 

Please help!!! Feel free to update table with the correct info. I need your expert knowledge and answers back 
ASAP as the document which contains this table must be at the IG's office by noon today. Thanks again for your 
help. 

System 

Description 

Deployment Dates 

Personnel 

Costs 

Nonpersonnel 

Costs 
foTE 

Thel |s a hardware platform developed "in-house" by the Cryptographic and Electronic 
Analysis unit to decode| piobile-to-mobile telephone calls. The proof-of-concept development 
was completed In FebrLSTTTUIJI. In the Fall of 2001, the Telecommunications Intercept and 
Collection Technology Unit manufactured 100 of these devices for immediate deployment to the field. 

2001 
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S™^T • 

1 ~~\ lOTD) (FBI) 

From: 1 hi D) (CON) 
Sent: Tuesday. Aoril 12. 2005 10:05 AM 
To: hi 1 llTDHFBI) , , 
Cc: b7c CLIFFORD. MICHAEL 

(ITD) (FBDI 
r '^ IrlTBWFfehr 

ITDWFBni KITDUFSn;] 1 
iriTnwFRivi iTDhrsm i 

1. fiTDi ̂ FBiV. J trrnr 

Subject: 
(FBI);| J(iTD)(FBI)| |(ITD)(FBI) 

NON-RECORD 

• 1 
The following are p« jrsonnel from TICTU that will ser ve as primary and alternate for the Coop Plan: 

1 lalternates) 

Switch-Based Interc 5ept Team (DCS 3000 Program) 
he 
hlC 

Collection Technolo gies Team (DCS 5000 Program 
Collection Technolo laies Team (DCS 6000 Proaram 
Traditional Techno! 3gies:| 1 
Thankvou. 

^ ^ ^ » U > U a » l « < I M I I I 
703 .b7C 

1 IfOTD^ (FBI) 

From: 1 in rp) (CON) 
Sent: ^^^UMiM\iJI»tcVM9iKrfA'jyji^IS 05 2:07 PM 
To: F •m^cnN^ i r iTDUFBl); ! 1 

1 I ITn\ /FRI\I r n W F B i ) l , inTn\rFR!V 
:b& i _ r i T D ) ( F B I ) ; | l ( ITD)(FBl l | (IT D) 
b / '.J (FBI) 

Cc: 1 -KITD)(FBI)I lflTDHt-Bh:l 1 

'muwi-yiii 
' iTC>\ rfiAKi |iTD) fcom 

Subject: RE: 2005 ETMU (fka E( DSO) New Employee Orientation Agenda May 10-12 

2005.1QV1.0.Agen 
da.dOc(73KB)... 

-UN \ni AQQiFicn 
NON-RECORD 

NON-RECORD 
^ ^ 
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The first new employee orientation in 2005 is scheduled for May 10-12. Your involvement in 2004 was a key factor in 
the success of all orientations conducted. As our team continues to merge over the coming months I shall appreciate 
your feedback and involvement in continual enhancements to the orientation program. As evidenced by orientation 
survey results and management feedback, new employees are being assimilated more effectively and expeditiously. 

The Agenda is attached for your review. I hope that your schedule will allow you to participate. The technolOQv 
manager portion of the program is scheduled for Wednesday | \a short break 

• • " ' • '" ' lie to I scheduled between sessions). Please let me know if you (or a designated alternate) would be availabl 
overview of the following systems: 

provide an 

DCS300Q 

WsR—' 
DCS5000 
DCS6000 

b6 
b-:'c bi; 

b^E 

For planning purposes the remaining 2005 orientations are scheduled for; 

Thanks in advance for your time. I look forward to your feedback on the agenda and your participation. Please call 
me with any questions you may have. 

Regards. 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technoloav Division (OTD) 

b2 
be 
b^c 

54( 
54( 

Desk) 
Fax) 

rn<pi AcsiroEP— 

UHCLAOQIWep 
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1 bTD) <FBI ) 

Fro m: J(ITD) (FBI) 
Ser t: l.b b ^^^^^^tmT.mmiip. i£LtL22-2005 1:03 PM 
To: b 7 C l( iTn) fPRi) 
Sut >ject: FW; RMS S nipping Notice 047061 

tIPIP n 
NO N-REC 0R[ 

M 

•Oriqin alM( 2ssaqe— 
Fro m ] I fCG)fCO N) ... -
Ser I t : Tue ss^ ', Marefl 22. 2005 12:50 Pf ̂  i:^r 
Toi (r iTDUFBH 
Sut i ject : RIMS Shipping Notice 047061 

•.UAU '^LA^S tIFIE , ^ 
NO N-REC 0R[ ) 

b2 

Ret urning due to them not needed anymore. fc-'E 

TJC3 SPTRor •the entral Regional Supervise • - Chicago ib2 
ELS iURTe ichn alogy Management Unit (E TMU) b e 
Elei Dtronic Sur\ ̂ eillance Technology Secti on (ESTS) Ih /c 
Invc istigati veT echnology Division (ITD) 
312 Desk) 
312 Fax) 
312 Cell) 

Ut« UEl^ P 

• 

CtASj ilFIE D. 
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S^^T 
1 "ICOTD) ( FBI) 

From . 1 \KL\ fFBh 
Sent: b 6 YY^iinej idaY. March Ifi ?0n5 940 AM 
To: fc7C I InTDUFBh 
Cc: 1—r— . _ ; rAL)(FBI) 
Subj( }Ct: REL ponnection 

b 7 L 

n f 
JiankB kgrd gjf (234 

u; -VMPj^ ASSIFIFn 

NON .RE( :ORD 
b 5 

I just want to make sure it is r.lparthatwp here in the RA (or Albany in general) do not have a current 
investigative need to connect toi before you have all of your equipment ready. I thought that 
there was a case somewhere else (Buffalo perhaps) that had a current need to do| intercepts 
from the switch here in Syracuse. 

t/^. 
So unless there is a need to collect data for some other case somewhere, we can wait until you '̂ '̂  
are ready to go. 

Also, I received a call from] 
estimated that they would 
would call me next week after 

I , Ipstprflay. They were just verifying contact info etc... but they 
n a ^ |out to install tjie T1 line jjv the week of 3/28. She said she 
ftersne ' ' ie got a firm date fro 

the T1 line bv 

-—QrlQinal Meqsaop-
From^ ](n-D) (FBI) 
Sent: TuP<;flav. Marrh 1 q. 2005 7:54 PM 
To:l JAn (FBI) 
Subject: RE: Connection 

UNCLA33II ILU b 
NON-RECORD b c 

TSi 

b2 
b7l 

to tha ISwitch using the POTS line. I was hoping the 

Iswitch at! at once. We can 

TTS do need to connect the RA 
DCSNET T1 would be 
in soon and we could connect the RA to the DCSNET and the 
do it seperately though 
so we have coverage for the RA at least foi intercepts. Until we get the DCSNET T1 in we 
would have to dial up to 
the Syracuse F?A to have all the offices accesss this. Let me coordinate withi land we will 
send the equipment I I 
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SERET , • 

neede d to the Sy racuse RA to get the dial up td |going. 

Thank 

1 
-Original M essaqe— 

Frc >mj 3 A L ) (FBI) 
Se nt: Tuesda y, March 1 5, 2005 3:14 PM 
To J (TTD) (FBI) 
Cc 1 , J (AL) (FBI)J KITD) (FBI) 
Su bject: RE:| ICo nnection 

b7E 

on 
NG (N-RECOR D 

Wh at say you 

Originc )l Message 
too 

FromI I (ITD) (FBI) 
Sent: TUP qdav. Marr h 15,2005 3:11PM 
Tol (AL) (FBI) 
Cc n ^ A L U F B D l i r iTDUFBn 
Subject: F ̂  ponnection 

b 2 

•HMri ASS IFIgP 

b'^E 

NON-REC ORD 

Hey| 1 
I'm not sur e of the ne jed for the POTS line cu rrently, you will have to ask abou tthat 
one, but th e T1 line I-las been ordered and sh ould be arriving by the first week OtAc ril. As 
soon as i h ave the ci rcuit ID and a firm due d ate, i will send that info to y< 3uJ jsually 

bG sends that to me abc ut 2 days before the loc al telco shows up. ;-) 
tyic 

thanks for vour heb < getting the ROC info! ]K 9 

^ b 7 E 

Ori qinal Mess aqe-— 
From: 1 YAL) rPBH 
S e i ^ •|iPc:Hav. N larch 1"^, :>nnq^!n4PM 
To:| (ITD) (FBI) 
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fc7r 

Cc:| KAL) (FBI) 
Subjec T̂  [.onneccion 

UNCbft .•n^irirn 
NON-R ECORD i:9 

•bVF. 

ib7E 

I am jsut dropping a note to check on the status of your desire to put in a connection 
from the DCS 3000 network to thej [Switch here in Syracuse to capturej | 

I |in this region. 

As a stop gap measure, we had a pots line installed here in the RA which is available 
for the connection. I understand that a T1 line will ultimately be installed -1 recall 
talking to somebody and giving my name as a POC for the T1. 

is there a plan/need to use the dial up line in the meantime? 

Let us know. 

SAL 1 
Alban V Division - Syracuse RA 
(315) !b 6 

(315) (cell) fc^c 

UTJC! :AS«IEI£C )^ 

UTtetAC ;siFiFn 

crnebAssu • lED 

UMCLAOGirm 9 

-HWCLASSIFIED 

S E ( > ^ 
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^5^ET ^ 

1 |< 3TD) (FBI) 

Fror n: 1 I(ALUFBI) 
Seni • b 6 Tuesday,, IVIarsms, 2005 3:14 PM 
To: fc: .' r - [ Irn^ (PRp 
Cc: 1 l(AU (FBn| IflTD) (FBI) 
Sub ect: L ircTl icDnnscnoii 

m' 

hlE 

}lank Bkgrd.gif (234 

°) 1 JNt =H». 
NOh i-RECG RD 

Wh at say you 

— O r iqini ̂l ^ 1g§SgQ< 
t . 6 

a To'?v: 

, From! 1 (ITD) (FBI) 
Sent: Tue sdc jv. Mar 0171572005 3:11 PM 

roJ "T^L)(FBn 
( c:c:| _ _ J A L ) (FBI)J ( U D ) (FBI) 
Subje ct : f IE ;onnection 

1 jncc res •m ee-

t)._; 

1 MON-F ?EC OF ID 

be 

Heyj 1 b 7 C 

'm not sur e c f the n Bed for the POTS line currently, you will have to ask| pbout that one, but 
1 heT1 line hs IS been ordered and should be arrivinq by the first week of April. As soon as i have 
1 the circ :uit D and a f irm due date, i will send that info to you. 1 [usually sends that to me 

5 rio 
dUUUL d. ua ys UcTUIc me luucai iciuu siiuwo up. ,-) ^^^"^^^ 

b2 
1 thanks JaL ̂ Lir help getting the ROC info! -^'^ 

-Orl qin al M§§5 
Frc »m| 1- (AL) (FBI) 
Sei f i t :1 ru€ jsday, 1 ̂arch 15, 2005 3:04 PM 
To ilTD) (FBI) 
Cc [AL^ fFBn 
Su bjec t : Connection 

ib2 
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SS/T ^ 
DND lASdincc ) 
NON •RECORD 

b 2 
IK 7 Y, 

So 1 ^ 1 
1 am sut droppir iq a note to check on the status of your desire to put in a connection from the 
DCS 3000 netw ork to the | pwitch here in Syracuse to capture push to talk in this region. 

As a stop gap m easure, we had a pots line installed here in the RA which is available for the 
conn< BCtion. 1 ur iderstand that a T1 line will ultimately be installed -1 recall talking to somebody 
andg iving my n ame as a POC for the T1. 

Is the re a plan/n eed to use the dial up line in the meantime? 

Let u s know. 

s/C 1 
Albar IV Division - Syracuse RA yj^r^ 
(315) 
(315) (cell) 

UNici LA55?FTH 

.JiblDtA^ ;64£JED 

tmefaA&siEiE LD_ 
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• 

1 |3TD ) (FBI) / 

From . 1 JlTD) (FBI) 
Sent: bt-: lU&Si dav. Marc 115, 2005 3:11 PM 
To: Jb L, Al \ (FRI) 

Cc: (ALJ {FBI)| l(ITD) (FBI) 
Subjc >ct: RE| |Cor mecti on ' ' 

^ 
/ 

b 2 
b7?. 

ilank B kgrc 
Bl 

l.gif(: !34 

UNUtTTSSI 
NON-RE COR D 

b 6 
b 7 C 

Hey| ] 
I'm n ot sure of the nee( d f o r l the POT S i l n e currently, you will have to asM about that one, but the 
T1 li ne has been order ed ar id shoul d b e arriving by the first week ot April. As soon as i have the 
circu i t i D a r id a firm du s dat 3, i will s end that info to you.l lusually sends that to me about 2 
days be ifore ' the local t€ JICOS hows uf )• ;-) 

.Mn. k? f2rv our help ge tting the POC ) infc 
b 2 

)! b 7 E 

Oriq Inal Messaq 

i.oo 

b-:'c 

e — 
F roi m\ kAL) (F BI) 
S en t : T uesday, Ma r c h l 5, 2005 3:04 PM 
T o : (JTD) (F =BI) 
C c: ;AL ) ( F B I ) 
S ub j e d i l=° nnec tion 

b 7 L 

I [ ^ X A VOIPTCD 

N 101 «J-RE ECORD 

be 
b 7 C b 2 

' b 7 E 

1 anr \ jsu t dropping e 1 note ao chec ;k on the status of your desire to put in a c onnection from the 
C )Ci 3 30 00 network to the \ Swit ch here in Syracuse to captur^ In this region. 

fi ̂ S£ i StO p gap mea£ jure, we had a po ts line Installed here in the RA which i s available for the 
c on nect ion. 1 unde rstan d that a 11 li ne will ultimately be installed -1 recall talking to somebody 
a nd givi ng my nam( 3 as c i POC f( 3rth< J T I . 

Is >th ere a plan/neec \ to u se the d iai U| D line in the meantime? 

SEC RET 
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)^ET 
Let us know. 

'i m Aihfflnw I iiuitnrtn - Syracuse RA 
(315; 
(315' cell) 

he 
hic 

UNCLA35IPIEP 

UMCLA0Cir46P-

lOTD) (FBI) 

From: 
Sent: he 
To: hi' 

Subject: 

c ](AN) (FBI) 
Monday. March 14. 2005 8:55 PM _ 

I ITD^ (FBI);[ 
E. (ITD) (FBI) 
Anchorage DCS-3000 CSU Box 

] (ITD) (FBI); 

SENSITIVE r- -^ 1 irini ' "•"•^"^'^ 
NON-RECORD 

Gentlemen - as near I as can tell everything is working fine ... however about 45 minutes ago I discovered a red light 
illuminated on the front of captioned box indicating "loss of signal". What does this mean and does something need to be 
corrected? 

Thankf; 

901 
1 l-Anch 
br cell 901 

loraae 

SENSITIVE BUT UHmJlAAII ILL) 

b o 
hic 
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][OTD) (FBI) 

;P̂-
From: lh6 
Sent: 1.7 
To: 
Subject: 

(AN) (FBI) 
8:33 PM 

L,̂  P -J [ 'TD) (FBI) J. 
Circuit Between Anchorage DCS-3000 and|_ > witch For "TDMA" Call Data b 7 E 

SENSITIVE BUT UHOLAOOIPIEP 
NON-RECORD 

11 called in a trouble ticket to the phone company after our testing this morning. I requested that the phone company 
technician call me when they get on site and only do the work between 8 am and noon (Alaska time). This will give me an 
opportunity to include you in any testing so I can be certain if everything is working properly ... or not. Consequently, 
I expect to receive a call from the phone technician sometime in the morning (afternoon your time) during the the next few 
days without any advanced notice and then call (or page) you. My best guess is that the call will come either tomorrow or 
on Friday. 

Hnr^Bfijiiv. vQu will be in a position to assist like you did today. Let me know if you think it would be helpful fori 
Jo be on site with the phone technician, otherwise I will try to get help from one of the techs at Dobson should 

we neea ii. 

.ThanKs. 

b e 
fc7C 

y Anchorage 

SENSITIVE BUT U|iJ&LA33iriCD 

l O T D ) (FBI ) 

From: 
Sent: 
To: 
Subject: 

b 
] (AN) (FBI) 

Tuesday March 01 2005 8:13 PM 
1 , ,_ _ ^ I T D ) (FBI) 
1 est or Anchorage uircuit Between CMP and Dobson 

SENSITIVE BUI 
NON-RECORD 

b7c: 
fc2 
b7E 

could be available to help us determine if the connection is working properly. Here is our plan: 

|shortly after 8:30 am (Alaska Time, which is 12:30 pm Eastern Timej, 
are going to test the modem connection between our DCS-3000 and the ) t 

b n d l 
J Perhaps you 

With your help, I am confident we can complete the testing within 5-10 minutes. So, hopefully you can be ayailahiP 
arpund 12:35 om (vour time) on Wednesday, March 2, to help us. If not, perhaps you can arrange for either 
o;| lo assist us. be 

b':'c 
Thanks, 
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1 • 

Ancho 
oizUti 

rage / I' L6 

SENSITIVE BUXXIM »tFIED 

1 \\ OTD) (FBI) 

From: |AL) (FBI) 
Sent: 1 uesdav, March [005 1:22 PM 
To: 1 (ITD) (FBI) 
Subject: DCS-3000 Work Stat on 

-LlMf^L&CQICIFn 
D'-S 

NON-RECORD 

I'm trying to setup a worl <; station in the tec ;h roc 3m only to access the TICTU database i system. The first problem is that 
1 don't have the pass word. The second is the it it\A ras used previously and apparently the IP address has been reassigned. 
Can you help me out ? Tha nks. 

1 H 
nWCDWOHED 

1 OTD) (FBI) 

From: 1 1 (SF) (FBI) 
Sent: he Fhdav. Februarv ^̂ 'i '005 5:28 PM 
To: fc^c (ITD) (FBI) 
Co: 3F) (FBI) 
Subject: Froblems 

UMCLACiiriBD 
NON-RECORD 

1 1 
( s 1 • 

fc2 

1 IFinally found a workir ig monitor to boot upt he spare DCS3000 computer. thelP Ifor loading the 
tracking program). 1 

On another front sim iliar to what happened tc )thJ lines, 1 have the following situ. 

h'lE 

3tion withi Bccounts: 
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SE^JET 
be 'b2 
b7C fc-E • 

1 don't think f s l he network because: N 

1 |are collecting fir ^ (S) to l 

1 rtas s aid it is sendinc ] everything and it's fin lied rem oving the target numbers and putting them 
back in, but still no luck. Al the Target Server's a re ^ 

Any suggest ion s would be c jppreciated. Thanks! II fc2 
fc7S 

1 
) 

OTD) (FBI) 

From: 1 J(SF) (FBI) 
Sent: *"̂  Thursday. Februarv 2 4,200511:39 AM 
To: fc (ITD) (FBI) 
Cc: SF) (FBI) 
Subject: problem On DCS3000 

WiffliASSir JEf I • 

NON-RECO RD 

1 |Beca use we have th eT-lliorl "jand it's being monil ored 24 
to collect the da ta from abo ut 9:00 pm on 2/22/05 To 5:30 am on 2/23/0 5. Wef |called| |to see if they 
would sent u stt IB data and they responded they w rould provided we ch« »ck witn you roiKS rirsi. 1 hey are or the opinion ihai 
the data is s tillr etrievable fr om ERF. The numbe •s are: ^^^ ^ 

fc6 
bTC 

We collectec i6s ta on the ot her sen/ice providers. It seems it was onlJ Would you let me know if wel 1 
has to recon tan 1 IT hanks! L ' ' 

1 1 i -J2 

2/ 24/05 8:30? am PST * -yjE 
b b 

1 
UNCLASWF HEl 

1 

» 
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From: 
Sent: 
To: 
Subject: 

b 6 

S^ET 
OTD) (FBI) 

c ](SE) (FBI) 

I l(ITD) (FBI) 

SENSlTlVE_BLrLUWC|^S§!ilED 
NON-RECORD 

(S) fci 

I Jper our /̂ nnx/orcatinn lact »»ooi<- M./HI >/p. i piease update one of our DCS 3000 machines with the latest software L 
push? The IP address ij T î . 

Also, I received a call fronn[ 
I [court orders and asked me _ 

'JfeflTJ in their records that they are provisioning the orders correctly" It you know, please email me with the IP address and 
I will cal| j 

Jhis morning (the o l j ^ i d e ) . "Tl^eoldl Is 
e "what the IP address is Tor fhe| pAlEA co 

_ ecurity is provisioning all of the 
connection at FBIHQ". They want to 

Thank you. 

se^ jttle Uivisior 
20( office) 
20( cell) 
20< fax) 

bb 

SENSITIVE BUT UMOLAODiriED 

I torm fFBh 

From: 
Sent: 
To: 
Subject: 

] A L ) (FBI) 
Friday February 1R 7005 10:26 AM 

RC" 
(ITD)(FB1) 

SENSITIVE BUT UHOLAOOirrD 
NON-RECORD 

iZZi 
We should hg a nr. nn fhic onri We're Ordering a pots line as a short term solution until we can figure out how we'll pay 

for the dds circuit |s the point of contact at SYRA, but he'll be off next week, so I'll be the point of contact. One 
question, we have not received anything on the DCS-3C00 since 2/15. Any problem that we're not aware of? Feel free to 
contact me anytime. Thanks. 

Ib6 

5181 Icell 

Original Messaae-
Froml l lTD) (FBI) 
Sent: Thursday, February 17, 2005 4:43 PM 
Toi " iftî  {mi 
Cc:| l(ITD) (FBI) ; r 

5 5 ^ ET 

] (rro) (FBI) 
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STOET ^ 
Subject: ' N 

1 

SENSITIVE BU1 
NON-RECORD 

rONeL&SSIFIED 

ho 
h'JC 

1 As 1 riisriissftf i with vnij nn uniir visit tn niir lah the Rvraniise RA is Innal to thd IlSG access ooint fori • 
1 1 1 1 

r —1 
1 1 *•' 

•"-

I |—1 . 

1 1 
1 1 

Thanks for your help, 

PS. The DCS 3 300 training coordinator isl lat exi bue to the move our unit is going through 
a trilogy e-mail 
is probably the b est way to contact here. L, 6 

SENSITIVE BU1 

Si 
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SERET ^ 

1 C)TD) (FBI) 

From: 
Sent-

1 : l;iTD) (FBI) 

To: 1 I^KnUFRl); lATWFRlJ 
lEaiU lOM) ( ̂ IV1 1 (MM) lFB\)i 

\E^) 

]K (:; Kuni i - i i iv i "^ " IriAWFBnl \c.\> HFBI); 1 
|i". 7 r DLHFBIl PH^ ̂ FRIVI f 

(SfcilHBIj I JKKFBI ) ; ! I^FRIl 1 1 tf:iWi::Rhl lm.^WI-Hm |fN' f) (FBI); 1 
• • ' n 

" '"^^''^ ^ LKCUEBDI , lfHn\/PRh-H 
1 IfSFi (TBTl n v i i p m i l 
(FBni BAUFBhl lfMM^fFBfVl 1 

/NYWFBnl , bGHFBDi , IKX^ fFBH; , 1 
1 r n P R i l • " -^" ' K /5r\ IPK\1 1 

rSLWFBI)! IIPWFBIVI IA( 3) (FBI); 
rPX^ (FBI);I INY) (FBI ITI MK) (FBI): 

I?J) 
(FRhl rTPWFRIVl l/MDWPRll 1 

1 IfPGWFBll IfPXWFBnl , iHNWFBn 
ImA^rFRIlL I11IJJ/I-H15I J(HN) 

bo /FRni , tRmfFRH IRS^CFRTI 
bvc bG^ fFBHl lAI \ /FRIM nVT7 

'^'^ 1 — , 1 ft^WUFRnl rPfiUFRlJ 
^riTTTFml l/c .̂[iuFRiv riJiMi-nnr 1 1 IPDHFBDI tANWFBhl »l =P̂  (FBIV 

KC Funi ru^wpRhi 1 
'IRXWI-HM IvWI^Anl bllWFRII 1 1 iMWIWFyil:! I N V H F B I I trrrrrrr JIT ' 

Ift^HFBIvl l-pUFBhl Irs LI(FBI); 
RFWFRhl IRFUFBII I , 

ISR (FBhl p E l rFBh:! ZJ 
rrA/̂  fFRIl KA\ /FRrI tm UIB): 1 IJKWFBi^;! IfNFUFBMl ^ iroM] 1 
[\-m\ m)im)\ l(PH)(FBI)|_ 1 1 hX) (hBII ISU) (l-BII ^ •CO) 

r ̂J>JWFBh:l hoHI-bl l DOUFRIV 1 1 
1 *^ " HRWFBhi' rATWFBh:! . 1 

§̂1̂  f f BhJ INK^ (FBh:! ILA^ (FBI):! IfDn) 
(FBI)I IBM fFBHI IM01 (FBI);| 1 

1 kAUUhbllll _ p,Jl lTD)(FBt) _. 
Cc: 1 1 mO) (FBI); JlTD) (FBlH 1 

Subject: DCS-3000 One-way Push - Status Update (2/7/05) b 6 
b7C 

SENSITIVE BUT LH o g L J i e giEiEr> 

NON-RECORD 

All, 

The one-way push is currently being field tested at sites) tnd| [There are field issues involving the performance 
between thennR-way push and the RW. All parties involvea are^WJming to correct and improve the systems performancejv. 
In parallel [testing is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. ^^ 
Upon completion, this functionality shall be field tested as stated above. 

To date] JField offices have received the one-way push equipment for installation. [ [sites have completed 
the install, out not yet activated for connectivity. Remaining sites can expect to receive equiprnent mroughout the year and 
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to 
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sS^T • 
minimize b< 3th operational ri sk and system failures. There shall certainly be growing pains as we expand the amount of 
users incor porating GALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an 
exhaustive in-house test virt ually impossible. So some point in time, additional sites will be connected in order to field test 
as needed. We appreciate y our cooperation and patience regarding this development process. 

Reaards. 

SENSITIVE : BUT UMOL^tti npibu 

DTD) (FBI) 

From: |(ITD)(FBI) 
Sent: :b O ^ aihkvimikUMkuiau:mw»i^t:9^^^'^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^ 
To: b /c r . iTDWFBn 
Cc: HTDHFBI);! |(iTD)(FBI) 
Subject: 

' 

NON-RECC 

1 
)RD 

SBIT is ass isting the Miami Division with the FBI's first-ever! bleohone intercepts. Miami "went up" onl 1 
pen-registe rs yesterday and expects to implement an emergency FISA either tonight or tomorrow. Miami is using the' ' 
DCS-3000 system to collect pen-register data and the Red Wolf for T-50 audio. I'll keep you informed. 

1 1 h-'lE. 

^WCtftSJSI H E O 

1 OTD) (FBI) 

From: [ - . , , |ITD)(CON) 
Sent: i-^r r Thursdav.lanuarvTT. •Auutf.if^ii,^^ ^ 
To: 
Subject: 

r riTD) (FBl)j JITD) (FBI) 

NON-REC( 3RD 

- pis forward me your itinerary/contact info before you leave. Thanks. 

-—OrifliDfl 1 M e s s a g p - — 

From! lfITD)( FBI) 
Sent: Wed nesdav, January 26, 2005 6:22 PM 
To:| KrTD) (FPT) 
Ccl im )KCON);| h"D)(FBI) fc" 
Subject: B ureau Travel 
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NON-RECORD 

)M^ 
h2 
b 7 E 

I T N , next Thutsdai i f riday (2/3-4/05). SBITiaSudecidfid-ta 
Iwitch facility located a t 

I 11 am Dianning to travel with| ltd 
lifSt̂ f̂ ariAthel RA to a node on the uub-3000 network, due 
and I will be relocating the DCS-3QQQJeailijpal to the CMP, meeting ^ _ ^ ^ _ _ 
new router for the upgrade. Th j \^A has continued to exhibit unique "issues" for SBIT/TICTU. We have 
determined that this course of action is the best solution. 

XI I nursaav - i-naav 
J to thi kwitr.1 
1 with j [eel echnlcian on Friday and installing a 

t!=l 

he 
fc7C 

ISieMmmuniCailOnB imereefit and collection Technology Unit (TICTU) 
Electronic Sun/elllance Technology Section 
Investigative Technology Division 
Quantlco. Virainla 
7031 

lb7S 

UNLLAASIPtee 

UHGLAJJIPfED 

From: 
Sent: 
To: 
Cc: 
Subject: 

1(0TD) (FBI) 

L 

b7C 

t 
CALhA Intercept 

](ITD) (FBI) 
2005 7:49 A 

LOaiFBI) _ 
JCV) (FBI)[ 

TnPRriav .laniiarvpFi 2005 7:49 AM 

](ITD) (FBI) 

UNOLAOOiriDD 
NON-RECORD b 6 

I spoke vyitll ^ , , , 
I febout helping to set it up since he is familiar with that stuff. 

pbout getting your equipment for the 9.6 CDC circuit. He recommended that you speak with| | 

So, I will leave the CDC termination and configuration up to you guys. 

When the T1 gets delivered we wilt terminate it into the Red Wolf and I will tap off of it for the Demon. 

1 supposa jwill need a RMS for the work. 

Let me know If you need anything else. Give me a heads up when you know what date the T1 is supposed to be in. 

Thx 

b 2 

b7C 
b 7 E 
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si^T • 1 1 vJUrtjlM— 1 

b2 
lb h 

Fed( =ral Bureai i of Investigatic )n to7C 
Inve stigative T( 3chnology Divi; >I0 n h-JE. 
Date 9 Intercept Technology Ur It 
Wire iline Data 1 ntercept Grouf ) 
FRF 
703 Desk 
202 Mobile 
888 ^ager 

703 

mic •LASftmE D 

1° T l 3) (FBI) 

Froi n: b6 c |riTD^ fPBn 
Sen t: ib7c l\/ lor iday, January 10, 2005 i n f i l AM , 
To ' r* llTH) ft^piyl , , IfiTH) (FRh 
Cc: b | I IDHFBn:l IfiTDWFBn 
Sub ject: T W 1 bysiem Aaministrator i raining ana voice box 1 raining 

SEN ISITIVE B l JT UMCLAOOtt PtI 
hi: 

» fe7E 
not J-RECORC ) 

1 
Acc( jrding to th 

1 
e email below. W 'FO is reouestino forpcS-3Q00/5Q0Q/6O00 training. We are addressinq the DCS-5000 

train ing. You m ay wish to con tac ;| |o discuss training for your respective programs. 

t tuu 

1 Zl h€ 
Original Me issaqe h : C 

Froi tnl ] r T D ) (CON) 
Sen t : Monday January 10, 2 00 5 9:57 AM 
To: 1 h VFUFBD 

H m 5) fFSn: ! lOTDUFBD: ! IITD) (CON);| | 

(nt » (F8I}| i UD) ( r a r i J(ITD) (FBI) 
Sub ject : | 

i^lTIVF Rl 

1 System A ̂n linistrator Training and Voice Box Training 

fclE 

NOt tJ-RECOR[ ) 

1 ^ As discuss ed this morning, the 22 ET's and TA's that you had indicated needed Red Wolf System 
Adn-linistrator t •aining. 1 am p as sing this list to the Program Staff to have the DCS3000 and Advanced Voice Box training 
requ 

b6 

irements a ddressed. 
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S ^ l ET 
look forward to your response as to whether any of these individuals are scheduled to attend the WFO dedicated System 

Admin Training class scheduled for February 1-3 that would accommodate up to 10 students. Are some of the people on 
this list scheduled for this class? If not, I'll need to schedule additional classes for those individuals remaining that require 
training. 

The list as provided by 3f the Technical Personnel Development Branch include the following individuals: 

fc6 
b 7 f -

BAE Systems Information Technology 

SENSITIVE BUT OlTOfaAagjFIED 

SENSITIVE BUT miieLAOOiriCD 
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lOTD) (FBI) 

From: 
Sent: 
To: 
Co: 
Subject: 

In b 

L7C 

ITD) (FBI) 
05 10:50.ML 

E b (FBI)I 
I f lTDUFBII  

FW: NY Field Office| [System Administrator Training 

IZHlTD) (FBI) 
I(ITD)(FBI) 

b " 

SENSITIVE BUT UIHCLACCinCD 
NON-RECORP 

1 
According to tfie email below, NYpisjeflueatiofl for DCS-3000/5000/6000 training. We are addressing the DCS-5000 

|to discuss training for your respective programs. training. You may wish to contaci 

thnx 
c 1 

fcb 
L7C 

-QriQinal Messace-
Fromir 3 (ITD) (CON) 
Sept: Monday. January 10, 2005 10:10 AM 

INY^ (FBI) 
sen; 

rrrp; (FBI);[ If m?) (FBI);! 
(FBI)I rrTDUCON);! 
Subject; IMY Field Qffice| fystem Administrator Training 

nm)(i-Bi)r 
Training 

irrmfFRTV.r 
(NY) (FBI) 

]rTD) 

hZ 

SENSITIVE BUT UfilCLASaiPlEP 
NON-RECORD 

he 

I received a list of ET's and TA's that you had sent tc| . . ^ ^ ^^^ Technical Personnel Development Branch in 
which you had indicated needed Red Wolf System Administrator training as well as DCS3000 and Advanced Voice Box 
training, i am responding to the Red Wolf System Administrator Training only and am forwarding the DCS3000 
and Advanced Voice Box training on to the Program Staff to address. 

Please confirm whether the entire list needs to have Red Wolf System Admin training, we will be scheduling training to be 
held at the Raytheon Falls Church facility for those individuals you identify: 

lb 6 

Thank you 
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S ^ £ T 

BAE Svstems Infc )rm ation Technology 
703j 

SENSITIVE BUT 

SENSITIVE BUT 

l©l-*SSlFItD h,p. 
b 7 C 

leLAaoiricD 

1 blD) (FBI) 

From: 1 .. , .X . ...JsOfFBI) 
Sent: Mr,nHaw taniiarv n.-̂ t 9nnti ^ 3R AM 

To: 1 l(ITn)(FRI) 1 
Subject: Happy New Year 

9r ivcA991riCD 
t 2 

NON-RECORD 

Thanks for fieldin qth lat questtfin nhniJ , 1 will reboot the DCS 3000 so youf| ban be operational. 1 
also have paper c op es ot tnel In tne ban Kranctsco and Sacramento service areas. Would you like thenn? They 
are the latest. Th; ank r^ \ 
tJKeLAOCiriSD 

1 b l D ) (FBI ) 

From: \,f. 1 IrSLUFBI) 
Sent: j ^ 
To: H 1—1 (ITD) (FBI) 
Co: ! , r rn i ^FRM 
Subject: 1 pel l Site database (update) | 

TIPII'I Ab' i l l II I I 
NON-RECORB* 

1 

^ « i 

fc2 'b2 
b-̂ ^E fc6 

b 7 E 

1 SDoke witti 
r jcustomSl 1 Lsaqe. T h ^ ^ersionl tdvised that we neecj t) forward info/data 

concerning itd |in tne at. Louis metro area in order for tn| program to interface correctly. 
On 12/27 ircor nta( :tedl ^vherein thev advisea thev woula emaii vou a copv ot the data directly to your 

1 Recount and would follow UD bv mailinq SL a hard coov. |f for .«!nmft reason this data does r\p\. 
•fflaiifilTWVfiU'SIT nsr ' ftftxyftiiMJllv nr in ths cnrrer.t tnrmat nisasft rr tntar:^^ I jpireless @| 1 
1 jto advise h er i hat you did not receive the information. For reference SL's Court Order Number is| | 

Please advise wh en this new data is incorporated into your system and that we can star] f Yl: This case pertains 
to a violent gang oft jaiik lobbeis ulili^ing a lake ovei operalion of the bank. No one has UUUII MUilVel, but Ihey aie 
beginning to esca lat 3 their activity. ^̂  . 

304 ;b7E 
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J^FT 
Thank vou for vour help 

L 1 
ftt 
31^ 

UM MLAOaiPiCD 

1 kOTD) (FBI) 

Fro m: -̂'° 1 ISecD) (CON) 
Ser .t: -̂>̂ - ^^^^MAriTiT:FnilM«7'JiiUT:]«!4l»!(Nt£MM:K,lAI 

To: 1 llTD^ fFBM 
Cc; 1 tlTD) fFBn 
Sul iject: DCS 3000 Action Plan 

[X53000_owner_itr 
.wpd (U KB) 

NON-RECORD 
SENSITIVE BU rUNLLAJJII IH3 

b o 
b7C 

Sorry to bother you with this. When the DCS 3000 was accredited in May last year, there was a lien to create and 
document an audit review and retention procedure. Do to recent focus on tracking Action Plans, mostly driven by FISMA, I 
need to verify whether or not this has been done. 

For the record, DOJ/FBI requirements are for weekly reviews and 90 day retention of audit logs. I suspect that you all 
probably keep them much longer than that, but I have no idea about your review policy. Please let me know what you can. 
Attached is the EC stating that this needs to be done. If it has just let me know. 

If not, let me know what kind of impact this will have on your time. I know you are busy, and given that it has been this 
long, if the policy hasn't been done yet, I just need a ballpark estimate date. 

Respectfully, 

L he 

AU, IAS_SecualiLDivision 
(202)1 \ 

SENSITIVE niIT I|[jr' rrninrn 
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From: 
Sent: 
To: 
Subject: 

> ^ -

"koTD) (FBI)  

Tuesday. December 14, 2004 9:41 AM 
I ITD) (FBI) 

Switch Based intercept (DCS 3000) 

Notebook.jpg (2 
KB) 

NON-RECORD 

b 6 
fc7C 

UMCbAOOirgQ 

I am just checking in with you regarding the scheduling of the above referenced classes. When I reached out to you in 
September, I was told that they were yet to be determined. Are there any dates in the works? I have several OJT/TTA's 
interested in taking the course. Any assistance you can give to me will be appreciated. 

T5W t 6 

UWCLASaiWgP-

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

c 3cE) (FBI) 
Tupgrtax/ Qprprnhpr n? 2004 12:2ajBM_ 

I llTD) (FBI);̂  
UCy 3000 PRUyiLM' ' 

}lTD) (FBI) 

UNcLAtaislHbiP  
NON-RECORD 

[ ] 
We were up on a| 
download anythingT 

I I updated the warrant info database. I cant get the DCS 3000 system to 
fays there is data in the system to be downloaded. They have the order in their system. 

Could you chepk the systenri to see if there is anything wrong. Our dial-up help number to the DCS 3000 system here in 

Thanks for your help 
to 6 
b7C 

Chariotte/Kaleigh RA 

UNeLACSiriED 
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S™ET 
!bTD) (FBI) 

From: 
Sent: t e 
To: h'lc 
Subject: 

UMCLAfSirOBO-
NON-RECORD 

C ] (SC) (FBI) 

I ITD) (FBI) 
7 W I—F ireiess to b;: 

b7E 

1.6 

Will this cause any problems with the DCS3000 with two case ID'S monitoring the same target? Please advise. Thanks, 

Original Message 
From:l IfSC) (FBI) 
Sent; Tuesday, November 30. 2004 2:39 PM 
Toi " i f S C U F B D J 
SuDject:| [wireless to| | 

](SC)(FBI) 

hlK. 

NON-RECORD 

Hey guys, 

[ 

fc2 

tron^ balled and saidi jvill also be provisioned througli ' |(which is npvi | i 
addition to the! [provision. The access will be the first 10 digits with an added "AWSM at the end.l Ian be 

OOl I I 1 reached at 80( I • ] 
bs 
b'7C 

oni mjii ium 

linn •""irirn 

307 

M ET 



From: 
Sent: 
To: 
Subject: 

he 
b 7 : 

)^ET 
](OTD) (FBI) 

I ITAT̂  (FBI) 
T..ftsrl;.v Nnvemhfiran 2004 Vd^LBM. 

I KITD) (FBI)I 
DCS-3000 GUI change request 

] (ITD) (FBI) 

li»HJLA&t>ll ICD 
NON-RECORD 

Per today's conversation wit j 

best. Please feel free to call with questions or to berate me for stupid requests, etc. 

( S ) s, 

404[ 
Work: (404) 

I Direct 

• b i 

b 2 
b ' ;E 

UMfri onnr teo 

]2I2LOi 
From: ]K,-; 
Sent: f̂ ^̂ V-
To: 
Cc: 
Subject: 

ir 
Notebook.jpg (2 

KB) 

NON-RECORD 

[ l lTD) (FBI) 
T,iP.;Ha» NInv/Pmhpr 23, 2004 5:41 PM 1 Ai(FBI) 

JITD) (FBI) 
RE:| ^irelesscell site Tracking 

b<:,: 
b7E 

SENSITIVE BUT UrtfCLAaairiEB 

fo6 
bvc b 2 

b'?E 

I processed all t h e f 
example^ 
not listed in the latest 

p u recently sent me. It appears this data is not up to date. Fjn. 
IThls 

spreadsheets. 
IS 

I have 
have better 

updated youi] jtwith the most recent data, but you should probably asked| |f they 
etter data avIliSDIe. 
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s ̂ E T • 

--OriQinal Messaae— 
Fr omi \A) (FBI) 
Se nt: Monday, November 22, 2004 9:27 PM 
To 1 , , 1 (ITD) TBnJ IfrTDUFBI);! 1 (ITD) (FBI) 
Su bjecti 1 wireless cell site 

b 
Tracking 

7E 

SE :NSITIVE BUT I I M H ftsninrn 
NC )N-RECORO 

Hi guys, 

At tached is our latest list o f Q Ifro ml IWireless. 1 was wondering if it could be adc led 
to the TICTU website . pleas e. ' ' 

Al so. in the attached Spreads!' leet 1 hav( B discovered that the CGI list is incomplete :-(. Howeve r, 
gc )0d news, th^ Is c ̂ mnlete Wheil |a| IWirelessI ^ c 
1. 
2. 
3. 
4 

3 h i s is what 1 do to find th< )n the attached spread sheet: ^~~ 
b2 
ib7E 

5. 
6. 
7. 

Tl-lese steps have not failed rr e yet. 1 w las wondering if| t;ould be modified to do this ? 
L .et me know. 

T\ lanks, 
be 

1 

SE [NSITIVE BUT UMrrLACOirtFD 

ocNS 
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NON-RECORD 

)^^T 

ep hauff annrnarhed the ĵ taae in our van integration project where we are ready to begin transmitting! 
Iformation from the DCS3000 to a non-secure beta version modem that is on 

a laptop witnl Tunaerstandina this is for testing purposes at the Tech Conf. we are not sending any case 
information or if this was case information there is no sensitive information. With all this being said do we have the 
blessing to continue on with this testing in current status or do we need to include some encryption? 

] :b2 

ITD^BL 
703\ 

DIVISION 18 
bffice 

OrtCCWCTOlWo^ 

UMCLACOiriED 

UNLLA&3IPIED 

]0TD) (FBI) 

From: 
Sent: 
To: 
Cc: 

UNOLAOoir-teo 
NON-RECORD 

ITD) (FBI) 
2004 9:21 AM 

J(ITD) (FBI) 

b2 
b7E 

1 I Understanding this is for testing purposes at the Tech Conf. we are not sending any case information or if this 
was case information there is no sensitive information. With all this being said do we have the blessing to continue on with 
this testing in current status or do we need to include some encryption? 

ve have approached the stage in our van integration project where we are ready to beaii 
- information from the DCS3000 to a non-secure beta version modem that is on a laptop with 

nU.AIU. DMHIUNIU 
703-1 loffice 

LIMd_AACUI>f P n 
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TfOTD) (FBI) 

w 
From: 
Sent: 
To: h 6 
Cc: fc7c 
Subject: 

<si, "SECRET 
RECORt 

c 3WF) (FBI) 
Friday November 12 2004 3:53 PM 

IflTP) (FBI) 
JWF) (FBI);L 

RE: Cell phone intercepts/Text messaging 

b i 

](WF)(FBI) 

Just to toHoMtf up on the voicemail \ just left you: 

witl£ ] i n our CMP. The target line i f Tiell phone. As I indicated. I was ^ . 
The case agent knows that the target haajneaaaging capability, but does not know for sure if he is using it. She has not 
seen any messaging in the summaries. |______Jand I looked at the summaries and did not see any messaging. We did 
see "CC open" and "CC closed" in the log file, but we did not see any text. 

I thinlj ^ plans to call you Monday morning to ask you to check the history on this case. 

Thanks, 

TU. T 
L 7 C 

-nripinal MP<;»anp-
From: ! ^ j(ITD) (FBI) 
Sent: e-rtciay, NovemberTz, 2004 11:48 AM 
To:l 1 (WF) (FBI) 
Subject: RE: Ceil phone intercepts/Text messaging 

(s ) 
SECRET 
RECORC .b l 

nfe DCS 3000 pen register software has the ability to accept and decode GALEA type 

save out tne 
Summary or Log files since Telephone Apps does not take messaging data at this time. If you have any further 
questions call me at 
(703[ K ] a t (703) be 

infnal Mp.;QanP-
Froi^ mif") (FBI) 
Sent: wennftsaav. iMovemnprTg. 2(m±5Lm , 
T o i IriD) (FBI)J IdTD) (FBI) 
Ccq |(WF) (FBI) 
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^SE SECRET 
Subject: Cell phone intercepts/Text messaging 

(3) 
SECRET 
RECORI b l 

b2 
b 6 
b7C 
h'lE 

I am not sure if you guys are the appropriate people to asl< this question, but I thought that if you were not, you 
would l<now to whom to direct it. 

I'm a TT^ at WFO and I received a case agent question abouj ^ o n an| cell phone 
iPts but norSrivl I ULir di'ant people told her that 

»come to us (the TTA squad) to go after thd ' ' 

•I'm a TTAc 

sneTTatno 
he case agent is getting the audio intercepts but noT 

J— 
How does it work? What does the case agent need to do to go after theT 

Again, if this matter falls elsewhere in your unit, please forward this to the appropriate personnel. 

Thanlfs . 

WhUyiU-1 

riatad 1/97..EQi:aiaarniintiiirlnl,allim.iiLt tnvcstlqations 

DCHIueP'W^MfclL-'* FRI f '" .sif ication Guide G-3. dated 1/97, Foreian_CQunledntollinr>noo lniujliudLluill. 
npn ft'i'ilFirftTinn rYrMPTinrF=^ 
SECRET 

SECRET 

sification Guide G-3. dated 1/97. Foreign Counteiintelligence Investigations 
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s3^T 
loTD) (FBI) 

From: b r j 1 flTD) (CON) 
Sent: h'lr TFiursdriv Nr^vfimhefn. 2004 3:18 PM 
To: 1 1 (ITD) (FBI) 
Subject: bOyU Urientation Nov 16 & 1 / 

itriTTi ' r i i n r p 
NON-RECORD 

I know you must be busy. Can you please advise if you will be able to brief DCS300(f 
EOSO employees per the following schedule? 

]othe new 

DCS3000 

1 1 
ureaK 
DCS5000 
DCS6000 

Thank you! 

^ 1 

confirmed) 
Mnfirmed) 

I pending) 
fc7-: 

h 2 

nriri minrp 

From: 
Sent: ^ 
To: fcVi 
Subject: 

(OTD) (FBI) 

I l(HO) (FBI) 
^AJo/1nocf1̂ .̂ / Mn»oml-.S? ^Q, 2004 8:55 AM 

' 'ITD^ (FBI) 
DCS 3000 

NON-RECORD 

Thanks for all of your help on our recent DCS difficulties. I am ordering another 9.6 DDS circuit for half of the target 

.fo2 
b'7E 

les. 

Thanks again for your assistance. 

nu uiv 
ib6 
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SSET • 

UNCLASSIFIED X ^ 

1 l(OTD) (FBI) 

From: 1 ITD ) (FBI) 
Sent: be Tuesday. November 09. 200 4 1-.̂ 4PM 
To: b"ic 1 KWF^ rFRIVl l \A/P\/FRnl _ 1 llWPMPm '̂  ^ ^ M l l l l M i l l n{WF)fFBiy 

1 Irm iFm\ 1 lU'JItd:! ^ ^ ^ ^ ^ ( (ITD) 
^FBDl ITD)(FBI);| l(WF)(FBJ) 

Subject: RE: Arrest made in WFO cas >e 

SENSITIVE BUT W* 01 i^ggirirn 
NON-RECORD 

Thanks! |m glad we were able to provided you with the operational and technical support you requested. 

)rininal Mt^gaoe 
|WF) (FBI) 

i]ii^Qi£Bui^^IZIIIIIkaiEBuJ[ZZII] 

- - Q t 
Fron|_ 
Sent; Tuesday, November 09, 200^ m-qa AM 
T i l(WF) (FBI):! 

I _ nWF^ fFB l i j IfrTDUFBH:! 
(ITD)(FBr)| I (ITD) (FBI)j 
Subject: Arrest made in WFO case j ^ , ^ 

] (rrD) (FBI); (WF) (FBI) 

foTC 

SENSITIVE BUT UHgUACCiriCD 
NON-RECORD 

fcb 
b7C 

Jb2 
b7E 

The fugitive sought by S/| [ of WFO was finally arrested at the suspected location last night in Waldorf, MD. 

A routine inspection of the apartment was conducted by the property management with plain clothes Charles County 
PD Officers. The subject was arrested without incident and was astonished that he was found since he has been 
hiding in different locations since March of 2004, 

] 

bf TiCTU provided assistance in determining that the phone was roaming ontJ 
Ihe DCS-3000 interpretation, andj | | " -helped with the DCS-3000 interpretation, andj | | 

I would like to thank all of the people that worked on this very long and drawn out 

letwork, 

b o 
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WFO 
S^^ 

SENSITIVE BUT I 

SENSITIVE BUT UHGLAOBIFIEP 

From: 
Sent: r 3̂ 
To: i.,-;, 

Subject: 

[ ](WF)(FBI) 
Tuesday. November 09. 2004 1QC<i film 

I rWFWFF^Tf 

iisnam 
l/WF^ IFRiV 

1 W R fFBI):! 

(ITD) (F^BI);| • 
Arrest madSTTTTOFnTSSe-

JIILJ)(Kyi);[ 
"TD^ /FBI\f 

HXQUEBE 

]WI-) (PBI) 

SENSITIVE BUT UNCLA33IFILU fct^ 
NON-RECORD ti "c 

The fugitive sought by SA f WFO was finally arrested at the suspected location last night in Waldorf, MD. 

A routine inspection of the apartment was conducted by the property management with plain clothes Charles County PD 
Officers. The subject was arrested without incident and was astonished that he was found since he has been hiding in 
different locations since March of 2004. 

] 
lb', 

"lofTICTU provided assistance in determining that the phone was roaming onto| {network, helped 
with the DCS-3000 interpretation, anĉ  | | ^~~~~-* 

I would like to thank all of the people that worked on this very long and drawn oul I 

WTC" ] fcb 
hir 

SENSITIVE BUT UNCLASSIFIED 

316 



sS^ET • 

1 OTD) (FBI) 

From: 1 ITD) (FBI) 
Sent: Monday. No"ember 08. 2004 1:45 PM 
1 O. 

Co: IfRllWCON^J IriTnwFRM^ 3 l T D ) (FBI); 
|( lVD)(FBI);r~ |(ITD) (FBI) 

Subject: 

SENSITIVE BU T UHCbASt 
bG ' 

NON-RECORD 

H| 

I just wanted to extend my gratitude tq_ Jfor the operational support he is providing. Spftr.iflr.ally I I 
is instrumental in helping with the development and deployment of the DCS-3000 One Way Push system. SLC was the 
first official test site approved from the security office which assisted us in order to determine the robustness of our 
system. It was during this test phase that improvements were developed by Raytheon and incorporated into our latest TIU 
Software base-line. The new software enables the CCC and CDC data to be correlated using a time-based algorithm. 
A vast improvement from hard copies and manual correlation. Although the new software hasn't been validatedi 1 
continues to provide us with invaluable information. His efforts continue to help us gain great strides as we begin to 
establish new operations throughout the field. His expertise and knowledge has assisted us in completing our initial goals. 
We are fortunate to have him on our side. More than thanks are truly in order. 

b 6 

Regards. 

SENSITIVE BUT I inn nygirirn 

OTD) (FBI) 

From: 
Sent: 
To: 
Co: 
Subject: 

[ 

! 

J(ITD) (CON) 
Monday November 6& 2004 1:2 

ITD) (FBI 

Nov 1 / bUyU (Jnentatio 

304 1:22 PM 
)) (FBirzz 
ITD) (F^BH^L 

l l IDJ (FBI) 
l(ITD) (CON) 

m^ AftftlFIFH 

NON-RECORD 

(confirmed schedule below) 
b6 
b7C 

J ref: orientation presentation pending 

Will you be able to present for the upcoming orientation. If not, can you advise of a recommended replacement. 

Your involvement in the past has been an important factor to the overall success of the orientation and I hope that your 
schedule will allow you to participate again. The technology manager portion of the program is scheduled for Wednesday, 
17 November from 1:45-2:45 and 3:00 to 4:00 (a short break scheduled between sessions). Please let me know if you (or 
a designated alternate) would be available. 

DCS3000 Spending) 
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2PRFT • 
b2 

CI=I 1 (pending) JK,.- fc7E 
Break 
DCS5000 confirmed) 
DCS6000 confirmed) 

Th2 nks in ac ivance for yc 3urtime. 1 look forward to your feedback regart :ling participati( an. Please call me with any 
que stions yc u may have ' 

r lanla 

1 
Ele ctronic S urveillance C )perationj 5 Support Office (EOSO) 
Eie ctronic S urveillance T echnolog y Section (ESTS) 
lnv« stiaative iTechnology Division (ITD) 
540 |(Desk) 
54C pax) he 

hic 

UW CCBSSIT TED 

loTD) (FBI) 

Fro m: 1 l\N^ fFan 
Ser It: Tuesc Jay, |s|9vember p2. 2004 6:26 PM 
To" 1 IITD^ fFBh 
Sul 3ject: RE: C CS-3000 Client Located in Resident / \gency (RA) al 

SEI MSITIVE R I l T I I W r i / \ciQipipr u 
NO N-RECO RD 

Wfl d o . C Iwil send out later this week and you should get it sometime next week. 

1 b6 
b7C 

Oris inal Messaat 
F r o n L rr TD) (FBI) 
Sent: iv ondav, Nov€ imber 01, 2004 8:12 AM . 
Td (AN) (FBI) 
Subjeci t: RE: D03-3 000 ciien t Located in Resident Agency (RA) at ] 

SENSIT IVE BUT W 1 w^nwOff ̂ 60-~ 

b2 
fo7F. 

NON-RI ECORD 

"1 . 

.̂ end it back 1 0 us if yo u could. We will surplus it. 

hi 1 
tr c Oriainal Mes saae-— 

Fro ml 1 (AN) (FBI) 
Sen t: Thursday October 28, 2004 5:32 PM 
T4 It n-D) (FBI) 

t  (FBIOctobe W ctTc
(imbe Tj7Tj
0 Tc
(e) Tj
Tc

/Sp038 Tc
( ciie) Tj
0 T3d) Tj
0.04Tj
ET
E
-0.3<</MCID 124>>
BDC
BT
0.990 0 0 1 90 99.1602.880 Tm
0 Tw
-0.250 T-0.051 T7pan <</MCID 95>te i823c
(y ) TjTw
-0.451 Tc
( Residen) Tj
59c
(e) Tj420.733 Tw
-0.543 Tc
( Agenc) Tj
0 443c
(y ) 46071 Tw
-0.547 Tc
( (RA) Tj
0/F6 3c
(y ) 48452 Tw
-0.165 Tc
( a) Tj
0 Tc
(304) Tj
E95 Tw
1 0 <</MCID 125>>
BDC
BT
0.990 0 0 1 180.720 602.880 Tm
0 Tw
-0.249 29.167 T66pr 0 0 1 14j
ETET
EMC
85 Tc
( A) T0 0 0 28 

 2008Tc
(qu) 
0 Tc
( ) Tj
ET900.733 S^ff05 Tc
( i) T>>
BDC
BT
0.990Artifact 1 18 124.55.440 Tmq
61r

file:///gency
file:///ciQipipr


3^4l 

SENSITIVE BUT UMOLACOiriEP 
NON-RECORD .b7E 

b e 
b7C 

I [the case agent in} ^dvised me today that the monitor ERF sent to the RA has stopped working. The 
power light is illuminatefl wnan tne monitor is on (or power is cycled off and back on), however the screen remains 
blank. The RA has another monitor available, so no replacement is needed. 

My question is do you want the broken monitor sent back to ERF or should I tell the agent to throw it in the trash? 

c 
QOTT 

] - A n r h n r a n o r^_ | -Anc j i 
lor cell 907j 

SENSITIVE BUT nUIPI ^noiriECL 

SENSITIVE BUT UNffkiAtgiriEn 

AgSISlEP • 

1 (OTD) (FBI) 

From: 1 |(ITD) (FBI) 
Sent: TiTes'dav! NovenfiBer li'A. IJ0U4 8;db AM 
To: 1 ' iTm (FBh 
Subject: FW: Visit of | |Victoria Police, Australia 

OTiCmuUHIIiH 
NON-RECORD 

he 
hic 

—Oriqinal Messaqe— 
From:l ](rTD) (FBI) 
Sent: Mondav, Novemt er 01, 2004 5:15 PM 

M 1 (TTD) (FBI) 

Gel rupi (Fan , 
Subject: FW: Visit o1| |Victoria Police, Australia 

H»Jffl ft«i«ilFIED 

r 

NON-RECORD 

1 

fc'/C 

1 Hmise be prepared t( 3 give a DCS-6000 demo (1 don't know time) 
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1 1 
FYI 

sf^ET * 

1 „ l ,M 
oriainalMessaoe-

b'/C j 

Fromj^ |(ITD) (CON) j 
Sent: Monday, Mover nber 01, 2004 Srijq PM „ 

Td tTD)(FBI)J KUD) (FBI),1 |(ITD) (FBI); | 
CaFF(I)l^6. MldHA^L 
Cc: RYANl 

irrD)(FBi) , : \ 

Im-DWffenl Jn-DWFBDl IriTDWi^StiJ 1 
1 [ITD) (FBI] 1 |ITDUFBI)J J (ITD) (FBI) 
Subject: Rt: Visit or 1 Victoria Police, Australia | 

UNCLAOGiriBD 

bo 

NON-RECORD 

The meeting with! 

1 1 
Iwlll take place In the Secure Conference Room, not the Main Conference Room. 

1 1 
Original Mess 

be 
b7C 

age 
Fromf 1 fiTDi rFBn 
Sent: Monday, N ovember 01, 2004 4:57 PM 
ToJ iTTDWFBn; IHOMAS. MARCUS C. aiDWFBn: CUFI-ORD. MICHAEL ffTP) (PBI) 
Cc:| IfrmWFBDJ tITD)(FBl);| |rTD)(CON);j 1 

1 limw -m\J rrTDWFBnl tTn)(FRT)f| lnm> 

^™1,.. riTDUFBU riTD)(FBI);| IflTD) fCON); 
1 . ̂ niiU)(t-Wl , 

Subject: Visit or |Victoria Police, Australia 

NON-RECORD 

1 bf the Victorian Police, is this vears recioient of the Tynan/Eyre Memorial 
Scho la rsh ip^ Is currently the Manaaer of the Telecommunications Interception 
Unit for the Victorian Police Ethical Standards Department. The ITD will provide a general 
overview of te lecommunicat ions and data intercept matters in support of Criminal Law [bs 
Enforcement. b e 

Tomorrow's briefing will be in "round table" format, Sam to 1pm, Main Conf. Room. 

will be the host. 

JA/III handle the DES (DITU) discussion or provide representation. 
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sm ti • 

Will i nandle the E s l "S brief, including th( 5 ATU discussion. 

1 |wi llhar Idle the TICTU discussion and DCi 5-6000/3000 denno. bs 
b7C 

will handle the EIIVIC D (EDMS) discussion and demo. 

ple£ ise re iserve the Mair 1 Conf. Room. 

1 will be at \ 

1 1 
HQin the mi srning. 

hology Section 
Investigative 1 "echno ogy Div sion 
Ouapjjjjgi Yj£j 
7o:J 

b o 
b ; C , 

TIWLLAb4J lE l^P 

un ICLA0Gir4g D 

i/K m i^Gimu 3^ 

UN ICLASSTHB 

1 1 [OTD) (FBI) 

Fr« } m : |{ITD) (CON) 
Se nt: •airsFETartTssra^eai 7 H - 7 f i n / i i - n j i P M 

To l M T D ) f F B n MTnWPRIVl 1 
in iu i / i - BTTI mnrmi IITBWFBIV 

-b6 L itv n\]im\ 
Cc b 7 - 1 \ mr» rFR|)| ITD) FBll 1 

i\m(m\i llTD)f FBI);| jlTD) (CON); 

1 1 (fTD) (CON) 
Su bject: 4th Quarter EOb O Orientation Agenda N ov. 16-18 2004 

4Q Vl.l.Agenda.d( } 
C (72 KB) 

44ti£ • \^Q i n c D 
NC )N-RECORD 

No vember is up )on us . The re's a very imports ant event approaching in November, the 4th Quarter EOSO new employee 
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day, Mo 
S™ET 

orientation. Scheduled dates are: Tuesday, November 16 to Thursday November 18, 

The Agenda is attached for your review. Your involvement in the past has been an important factor to the overall success 
of the orientation and I hope that vour schedule will allow you to participate again. The technology manager portion of the 
program is scheduled for Wednesday! ta short break scheduled between 
sessions). Please let me know if you (or a designated alternate) would be available as noted below from the original 3Q 
schedule. 

Lb 
fc7C DCS3000 

1 1 
Break 
DCS5000 
DCS6000 

Thanks in advance for your time. I look forward to your feedback on the agenda and your participation. Please call me 
with any questions you may have. 

Rpnarfl.c; 

Electronic Surveillance Operations Support Office (EOSO) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 
54( 
54( 

Desk) 
Fax) 

h: 

b7( 

iiMOiiAifinrp 

](OTD)(FBi) 

From: 
Sent: 
To: 
Subject: 

b6 
b' / f 

I tAN) (FBI) 
Thursday. October 28. ^557^:32 PM 

l . „ " . " ". ~nTD)(FBI ) 
DCS-3000 Client Located in Resident Agency (RA) all 

SENSITIVE BUT OWLLAJJII IL-0 
NON-RECORD 

.b2 
lb7R 

I Ithe case agent in| [advised me today that the monitor ERF sent to the RA has stopped working. The power 
light is illuminated wherrWe fflOmtor is on (or power is cycled off and back on), however the screen remains blank. The 
RA has another monitor available, so no replacement is needed. 

[ 

My question is do you want the broken monitor sent back to ERF or should I tell the agent to throw it in the trash? 

H 907 I "Ir cell 907j 
^'^rano 

SENSITIVE BUT nri'"! r f i f i r r 

b 6 
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](OTD) (FBI) 

From: 
Sent: 
To: 

Subject: 

to 6 
fc7C 

OM) (FBI) 
04 PM 
(ITD)(FBI);[ ](ITD) (FBI)[ 

Jwireless in Nebraska and Iowa 

I IWireless 
lA_NE_Slte_Con... 

NON-RECORD 
UMOLAOGIReO 

.b2 

lb2 

c 
Hi guys, . 

Here's a list of *he| Jini 
I (phonetic^ withi Iwire 

, |i Iowa and Nebraska. The contact for this info waJ I 
irAipg.«; Kt>gi uatnry i ippt I Ht^ said he was going to include a 

Looks like we are going to be 
boftware. The 

printable spreadsheet and an importable one where the iat long was in "decimal" format. 
trying to get a couple of computers up in the Till rooms which will be used with the! 
cpus will be loaded with win2000 only to start with. I'm assumirin we will need to load the DCS3000 software on both 
machines. Do we have j pr as many copies of thel toftware as we need or is that an issue? I'm going 
to take a look at the DCb3t)U0 Manual and win2000 to see what kind ot restrictions i can put on the two computers to 
make sure people don't start mucking up data on the DCSNET. Not to crazy about them being networked on the same 
system as all our elsur stuff. If you guys have any suggestions on how we can make sure things don't get fouled up we'd 
appreciate any advise. Thanks guys! 

1 1 be 
nmah|a Dw I b .' L, 
402| 

UNLLAS9 

1 blD) (FBI) 

From: 1 |;DL)(FBI) 
Sent: WpHnPsHflv nrjohfif 20. 2004 2:30 PM 
To: 1 l f lTnUFBI l | IITnWFRIVI l lTmfFRh 
Cc: 1 l(DL\(FBI\J tDUiEBOl | 

'niUFRhl iniWFBni _ |fiLWI-yn: 
1 iDLKhBI)! |DL)(FBI) 

Subject: Re. Kidnapping Incidence ^^~^^~^ 

bo 
NON-REC ORD b^C 

I wanted to express my sincere appreciation once again for your assistance in regard to a kidnapping incidence on the 
night of 10/17/04. Two violent kidnappers were arrested as a result of your assistance. I felt bad for having to call you 
repeatedly throughout the night pertaining to the DCS 3000 tracking software, but your immediate response and 
willingness to help us made me realize that you were as passionate in catching these criminals as we were. The DCS 
3000 tracking software has once again proven to be a critical tool in our profession. Thanks again for your assistance, 
the Tech guys here in Dallas appreciate you. 

All 

Sincerely, 
323 



UKOLACCiriBP 

JSET 

lb 6 
L7C 

lOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

3LA) (FBI) 
Tuesday. October 19 2004 9:07 PM. 

I u r m (FBI):! 
DCS3000 questions 

] (ITD) (FBI) 

UMCkACDiriED 
NON-RECORD 

Hi Guys, 

b 6 

I sent two client computers to yo| jBoth hadJIia^'blue screen of death" on them. When you wipe the drives and load 
the new operating svstpm ran you also load fhJ Isprvpr software on one of them. We are starting to have problems 
with ou| plienj actually got the "blue screen of death" on it this past weekend. She rebooted the computer 
and was aoie to get it running. Also, can you load Windows 2000 or higher on these machines? We want to store all of the 
pen register data on a CD when the case is over. NT won't let us install an external CD writer. 

I Iwants to know if vou auvs are working with! Ithe telephone applications manager, on the new upgrade 
to includel llata and| [itoTA. 

Why is it when we attempt to do a client upgrade, it does not upgrade to the latest rev. Our .12 machine will only upgrade 
to 4.8c, our other client machines are at 4.8k. Or does it really make that much of a difference? 

ib2 
b 7 i 

Can you load )nto .13? The user password is 

That's it for now. Thanks for your help! 

(3) 
b7f -

"uN^DrastfiED 

324 

S E Q ^ 



s * • 

1 (° ID) (FBI) 

From: 1̂  ^ l(ITD)(FBI) 
Sent' ^''^' - T ^UinTrLJmf-VmmT^ 5Ee03_?nn4 3 ?7 P M 
To: fc''^ r̂  \ OTfi] (FBI) 
Co: 1 DTDWCAN); |(ITD)(FBI) 
Subject: c )CS-3000 Upgr, aaes tor Mignside macnines ( i way Kush) 

NON-RECORD 

1 1 
L , |anrl 1 spnkfi 1-irief y about the bes t approach to upgrade DCS-3000 apllications on the High Side machines 
during their life cycle. Pies ase ponder a bit on this and let me know what you decide. 

1 guess 1 would prefer not 

thnx, 

beir ig responsible f or upgrading them from ERF via i ^ 6 

1 1 

UrJLU(3JI I ILU-

1 |o TD) (FBI) 

From: 1 ^̂  •iN) (FBI) 
Sent: te 'o 1 - ^ 

^t^HnPsrtax/ n r fiber 06, 2004 3:24 PM 
To: t.7c 1 l l T D I (FBn 
Co: 1 iHN^rFRhl i n rm^FR iv l 1 

b HNi/hBl lJ HN) (f=^\^i 1 n x m rFRiv 

f- m i m \ " ^ • • " • ^ n ( I T D ) (FBI) 
Subject: r Intercepts on Voice Box III 

SENSITIVE BUT4JtlCLA SSL 
b7E 

FIED 
NON-RECORD 

bb 

1 1' 
Aloha !! Am getting slaii nme H nn thef Icoverages on Voice Box (VB). Problem is that t h j loverages goes 
down in the middle of the wire for some unkn own reason, l he v b cannot handle the intercept and the interconnect i . ; 

lin li nes. What w^ 1 lave done is to switch boxes out, going from the Adtran-BRI card to the Î T̂ £ 
1 px and re starl ting th| \( srver. When we do this, it seems to be stable for a period of time then the 

interconnect coverages g oes 1 random situation, but occurs during a peak time during the T-3. 

The drug squad is conten ipla tinq a ravine T-; 3 which will involvel 1 of which a number will probably be| | 
phones. We currently ha '4 phones up and am having problems randomly on the interconnect (not an every aay 
situation, but enough prot jlehn i t6 cause a ne adache). 

Need your help, to explaii i t o the drug squadi supfirvlsnr A ASAC what thfi nrnhlems are on tha _ yMI we do in the 
field is either restart thq[_ Jen/er or switc h the receiver from the| . in thrlj" lanHTjack and forth. We 
(bothl Ind 1) canno 
T-3. ' ' 

tprc vide an adequa te explanation as to why these) poverages fail during the middle of the 

FYI, 1 received an e-mail < ronr )n 8/9/04 which answered our problem during a period prior to the ongoing 

b6 
b ; c 

sM 
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Wf^ J 
situation which follows: fo 

1 
I understand your office recently experience£LaOfllfi,technical difficulty with one of you| fitle Ills. | | 
informed me late Wednesday evening thatj law enforcement support group suQaestea >hft lark nt mtercfinr aimin 
problem may be due to a knnwn hiig jn their new provisioning system. Over the last few monthsf^ ^as hftpn 
transitioning from their r,\f\ haii intercept Provisioning Center (CIPCLMlich is no longer supported b y [ _ _ B n d is , 
not compatible withitiajfiiflj— switching software (GSM-17) used bvl I to the new SS8 Xcipio inte/ctspi ,̂ '_ 
provisioning systenri law enforcement support technicians have experienced a specific problem during this ' 
transition: pen-register failure after a Title-Ill expires but the pen-register order is still active This problem is attributed to 
the porting of the old CIRC database to the new Xcipio database. SS8 is working withj |to resolve this problem. 

However, this was not the symptom that your office recently experienced. Unfortunately, the support person on call late 
Wednesday evening did not fully understand the Xcipio issue -1 got my information from their senior technician. 

In an attempt to resolve the problem, the on call technician removed the intercept from the Xcipio database and re-entered 
it at sometime around 10 pm EDT. Your DCS-3000 indicates audio intercept was re-established at 18:30 Hawaii time that 
evening. So, it appears the act of re-provisioning the intercept resolved the problenj Senior technician is not t^z 
convinced it was an Xcipio problem, and I am not sure either. jiZvp; 

Pen-register problems are much easier to troubleshoot than audio problems because the pen-register data is 
=d using TCP/IP, for which we have many troubleshooting tools that we can remotely execute from Quantico and 
;an remotely execute from their offices in Virginia. 

Troubleshooting audio intercept problems associated with wireless providers can sometimes be difficult. The reason is f*: ^ 
there are few troubleshooting tools available, and neither law enforcement nor the service provider has full access to both ' ' 
ends of the delivery system for troubleshooting. Both the law enforcement agency and service provider must attempt to 
troubleshoot the problem in concert. This often takes time to accomplish. 

For your most recent case, it is impossible to identify the exact point of failure In the delivery system since we did not 
have adequate time to test each point in the system before it started working again. We have a test phone and collection 
system similar to your office's system at ERF. We tested several scenarios yesterday and were unable to reproduce your 
problem. I also analyzed all vr)ii| ben-register information collected on the DCS-3000 on 8/4/2004. This data b2 
suggest that your othej |itle-lll was working fine during the period of failure for the 0027 number. This almost fc ? F 
certainly eliminates the possiDiltty that the problem was due to a conference bridge or external line resource limitation. 

I lold me that you tested your collection system bv calling into the ISDN delivery line and everything check out. So, 
the only plausible explanations for the failure are: 1) thd ball intercept system failed for the specific target, or 2) the 
Xcioio system failed. That's mv best auess. I I 

If you have any questions, please call me at 703| [ ID to 

.b7C 

I was wondering if this situation still applies? Can you provide me with some answers? 
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s5^ET 
Thanks. 

SENSITIVE BUT H f in I f T i r i m 

From: 
Sent: 
To: 
Cc: 
Subject: 

2I2i£21I 
1(NH)(FBI) 

2(3154^:29 PM 
US) (FBI) 

64 K D circuit 

D) (FBI) 
]NH) (FBI)£; ] N H ) (FBI) 

JED 
NON-RECORD 

lb7 

Hf~l 
SBC ju§I Installed thel kide of the 64K circuit for the DCS-3000. Thel tide should be completed on 
Monday. ' ' ' ' 

For information, AQC will do their wiring next week. JSI will do the VBIII install the week of October 11 with training the 
week of October 18. 

RE RMS # 091785 forC )CS-3 00C| 1 
Thanks.l 1 fc2 

lb7c: 

New Haver - n 
b 7 K 

DffirP 9m 
1 ^02 

OWOLASftl JFiPn 
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lOTD) (FBI) 

ET 

From: 
Sent: 
To: 
Subject: 

;b6 

tech.gif (951 B) 

c ](SJ) (FBI) 
Wednesday Rftntember 08, 2004 6:04 PM 

I l̂ 'Tm (FBI) 
DCS-3000 

UNOLAOOinCD 
NON-RECORD 

IZZ] 
I finally did the RMS for the DCS-3000 system to replace our old/dying box... The RMS # is 091620. 
No rush on it, as the old system is still alive... BTW, I did request a rack mounted monitor/keyboard 
too, since it will now go in the rack and our old monitor/keyboard will not work as nicely - as well as a 
UPS (Hey, you guys have $$$..you know how it is down here). Anyway, if the last two are not 
available, we'll improvise.... Feel free to come down for the delivery/installation :-) 

thanks. n 
GO use TROJANS - BEAT THE HOKIESH! 

fcfi 
b7C 1 1 

Tec h Squad / S an Juan 
78 
78' Ccl) 

CB 

OTD) (FBI) 

From: 
Sent: 
To: 5=5 
Cc: i^'''-' 
Subject: 

[ 1 ITD) (FBI) 
Thursday. September 02. 2004 8:10 AM 

ISE) (FBI) 
I I tlTD) (FBI) 

RE: Old Seattle-Portland DCS-3000 Lease Line 

NON-RECORD 

"CZI 
You can go ahead and cancel the lease line from Seattle to Portland. 

Please let me know if you have an questions. 
Thanks! 

?4^T 
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703 

- - O r iainal Messaae-
Fron^ JTD)fFBn 
Sentj, Wedn esdav, Seo ember 01 , 2004 5:30 PM 

To:[_ JSJD) (FBI) 
Subje c t : FV /: Old Seat Ele-Portland DCS-3000 Lease Line 

NON- RECO RD 

1 
Could you look in to the connections and let him know? Sorry to be dumping these on you but 1 know you 

havee 1 log o1 what conn ections are cut over. 
b6 
h7C 

ur lainal Messaae— 
From- 1 Z](SE) (FBI) 
Sent: Wedn esdav, Seo tember 01 , 2004 1:59 PM 

To: if (ITD) (FBI) 
SubjS wron 3 ieaaie-K brtland DCS-3000 Lease Line 

i iwri ASSIE £0, 
NON-1 RECO RD 

to 2 
fc'7E 

1 _J we ha ve left up tl-le lease linehetiffien Seattle and Portland that was previously used for the DCS-3000. just in 
b b case V ve had problems itfith the newl [network. Since everything seems to be working fine with the new network, 
b 7 C we are J going to take do wn the old circuit. There is no activity on the modem, so it looks like there is nothing using that 

line. 1 justw anted to do ubie check with you that there is no further need for that line. Let me know. 

1 
•S53TO 1 

UN6b ACSiE 
• 

yM C1_AS£ UFIED 
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l O T D ) (FBI) 

From: 
Sent: ^ 
To: b 
Subject: 

c J(SE)(FB1) 
Wednesday. September 01, 2004 1:59 PM 

I IITD) (FBI) 
Old seattie-Hortland DCS-3000 Lease Line 

UNLLMMiriDB 
NON-RECORD 

b 2 

I Jwe have left up the lease line between Seattle and Portland that was previously used for the DCS-3000, just in case 
we had problems with the nevA [network. Since everything seems to be working fine with the new network, we are 
going to take down the old circuit. There is no activity on the modem, so it looks like there is nothing using that line. I just 
wanted to double check with you that there is no further need for that line. Let me know. 

buaum 

UKdLAJJU'fgp-

|(OTD)(FBI) 

From: 
Sent: 
To: 
Co: 
Subject: 

bo 
ib7C 

I (ITD) (FBI) 
WoHnt̂ cHas/ SAntomhor 01, 2004 1:33 PM 

^(SF) (FBI) 
(ITD) (FBI) 

RE: SP^SR Circuits 

UNOLAOOiriEID 
NON-RECORD 

You are correct, the 56k to LA and the lease line to Sacramento can both be cancelled. The circuits to the carriers will 
need to remain. Please let me know if you have any other questions. 

Thanks! 
b6 

703. 

Original Message 
Fromj I (ITD) (FBI) 
gpnfr! WpfJnpgHav/ t.PnfP[Tfr.Pr 01, 2004 11:44 AM 
To: ^UD) (FBI) 
Subject: !-W: ^1- bfcK Circuits 

UMOLAOCIPWW 
NON-RECORD 
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X^j 

Could you confirm this in the routers and let! know? Thanks. 
he 

-nrininal Mpccano. 

From: 
Sent: 
ToC 

. (SF) (FBI) 
Monday, August 2 i , 2004 5:38 PM Ik 

Subject: SF 56K Circuits 
JITD) (FBI) 

UliCLACOinCD 
NON-RECORD 

cn how that we're on the nz2 can I 
you told me before that I had to maintain the 

ranrpl fhft LA and Sacramento 56K Circuits for the DCS 3000? I believe LA and Sac 
ircuits, I'm I correct? 

UMOLAOCirteo 

y^g^SSlOED 

UHCLACfiiriED 

lOTD) (FBI) 

NON-RECORD 

From: J(SF) (FBI) 
Sent: ^^^^^•AFdiTiUTViTirniEfWIca 2p04 5:38 PM 
To: JITD) (FBI) .b2 
Subject: SF 56K Circuits lb 6 

b7C 
tn '7 F 

|now that we're on thel lean i ranrpi th 
told me before that I had to maintain th« land 

Sacramento 56 K Circuits for the DCS 3000? 1 believe you 
ircuits, I'm I correct? 

UnGLASSirOED 
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1 1 OTD) (FBI) 

From: 1 HN̂  fFBn 
Sent: v ' Tiiecriau Aiinii<;t 17 onnd R?;7 PM 

To: \y:r iTD^ fFBhJ ITDI fFBn 
Cc: ImNWFBIl I^HNWFBIVI n 

JHMWFBI); (HN)(l-m)i ^K] (FBI) 
Subject: FW: Trip to Vegas 

mtm Affsinrn 
NON-RECORD ,. = 

b 7 C b2 

1 1 
Just got the forwarded e-maiUJiat the subject of a T-3 is traveling to Vegas Friday. Question, will thd~~~TFollow him and 
can we get the audio off thj jjirect connect? If so, how do we configure our DCS 3000? I havepiacro a call to | | 
Partners (they were closed tor tne day) and left a voice mail wit^ ladvising them of the impending travel ot 
the subject. I think that we will still get the CCC off the interconnect (cell phihe) and believe that the pen data off the CDC 
will remain the same. 

We have a 56 Kbs line established with! 
you need a RMS? o ut don/t have the modem yet for both ends. Could you send us a pair - do 

Please advise. 

FBI - Honolulu 
(80d 
(80q ') 

nripinal ivip.;.;anp-

From: 
jnoji 

JHN) (FBI) 
Sent: Tuesday, August 17, 2004 2:31 PM 
Toi ~ l . (HN) (FBI) 
Subject: FW; Trip to Vegas 

"onw:* E l ^ 
NON-R ECC RD 

b2 
b7E 

Cany ou i: )lease cal nd take ( 
backt 0 hi rn. 

he 
Thank s, fc7C 

Ori 3inal Messaae 
From: 1 iHf 'J) (FBI) 
Sent: r ̂ onc ay, August 16, 2004 3 :44 PM 

o I'll letl know you will be the one getting 
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_ , S™ET • 

To| I3HN)(FBI) / ^ 
Subject: Trip t 0 Vegas 

lb 6 
b 7 C 

NON-RECORO 

1 1 
Our main targe 1 |s traveling to Vegasj "Ithis Friday. V Ve would like to intercept his calls 
while in Vegas. 
You told me yo J needed advance notification for these trips. b2 
We are not sun 3 of his re 5turn trip date, yet. be 
Let me know. b7C 

u7S 

tir<ni Agjinri Q. 

UWP1 ̂ vfigiriEi D 

imi ' i ftiiLinu 1 

1 H J T D ) (FBI) 

From: 1 1 (MP) fFBh 
Sent: Mnnrlau Aiiniicit 1R OHOA dOR PU 
To: k /:; 1 1 HTD^ (FBI)J llTD) /FBhJ 1 

k 7 C 1 i r iTnWFRh 

Cc: 1 lAP) rPRh 
Subject: 1 1 Wireless Pens 

ft-, V 

uTT^LASUII lU ̂  
lb7E 

NON-RECORD 

1 
Here's some in 

1 
fo on the setup for the pens: {uf . 

b l 

We have the m odem ho 

1 
oked up to the satellite DCS-3000, IP addres he computer is running with 1 1 

The POTS dial-up into tt ia~~kwitch is 1 1 It is installed and operating. do not know if the! pwitch tech 
has completed his portic n - I'll Call him later (1 just got back from Bern dji). b2 

b'".' •̂ 

There will be tw 0 pens£ 1 has bE Jen provided with a copv of the 
PEN/T&T order . The on jer authorizes the interception of "post-cut-th •ough digits..." a nd| Uuring {and 
after) the call. 
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^ | E ET 

I'll be going back up north tomorrow, but I should be within range o 

Thanks, 

ib'7. 

Notes foi I 1 
The POTS line that allows the DCS-3000 satellite modem to dial out iC ] t is on pair 41, block 40. It is 
patched frorn outlet 40 through VB-III cable 313 to the monitoring room. The modem is sitting on top of the computer. 
The numberP ~has been switched to a business calling plan that costs $39.99 per month with a maximum long 
distance charge of $20.00 per month. This will allow us to dial up 24 hours without getting killed on the bill. 1 wrote this 
note in case I don't see you tomorrow. 

PS. I miss you. XOXOXOXO 

•uiiibLAaaiiigD 

1 1 
Fr om: 
Se nt: 
To : b b 

Cc h •._• 

S i rbject: 

Im portance 

N( 5N-REC0 RD 

Hi 

l(OTD)(FBl) 

•II&gFlKaEgDSSiaEl!!! 
I|TD) (FBI) 
4 2:52 PM 

J(ITD)(COI>li. 

) ; l -JllTD) (FBI);I ](1TD) (FBiC 
L (IIU)(l-m) 
DCS-3000 One Way Push Accessories Needed for CY04 Closure 

High 

The following list of accessories pertains to the request I made to you in the hallway. The items below shall help us utilize 
the remaining DCS-3000 One Way Push machines for CY04. Future systems and accessories should be funded through 
FY05 budgets (I Hope). If you can provide the funding for the list below, it would be truly appreciated by the SBIT team, as 
well as myself. Please let me know if you can handle all or any portion of this request. 
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s 9^1 • 

.Tfian.H? 

UMCU 

LAaaIn, 

b2 
b7F, 

1 l < DTD) (FB ) 

From: l(SecD) (CON) 
Sent: ifinnTif-u^'ji int i t t l f i ?fin4 7-9:^ AM 
To: If ixn) fPRh 
Cc: b ''U 1 lTD)(FBnl I f lTDHFBn 
Subjec t: RE: New Se jcurity Guidelines (7/22/04) 

NON-R ECORD 

1 Hi 
These requirements are new 'S to me. 1 V vill research and hopefully get you an answer by COB today (Aug 16). 

Respec ;tfully, 

1 1 b6 

CU, lAf 
(202)L 

S Rpr.iiritvniv..;inn b ,".., 

-Original Message— 
FIX iml ID(ITD) ( FBI) 
Se rit: Friday, August 13 , 2004 4:04 PM 
To (SecD)(CO N) 
Cc (UD) (FBI) :l rrrm rPBT̂  
Su DjecA: N6w becunry I juidelines ( 7/22/04) 
I m portance: High 

TJW Ct-ftOOiriEP,. 
NO N-RECORD 

to 
b ' 7,'> 

I've been informed that t he Security 
b2 

Guidelines have changed, dated 7/22/04. There are several areas that affect b^E 
reo ent and future installa tions for the ' DCS-3000 One Way Push, Three of the biggest impacts are as follows: 

1)^ 4ew marking procures 3 defined to place FBI-approved tamper-indicating seals to secured | Iswitches covering 
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seams on the forward portion of botnsides of the device. (How can we get large numbers of these seals ASAP?) 

2) Screen Savers must display max classification level. (All systems shall require updating in order to meet theis 
requirement.) 

3) Maintenance of accountability and records o1 Iswitches installed, user names, name, model of switch and serial 
niirnhpr anri thp levels connected. Info must be available for any reporting upon request. (This will require 

lb 2 
fc"F 

months ago? 
Jsince it's a new requirement. I'd prefer to have this information entered into a database as we discussed 
7 What ever happened to the development of a Classified version of the DCS-3000 database?) 

There is considerable work required to go back and re-engineer these requirements to the previously installed 
equipment. Also, there are many new installations occurring wkly. We will have to retrofit systems, image profiles, and 
certainly need the required "FBI-approved tamper seals" required for this effort. Please let me know if you can help 
expedite the tamper seals to ERF. 

In the future, notification of changes would be helpful! Significant changes to those practicing security procedures for 
ERF and the field should be distributed to it's users. Without the proper notificatiom we would not be compliant with the 
new security guidlines. Please let me know so that I can start retrofitting our deployed/deploying systems. 

Regards, 

I 70 

wiQi ^ncinca 

HNOI AgyirjEQ, 

](OTD) (FBI) 

From: 
Sent: 
To: 
Co: 
Subject: 

Importance: 

b 6 
b7C 

[ ](ITD) (FBI) 
Friday, August 13, 2QQ4 4:12 PM 

— ppuiH D) (FBI);r 
57 RE: New Security Guidelines (7/2270^ 

High 

l(SecD) (CON) 
3 I T D ) (FBI) 

NON-RECORD 

• b 7 £ 

Also, what is this|___|User agreement? I was unaware that traing and signatures are required by ALL users. What's our 
next step? 

Thnx. 

-bb 
b7C 

nr in inal M<^<?,ni^-

Froml l l T D ) (FBI) 
Sent: Friday, August 13, 2004 4:04 PM 
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To 3Ny 
Cc 
Subject: New :>ecurity Guidelines (7/22/04) 
Importance: High 

(SecD) (CONj 
(iTD) fFBni i (rro) (FBI) 

lb 6 
h~!' 

l l i ini A' ISJPitU 
NON-RE CORD 

I've been informed that the Security Guidelines have changed, dated 7/22/04. There are several areas that affect 
recent and future installations for the DCS-3000 One Way Push. Three of the biggest impacts are as follows: 

1) New marking procures defined to place FBI-approved tamper-indicating seals to secureqL^^Jwitches covering 
seams on the forward portion of both sides of the device. (How can we get large numbers of these seals ASAP?) 

L 
2) Screen Savers must display max classification level. (All systems shall require updating in order to meet theis fc 
requirement.) 

3) Maintenance of accountability and records o\ pitches installed, user names, name, model of switch and serial 
number, and the levels connected. Info must be SVmicJDle for any reporting upon request. (This will require 

I ^ ^ i n c e it's a new requirement. I'd prefer to have this information entered into a database as we discussed 
mortlhS ago'/What ever happened to the development of a Classified version of the DCS-3000 database?) 

There is considerable work required to go back and re-engineer these requirements to the previously installed 
equipment. Also, there are many new installations occurring wkly. We will have to retrofit systems, image profiles, and 
certainly need the required "FBI-approved tamper seals" required for this effort. Please let me know if you can help 
expedite the tamper seals to ERF. 

In the future, notification of changes would be helpful! Significant changes to those practicing security procedures for 
ERF and the field should be distributed to it's users. Without the proper notificatiom we would not be compliant with the 
new security guidlines. Please let me know so that I can start retrofitting our deployed/deploying systems. 

lb 6 
Regards, b7G 

703 I 

UWLLA&&iriEU 
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From: 
Sent: 
To: 
Co: 
Subject: 

Importance: 

]OTD) (FBI) 

c DlTD) (FBI) 
Fririav Annust ia 7004404 PM 

|(SecD) (CCm. 
ITD) ( F B I ) ; | _ 

New Security Guidelines (7/22/04) 

High 

](ITD) (FBI) 

NON-RECORD 

I've been informed that the Security Guidelines have changed, dated 7/22/04. There are several areas that affect recent 
and future installations for the DCS-3000 One Way Push. Three of the biggest impacts are as follows: 

1) New marking procures defined to place FBI-approved tamper-indicating seals to secureq ^Afitches covering seams 
on the forward portion of both sides of the device. (How can we get large numbers of these%5S!5^SAP?) 

2) Screen Savers must display max classification level. (All systems shall require updating in order to meet theis 
requirement.) 

b2 
lb7E 

3) Maintenance of accountability and records o\ ^witches installed, user names, name, model of switch and serial 
number, and the levels connected. Info must be available for any reporting upon request. (This will requirj 1 
since it's a new requirement. I'd prefer to have this information entered into a database as we discussed months ago? 
What ever happened to the development of a Classified version of the DCS-3000 database?) 

There is considerable work required to go back and re-engineer these requirements to the previously installed equipment. 
Also, there are many new installations occurring wkly. We will have to retrofit systems, image profiles, and certainly need 
the required "FBI-approved tamper seals" required for this effort. Please let me know if you can help expedite the tamper 
seals to ERF. 

In the future, notification of changes would be helpful! Significant changes to those practicing security procedures for ERF 
and the field should be distributed to it's users. Without the proper notificatiom we would not be compliant with the new 
security guidlines. Please let me know so that 1 can start retrofitting our deployed/deploying systems. 

Regards. 

[\\ii I III! Ill II n 

338 

S^ET 



From: 
Sent: ^6 
To: fc''C 
Cc: 
Subject: 

S ^ E T 

1(OTD)(FB0 

L Ihursdav AuousHT7nrtf9:15 PM 
](SC) (FBI) 

7DD79:15 
llTD) (FBI) 

DCS 3000 AT OFFSITE AU^_ 
JSQi^m 1 lb.: 

foTE 

UNCLASSIPIEP 
NON-RECORD 

The DCS 3000 is working fine at the main office. Are there any special procedures or notifications that need to be given if 
Sacramento Division turns nff the. nr.Q •innn /-iiont at the offsite? After seeing the phone bill for the connection between 
the offsite and the main office J fvould like to turn it off and save a few bucks. 

Also, regarding ard problem. I have been notified by a language specialist that he is seeing the same bleed over 
problem on the othei|~^_]ine we are intercepting. I listened to it and it is similar tn thp nn^ nn thia r:n that was mailed 
to you. Call if you have any solutions, questions or need more samples. Thanksl I 

UNULA&AiUbU 

fc2 be 

OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

bo 
fc7C 

L J(ITD)(CON) 
Thursday August 12 2QQ4 3:48 PM 

I l(ITD) (CON)̂  

(lTD)(FBiTr 

RE: EubU Unenlation 

\m\ /FBI1 
JITD) (CON) 

1lTD)fFBI^ 

T i r m /FRjv| _ -
lMTDUFBn:|_ 

(ITD) (FBI)E 

IxDL 

]lTD) 

3QV1.0.Agenda.clo 
C (70 KB) 

NON-RECORD 
IPP̂  

Confirming the schedule for the Orientation and sending an updated Agenda. 

I I will you be available to brief DCS3000 at 1:45-2:15? Please advise if your schedule will allow you to 
participate. As| |mentions, your involvement has enhanced the assimilation of new employees to the EOSO Program 
and is greatly appreciated by the entire team. 

Please call me with any questions or comments. 

Thanks 

L 
540[ 

1 L7C 

DI'JLLA0tjll4Ea 
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NON-RECORD 
BTOET 

Our next new employee orientation is quickly approaching. Your involvement in the past has been an important factor to 
the overall success of the orientation and I hope that your schedule will allow you to participate again. The technology 
manager portion of the program is scheduled on Wednesday, 25 August from 1:45-2:45 and 3:00 to 4:00 (a short break 
scheduled between sessions). Please let me know if you (or a designated alternate) would be available as noted below. 
Thanks in advance. 

nr.fi.-^nnp 

BreaK 
DCS5000 
DCS6000 

agsmr 

[confirmed: presented byT b7C 
b; . 

(confirmed) 
lerger (confirmed) 

has done this for us previously. Please contact me at your convenience to discuss. Thanks 

I , \ 
Electronic Surveillance Operations Support Office (EOSO) Electronic Sun/eil 
54(i I 

fc6 
fc7C 

UNLLASSIKIED 

OnLLADOiniED 

From: 
Sent: 
To: fc6 
Cc: fc7c 
Subject: 

OTD) (FBI) 

• (CE) (FBI) 
iiLuu Miuiiiki iin-^nQ4 3:08 PM 

(ITD) (FBI); 
(CE) (FBI) 

DCS 3000 system Raleigh 

TD) (FBI) 

uigcLAsairiee-
NON-RECORD hi 

b ' 

We recently had some lines switched over from Charlotte to Raleigh on the DCS 3000 system. That system crashed in 
the last couple of days and I had to switch out to a new DCS 3000 system. 

Could you guys call into the system to reconfigure the system to start receiving the data again. The DCS 3000 system 
software might need updating, I don't know. 1 don't think this machine has been used previously 

The help number to call into the machine is 919| | 

The password of the DCS 300 system is :| ^a l l lower case letters) Ĵ î: 

Thanks 

i 
b h 
L7C 
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TTA 
Charlotte/Raleigh RA 

sS^" 

mini T-inrP 

] O T D ) (FB I ) 

From: 
Sent: 
To: be 

Co: 

Subject: 

c ] lTD) (CON) 

•Tuesday, August Q?. 2004 3 : 3 5 £ M . 
[ lMTn> rFPnr 
rrrnnrm liTPUFBivf 

|(ITD)(FBI) ^̂  

l l i m (FBJ):[ 

(ITD) (FBI) 
EOSO Orid 

ITD) (FBI);L 

(ITD) (FBI)[; 

1 (ITD) (CON) N)J 
linrw 

unLLA53 l l ILU-
NON-RECORD 

Our next new employee orientation is quickly approaching. Your involvement in the past has been an important factor to 
the overall success of the orientation and I hope that your schedule will allow you to participate again. The technology 
manager portion of the program is scheduled on Wednesday, 25 August from 1:45-2:45 and 3:00 to 4:00 (a short break 
scheduled between sessions). Please let me know if you (or a designated alternate) would be available as noted below. 
Thanks in advance. 

DCS3000 
1 

Break 
DCS5000 
DCS6000 

be 

agarn 

1 has done this for us previously. Please contact me at your convenience to discuss. Thanks 

EleqfauUCSiUDiSiliance Operations Support Office (EOSO) 
54: 

'irfmnir Survailh 

lb 6 
b 7 C 

""^' *fifilFIF" 
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1 b T D ) (FB I ) 

Fro m: 1 ^ I L xa J ' ^ ° ^ ̂ f" '̂̂  
Ser I t : thiirfirtflY /n^rr5T7n7)44nn P M 
To: 1 l l Tm fFBDl IITD) (FBI) 
Co: r(ITU)(^BI) 
Sul sject: Kb: UCy-SOOO One Way Push Accessories Needed 

\M CLA6< 911 IL.U ];.. 1 f-

NO N-REC :ORD 

Are these cords the same cordsj Jvas talking about? If so he has ordered some us ing my credit card. 

ThJ inkd 1 
O rlginal Message 

Frorn IflTD^ fFBI) 
Sent: Thursday, July 22, 2004 10:19 AM 
TO} riTD> fFBI)| |(ITD) (FBI) 
Ccj \(lTD)(m\ 
Subj i set: DCS-3000 One Way Push Accessories Needed 
Impa r tance: High 

TJNCt 

hic 

NON-RECORD 

1 
To da 

1 
te, we've shipped twenty-seven DCS-3000 One Way Push packages. 1 currently have fc )ur new systems ready to 

ship. but 1 lack the following items: 

LJ 
he 
b7C 

fG2 

hlF. 
Gene rally, 1 send one each of items #1, #2, and #5, and three each of item #3. #4 is for excep )tions to the rule, rarely 
used. 

****** ************************ pijfijrp Qtnrk Pilp^ ********************** 

Nots irfi hnvu man! |oxes remain. There seems to be an ample amoun t for now. 
Nots it for now. 
Nots ure how man^ Iremain. There seems to be a fair amount for now. 
****** I f * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * 

D o W€ ; know what the total number of One Way puch packages required to field? 
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S^ET ^ 
If you can o rder the fo lowing items 1 would be truly grateful. 

Thnx. 
5 
i 

..6 
k/7C 

Ur<OLAQOII FHEO-

1 (OTD) (FBI) 

Fro nfi; 1, , , , , - , . klTD)(FBI) 
Sen t: b6 Thursday, July 25, 5064 10:19 AM 
To: h"J<: 1 K i rOXFBI l t lTD)(FBI) 
Cc: f , , , , ^ , ' j d lUUhBI ) 
Sut iject: DCS-3000 One Way Push Accessories Needed 

Imp ortance: High 

lltu -:i AS.ctipipr > 
NOI 'i-RECORD 

. . 

• • 
Toe Jate, we've s 

1 
hipped twe jnty-seven DCS-3000 One Way Push packages. 1 currently have four new systems ready to 

ship , but 1 lack t *ie followin g items: 

CZI ib:2 
:i'. 7 F 

Ger lerally, 1 sen d one each 1 of items #1, #2, and #5, and three each of item #3. #4 is for exceptions to the rule, rarely used. 

«*** k1r**1ril*1f**ifkit* ************ Ftiturp Stopk PIIPQ ********************** 

Not sure how m anvl boxes remain. There seems to be an ample amount for nov 1/. 

Not sure how m V. 

Not sure how m anyj jremain. There seems to be a fair amount for now.-

Do we know wh at the total number of One Way puch packages required to field? 

Ifyo u can order the follow! ng items 1 would be truly grateful. 
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S^ET • 

JChru£ 

1 b l D ) (FBI) 

From: bo 1 \l\TD) (FBI) 
Sent: fc'K: Thursdav. Julv 6<i 2004 10:51 AM 
To: 1 inTDHFBDl 3ITD} (FBI) 
Subject: FW: FISA Pen Register Data 

>y. >y. ^ >y. y^. 'M' 
Pen register data discuss on w I t h i C : Di«-ussinn withRF: Disrusqion with Results fronfil jlvy gif (5 KB) 

for FISA r( .,. 1 
SENSITIVE BUT 

1 ihii^i a f*̂ f* 
L T i W E n V V 

IH£0 b7 ,-, 
NON-REC( DRD 

Any idea S? 

1 1 
Oriqinc 1 Messaae-

From|3^ limriTD) fFsn 
Sent: Wee nesdav, Ju yn7 9nn4 1-44PM 
Td " ^ ^ TTD1 rFBIVl IriTD) (FBI)J 1 (ITD) (FBI);] |(ITD) 
(FBI) 
Cc:l : : ^ f r T D ) ( F B D J . 

Subject: F =W: FISA Pe ;n Register Data ^^^ 

SENSITiV EBUTUNC ' I AQ«^|p|^[J 

NON-REC ORD 

Guys, 
b i 
b^E 

The quej stion cont inues to pop-up, how does the field handle FISA inforr nation; classified, or 
unclassll ied? Can we develop a orocedure reaardina the proper handlin( g and transfer of data thru 
the DCS -3000 On e Way Push into thd Dr use an alternate appro ach? 

1 U entioned the possibility of using EDMS for each region and autc jmajically download the Tel 
Apps. Th is may b€ ; a viable option? More details will be need for a discu ssion. 

Other su 

fc6 

ggestions ? Any way to provide the field with an answer? 
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Thnx, 
-c 

-orMoaiikssaae: 
FromI 1 (ITD) (FBI) 
Sent: I hursdav. May z772m4 2:35 PM 
Td [ (UD) (FBI);[[ 
Subject: 

IbS 
hic 

JlTD) (FBI) 

SENSITIVE BUT UtlOLAggiriCD 
NON-RECORD 

SENSITIVE BUT iir<niir>giirirn 

SENSITIVE BUT Miini r f T i n m 

SENSITIVE BU I UHlLLrtASIHhU 

I llOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

to 6 
ibVC 

w 
(ITD) (CON) 

ednesdav, July 07, 20u4T51 PM 

DCS3000 integration wi 
I[ITDi(FBI);C 

an Itnl h: 
]lTD) (FBI) 

Van Integration 
Framing decltp... 

NON-RECORD 
SENSITIVE BUT UNCkADOinrO hz 

HellcC 

I am helping! Implement the linkage between the DCS3000 and thel fcurveillance vans, and some of us would 
like to meet witn yOu to ask you some questions. I attached a few picturesTnSTTgenerated with associated questions that 
need to be answered. In particular, slide 4 - Terrestrial architecture focuses on the vans interface to the DCS3000. 

Are either of you two available for a half hour Friday afternoon or sometime next week? 

Thank you. t o 

I I 
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SENSITIVE BUT IW0I-A3 "SIF IED 

1 1 ( O T D ) (FBI) 

From: 1 | T D ^ fFBM 
Sent: TuP^Hau l.ilYnfi ?nn4 4 - 1 9 P M 

To: h(: hQ) (FBI) 
Co: 'b'-"^ I IT6wFBni I M T D H C O ̂ 1 , . ' . 

(ITDWFBb:! ITDWFBI I(ITD) (FBI);| 1 
1 llTdWFBl̂  ' ' 

Subject: D C S - 3 0 0 0 One Way Push 

UNeLAOOiriiB 
NON-RECORD 

Just a Heads Up: 

Soon, you'll be receiving th e equipment for the DCS-3000 One Way Push. Please put in a safe location. We'll be 
contacting you to schedule a visit to your field office on 13JUL04 (Tues) in order to com 3lete the installation process. 
We are unable to activate 1 .his equipment at the present time. However, we will be bettei prepared when the system 
is approved on by our seci rity office. 

Thanks for your cooperatic n and feel free to contact us if you have any questions. 

Reaards, 

' l l O U ' 
M 1 b o 

ifni 1 m,k\\ II D 

1 loTD) (FBI) 

From: 1 1 (NY) (FBI) 
Sent: 'Thursdav, Ju l vO I .SDWin^PAM 
To: h^ I ' ^ ^ ^ ^ i ^ ^ S n L ^ . 1 (NY) fFOnl INY) 

be (FBi)i iNy) i i -B i ) ; | (NY) (FBI); 1 1 
hir fNYWFBh ' 

Cc: 1 l(NY)(FBI);| (ITD) (FBI) 

Subject. 

SENSITIVE BUT UNe<-AC i g l O E D 1 2 

NON-RECORD to ; t, 

Gentlemen, 
An update. This taraet. according to source information, utilizes tha [ feature. 1 have been in contact 

w i t h r | E R F , a nd have been aavisea mat we win most iixeiy oe tne rirst in tn rETureau to ao this type or mtecept. 
1 |advised me that In heir tests so far. thev use a seoarate DCS3000 to rayt§ th§ 3 pdio,| 1 
nr^.«;?nr|n| land then into Voire^f^ny jii<?t likp al input! • 
1 tavised m^ tPidt tP erb are thr^e ways or getting tnis audio from the CMP/26 to E 5Q. The first choice would be to 
use the T-span, solely ded icated to this intercept. The second choice would be using th e ISDN lines. 1 do currently have 
one ISDN line at BQ. We would have to have a open connection between my ISDN line 
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SQ^^ET 

h":C 



get information as to the cost involved in ha'̂ ing the line open 24/7. The third choice would be a 56K dedicated circuit. 

aep you advised as this should be educational, 
lease correct me if I misunderstood anything I listed above, 
1°^' I 1 

I I '''\ I 

SENSITIVE BUT UMOLAOOinCP 

1(0TP) (FBI) 

From: 
Sent: 
To: 

Cc: 
1:M 

(ITD) (FBI) 
"4:01 PM 

(AN) (Fgl)f 

B ILJMI-bl)[ 

RF) fFRHl , , 
'PDtFBDf 

i^irmrFRi^ 

iMimi 
)WFBI î -
JTD) (CON)|_ 

H LLti(i-m):f 
_J(lTD)(r5IT 

IBF) (Fgl) 

NON-RECORD 

Just a Heads Up: 

Soon, you'll bie receiving the equipment for the DCS-3000 One Way Push. Please put in a safe location. We'll be 
contacting you in the near future to schedule a visit to your field office in order to complete the installation process. We are 
unable to activate this equipment at the present time. However, we will be better prepared when the system is approved on 
by our security office. 

Thanks for your cooperation and feel free to contact us if you have any questions. 

Ponarrtc 

1 1 b6 

Tirri 1 fc ; L, 
70j 1 

1 l(OTD) (FBI) 

From: 1 |(ITD){FBI) 
Sent: >, r Wp/^nfifiHav .l i.np5'^' VOO/IHIVJAM 

To: lh7c 

Cc: 

1 l(KC) {FBDl LV^ fPBIVl 
(hbDI m-t^llt-BD-l r -

1 lTBWCiON\:l IHTDHFen:! 
tsrrrmBrr 

"|(PG) 

(\rb)im\\ IITDWFBÎ ;! "llTUKhyi) 
Subject: DCS-aOQQ One Way Push 

tmebASSlElED 
NON-RECORD 

Just a Heads Up; 

Soon, you'll be receiving the equipment for the DCS-3000 One Way Push. Please put in a safe location. We'll be 
contacting you in the near future to schedule a visit to your field office in order to complete the installation process. We are 
unable to activate this equipment at the present time. However, we will be better prepared when the system is approved on 
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JIE, • 
by ot r security ( 3ffice. \ 

Than ks for your coope ration and feel free to contact us if you have any questions. 

Reqa rds. 

TICT 11 
703| 1 

"onr LASSIFie T 

1 ~ l 0 T D ) (FBI) 

Fronr K 1 ItNUFBh 
Sent : b6 Fridav. June 11. 2004 2.38 PM 
To" -b":" 1 iTDUFBh 
Cc: { BTnwnnNi i iTD^rFRivl _ J 

MTDWPRil IITnWFRIVl l l lDWI-HlJ in 1 KlTDUFBI);! HN) (FB| 
•-TFBTl '^ '^ KHNWI-tJIi ' T 

|(HN) 

Subj ect: RE: One Way Push Install Plans 

» . 
NON -RECORD 

1 
It isc |ood for us . Seey rou end of August. 

lb 6 
b7C 

hrr Honolulu 
(808 (0) 
(808 (C) 

-—Origina 1 Messa ge 
1 =ron1 [UD) mi) 
< Jent: thu r sdav. J une 10, 2004 9:57 AM 
1 roj IHN-) rFBn 
( A—T irTD)(CON)i BTDUFBH:! l ( rTDUFBI) | 1 1 P rDTTFB I J \JD)(?Zl);\ | ( ITD)(FBI) ' 
>uDjecc: L ne Wai / Push Install Plans 

b6 

\ ̂ ON-REC( 3RD 

lot) / Vioh^ 1 
h 1C 

1 wanted to tentativ rely schedule a visit to your island in order to install the DCS-3000 One Way Push. We are hoping to 
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g * • 

perform th e necessary installation on t l ^ fol owing dates: Aug 26, 27, & 30. Travel days on AL g 25 & 30. Please let us 
know if thi s works with ynij and yOUrteanir 1! 1 be in training next week, and in Houston the we( sk following. You are 
welcome t 0 call my ph one at 703j I'll talk to you in a couple of weeks. 

Regards, bG 

1 b'7C 

UMCLAOfl rtPIBQ 

on lULASblhlb IT 

1 lOTD) (FBI) 

Fr< )m: 1 _J(ITD) (FBI) 
Se nt: b o 2004 3:57 PM 
To ;b 7 -, ^l-lM^ (CDI) 

Cc l lT I ̂ '̂  icn^ \\rn^ ^FRIV J 
nfbuPBA IITD) (FBI);| iiu)(mi); r 

Su bject: 
r trrowf 

One Way Push Inst 

?BI) • 
3ll Plans 

yiii i n ft'i*"'='= \D 
NC N-RECORI 3 

Ale h^ 

1 w anted to ten tatively schg idule a visit to your isl and in order to install the DCS-3000 One Way Pu sh. We are hoping to 
pel •form the ne cessary inst allation on the followir ig dates: Aug 26, 27, & 30. Travel days on Aug 2£ 1 & 30. Please let us 
kn( Dw if this wo rks with you and your team. I'll be in training next week, and in Houston the week fo llowing. You are 
we Icome to ca II my phone at 703| |l'll tc 3lk to you in a couple of weeks. 

R£ qardgi , b 6 

1 1 to7C 

UN ICLASSIFIE ED 
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From: 
Sent: 
To: 
Co: 

Subject: 

) ^ E T 

1(OTD)(FBI) 

[ 

Tline 

i 
] T D ) (FBI) 

Tnpsriav . lunAni 9QfM 1:10 PM 

.m (PBi);| 
inerary - NewarK install 

JD)(CON) 

JTDTTFBIT 
](ITD) {FB1)[ 

iifini rrririrn 
NON-RECORD 

All. 

]and I shall be traveling to Newark, NJ for GALEA and DCS-3000 One Way Push equipment installations. 

6/2/04: Travel from Washington/Reagan National airport to Newark Liberty airport; Continental Fit # 3218 
Hilton Newark Airport 908-351-3900 

6/3/04: Field Office 
6/4/04: Travel from Newark to National; Continental Fit # 0805 

(S) 
Contact nfo: b l 

1 1 b b 

Me: Pn '\ b " C 

i iNr i ft< ̂ ^ i f lF " 

1 J DTD) (FBI) 

From; 1 n-D^ <FRn 
Sent: Tuesday. June 01. 2004 11:23 AM 
To: J LAWFBIVI I^MMUFBIVl ~l f |(M \̂ ) (CON)I lAIiiFBDil JAT) 

/ ( J U N H I (PAWF«1\ I —, l(RH)| l(SL) (FBI); 
J klNWFRIvl IHO) fFBI) 

Cc: I tITDl (FBOl 
l(ITD) (FBI);| l(ITD) (6oN) 

|ITD)(FBI);L 1 
Subject l̂ ollow Up (UCl!-300U Une Way Push) 

NON-RE :CORD 

All, 

It was brought to my attention that some field offices lack room or racks to house this equipt. If you ha»o am/ m roctipnc 
regarding the DCS-3000 One Way Push, or if you need additional equipt (ie Racks), please contacll pr 
myself. We will do our best to accommodate your needs before completing the final installation at you FO. 

Thanks, 
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s5^ET * 
^ ^ J 

CTV ^ULCfi, IHED 

1 lOTD)(FBI) 

Fro m: 1 |:iTD) (FBn 
Sen Fridav Mav28 2004 147 PM 
To: 1 IPDHFBII iRmI IfSLWFBH 
Cc: ^ITDHFBII HTDHFBDl 1 

Sub iject: DCS-3000 One Way Push 

UNi •^ A g g IFI^D 
NOI VJ-RECI DRD 

Just a Hea dsUp: 

Soo n, you'l 1 be receiving tt ie equiptment for the DCS-3000 One Way Push. Please put in a safe location or contact us if 
you would ike to install th( ; equipment in advance. We are unable to activate this equipment at the present time. However, 
we\ A/ill be 1: setter prepared when the system is turned on by our security office. 

If w 2 don't hear from you, we'll be contacting you in the near future to set up a visit to your field office in order to complete 
the nstalla tion process. T lanks for your cooperation and feel free to contact us if you have any questions. 

Roa arrlQ 

_ l lb 6 
rD7r 

TIC Tl 1 

703 

UN* aLAS& lEiED. 

JOTD) (FBI) 

Fro m: 1 |(ITD) (FBI) 
Sen t: ThfirsHflv Mav ?7 O^A ^-^A PM 
To: b 6 iBSWFBll tf??1fFRn 
Cc: b 7 C IITD) (FBHl IMTD) fFOn 
Suk iject: cancel of old DC.S-3000 circuit 

UMI 
NO N-REC ORD 

Hey yall, 

ital ked i to ver with the guj ̂s here and yall can cancel that old lease line circuit to New York. Your new DCSNET circuit 
see mstob e stable and w orking well. 

IfyE ill have any questions or problems, give us a call. 
Tha nks! 

Ibfi 
hir 
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T 

uigeLAaoir-tep 

IfOTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

he 
t:.7C 

[ 
Wednesday. Mav 2fi 

(NK^ <FBnr 
i 
]ER){ 
004 1: 

(FBI) 
02 BM. 

LA) (FBI):! 

(FBI)I ~ 
DCS-3000 One Way Push 

](MM)(CON);[ 

fER) (FBI) 
D(ER) (CON);[ ] (ER) 

UHOLAOOinCD 
NON-RECORD 

Just a Heads Up: 

Soon, you'll be receiving the equiptment for the DCS-3000 One Way Push. Please put in a safe location or contact us if 
you would like to install the equipment in advance. We are unable to activate this equipment at the present time. However, 
we will be better prepared when the system is turn on by our security office. 

If we don't hear from you, we'll be contacting you in the near future to set up a visit to your field office in order to complete 
the installation process. Thanks for your cooperation and feel free to contact us if you have any questions. 

Regards.  

I I 
t i ^J lL 
703 s? 
ÎM/« Î ACCjipigp 

JOTD) (FBI) 

From: bu 
Sent: ih'/r 
To: 
Subject: 

•If'-T^a PTTH kTi PTTKi 

_JDL)(FBI) 
T?41 PM 

^{ER) (FBI) 
FW: DCS mt Evidence 

Pen Register 
Evidence.doc (57 . 

NON-RECORD 
tn i l I I I li II II II 

I I any progress in addressing my suggestions? I would like to change our procedures as soon as possible. 

Original Message 16 
Fromj ~iDL)(FBI) h'lc 
Sent:Tuesday, March 16, 2004 11:52 AM 
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R™FT , 
ToJ | (E RWFBI):I lERUFBDl l(ER) (FBI) bs 
Cc:l 1 (DL)(FBI) * ' • ' 
Subject: DCS 3 000 Eviden ce 

UMCL&SSIFiEC ) 
NON-RECORD 

The attached document details the current procedures Dallas uses that pertain to pen register evidence. It also outlines 
the procedures iwewill imp ement in the near future and some suggestions for ERF to help us move in that direction. 
Please feel free to share th is info with anyone else you see fit. 

Once 1 receiv e any com ments from ERF and find out if our requests can be implemented, 1 will prepare a final detailed 
description of th e new proc edures for Dallas's use and you can post them on the DCS 3000 web page. 

Please conta ct me if yoi J have any questions or suggestions. 

i t w r i ACQiPiPr ) 

UNfll flSSIFlEC >. 

1 lOTD) (FBI) 

From: 1 fERI fCON) 
Sent: Mnnrlav Mav 10 ?m^ R-r^fi PM 
To: fee IfERHFBnl KERHFRHl 1 

b7C l/FRWFRhJ lrPRW|!Rlvl IrFRUFRIVl 1 
1 lfl=Klil-yiH lERUFBI);! KER) (FBI); 
1 1 (ER^ (gpf^) 

Cc: 1 JCRWFfel);! I(ER)(C0N) 
Subject: RE: Schedule ivltg w/Raytheon (DC5-3000/5000) ' 

NON-RECORD 
lb 6 
fc7C 

1 M> ed and ask ed for a list of any technical topics that may be discussed at the rpeetina so he can have his 
' WIKS pfSpSfk ar swers was te less time. Recommend items/issues be forwarded to| | 

1 false asked whf athor 1) it'd be possible to discuss the wide band microphone definition issue and.2lDQ3vide the 
"•SfSeCTTOTlCS'der no/Q&A tc[ \ The demo can be done before or after the meeting.P Iplesae advise! lif you're 

available on We dnesday. 

-—OrjfliDfll MP'i'iflnp--

be 
fc7C 

Fromi IfER) (FBI) 
Sent: Monc av. May IC OnOAQ-'^iOAM 

r̂ l nfER)fFBnJ IfERUFBHj) IfERMFBIV.I 1 

rim m Tl kER)(FBI);| fER)(CON);| |(ER) 
(FBI)| J(Eft)(FBl);| tfck) [Lmf ' — ' 
Subject: R E: Schedule : Mtg w/Rayt!ieon (DCS-3000/500(J) 
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UN0L*30IHeP 
NON-RECORD 

All. 

Raytheon will be here this Wed (5/12) @ 13:00 in the Lobby CR. You attendance is appreciated. 

thnx, 
b o 

-—Or ininal Mp.;.;3nP 

Fromi ITER^ rFBn 
Sentj. Thursdav. Aoril 22. 2004 1:14 PM 
To; ' tER) fFBDj lER^ fFBnl H T F R I rFRTvl" J 

1 \r ?RHPBn;| tERWFBn:! 1 (ER^ fCON^i H 
(ER) (1 =BI)I l(bR) (FBl)J 1 (ER) (CON) 
Subject: Schedule Mtg w/Raytheon (DCS-3000/5000) 

NON-RECORD 

All: You are cordially invited to attend a meeting not yet determined. 

Where: ERF 
When: May 3 - 7? 
Time: ? 
Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 

Last Wednesday, I spoke wlttC Ifrnm Raytheon, and discussed the need to develop a sound, 
reliable solution to correlate the CDC/CCC data for the RedWolf and the DCS-3000.lTvill not be available next 
week, but the following week appears to be open. What day and time is best for each of you during the week of 
May 3-7? Please send me your requests and make sure that you include more than one choice. I will coordinate 
what works best for the majority. Thanks so much. 

psC Jnformed me thatj. Ihave made the decision to begin developing "A Time 
Based Correlation" for now. I don't have any details about how this algorithm is actually calculated. We can 
definitely get more specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is 
what we need to discuss. Please ponder on this. Thanks. 

Later, 
-c 
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UNOLAOOIFtee-

* T 

U»CLA66IPI6P 

loTDiJFBI^ 

From: 
Sent: 
To: he 

fe7: 

Subject: 

J R ) (FBI) 
MnnHaN/ M a x / i n ^nf). ! Q.^n AM 

n(ER)(FBI);[ 
HEnEM 

lER) (CON)l 
ImlEU 

I E R ) (FBI);[ 

I (ER) (CON) 
J (ER) (FBI);L 

KERHFBiiT 

RE: Schedule Mtg w/Raytheon (DCS-3000/5000) 

JER) (FBI); 

NON-RECORD 

All, 

Raytheon will be here this Wed (5/12) @ 13:00 in the Lobby CR. You attendance is appreciated. 

thnx, 
-ca 

] 
—Original Messaae-
From:L ](ER) (FBI) 
Sent: Thursday. Aoril 22 2004 1:14 PM 
To J ITER̂  fFBD:! 
~wr 
(FBI)| ' l(hR) (FbiJ 
Subject: Schedule Mtg w/Raytheon (UCJs-JUUU/bUUU) 

IER) (FBH: t 
] E R ) (CON) 

R)(»N);L 
2msm£ 

IERT 

UNeLA33iriCD 
NON-RECORD 

All: You are cordially invited to attend a nrieeting not yet determined. 

Where: ERF 
When: May 3 - 7? 
Time: ? 
Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 
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b7C 

Last Wednesday. I spoke wit | 
reliable solution to correlate the CUC/CUC 

ib2 

from RaytbeQJ3_aad discussed the need to develop a sound, 
ata for thq land the DCS-3000. Art will not be available next . 

time is best for each of you during the week of May 3-

lyfhpnn anH , 

hat day and t week, but the following week appears to be open. What day an 
7? Please send me your requests and make sure that you include more than one choice. I will coordinate what works 
best for the majority. Thanks so much. 

psT jnformed me that[ Jhave made the decision to begin developing "A Time Based 
Correlation" for now. I don't have any details about how this algorithm is actually calculated. We can definitely get more 
specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is what we need to discuss. 
Please ponder on this. Thanks. 

Later. 

~UriLL/l33ll lUU— 

uniLAaaiiihLJL, 

] (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

NON-RECORD 

L ] E R ) (CON) 
Mnnrlav May m 7004 1:45 PM 

I I^FRWFRh 
VW: l lC lUl temfo i Report 

he 
b7C 

Original Message 
From :l 
Sent: Thursday. April 29̂  

Cci 
Subject: TTCTU Item K 

](ER)(CON) 
,. 2004 11:37 AM 
UERUFBI) 
^ ^ R ) (FBI) 

^ lepo r t 

NON-RECORD 

TICTg l^ rn fqrl j R e p o r t 
Re: I p^s is tance with Kidnapping Case 

The Mobile FBI office was requested by the Mobile Police Department (MPD^ to assist them in 
tracking and locating \ Jpld male subject who had enticed al I female over the 
internet to meet him for sex. Tne girl met the subject willingly and had been missing for ten days 
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A * 
sra^T before the [ -Bl wa s callec J. The MPD became concerned about the safety for the child after 

conducting search warra nts and interviewing the subject who refused a polygraph. These concerns 
were comp( Dundee i when a family member of the subject surmised that the subject would when 
caught kill t he chil d and h jimself rather than face prosecution. 

1 1 regarding the "Tracker" program : ^ b 

on the DCS »3000 svstem 1 1 

1 pni e young girl was recovered without any further harm, The target was 
arrested on charg gs invo Iving rape (the girl was younger that the legal age of consent), interstate 
travel with i i minoi • for se X and will most likely face federal charges involving the internet. 

Thanks again f or your assistance, patience and long hours that you worked on Friday evening. 
Your assist ance v\i 'as moi 5t helpful to us and allowed for the best possible resolution of this matter... 

1 
MORII F niVI< ilON 

1 
1 J b 6 
DESK—{251 hic 
CELL—(251) 

UNULAS&IPt 

itwni Agsiri 

ED 

1 P TD) (FBI) 

From: 1 tR) (COH) 
Sent: l:>o 

r^ ondav, Mav Mr ?PQ4 1:43 PM 
To: b / C 1 | (Em (FB\) 
Subject: F W: Monthly submission for Directors Report... 

-DlilClASSIO SSL 
NON-RECOF ID 

1 1- would you min d conde ising the information with the "meat" since you understand the importance of this. I'll forward 
me TiiTormatio n in the nexte-nf iail. thanks. 

Onqipal ^ lessaoe-
Fram| iFRt (FBI) 
Sent: Monda /, May 0 3, 2004 12:50 PM 
Tol | ( t R ) ( QON)\ |ER) (FBI) ^i>':: _ 
Cc: CLIFFORC ), MICH> î EL (ER) (l-Bl)' ' -- -
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S5C«ET 
Subject: Monthly submission for Directors Report.... 

s5oe[ 

0NL.LAA3II \k.D Ĵ  
NON-RECORD "^^ 

[ I.Mr. Clifford said your submission is great but all we need is a few lines that captures it for the t ^ 
Director if I may, this is a suggestion from me.... b^E 

"Request for installation and training on the DCS 300(| ^stem at the Mobile Field Division to assist law 
enforcemnet officials in an ongoing case." System was usee. susoectT I 

This is only a suggestion but with so may Units within 4 Sections submitting to this report,...! believe we just need what 
they call "the meat" of the case. 

Anyway...I'm still "compiling" but hopefully will be through soon_after lunch so if you could rewrite and forward to Mr. 
Clifford and myself this afternoon, I'll add it. Thanks,[ 

)ugh soon c 

I 1 be 

UHGLA33IPIEP 

UNaLAJ0ir4g& 

From: 
Sent: 
To: fo 
Subject: fc 

OTD) (FBI) 

[ ](ER) (FBI) 
fnci^s; Anril :̂ 0 ^004 3? 1 PM 

I l(ER) (FBI) 
' r W : T i config 

LEA GALEA Router LEA GALEA Router WA LEA--GALEA GALEA Router Email from 
Config Recomm... Config_Help f... Information.do... ordering Recommenj toe (32 KB) 

NON-RECORD 
Ittini ATlinrP _ 

-Original Message-
Fromt ] (SE) (CON) 
Sent: Friday, April 30, 2004 2:59 PM 
Toi feR^ (FBI) 
Subject: RE: T l config 

TJNLLAJUIIWiO^ 
NON-RECORD 

Ml SECfiST 
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,5c^r-^ ^P 
SECRET 

OK [ 1 have no id ea what T1 your talkinq about. Is this fronrj \ T1 for audio intj IVolceBox. or Pen info for 
the DCS3000? Either way 1 hope these files might help. If they don't please let me know which T1 or circuit your talking hz 
ab Dut and what' s i t for. fc/s 

• ^ ank« 

1 1 b 7 C 

Ortajfial Mft<;<;aQP 

From:l. . |FR^ fFRI^ 
Sent: Frida V. April 30. 2QQ4 8:07 AM 

ToP™' l fSE)fCON^ 
Subject: T 1 config 

ciEr) 

NON-RECC >RD 

1 1 
Can you tel us whether the T1 is PRl or BRI? 

Ih f-: 

tc^c 

UMCl ft't'il PEJ2 

on m Afi«iirin ) 

m rri ^ccicm L 
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S^ET 
loTb) (FBI) 

From: I |(IVINHFBn 
S e n t : b 6 \A/onnocr<aw Annl ^R 7nr i2 A-^'^ p|^/| ^ 

To: twC 1 l(ERUFBnl tERWFBh 
Subject: FW; U & N's 

0853O4.119 (51 KB) 

aWeta»ftSlHED 
NON-RECORD 

Can you answer this question from my analyst regarding DCS 3000 codes? 

Please send your response back to me anc| | 

Thanks, 

be 
to7C 

— - n r j n i n a l M p s s a a e — -

FromJ |(MN) (FBI) 
Sent; Wednesday, April 28, 2004 11:19 AM 
Tol \ (MN) (FBI) 
Subject; U He N's ' 

NON-RECORD 
fc.s 

Under the direction portion of the information for the DCS-3000 I know the I is for incoming, O is for outgoing, what were U 
& N again? 

I've attached a sample file. 

Thanks! 

i m i I ^iitiuLiM 

UMOLAOOirtefr-
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](OTD)(FBI) 

From: 
Sent: 
To: 

Subject: 

b6 
fc7( 

[ ](ER) (FBI) 
Thursday. April 22 2004 1:14 P\A 

nERWFBC , 
I KERWFBIC 

ER) (CON)l  

_~zj(^^ns5N)— 
Schedule Mtg w/Raytheon (DCS-3000/5000) 

J(ER)(FBI)4 

llEm (FBDCZ 
" " " t E R r ^ F B i l " 

1 
]ER) (FBI); 

UMGLAOOirieB 
NON-RECORD 

All: You are cordially invited to attend a meeting not yet determined. bfc 
b7C 

Where: ERF 
When: May 3 - 7? 
Time: ? 
Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 

Last Wednesday, I spoke withL Jfrom Raytheon, and discussed the need to develop a sound. 
reliable solution to correlate the CDC/CCC data for the RedWolf and the DCS-3000.1 lill not be available next week, 
but the following week appears to be open. What day and time is best for each of you during the week of May 3-7? Please 
send me your requests and make sure that you include more than one choice. I will coordinate what works best for the 
majority. Thanks so much. 

ps[ Jinformed me that[ Jhave made the decision to begin developing "A Time Based 
Correlation" for now. I don't have any details about how this algorithm is actually calculated. We can definitely get more 
specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This is what we need to discuss. 
Please ponder on this. Thanks. 

Later, 
-c be 

b7C 

UNGLAaairicp 
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From: 
Sent; b 
To: b 
Subject: 

JOTD^ (FBI) 

I 

SI(ET 

IwF) (FBI) 
Mnnriav ADnl12 7004 4:33 PM 

I |(ER) (FBI) 
warning 

UNLLM&&IPieu 
NON-RECORD 

j = : He 
I would like to try to schedule that DCS 3000 training as soon as possible. The 1 day class for theTelecommunications 

Specialists and the longer class for my guys. Thanks in advance. 

•I.ir<ni ASSIEIED 

T(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ JER) (FBI) 
Friday. April 02. 2004 1:13 PM 

I ITER) (FBOr 
FW: Status 

JER) (FBI) 

SENSITIVE "••-'•^"/•" f»̂ «;o.T.r;r> 
NON-RECORD" -

fyi. 
Originai Message-

Fromf̂  |(; 
sent:'wMnfi5flav. warth 

Subject: RE: Status 

(SU) (CON) 
24, 2004 9:56 AM 
(ER) (FBI) 

b( 

SENSITIVE BUT UNOLAOOiriEP 
NON-RECORD 

I Irhere are three variables that I check in the One Way Push system; DCS 3000, TIU and the RedWolf, 
Historically, early in the program, I checked sessions received on the RedWolf against the DCS 3000. (During this test, 
only one of my three targets was reliable. The other two had problems at the central office GALEA setup so I did not 
include them in my testing.) After I found the CDC discrepancies between the DCS 3000 and the RedWolf, I got with[ 

I IRavihann and we set up a log file to capture what entered the TIU from the One Way Push. I compared the first two 
days of that log with what sessions I got at the RedWolf. I found that about 10 per cent of the calls that appeared in the 
TIU log never made it to the RedWolf. Some of the calls were less than 5 seconds but the rest were of significant length ie 
30 seconds or more. 

I tpoke witti bnri it was decided that I would sen<j ^ome files from the TIU log. What I gavel I 
was a different set of data than what I originally used. He ran a compaflSOn at DCS 3000 data and TIU logs for the same 
period of time and found that the TIU logs showed significantly fewer calls than did the DCS 3000. 

ame to Salt Lake City during 3/1-4/04. He installed a new baseline on ttie TIU. We compared four days of data 

fc7C 
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Let 
SEDRFT 

between the DCS 3000 and the RedWolf. There was a 100% correlation. 

Our CALEA intercept expired on 3/16/04 but I am working wit j |to install a test surveillance at the central office we 
had all the problemSbWith. That's about all I know. There are a coupie of black holes that need filling in. I don't know '";; 
what, if anything^ [did and I remember installing a couple of modifications for you. ^'' ^ 

CDC/CCC data is correlated in RedWolf by comparing data in the CCCOPEN field of the CDC message to what the user 
enters into the Circuit ID field of the CCC setup page in the TIL). I don't know of any manual method of doing it. We had a 
problem in that 5E switches assign a trunk group number to each CALEA surveillance. For instance, let's say my first 
surveillance had 0059-0000 and 0059-0001 as the circuits my audio is leaving the switch on. Those numbers appear in the 
CCCopen field and RedWolf combines the two paths into a single session. When CCCopen data doesn't match what is 
entered in the Circuit ID field, RedWolf shows two different sessions, a data session with no audio and an audio call with 
no data. 

Here's the problem. The TIU will not accept duplicate information in the Circuit ID field. Where the 5E switch uses only 
numbers to identify their outgoing trunk members, it is very possible that 5E switches from different central offices might 
assign the same number to identify the outgoing trunk members to an entirely different CALEA surveillance. 

I ^witches include the unique name of the switch in their data so it can never be duplicated. 

IriQinal Message 
l l lER^ (PBI) From| |ER) (FBI) fc" 

Sent: Tuesday, March 16, 2004 12:33 PM 
T4 IrqinrmKi^ 
Cc| lER) (FBDl 
Subject: Status 

SENSITIVE BUT Uf<OLACOiriEP 
NON-RECORD 

JER) (FBI) 

fc' 

"CD 
There has been a lot of discussion regarding the status of the DCS-3OO0 One Way Push system. At your earliest 
convenience, could you please send a status update? When we spoke last week it sounded like things were vastly 
improved. The question is how reliable and how stable is the system performing? Are we continuing to loose data or 
has this issue been resolved? If so, what was the resolution? 

Also, please help us understand how the data comparison is performed in order to assure that no data is lost, how is 
the CDC/CCC data correllated, etc. It is most advantageous to have the CDC/CCC data automatically correllated by 
the RedWolf, but my understanding is that the process is manual. Please describe the environment(mechanisms) that 
are used to correllate this data. If there is anything you need from us, feel free to call any time. 

Thanksl iHave a great week! Enjoy your wife's Birthday Bash next week, we'll miss you in San Fran. 

I gtor  
to 6 
b7C 

SENSITIVE BUT UNCLASSJFtED 
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SENSITIVE mrTirnn riT'Tirirn 
s™^ 

SENSITIVE BUT UMPI ftSSIFIED b 7 f -

12I21£B!L 
From: 
Sent: 
To: 
Co: 
Subject: 

c ] E R ) (FBI) 
TiiocHgw Mgrrh JR 2004 2:33 PM 

Status 

_ISU)(C0N) 
(̂ER) (FBi t J E R ) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

"CH 
There has been a lot of discussion regarding the status of the DCS-3000 One Way Push system. At your earliest 
convenience, could you please send a status update? When we spoke last week it sounded like things were vastly 
improved. The question is how reliable and how stable is the system performing? Are we continuing to loose data or has 
this issue been resolved? If so, what was the resolution? 

Also, please help us understand how the data comparison is performed in order to assure that no data is lost, how is the 
CDC/CCC data correllated, etc. It is most advantageous to have the CDC/CCC data automatically correllated by the 
RedWolf, but my understanding is that the process is manual. Please describe the environment (mechanisms) that are 
used to correllate this data. If there is anything you need from us, feel free to call any time. 

Thanksl jHave a great week! Enjoy your wife's Birthday Bash next week, we'll miss you in San Fran. 

Later, 

SENSITIVE BUT DliUlLAGGinBD 

TOTD) (FBI) 

From: 
Sent: 
To: 

Co: 
Subject: 

too 
t 7 C 

c 3DL)(FBI) 
Tuesday. March 16. 2004 11:52 ALL 

I ER) (FBI);r" 

' imi\-m —^ • -
] (ER) (FBI);[ 

[ ULb JUUU bVlflfinCfi 
JDL) (FBI) 

Pen Register 
Evidence, doc (57 , 

NON-RECORD 
UNC^ACCirgB 

The attached document details the current procedures Dallas uses that pertain to pen register evidence, it also outlines 
the procedures we will implement in the near future and some suggestions for ERF to help us move in that direction. 
Please feel free to share this info with anyone else you see fit. 

364 

ET 



3BS|[ JET 
Once I receive any comments from ERF and find out if our requests can be implemented, I will prepare a final detailed 

description of the new procedures for Dallas's use and you can post them on the DCS 3000 web page. 
Please contact me if you have any questions or suggestions. 

I |3TD) (FBI) b6 

From: | IfER^ (FBI) 
Sent: FrlHaw Marrh 1? OHHA A-rjK PM 

To: J Ifip) (FBI) , . 
Cc: I lER) (FBDI >ER> (FBI) 
Subject: DCS-3000/5000 Concerns 

SENSITIVE BUT " V n • T T i r i m 
NON-RECORD 

H 

, b6 

Well we made it back just in time to enjoy the flaky Northeast weather. Some clarifications regarding discussions from our 
visit: 

1) Handling of Criminal Data -vs- FISA data: 

• Ant\J 

-.1 1 r n 1 1 

1 1 1 1 
1 1 

!b6 

Hnnp Thi.c; Mslns HnnpThi.»;M 
'b7E 

SENSITIVE BI'T i i ^^ f ^cctcicn '^^ 
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From: 
Sent: 
To: 
Cc: 
Subject: 

bfa 
b-^c 

1(OTD) (FBI) 

I I (OTD) (FBI) 

Meeting at bK 

(ITQDUFBn 
] (OTD) (FBI) 

"UIIJLLAUUIR6D 
NON-RECORD 

Now that all the Holidays are behind us I was wondering if we can try to schedule a time for 
your group to come down to ERF and talk about TA. Let me know what your schedule is like 
for the upcoming weeks if possible. This week is bad for us and I have travel on 1/24/06. I know 
getting a time for everyone to meet is always a challenge. We would like to demonstrate how 
the DCS 3000 data is collected and have your group give a demonstration of how to upload the 
data. I think we can all make great strides forward if we can get together. 

TICTU/SBIT 

1(0TD) (FBI) 

From: be 
Sent: b ' 
To: 
Subject: 

r 3OTD) (FBI) 
• Fririav ilaniisre?? ?finfiqtf7AM 
' IQTD^ (FBI) 

FW: 7A Matter, 01/26 

(TTII I *(ilillll II 
NON-RECORD 

This is what happens when your first names are too close. 

ALL IffFORUkTIOH COtlTAIMli 
HEREIF 13 lUICLASSIFIED 
DATE 0 6 - 1 9 - 2 0 0 7 ET 6.5179 DHH/K3R/DK 

—-original l̂ iessaoa 
From: | 
Sent: 
To: 
Cci 
Subject: 

mil I « Mill II II 
NON-RECORD 

}HO) (FBI) 
Prirf;.» 1^n,,^rv77 2006 9;38 AM 

1(H0) (FBI) _ 
l(OTD) (FBI)t 

7A Hatter, 61/26 

b 7 C 

]0TD) (FBI), ](OTD) (FB1)£ JOTD) (FBI) 

This is to make you aware of the Kidnapping matter brought to me h^ SAi 
obtained addresses and the orientation of thred I 

Yesterday afternoon 
nd wanted to know if it was possible l 

was possible. e m 



S^^T • 

The vict im, a 15 year old, had been forced into a van and raped by three u nsubs. WhileJieini ] hf Id shft M/fls able tn nhtain 
. A ^ n U . 1 f " " " " " 

1 1 ' : E 

1 contac ted[ pndheancl rnmediatelv took the 1 Irov jded to me 3y[ land within a few 
mioijlgs had the thred 1 I n the DC? i ^ inn Rv thP nripntatinn nf 

1 Iwe IS a happy camper with this information. fc 6 

|should be commended for their prompt action. 
1 

1 
fJBIFICn 

1 JOTD) (FBI) 

From: 1 l(nTn) (FRi) 
Sent: ,Ka .Fridnif l-ininry 27, 2006 9:50 AM 
To: w.,. 1 „ |(HO)(FBn 
Subject K h : 7A Matter, 01/26 

• "UNCLA qfiiFiFa 
NON-RI 

1 1 
ECORD 

JUSt a little note. | ps the one who qets most of the credit. was just the 
middle man. We hope it helps and we will try to develop a Trilogy based c 3 always with 

r 
Trilogy however this is a slow and painful process. 

h o 

L 
Oriqinal Message 

fc7C 

Fror n\ 1 HO) CFBn 
Sent 
To: 

: Friday, January 27, 2006 9:38 AM 
tJANOERS. DEBRA !Ha\ CFRTI 

Cc: 1 bTD) (FBI)I tOTD) (FBI);! l o T D ) (FBI); (OTD) (FBI) 
Subj J 
DTVt '1 ^nnirirn 
NO! ̂ -RECORD 

r~ : 
This ^AI h ste rdav afternoorl had 

b 2 obtc lined addresses and the orientation of thred 1 1 
b-:'F, 1 jî as pc issioie. 

The victim, a 15 year old, had been forced into a van and raped by thr< ;e unsu bs. While b ein( 3 held, she was able to iw, •> 
Obt£ 

1 
lin a cell ohone and make a call and uoon her release, additional c all? yv̂ r ̂  nr)?(;)¥ Ijy 1 i9r? i l bbtained records 

1 CO itacted 1 land he anq |immediate(y took thl 3rovided to Tie bj fend within a few 

2 



5 
Q ^ ^ ^ T 

Ion the DCS-3000. By the 

[ J 
I Iwas a happy camper with this information. 

I Ishould be commended for their prompt action. 
;b6 

fc2 

D 
• inn " i i T T r " 

UHOLAOQiriCD 

lOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

c ] (OTD) (FBI) 
Mnnriav January 30, 2006 11:05 AM 

I I (OTD) (FBI) 
Meeiirigs 

UMOLAOOinCD 
NON-RECORD hG 

fcv; 

I 1 r 
There are several things going on that we probably need to coordinate. I sent an e-mail tc|_ 

from TA on 1/17/06 and have had no response. We really need to have meeting with TA and start a dialouae 
on how the DCS 3000 information is utilized in TA. I had a 20 minute conversation withl Ithis 
moming about such issues. It would be nice to have the TA people comi 

irre 
thC 

3Q 
current canabilities for analysis of the GALEA data and talk about 
withi Jest week. The Gang Task force circuit is in, he wants to luiow when we can come out 

here and give us a demo of 
ata import. Second, I spoke 

and hook it up. Also, the old task force wants to doT ]So we are getting double teamed 
on this one, 1 suppose at least two members of the team neea to go out and do this one. Third,j«fijaajifi__ 
several circuits that we are going to need cross connected from ERF to the new building. Does | | 
have a plan for how we will request the circuits to be identified by both the originating and terminating locations? 
I forwarded the circuits from| l̂ n the 10th. In SBIT we have at least 5 lines also to cross connect 
Let me know when you have had a cnance to think about these. This morning was kind of crazy recovering 
things from the weekend. 

n be 
lb7C 

UMOLACCiriEP 

5 ^ SEmEJ 



sS^ET 
(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
Monday, December 19, 2005 5:14 PM 

I l(OTD) (FBI) 
' hw! Anoinsr ican ror Livih'Dcs 3000 

SENSITIVE BUT UNeLAOOiriCD b6 
NON-RECORD b 

Original Mess 
From: 1 IfHm rFRÎ  
Sent: 
To: 1 (OTD) (f=BI) 
Cc: ho) (FBI) 
Subject: Another icon for "MP ixs JOOO 

SENSITIVE Bl JTUnCLADCill \k\X. 
NON-RECOR[ ̂  f • ^ lO i') 

L7C 

Would it be possible for you to create another icon for a new FISA tgt: I 
same manner as we downloacf 1 

b 2 
b ; E 

10 we can download it in the 

It would make life easier for our TS and the weekend tech duty agent 

Thanks, 

I ~1 
SENSITIVE BUT UKOLAOCiriED 

DATE: 0 6 - 1 9 - 2 0 0 7 
CLASSIFIED BY 65179 DHH/K3R/DK 
REA30H: 1 .4 (G) 
DECLASSIFf ON: 06-19-20 :32 

SENSITIVE BUT i 

From: 
Sent: 
To: 
Subject: 

]OTD) (FBI) 

[ ] 0 T D ) (FBI) 
Thurftriav/ n«»r.t».mhflr OR 2005 g:53£LL 

_J)TD) (FBlĵ  
FW: DCS mt 

53, 
] (OTD) (FBI) 

NON-RECORD~ 

I Original Mes|ai 
From: 
Sent: 
To: [ 
Subject: 

he 

J'F) (FBI) 
Wei3nesd8Y, Petembpr 07,2005 j j i f , PM 

IOTP) (FBUI 
PK 'im 

TJTj(!!LAAjiricn 

ALL rNFOBJIATIOIJ COHTAIMD 
HEEZIJI I S TIKCLASSIFIED EXCEPT 
IJHEPE SHOTiW 0THERIJI3E 

] (OTD) (FBI) 

) B ^ ET 



NON-RECORD 
™ E T 

Hey guys -

This is just a quick note to let you know they are doing more power interruptions at WFO this month. 

12/14/05 which will be our 4th floor (which should not affect the DCS at all) 
12/20/05 whirh>A/iiihan.ir-^rHfinnr (jhis will affect the DCS 3000). This will include the DCS and all of our modems and 
routers in thd V\le will be powering down the DCS 3000 between 5pm and 5:30 pm. And hopefully it 
will be back up before 10pm. 

If you need anything from us, or can give me any helpful advice, I would appreciate it. 

ThanU v/r.11 

202-
b6 
bv; 

nri"! T'^inrn 

JJUbLAJAIITEb 

](OTD) (FBI) 

From: 
Sent: 
To: 

Co: 
Subject: 

tob 
b7C 

(OTD) (FBI) 
3, 2005 8;52,M1 

(OTD) (FBI) 
l(OTD) (FBI); [ 

L Q T D ) (FBI) 3 
](OTD)(FBI);[ 

UHCLAOOiriCD 
NON-RECORD b 2 

fc7E 

All, 
Twof 

system wRidh iS 
to be the replacement for thq[ 

]are being sent from Denver to Miami. Also, two DCS 3000 systems for use with thJ" 

]iwas sent also. However, the DCS 5000 has the internal ability to perform 
the ISPNI interpppt 
for t h j phones. As I have stated to everyone before if the manufacturer of the collection system has an inherent 
ability to do 
an intercept putting ^ 
the ISDN card 
for the DCS 5000 and he said he did. He also stated no instructions or support for installing it had been sent. Would 
someone from the 
DCS 5000 program please address this. 

I n only adds to another point of failure. I spoke witl| |about whether he had '|̂  ^̂  

Original Mp<i<anp-
From: [ 
Sent: 
To: 
Cc: 
Subject; 

^ 
JOTD) (FBI) 

hiP-d^v. NmmhlTTrjnci'i sn-; AM 
I L2ID) (FBI);| 

FW: 

L liOTDXrtrr 

UNCLASSIFIED 

b e 
b7C 

JoTD) (FBl£ 

b 2 

](OTD) (FBI) 

M SBKRET 



NON-RECORD 
5™ET 

i 

RMS 106071 

(703j[_ 

~ | (MM) (FBI) 
•A, 

.—-Orininal Mpg.;anP-

From! I 
Sent 'luesaay, Novsmcerii, 2005 6:46 AM 
To: CLQUSER. WILLIAM D. (OTD) (FBI) 
Cc: I -, pM) (CON) 
Subject] 

nniJSFR. WILLIAM p. f 

UNLLAbSIHbD 
NON-RECORD b2 

Ih7i 

File: Miami.pdf: 

Attar.hf>d is an RMS fnr t w n [ 

'°\ 1 
Thanl^c 

be 
h'JC 

]on 11/1/2005 that have not been filled. Do you know why it was sent 

lIMn flygJFIED 

UWfit flRSIFI SIFIED 

MMr-l j^«^^|CICr> 

1 n (OTD) (FBI) 

From: 1 lOTD) (FBI) 
Sent: ^5 ^^^937:c:^rHt^r*WJi'iU!d#l&Me(IItI;mi»iakT/l 

To: ib7c 1 lAL) (FBI) 
Cc: 1 l i i i i iVhKn 
Subject: RE: DCS-3000 

IjRCCAe&IFIED 
NON-RECORZP^ b o 

bVC 

W€ e have to write up weekly accomplishments for the Director's report and feed back like this is greatly appreciated. If 
you have 
any more details that we could put in our write up about how we may have helped that would be awesome. I unfortunately 
am on _ ^ _ ^ _ _ _ _ _ _ 
leave Monday, so if you could CCl I n any response he is going to write it up. Tuesday is our deadline on 
getting something in for the report. I know you're busy so anything is helpful. 

Thanks, 

i 

= 



)5w£T 

SBIT/TICTU 
Lb 

Fromil ](AL)(FBI) 
Sent: Wednesdav. November 02, 2005 1:01 PM 

J(OTD); To:[ 
Ccf 
Subject: DCS-3000 

lOTD) (FBI) !r JAL)(FBI)£; ](AL) (FBI) 

NON-RECORD 

Q lank you and great job. The guy they picked up in CT through info provided by the DCS-3000 system is the 
suspect in a double homicide which occurred in northern VT a couple of days ago. You helped save a lot of agencies 
a lot of money and man-hours and, most importantly, you helped take a bad guy off the street. Thanks again. 

• be 

1 
Albc any Divisio 1 
51S work 
518 cell 
518 fax 

"Dw StiASSIFIE :D 

•UMCLA SSIFIED^ 
• w 

> E J ^ E T 



TOTD) (FBI) 

From: 
Sent: b o 

To: b''C 
Cc: 
Subject: 

NON-RECC )RD 

[ ](OTD) {FBI) 
•Frirlau Nn^ftmher 04, 2005 8:46 AM iter 04, 200£ 

rnTn\VFRi\ 

TICTU Annual FY 2005 Report 
l(OTD) (FBI) 

Below is the info you requested. I will follow up wittj Ithis morning also. | |is out today on sick leave. 

i. Switch Based Intercept Team. 

- Developed Trilogy hosted | _ _ppplication for utilization with GALEA pen register| Information. 

I 
h'-

Upgraded and maintained the DGSNET, which distributes GALEA pen register and packet audio, for the FBI's hiz 
field offices. Also, migrated circuits for network robustness and failure recovery. 

3000 
Supported New Orleans operations relocation \\ py tactically engineering DCSNET connection and DCS 

equipment support. 

Upgraded DCS 3000 systems to incorporate Systems into all major field office systems. 

I I ] 
Continued expertise and equipment support for ALL GALEA based intercepts for the FBI. 

Below are the numbers for the requests. They seem very low but I asked 1 |w 
RMS Total fc2 

RMS Closed lb7E 
RMS Completed 
RMS Working 
RMS Other Statu; 

ice about It. 

b-'C 

I asked Ito see if he can get our shipping report. A lot of times we take a call and just do a shipping form without 
opening an RMS. In hind sight this 
makes our stats look bad. 

Traditional RMS Total 
RMS Closed 

SEpf̂ T 



1 1 ^ ̂ F T 
RMS Completed 1 \ 
RMS Working 
RMS Other Status 1 b; 

UNftLA 

1 
ooiricD 

1 b- 'E 

1 KOTD) (FBI) 

From: 1 |(OTC )) (FBI) 
Sent: b ; Fririav nr.tnh< SL21 pnnfifi J7PM 
To: Hv/r: 1 JOTD) (FBI) 
Subject: FW. CALEA data fields 

DCSPC.txt (4 KB) 

NON-RECORD 

Original Message— 
Froml "T)TD) (FBI) 
Sanr; Frirtav. OrtnhPr 71. 7nnR 5:16 PM 
Tn;l Inxn^ (FBI) 
Cci TDTDI (FBI) 

Subject: CALEA data fields 

be 
bTC 

NON-RECORD 

[ZZl 
Attached is the CALEA data set fields that the DCS puts out for upload to TA. There are at least 3 new fields in b 

addition to this those in the attachmet, (i.e.| jcall number) that we ^ 
are working on integrating into the DCS 3000. I ake a look at it and see if they make sense. 

JWetiAftsiaED^ 

3TOET 



lOTD) (FBI) 

;^4T 

From: 
Sent: 
To: 
Cc: 
Subject: GALEA data fields 

1(0TD) (FBI) 
5:16 PIVI 
OTD) (FBI) 
OTD) (FBI) 

DCSPC.txt (4 KB) 

NON-RECORD — 
L6 

Attached is the GALEA data set fioiHc that thg nr^c; mitc mi\ fnr • minaH tn TA There- arp at loact 3 new fields in b::: 
addition to this those in the attachmet, (i.el fell number) that we b ̂  E 
are worl<ing on integrating into the DCS 3000. Take a look at it and see if they nnake sense. 

umcLACOiricp 

lOTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

b" 
[ ]0TD) (FBI) 
Thursday. September 29. 2005 5:34 PM 

1 POTD^ (FBI) ; | TD) (FBI) 
Task Force Operations 

] (OTD) (FBI) 

SENSITIVE BUT UHOLAOOIPCD 
NON-RECORD 

ine FBI is involved with many Task Force operations which are in need of our assistance in performing 
GALEA pen registers andl Unctions. We have recently had a request from the 
Denver Field Office to support thel Iwith our DCS 3000 system. The Task 
Force site has a large FBI aaent pre.qenr.e and is rated for closed storage of Secret inforniation It has 

access but thj |ey is locked away when FBI personnel are not presentf^ \ 
nd I visited the site last week and would like to talk to you about what we can do toT 

b. : 
b7E 

their operations. 
Thanks. 

suppflpt 
Please let me know if there is a time that we can talk to you about this situation. 

SENSmVE BUT UNCLA66IF1BP 

bfe" SEQRET 



Fronn: 
Sent: t c. 
To: ihvc 
Subject: 

sm^T 
TtOTD) (FBI) 

JOTD) (FBI) 
M n n H a » g o n t o m h o r 10 2 0 0 5 12 :50 P M 

I I (OTD)(CON) 
RE: ERF-E Double-Checking TICTU's Antenna Platform Usage Needs 

SENSITIVE P'•••-••>•/"» Aec.c.cr^ 
NON-RECORD 

l=ZI 
I apologize for the delay in responding. To answer your questions in order. 

1) Two feeds should come to the DCS 3000 Lab and one to the DCS 5000 Lab. 

2) These are NOT satellite dishes. 

3) The 4' vertical pipes should suffice. 

Thanki 1 — J 
-Original Message 

Fro in: | 1 fOTDVCON^ 
Sei I t : Friday. September 16, 2005 4:17 PM 
To Î OTD^ rFBD 
Cc l(OTD) fFBn 
Subject: RE: ERF-E Double-Checking TICTU's Antenna Platform Usage Needs 

SENSITIVE BUT-yHOLAOSiPlEID 
NON-RECORD 

thanks for the response. Just a couple specifics to clear up: 

1) What lab(s) do the feeds from these 3 antennas need to go to? 

2) These 3 are not satellite dishes, right? these are "pin type", AKA the type that "looks like a TV Antenna", right? 

3) These 3 are the typical type that will mount onto the 4' vertical pipes on the rooftop platform, right? (similar to 
mounting style on top of Pod A roof now) 

Thanks, 

bVC 
—-orifliaaLtlssaafls— 
Fromi IrOTD) (FBI) 
Sent; Friday. September 16, 2005 12:35 PM 
Toi IfOTDVCON^ 
Cc:| lOTD) (FBI) 
Subject: RE: ERF-E Double-Checking TICTU's Antenna Platform Usage Needs 



jg^T 
SENSITIVE BUT UNOLAOOiriLD 
NON-RECORD 

TICTU requires three antenna platform positions, one to 

b 7 C 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantieo VifQiriia 

-Orininal M<'s<;aQP-

](OTD)(CON) FromI 
Sent; Wednesday, September 14. 200S 1:06 PM 

l(OTD) (FBI);| rOTD. . . 
cci rrrD)(coN)i _V^^^ ^^^^'^ t 
Subject: RE: ERF-E Double-Checking TlCTU's Antenna Platform Usage Needs 

TcT loTD) (FBI) fcb 

SENSITIVE BUT i<MOLAl>&ii ILL: 
NON-RECORD 

J - Need to double check with my same question below ~ (if you already responded to my 
email below, sorry, I lost it and it's not in my files - please resend) 

Thanks. I | 

—Original Message— 
FromC ](GTD)(CON) 
Sent; Wednesday. August 31, 2005 10:38 AM 
Toil UOJD) (FBI); i 
CcF JTTD) (CON)I 

TOTD) (FBI) b7c 

ibiect; 
DTD) (CON) 

Subject; ERF-E Double-Checking TICTU's Antenna Platform Usage Needs 

SENSITIVE EIWT imi7l flin^mm 
NON-RECORD 

Dear 
-b6 
.b7C 

Please confirm if this statement is correct: 

At move-in, your Unit will not require space on the ERF-E roof antenna platform for any Satellite Dishes or 
Antennas, as far as you know at this time. 

j g g ^ l 



Do you concur? 
^S^ET 

Just want to re-visit this question with you one more time, to confirm. 

Thank vnui I 
b': 

SENSITIVE BUT Ulill I îM ÎF IITT 

SENSITIVE BUT IIMri ftCOirirP 

SENSITIVE BUT 0WLLM3J1II IbP 

SENSITIVE BUT I 

SENSITIVE BUI 

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ ] ( O T D ) (FBI) 
T,.acH^., Qantamhar J-^ 2005 9:25 A M 

• , -JSF) (FBI) 
Rq huestion 

UlilOLADGiriED 
NON-RECORD 

IZZI 
Technically I think this should work. You don't need the telephone number to go up on the surveillance. However, b 

what did they make t, 
the CaselD? Give me a call so we can talk about it. 

TMilH^ 

-nrlninal MP<;«;anf>-

Froml ](SF) (FBI) 
Sent; Monday. September 12, 2005 2:17 PM 
Toi i(OTD) (FBI) 
Subject;! huestion 

fob 

UMCyAyyiFIFD 
NON-RECORD 

10 

SK!RET 



h;. 
be 

h ~'E 

i ^ l SEKRET 

Bccount with just the 
They are unable to get 

. ccountT^ |ias 
collecting anything. Is it possible to 

rthern Calif, market 

I Knmfihnw nnp fhft anftnts here obtained a court ordered pen register witrf lor aL 

t ) I I'm assuming their source got the phone and copied tt'^ number 
i t ) I I'm assuming their source got th 
the subscriber name or associated phone no perl pecause it is a I 
however provisioned it for the pen andl >̂ut needless to say the DCS 
collect based on anl ior does the Dcy need a ten digit phone number. It is currently i 
with surveillance ID'S and passwords available for Southern Calif, and the Arizona market.I Ihas provided three 
separate surveillance id's and passwords for these markets. I don't know is the phone is being used outside of these 
three markets, which may explain why we haven't collected anything. The agent also has two otherl lines set up 
in the same markets. They are collecting in Northern Calif., because 1 have them entered in Northern Calif. If they 
stop collecting, I was going to enter the other surveillance ID and password for the the Southern Calif, market; see if it 
collected and change it to the Arizona market if Southern Calif, didri't collect. Am I going in the right direction, with this? 
Any guidance will be appreciated. Thanks} | 

liiiiri ftooiFigrr 

umcLAOoiriep 

](OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

Importance: 

OTD) (FBI) 
•3, 2005 2:29 PM 
OTD) (FBI) 

FW: COOP Information Requested for OTD Systems - Complete by 8/4/2005 

High 

2.WPD (20 KB) 

NON-RECORD 
UMCLA6Cir4eD 

L Could you look into this? he 
h"iC 

t ] 
From{ 

OrlQina! Messaai 
JoTI OTD) (FBI) 

Sent! Wednesday, August 03, 2005 1:47 PM 
To\ I (OTD) (FBI) 
SuDjeei! bW. LUUP infcrmation Requested for OTD Systems - Complete by 8/4/2005 
Importance: High 

iiMri fltifiirirn 
NON-RECORD 

11 
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S3RFT • 

1 
The 300( } is cited or this mess age... ^^^ , 

1 n t!~'C 

FromL IfO FD) (FBI) 
Sent: Fr day, July 2 9, 2005 4:C )7PM 

^°JL« roT D)rFBI)| 1 fOTD) (Fsnl IrrTD^ (FBI ) | | 
(rT6)(»-i n l _ * 

IT0D)(C0N);l IfSecD) fFBD 
Cc ITTD) [FBD;̂  rOTD) fFBD;! lOTD) (FBI); I 

1 rOTD) (C0N)| IOTD)(CON| |(OTD)(CON)| | 
(OTD) (F BI) 
Subject : COOP Infc )rmabon Ri aquested for OTD Systems - Complete by 8/4/2005 
Importa nee: High 

-L'iJrLAE 
NON-RE CORD 

b6 ' 

Yourhav e systems EDMS, DC )S systems, CAR! • SAN, DITU systems) that may be designated as "Mission Critical". OTD 
System ^ i/lanagers a re requests 3d to provide inforr nation about the Continuity Of Operations Plans (COOP) for systems 
designat 3d as missi on critical. As noted in the atl tached EC, information is to be entered at the following FBI Intranet 

1 
website t )y 8/5/2005 

1 
L2 
lb7Z 

1 
If your sy stem is mis sion critica 

1 
1, please provide n fie with the system name and a copy of your COOP plan and an email 

response to indicate that you h ave provided the r< squested information to the website. If your system is not considered 
critical le t me know t hat also. 

1 
You may have a list of OTD sys stems that are dsig nated "Mission Critical" and have or should have COOP plans. Please 
provide t his list to m B so that th e PMO can make sure all appropriate system managers provide the requested info. 

PMO will prepare an EC indica ting OTD's complij jnce to the OCIO's request. 

Electronic echnology Se ctlon, OTD he 
Phone: 70! hlC 
Pager: 88 
Cell: 20: 
Fax: 70: 

Orig fnal Messac e 
From: C LIFFORD, ^ IICHAEL (C )TD) (FBI) 
Sent: Fr day, July 2 9, 2005 2-A t9PM 
ToJ loro; (FBD 

1 r a _ tTJD) :FBI)J 1 (OTD) (FBI);| | (OTD) (FBI); | | 

1 J(OTD) (1 --BI) 
auDjecc: TW:ACn( DN downloi 3d 
Importa nee: High 

SE^T 



S™ET ^ 

ma<iLA3!jillFb b6 
NON-RECORD 

1 las disc ussed, pis h andle for OTD. COOP requirements would include EDMS, DCS, CART, 
DITU as well c Dthers.l ISecD, stationed at ERF, would have a full list of OTD systems to 
be considered ' 

Michael P. Cliffo -d, Jr. 
Section Chief 
Electronic Surve Ilance Technol ogy Section 
Ooerational Tec inology Divisio 1 
(7031 Office) b:: 
(7031 Cell) h b 

(sooil Pager) i b /• C 

Oriqinal Mes saae 
From:! |(^ )TD) (FBI) 
Sent: Friday, Ju y 29, 2005 7:5 4 AM 
To: CLIFFORD, h 1ICHAEL (OTD; (FBI) 
Subject: FW: A( mON downloa d 
Importance: H gh 

linn nttiinrrr ^ M ^ 

NON-RECORD 

n . 
Can you havel amrod this? b-

I 1 

-nNni fliiniriED 

13 

S^ET 



iLAOOinCD 
S ̂ E T • 

1 JOTD) (FB » 

Fro f": 1=- u 
1 }DTn\ (fm 

Sen t : h^r- Monday. Ju lY^§, 2005 10:01 AM 
To: 1 }NY) (FBh 
Sub iject: RE: DCS30 00 training 

m luvBoiriro 
NO M-RECORD 

IZ V 
Thanks for the E-mai 

. Glad your joi jrney home was a safe one. Give u s a call 
if yc u need any help. 

1 n to 6 

1 „ j t 7 C 

OrioinaLMfiSsaae 
Froml hy) fFBD 
Sent: Sundav. Julv 2 4, 2005 12:42 PM 

fOTD) (FBI )J |OTD) (FBI), (OTD) (FBI); 1 
r l(OTD) (CO ̂ ) 
L Subject: DCS3000 tr aining 

D U I . L A U ' J I I i h u . 

NON-RECORD 

Hi all: 

1 just want to express how much 1 e ijoyed the DCS3000 SW-based Inte rcept training, and th e pleasure it \A las meeting 
all of you. 

The class was very ir (formative, and will serve as a great reference for n ny daily job responsit jilities. Hopefu lly, the 
knowledge will allow me to be more comfortable with extracting informa lion from the logs, bu t I'm sure I'll s till be calling 
for your expertise anc i assistance. 
Thanks again for the excellent class ., and the continuing support. 

Good luck with the m ove to the new building!! 
Best regards, 

Rn-1 CMP 
be 
b7C 

2121 1 
877| pager) 

s 

14 



UNLLASMFIHT 

J^ET 

UMCUASfilglCP-

From; 
Sent: 
To: 
Subject: 

OTD) (FBI) 

[ 
yOTD) (FBI) 

ThnrcHaw h.lw 1/1 Onnc, -IfV^d A M 

JOTD) (FBI) 
l-W;Adtr̂ ar̂  ISUbUU 

UUri ftitglFIED 
NON-RECORD 

Front 
nrininal MP.;c:afiP-

JSF) (FBI) Froi 
Sent: Monday. July 11. 2005 5:22 PN 
Toj IOTP) (FBI); 
Subject: Adtran TSU 656 

](OTD) (FBI) 

NON-RECORD 

b. 
b' 

Didn't know who to specifically address this to, so did the shotgun method. 

Jvill be going to ERF for the DCS3000 training next week and will try to find some time to get your input. 

I 11 desperately need to be able td I into the VB system in Oakland. We have both T-lll rooms running 
in SI-; Oakland is running one line and trying to go up on six more. Can you give me a call Q?^ fc/hgn you get a 
chance. Thanks for helping our on Saturday. Sunday, they overheard the subject organizing a proup to do some killings 
and had to arrest him. I don't think they would of intercepted those calls if you hadn't helped. ^ 6 

b 7 C 

15 
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UMCLACCiriED 
5 ™ E T 

UNCLMAAIUfcU 

"kOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ 
ThiircHa» i.,i»i^ onnmp-^-? AM 

l(OTD) (FBI) 

J (OTD) (FBI) 
ID:; 

Jo FW: DCS3000 Network use for VoiceBox 

SENSITIVE BUT UlU&LAJainCD ^ ^ 
NON-RECORD t ĵ 

Original Messaqe-
F r o m i ^ 3(SD)(FBI) 
Sent: Wednesday, June 22, 2005 4:28 PM 
ToJ irOTD^ (FBI) 
Subject: DCS3000 Network use for VoiceBox 

SENSITIVE BUT UNCLA Î»1HLL> 
NON-RECORD 

Has a decision been made as to whether the DCS3000 networl̂  can be made available for remote access to VoiceBox 
locations? 

SENSITIVE BUT l i n r i i lT l i r i rP 

SENSITIVE B"T i iMri acgicign 

16 
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"bTD) (FBI) 

From: 
Sent: hh 
To: hlC 
Subject: 

DNLLAS StPfC^ 
NON-RE( :ORD 

r JOTD) (FBI) 
Friday . l i i lvnf t ?nn.'S 114:^ AM 

t rSA) (FBI) 
RE: DCS3000 question 

he 
tie 

The Time Difference pick in the DCS 3000 pertains to the order expiration times. Since the DCS 3000 looks at the warrant 
database stop 
date and time to know when to stop recieving data we need to make sure that we have taken into account the GMT time 
difference so we 
don't undercollect in this instance. The if you leave it al|^ 

r ^ ™ * " ^ I Hope this makes sense. On the DCS 3000 we DO NOT mess with time stamps within the data from the 
' t&m&f. Umffr systems 

do use their computer clock times (i.e. the Voice Box). It is an issue that should be understood by anyone interpreting the 
data. 

b2 
fc7E 

Fror 
-Ofiflinal Megsaqe-

USA) (FBI) 
Sent: Thursday, July 07 2005 2:50 PM 
Td lOTD^ (FBI) 
Subject: DCS3000 question ^. 

'b7C 

UHCLAQCinCD 
NON-RECORD 

.[ 
lb 2 
fcTE 

Do you ever set the Time Zone difference under! ^onfiaiire!? We've been leaving ours at| 
I " ~ I A case agent asked me about that this moming, but was satisfied when I told him it was 

GMT. He said he could live with that. 

UNCLASSIFIED 

UNCLASSIFIED 

17 
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S9(ET • 

kOTD) (FBI) 

From 1 IfOTDUFBI) 
Sent: . Thursfiav June 23 2005 11:50 AM 
To: ; : ; . . 1 p i ) (FBI) 
Subje ct: CDNRS output from DCS 3000 

^ ~ 1 

DCSPt :.txt( 4KB) 

NON- REC ORD 

1 1 
At tach ed is a description of the CDNRS output from the DCS 3000. 

SENS ITIV E BUT HHri fty«7irirD 

1 l(OTD) (FBI) 

From 1 l̂ orn^ iFRw 
Sent: Th.irsdav June 09. 2005 8-44 AM 
To: 1 |(OTD)(FBI) 
Subje ct: hW; UCyPC format 

rMWWft 

^ 

DCSP :.txt 4KB) 

NON-REG ORD 

0 rinin al Mp<:c;;3flg;;;;^^ i|.. 

From i | fOTD) CFSn IV; r: 

Sent Frid ay, June 03, 2005 6:28 PM 

^ ••• T:rTOD) ( i -Bi) 
SUDJi ict: DCSPC f o rma l 

:ASJ JIFTED 
NON- REC ORD '•'̂ -̂  

fcTC 

r —1 
Atl ach( 3d is the DCS 3000 output specifications for the DCSPC header. 

1 1 
18 
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UNLLAiahH-TED 

5 ™ ^ 

UNOLASSiPtglT 

be 

OTD) (FBI) 

From: 
Sent: 
To: 
Co: 
Subject: 

SENSITIVE BUT Ut<GLACCtflED 
NON-RECORD 

TD) (FBI) 
511.38 AM 

OTpyrnhn 
IpTnr(FBi)| 

:b2 
b-"'E 

(OTD) (FBI) 

Below is my synopsized version 0 a announcement. 

be 
b7C 

"The Operational Technology Division's (OTD) Telecommunications Intercept and Collection Technology Unit (TICTU) has 
recently facilitated l ^ ^ ^ _ ^ _ ^ _ 
realtime audio and pen-register intercept fol jvoice Over Internet Protocol (VoIP) telephony service. 
TICTU designed and ' ' f^. 
developed a new intercept and delivery capability, using the DCS-3000 system, to perform intercepts for the Buffalo, î  7: 
New York and New York City 
FiPiri nffinpg Thp TICTU's infrastructure was intstrumental in providing the conduit for this information to flow from the 

i helivery 
points to the offices performing the surveillance. These new sen/ices provide constant challenges to current Electronice 
Surveillance (ELSUR) 
collections. The realtime flow of this information will allow agents to immediately act on information if necessary. Also, 
TICTU recently assisted . 
the New York City office with a pen-register intercept of a VoIP telephony subscriber." 

SENSITIVE BUT UMCLASglFlEP 

19 
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sH(^T 
1 h OTD) (FBI) 

From: L |(OTD) (FBh 
Sent: T n a c H a u l.mo 0 7 Onn«; IH-l^H A M 

To: r..̂  IfyVF] (FBh 
Cc: i.-r J(OTDHF 
Subject: RE: DCS 3000 locator in Tyson's 

]0TD) (FBI) 

m' 
Notel jook.jpg (3 

KB) 

NON- RECORD 

1 \rJe can c 

UNLLAhbJFIgP fob 
b7C 

/e can connect FBI spaced RA's to the network and give them a DCS 3000 workstation to do 
this. A circuit 
will have to be built for the network to be extended to the RA. I suggest a 56k DDS (digital circuit) as 
opposed to 
a leased line or dial up. However, I know cost and time are always a factor and a dial up will work. If 
he monitors 
a target in the RA be advised that it is on equal standing with any other client requesting that target's 
infomnation 
and that for completness you must make sure that neither system has missed any information. 

C 

Fron lJ IrWF^ fFBI^ 
Sent : Monday, June 06, 2005 7:57 PM 

tl.f, ToT 1 fOTD) (FB nJ \r >Tn^ (PK\\ 
b7C C^Y" IWM^FRTVr T'WFI (FBlVl _JWF) (FBI)] 1 

~ n ( W F ) (FBI);| JWF) (FBI)| 1 (WF) (FBI) 
^ubj ect : DCS 300q 1 

iiMr; ' ^SSifiiETJ 
NON -RECORD 

fc 
b 

6 
tc2 
fc7E 

Hi i 

Lon g time since 1 talked to you ( requested something from you). 

1 Ical led m e OB/f 16/05 re: a criminal pe 'n register witiT [information. We are 
curr ently capturing and uploadinc j the pen register info rmation into TA'Tor tK em. He wants to be 
able to l 11 know we can set this up on a DCS wor kstation in the Title III 
roor n. The problem is he is at the JRA in Virgin ia and wants to monit or it from there. 

How f hard would It be to set up a DCS in the| A office to use the n P 1 don't 

SEDI 

20 



SRRET • 

tr iinl<; we have any connectivity to them at this p )oint. 

E I Is this <5nmpthinnjfl^e_af(a nninn tn rin"? Jf we are, then can you assign somebody from the 
d ay shift to ha ndle this fo] 

r 1 4 U7\ H 
rj /vj . 

i> NULAS5IIILD 

UNCI 3Q>'S]flbb 

1 loTD) (FBI) 

From b 6 1 lOXm (FR 1) 
Sent: l!-,-,-n Friday. June 03, 2005 6:28 PM 
To: 1 kiTOD) { FBI) 
Subje ct: ' ULbPL \6m&l ' 

?W«Wij 

DCSPI :.txt (4 KB) 

NON-RECORD 

^ . I ched is the DC ;S 3000 output specifications for the DC SRC header. 

1 1 b6 
b7C 

•OHCI .ASSFFTCD 

1 

SE^T 



From: 
Sent: 
To: 
Subject: 

imfej" 
IkOTD) (FBI) 

» IQTD^ (FBI) 

I tSJ) (FBI) 
Kb: Hola 

tedi.gif (1 KB) 

NON-RECORD 
mr\ nrTTinrr 

can 
How did the emergency pen go^j jasked me about the switch identification issue to see if we 

Let me know. resolve how to integrate the| pnto the! 

ininal Mp<:<:anp'-

FroiT| I ] (SJ) (FBI) 
Sent; Friday, May 13, 200^35 PM 
Tol _ " '  
Subject: Hola 

JOTD) (FBI) 

fcTE 

he 
fc7C 

UIHCLA33II ILU 
NON-RECORD 

Hey senor, 

I just created a very 
dont think anyone efee nere Knows wnai a ping is so mat mignt maKe IT easier lo run). Anyway. I 
created it in the DCS 3000 directory and is calledl |lf you get a chance, take a 
look at it to make sure I dont bring the server down :-) | 

T(since I 

) 

Anyway, just want to make sure its ok... 

thanks, 

EZI 
(yes, I should have been home long ago but I've been here all day watching DCS-3000 for the 
kidnapping...and I finally moved thel |o the DCS-3000 rack)... 

b2 
fc7E 

] t.lK 
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SHRET ^ 
T ech. Squad / San Juan /^s 7 37| 1 
7 'f |ccl) b 6 

b7L-

U 

UNCI -AS SIFIED 

|(0T D) (FBI) 

From : 1 |roTD) fpsn 
Sent: b6 \Iila 
To: b7C |[SD)(FBI) 
Subjc >ct: Hâ  /van 

UNCI .AS SIFIED 
NON- RE( DORD 

cn (S) 
T ^si )CS 300Q vana iiac^LsQ nnection ip and port are as follows for Hawaii. 

1 will c ;hec k your DCS 30 00 con 

b l 
b2 

lections. b'/E 

1 1 
"UNUt ̂ A9 fitfiEn 

* 

|(0T D) (FBI) 

From . IK ,'.; 1 . . .^ l0TD)(FBn 
Sent: f'-.^(- Msx Qda££JaLiL^f^'^* 1 1 ^ p^^ 
To: l (LAHFBI) 
Subjc >ct: TP TA Moditicatlons 

m f 
Notet x>ok jpg(3 

I IM^I A- B— 
NON- RE< 

1 
::oRD ^. 

/c 

1 Toi ked at the instn jctions you attached. 1 don't have access to TA so 1 am unable to go throu flh 
the pr oce dures. There a re two ssues to address here and 1 would like to make sure everyone keei 3S 
them stra ight. 

b2 
b7E 

23 

SEofer 

file:///Iila


^ ^ E T ^ 

lb 2 
h 7 £ 

1 "he Secon d issue is the|_„ ,„ I ]usage 1 enumerated the terhniral ISSMPS at the TinTiJ nnnfprpnrta 
anc that pres entatlon is on t h ^ TICTU V i^K<;ite i rinn't knnw (jf any CllanS ff lr .M VutUFfi, Ttj'^^ '̂• .6 

WOl jld have tc addressed toT^ Zfcroup for the VB o[ faroup ror ine| | V / • ' C 

His torically, w hen GALEA begs n it was thought that the VB wouTcl be 9bing pen registers. \ WinK 
the •e are sorr le offices which h ave tried this, however, there are serious volume concerns with how 
the VB will op erate if pushed tc o far. 1 i am not the expert on the VB's capacity or what form a 
TA uploadabl e output would ta <e. 1 do caution that any VB output upload should be understood 
byt he field p€ jrsonnel performi ng this a ;tion. What would be the timestamps, duration calculation 
par ameters a nd will lAPSysten 1 identity be captured? 

Idc feel thes< i questions issue s need d scussion, otherwise 1 wouldn't have brought them up in my 
pre sentation < at the Regional cc inference 2s. We are schedulting an internal unit meeting to discuss these 
ISSl les more j and 1 will keep yoL J up to di ate on what 1 find out. 

Oriqir lal Message— 
Fron i : | _ In ft) (FBI) 
C(>nf: FrI dav. Anril 7Q. 7nn 5 4:25£ M 

T<4 llTD ) (FB I ) r |[rTD)(FBI);| (rTD)(FBr) 

H. ^ [LA)(F BI) *-
Subject: T A [Modifications 

> 
c 

NON-REI C:ORD 

Hij 
b2 

As men tjoned In the T ICTUc onference. Telephone Applications has been modified to accept b 'E 
1 Hpen reg ister da ta and| Information. 

We test ed the upload Ofj |lata. It worked...with a few minor issues. W{ 3 wrote step 
by step instructions fo r how t( D upload. 1 thought this might be useful for the other di\ visions. The 
instructi ons are attach ed. 

Now the it TA has field! j f o L . ̂ ^ I c a n thd loan be modified to include thel 1 Also. 
do we 1 leedlOJUDload lusing the attached instructions, or can we collec 

data on thej jnow maTU \ nas been moditiedv 

fc6 
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S^ET ^ 

•ON 

"OTTCW 

LLA&SIPieU 

1 l< DTD) (FBI) 

From: llTD) (FBI) 
Sent: 
To: b 6 I tWF) (FBI) 
Co: V.'ir [ |(llll)(l-bl) 
Subjec t: "̂ - - ^ K t : Kemote Access to Pen Register Into (DCS aoou) 

T3N©fc# AfilElED 
NON-R ECORD 

1 - ^ n register informatior 1 is not what the current syst^mJiSfiLtftaeud to the van. The svstem currentiv under t , ; 
develop ment will send anonv OToJ pet up in the office. 1 just want to put that lb ? E 
clarifica tion out so we get ou r terms stanqht Hen reqister wrtiich would have tarqet numbers and associate numbers 
is not a n option at this time. It also has significant legal issues. 1 have left a message witt] ^his moming 
and wh 

1 1 
en he calls me I'll me ntion your e-mail. 

In 6 

1 1 
-Oriainal Messaae-— 

b7C 

Fro m4 |(WF) (FBI) 
Set \t: Thursday, April 21 }, 2005 4:30 PM. 
To: (TUi\ rFBT\ 
C£ (WFUFBnl fWFUFBn: ! I fWFUFBI l 1 

CI | f ITDUFBn; l irTDI (FBI)| ^ ^ W F ) (FBI) 
Sui i j ec t : Remote Acces s to Pen Register Info (DCS 3000) 

-w* 6LA&&1E1ED 
NO N-RECORD 

b 2 

Hei \ \ 

1 spoke toT 1 tind he suggested 1 send you an e-mflii We would like your assistance with makinn the 
upc rades to 5 i 5 56oo j >o that we can beam receivina Pen Reaister information remotely in oul | 
Vet iicl4 Hwill also be reachina oHttn vnii since acoarentlv this requires several players. Please let 
me Know what you need from us to move ahead .1 lis going to send me information on this system so that 1 can 
get 

ib6 

more familiar with it. 

hn 
Thank s for the help. 

1 1 
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UNeLrtAAII ILU 

p̂̂ l 

imuLAsaiuLb 

loTD) (FBI) 

From: 
Sent: 
To: 
Subject: he 

I llTD) (FBI) 
Thursday. April 28, 2005 3:22 PM 
I ISecD) (FBI) 
RE: REQUESTER POA&M STATUS UPDATES 

TechTool.gif (2 KB) 

SENSITIVE BUTJ 
NON-RECORD 

The DCS-3000 system only has two users. There are two administrator priviliged users, one of 
which is always logged in for operation of the DCS-3000 software. The DCS-3000 software must be 
run under the account it is installed as and requires administrator rights. The second is for reset of 
the first user account in cases of lost passwords. The systems are configured to log all login/logoff 
attempts. These logs are reviewed aperiodically. 

fc6 
.b7C 

— ( Driqii lal Messaae— 
Fror n-J (SecD) (FBI) 
Senl t: W( 2clnesday, Apri 27,2005 11:08 AM 

Tol (ITD) (FBI) 
SUD. iect: FW: REQUESl FED POA&M STATUS UPDATES 

SEN siTr \/E BUT UbiCL .ASSiriED 
NON IRE CORD 

1 1 
T\ ie ite sm of interest t( D you is the DCS-3000fismaPOAM 

be 
Che srs, 1 lb7C 

ii>ar r/HPJI r̂ Tiiiri7SM»riritr*ir: !X 

ERF 
( 

{70c 
•̂ rlQii i5i jviessaae—• 
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? i ^ F T 
From:| [SecDl rPBI^ 
Sent; T|iP«;riav. Anril 7f i . ?()()^ 1 ! l 4 PM 

Tol 1. fSecD) (FBI)J ISecD) (FBI); Jais) 
^^^P 1 1 
Ccl |(SecD)fFBn:l 

IfSecDl rcON^ 
Subject: REQUESTED POA&M STATUS UPDATES 

SENSITIVE BUT UNCLAOOiriED 
NON-RECORD 

AMU has requested updates in status on the following systems wh ich are 
in Trusted Agent for FISMA purposesij, ,g 

K 7 r 

DCFSOOOnSSMi 1 
BICS Online HSSMl | 
Mcintosh LAN (ISSMJ 

Could vou please send status update tol Jwith a CC to me. Attached are tf le latest 
POAMs for these systems that are within AU. Thanks in advance for any status updates. 

1 1 
Accreditatron Lnit '!'":, ^ 
Security Pivision/lnforniatlon Assurance Section 
r 2 f t 2 ^ ^ ^ ^ ^ * . i r n i ^ ^ 

1 1 

SENSITIVE BUT UNCLAaSIPlEP 

SENSITIVE BUT lUiiPi ftrnirim 
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From: 
Sent: 
To: 
Subject: 

liijJl.LAatjinFD 
NON-RECORD 

hi 

](OTD) (FBI) 

[ 
[ 

l ^ ^ T 

|TD) (FBI) 

Kb: Help on Q 
ITD) (FBI) 

uestion 
b2 
bVE 

I 1 
The title of the list of dates should be Enhancements to DCS 3000: 

Call me when you get this info. 

Thanks 

NOT Enhancements to 

L7C 

Orininal Mp.;<;anp-

Froml JlTD) (FBI) 
Sent; Thursday. April 21, 2005 10:56 AM 
To:| I (ITD) (FBI) 

TTTnirFRT\ 
question 

Cc:| -
Subject: Help on|_ % hi 

UNCI-ASSIFIED 
NON-RECORD 

Greetings, 

This is the referenced table. Below the table is a list of all the enhancements. Mr. Clifford's question is 
1. How do we have enhancements that pre-date the proof-of-concept. 
2. Do these costs capture all of the enhancement costs as well? 

Please help!!! Feel free to update table with the correct info. I need your expert knowledge and answers back ASAP 
as the document which contains this table must be at the IG's office by noon today. Thanks again for your help. 

System 

Description 

Deployment Dates 

Personnel 

Costs 

28 



Nonpersonnel 

Costs 
bVE 

Th4 ]s a hardwarp niatfnrm riPVPinnpH "in-hnngp" hy the Cryptographic and Electronic 
e| iThe proof-of-concept development Analysis Unit to decod 

was completed in February 2001. In the Fall of 2001, the Telecommunications Intercept and 
Collection Technology Unit manufactured 100 of these devices for immediate deployment to the field. 

2001 

$632,227 

$250,000 

Enhancements to 

;b7E 

b6 
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To; 
Cc: 
Subject: RE: 

^ ( A L ) (FBI) 
^ ( A L ) (FBI)[ 

NON-RECORD 

Connection 

b 7 : 

] (UD) (FBI) bb 

fc 6 
Hey 

b 2 

I'm not sure of the need for the POTS line currently, you will have to aslj labout 
that one, but the T1 line has been ordered and should be arriving by the first week of 
April. As soon as i have the circuit ID and a firm due date, i will send that info to you. 

I [jsually sends that to me about 2 days before the local telco shows up. ;-) 

thank.<;fnrvnj]r help getting the POC info! 

b6 
b7C 

—Original Messaqe-
From :|_ JAL) (FBI) 
Sent: Tuesday, March 15, 2005 3:04 PM 

(UD) (FBI) 
^ .(AL) (FBI) 
tonnectiont 

fcTE 

b 2 
ibVE 

]\ur\ nTfinrn 
NON-RECORD 

i am jsut dropping a note to check on the status of your desire to put in a corinentinn 
from the DCS 3000 network to th« Switch here ir| ~] capturj 

jn this region. 

As a stop gap measure, we had a pots line installed here in the RA which is 
available for the connection. I understand that a T1 line will ultimately be installed 
recall talking to somebody and giving my name as a POC for the T1. 

Is there a plan/need to use the dial up line in the meantime? 

Let us know. 

32 
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.sStET • 

1 h'7 

L b Albar IV Division -1 lA 
(315) 1 
(315) |(cel1) 

UMei !-A03IPIED 
• 

[ 

UNOLAGGir 

JMCLAOOinill 

SSIFIED 

3 

1 
.AS 

1 (OTD) (FBI) 

From . 1 l,TD ) (FBI) 
Sent: Tuesdav. March 15, 2005 7;54 PM 
To: 1 lAU (\ ^Bl) 
Subjc »ct: b b 

ib'/C 
RE:| 1 Connection 

]g ^ 

Blank B kgrc l.gif (380 lb 2 
B̂  b 7 E 

llPItU 
NON-RE CORD 

vv a lo need to conr lect the RA to thd Switch using the POTS line. 1 was hoping the 
DCS NE "T T1 would be 
in so on and we could connect the RA to the [ DCSNET and the| [switch all at once. We can do it 
sepe 'ral ely though 
so w ef- ave coverage for the RA at least f o P [itercepts. Until we get the DCSNET T1 in we 
woul dh ave to dial up 1 0 ^ 1 

thf" | R A to hg ive all the offices acces .SB this. Let me coordinate with! end we will send 

SEMT 
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S ^ ^ T 
1 • 

the equipi •nerrt b ? 

needed tc ) t h ^ RA to get the dial up to joing. ^"^^ 

ThankQ 

1 
- - O r .'Qinal 1 ^ i2Q£ 1 K 

6 

From l(AL) (FBI) 
Sent: Tuesd aVf Marc h i 5,2005 3:14 PM 
T o n 1 riTD^ fFBn 

ccLl 1 fAL) fFBI)l irrTD) (FBI) 
Subje ct: RE Cor inection 

U N C t 4EC ) 
NON-1 ?ECOI RD 

What say yo uj 1 be 

-Oriair 1?< ^1ess aqe-
b ''C 

Fr( }m| I f lTD) (FBI) 
Se n t : T u esd ay, N larc h 15,2005 3:11 PM 
T<^ l lAL) (FBI ) 
Cc , n t A U (FBI);| KrTD) (FB 0 
Su bject: RE !!ohnection 

tih l€LAS Sl£ lEQ-^m 

b ^ E 

NC )N-RE( COI RD 

He c ] 
b 6 
b7 t 

I'm notSL ire Dfth€ i ne ed for the POTS lini 3 cur ren tly, you will have to askL [bout that one. 
bu1 t t h e T 1 lir \e ha s b f ien ordered and she Mildl->e i arriving by the firs t WP.«I< pf April. As soon as i 
ha \/ethe circ uitIC ) an d a firm due date, i i/vill S( 5nc \ that info to you. jsually sends that to 

me i aboul 2 c lays beic )re the local telco s^ lows up • ;-) 

th§ 'nks fo rye >ur he 5lpc jetting the ROC info ! 
b 2 

0 rjfiir I f l IM essf ̂ np 
b^ 
b' 

. 

From • k ) (FBI) 
Sent: Tu esda> /,M arch 15, 2005 3:04 PM 

34 
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to 6 

b6 

QFTDFT 
To: l(frD) (FBI) 
Cc: rAD fFBD 
Sut >ject Connection 

b 7 E 

UN( 
NO! M-RE CORD 

)te to cJu 
to the[_ 

ILMD the status of your desire to put in y r-nnr^^^r.^r^ 
Switch here irf to capture 

from I 
in this 

I am jsut dropping a note to q̂  
the DCS 3000 network 
region. 

As a stop gap measure, we had a pots line installed here in the RA which is available for 
the connection. I understand that a T1 line will ultimately be installed -1 recall talking to 
somebody and giving my name as a POC for the T1. 

Is there a plan/need to use the dial up line in the meantime? 

Let us know. 

Albany Division'! 
(315 "̂ 
(315; (cell) 

]RA 

UNCI ASSIFIFn 

uNgiftrh^inrp 

UNCLA33IFICD 

UNeLA30iriCD 
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S^I^T ^ 

1 lOTD) (FBI) 

Fr( >m: IHTD^ fFBh 
Se nt: Tijfi.«!dav Mmf,i3 Oa. 2110^4 n? PM 
To h '; [ llTODUCON^ 
Su bject: ^̂  !C RE: DCS Question 

3-, 7 P' 

SE NSITIVE 1 SIFItU 
NC (N-RECOF 

1 
^D 

1 1 
II II n 

pa 36 me, W eare 
mo ving labs across the bui ding and are very mobile. 

1 1 
—nr i f l i nal MpQQane— 

From[^ IrrTODYCGN^ Z-l-
Sent: Tu esdav, March JiS, 2005 10:07 AM 
Tol IjrTD)(FBI) 
Subject DCS Questio 1 

SENSm VE BUT UNei WtSSIFTEC 
NON-RE CORD 

lb2 
hi?: 

1-, f: 
1 spoke with) bn 2/8/05 about tha lie and he informed me that the data is dumped from DCS. 

}-) '̂  "' 
He also i iTormea me ti latvQu handle the DCS data. 

1 have al lie that 1 received from a user from NO field office Thfi raw data field is tninnatfirl 
and cont ainsonly 10 d gits. Have this problem been resolved? 

sENSirr VE BUT UUCi bAOOIPIED 
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S^ET 
-AOOiriED 

• 

1 "loTD) (FBI) 

From: (ITD) (FBI) 
Sent: b 6 ^^Kk^tpl'ltlM'l'-Vm^ihM'iAV ' 2005 7:00 PM 
To: h'^c AL) (FBI) 
Subject: RE: DCS-3000 Work Station 

LJJilf.LAS'jirfE'D 
NON-RECORD 

• 
We were doing a m ajor network move today. S >orry 1 didn't see this until now. Call me tomorrow a nd I'll try to help 

you out. 

be 
;b7C 

ryinlnal Mpqtanp-

FromJ \AL) (FBI) 
Sent: Tuesday, March 01, 2005 1;22 PM 
Td ](ITD) (FBI) 
Subject: DCS-3000 W( jrk Station 

NON-RECORD 

.06 \ — \ 
b 7e rm trying to sett jp a work station in the tech room only to access the TICT U database system. The first problem is 

that 1 don't have th« 3 password. The second is that it was used previously anc apparently the IP a ddress has been 
reassigned. Can y ou help me out? Thanks. • 
uNniiAiiirirn 

•JMri ftSSIFIFD 

SE&^T 
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TtQTD) (FBI) 

ET 

From: 
Sent: t 
To: k 
Cc: 

c 3lTD) (FBI) 
Thursday February 17 2005 4:43 PM 

I (AL) (FBn 

SENSITIVE BUT UMCLAOaineD 
NON-RECORD 

- i(AL)n 
jiTD)(FBI);[ ](ITD)(FBI) 

b 2 
b 7 E 

Thanks for your help, 

[ 
PS. The DCS 3000 training coordinator isl 
trilogy e-mail 
is probably the best way to contact here. b s 

ib7C 

Jdue to the move our unit is going through a 

SENSITIVE BUT UNttLAJainCC 

) S ^ 1 
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S^^T ^ 

1 [OTD ) (FBI) 

From ; |{ITD)(FBI) 
Sent: t) C ? ;cn i t r :T (7J ia l «MJ iE fBe l iT i ! ^Hn* ldA^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^H 1 
To: b7C 1. (ITD) (CON) 
Subjc >ct: l-W: ywitchtJased intercept (DCS 3000) 

s < 

Notet )ook jpg(3 
KB) 1 ifcin A" iWPIEU 

m^^ 

NON- RE( ;ORD 

Dow /e k now? 

1 1 
0 

From r (ITD) (FBI) J^i 
Sent. is jR!f=niiH?3ii1!2 ir 14, 2C 04 9:41AM -

ToT l( ' ITD)(F BI) 
Subj4 set: SwitchBased In tercept (DCS 3000) 

Dftd •n l^P SIF"^*^ 
NON- RE( :ORD 

l a m ju st checking In w /ith you regarding the scheduling of the above referenced classes. When 1 reached out to you in 
Septe mbf it, 1 was told the t they w ere yet to be determined. Are there any dates in the works? 1 have several OJT/TTA's 
intere stec in taking the cc )urse. A iny assistance you can give to me will be appreciated. 

he 
hic 

-owet 

JFJTl 

oiricD 
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s ^ ^E T T B ^ 

1 Î OTI ̂M FBI) 

Fr o m : l~" J ( I T D ) ( F B I ) 
S( jnt: b s W e dne sdav, De cer nber 08. 2004 5:34 PM 
T< > : • 1 - ' - 1 • ^ ^ ( S C ) ^ F B n 

S I Jbject: RE L Iwirele ss V^ 1 
Nl 3 N - R E C 0 F .D b'7L 

1 1 
Sorry for the delay n respor idin g. The ^ lult server you have is connected to both carriers. You will have to add the 

n6 iw caseid in the 
D( 3S3000 die nt warrant databa: .etc properly re quest thel Icaseid's. Give me a call when you do this. 1 
wi II take me a 
cc )uple of pan agraphs to explain it in writing v ers us on the phone. 

T\ iani<s, 
to IT 

L7 c 

OriQJt lal Messaf l e - — 

From[ ](SC) (F[ 51) 
Sent : \Nt idnssdav. Decemb erO 1, 2 0 0 4 : ̂ :5' * P M 

T3 Jjcrr D ) ( FBI) 
Subject : F\AI Twireles s to lb 2 

"UNSDW 
NON-RE CORD " 

Will this c .ause anv problem swi th the DC ;S3 000 with two case ID'S monitoring the same target? Please advise. 
Thanks, 

he 

Origir lai Messac i e ~ — 
fc 7 C_-

From a 1 (SC)(FB I ) 
S e n t ; J y i/pmhpr ^fl, • L004 2-,3' 9 P M _ 

To:l | ( S q ( F E I ) ; 1 tC) (FBI) 
SubjecC Ivir eless to 

UNCLAli «1C1ED 

b 2 
b 7 E 

NON-RE CORD 

Hey guys 

b 2 
Ihb 
t 7 C 

1 IfronI !i f̂ llfr̂  i and sai ̂ 1 Jvill also be provisioned througn [which is now " ~' 

1 ,_ JJn additic jn to thq hm 
end. 1 pan be reached 4 i 

SE^ (E 
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# 
• 

UMCLAS ciricD 1̂  

S^RET 

1 
UHCLACCin 

oiricD 

lOTD) (FBI) 

From: 1 IflTD^ rFBh 
Sent: Tuesday NJoYgml'?!'23. 2004 5:28 PM 
To: c IHTD^ iFB\) 
Subject: FW: 

tiMCI fl'iStFI ££ 
b b 

NON-RECOF (D 
I 

Original ̂  lessaqe 
Froml " I I T D ) (FBI) 

SGntiWsn? v.-noTOPraer 73^^2004 5:27 PM 
To^ W FD) (FBI);! llTD) (FBI) 
SuDjercrrw 

NON-RECOF ID 

• fyi 

be 

im ATU. b VI&i6fJih ib'/C 

1 Tjffifce 

Original h 
From J IT D) (FBI) 
Sent: Tuesdc jy. November 23, 2004 2:39 PM 
To| 1 (ITD) (FBI) 
suTSjsenTE" 
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UMULAAAIFILU 
NON-RECORD 

s™^i 

fc6 
h IC 

Any and all testing you've performed to date has been to prove a concept. Therefore, I 
see no reason why you cannot "demo" this at the Tech Conference (just like you 
demonstrated it to me). Thus use the term "demo!" 

This e-mail is not an approval to "test" though! I can't provide an lATT (interim approval 
to test) a system undergoing C85A until certain project milestones have been achieved...and 
you aren't there yet. Hope this helps. 

1 
1 ISSfi A. Quantico ComDlex 

ERF 

From] ' t 
Sent: Tuesdav. Nover nber 2J, 
rol K ID) (FB: 

( 1̂ pTD) 
< biUDjecc: 

UD) (FBI) 
2004 9:21 AM 

(UD) (FBI) 

'IMP " " " • - " • " 
NON-RECORD 

I |we have approached the stage in our van integration project where we are ready to begin transmittinj 
I ^vidth information from the DCS3000 to a non-secure beta version modem that is on 

a laptop wi^^^^^^nPnderstanding this is for testing purposes at the Tech Conf. we are not sending any case 
information or it this was case information there is no sensitive information. With all this being said do we have the 
blessing to continue on with this testing in current status or do we need to include some encryption? 

] 

nU.AIU. UIVIi>IUN1}i 

be 
b7r 

"Jpffice 

l.l>l(7i.Ay?IElfiD 

OWeLAilDrRgO 

42 

SE?5eET 



^ • 

/«1 A C C I C I I ED 

TW LLAASII H =G 

(0 T D ) (Fl 31) 

Frc >iTi: 1 . JdTDUFBn , 
Se nt: r J Mnwamhar?3, ?004 5?3 PM 'Z 
To 1 l^nN\ (PRl) ''-'' ^ 
Su bject: R M •applications 

DM i4aLAaAim a r f=6 
NC »N-RECOR D ^^''^ 

r ~j ~ W e are g etting ready tO| 30St mar uals on t h^ tpDlications the week after the conference. 
Th( 3y are both 
ind ependent a pplications ( alth ough no t default installs with DCS 3000). Thel b a feature of the DCS 3000 (special»-• 
but ton at 
too bar) that \A le need to ac :tivi 3te (typic ally after a request from the field office). Let us know which machine (ip) you want 
thd 

; . 1,1 act ivated all. 
ty6 

1 1 b"lC 

Origin a! Messaae-
F r o m : C I (DN) (FE I ) 
Sent: Mo ndav, Noven-ibe r 22, 200 4 6:14 PM 
To:l " Iroi fFE I) 
Subject: applications 

b9 

NON-REC :ORD 

b'.'E 

1 recently found my no tes from the SF conference. Where do 1 access thel fapplications. 

Thanks, 
b2 
lb7E 

to 
to /c 
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SECKET 

lOTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

he 
hic 

E Î ITD)(FBI) 
ijfisrtav NnvfirnhHTlP, 2004 6:04 PM 

TD) (CON) 
ITD) (FBI) 

RE: EOSO Orientation Nov 16 & 17 

UHCUA^tlFIED 
NON-RECORD 

[—=1 , 
I livill be giving the presentation tomorrow for the DCS3000 group. 

IZZI 
L7C 

nrininal Moccano-

FromL ]lTD) (CON) 
Sent: Thursday, November 11, 2004 3:18 Piv| 
To:I IflTD) (FBI) 
Subject: EOSO Orientation Nov 16 & 17 

UKILLASSIftCP 
NON-RECORD 

be 
lb7C 

IZZI 
I l<now you must be busy. Can you please advise if you will be able to brief DCS3000 Wednesday, Nov 17 to the new 
EOSO employees per the following schedule? 

DCS3000 r 
l(confirmed) 

2 (pending) 

ifeali 
DCS5000 
DCS6000 D (confirmed) 

confirmed) 

Thank you! 

•b2 
fo7I 

h6 
b7C 

UHCLACCiriiB 

ufiieLAOcincD 
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SECJ *^T 

1 OTD) (FBI) 

From: llTD^ ̂ FBH 
Sent: b6 
To: • hi'. 
Subject: 

(S) 
SECRET 
RECORD 

, Friflflv Nnvf̂ mhfin? ?flfl4,i 1:48 AM 
I IWF) (FBI) 

Kt: ueii pnone intercepts/1 ext messaging 

t i 
b2 

IZH 
The DCS 3000 pen register software has the ability to accept and decode GALEA typq 

For the case agents to see the DCS 3000 product you will have to 
veuui me 

Summary or Log files since Telephone Apps does not take messaging data at this time. If you have any further questions 
rail mo at 

ib6 
b7C 

Original Messaqe-
FrorrC ](WF)(FBI) 
gppi-; WpHriAcHav Nnv^mhpr 10, 2004 1:56 PM 

I Irrp) rFBn:l Ifrrp^ (FBI) To| 
Cc: SAITO,[ ] ( W F ) (FBI) 
Subject: Cell phone intercepts/Text messaging 

(S) 
SECREl 
RECORI • • 

I am not sure if you guys are the appropriate people to ask this question, but I thought that if you were not, you would 
know to whom to direct it. 

I'm a TTAat WFO and I received a case agent question about intercepting text messaging on an I Icell phone 
I [The case agent is getting the audio intercepts but not any text messaging. Our plant people told her that she 

had to come to us (the TTA squad) to go after the messaging. 

How does it work? What does the case agent need to do to go after the messaging.? ^t. j.. 

Again, if this matter falls elsewhere in your unit, please fonward this to the appropriate personnel. 
Thanks 

[ 
•uvhuy I u-

bb 
b7C 
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3^ET 

SECRET 

n Guide G-3^a ted 1/97. Foreign Counterlntelliognr.ft Invastinalk 

HP) (FBI) 

From: 
Sent: ^ '̂  
To: fc-
Subject: 

TinnnRV ̂ rnv^iti s^n i i 
rO) (FBI) 

,12:12 PM 
IAN) (FBI) _ 

RE: DCS-3000 Client Located in Resident Agency (RA) at l 
b::: 

SENSITIVE piiT-wMTj ^<^cicicr> 
NON-RECORF ' 

dl Send it back to us if you could. We will surplus it. 

Ttvaair 
fce 

nrjninal MpgganP- ; 

From:| |(AN) (FBI) 
Sent; Thursday, October 28, 2004 5:32 PM 
T o r ~ ~ ~ ~ n ( r r D ) (FBI) 
Subject: DCS-3000 Client Located in Resident Agency (RA) at 

b7 

SENSITIVE BUT UMCLASilCIPn 
NON-RECORD 

b o 
b'/C 

the case agent irC ]dvised me today that the monitor ERF sent to the RA has stopped working. The 
power light is illuminated when the monitor is on (or power is cycled off and back on), however the screen remains 
blank. The RA has another monitor available, so no replacement is needed. 

My question is do you want the broken monitor sent back to ERF or should I tell the agent to throw it in the trash? 

I- Anchorage 

L 1 

SENSITIVE BUI UigULAAJ>I^ILU 

SENSITIVE BUT miOLAOOIPIED 
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3^<ET 
tOTD) (FBI) 

From: 
Sent: 
To: 
Co: 
Subject: 

ITD) (FBI) 
004 3:30 PM 

iilElLCON) 
l(ITD) (FBI) 

FW: Weekly Report to AD Haynes and EAD Ashley 

UHILLAJAIFieO 
NON-RECORD 

b6 
b7f 

CZHL, 
I lasked me to look at the text below/. I do have some suggestions for modifying it to clarify a couple of 

points. Below Is my amended 
version. Integrate it if it makes sense. 

•bi 
b7E n 

l /a i lQhIo ^^ith•,n n r .g - -^nnn rlata ^nnnloH .^JthF 

JcH 
thel Ire already utilizing FBI software to accomplish this for their agencies, with 
favorable results, effectively being "out in front" of the FBI in utilizing this technology. If granted authorization by the FBI's 
Security Division, SBIT can deploy this important and useful investigative tool to FBI Agents in the field." 

Original Message-— 
FromI t r rp) (FBI) 
Sent: Monday. OrfohPr 18, 2004 2:11 PM 
Tol J (ITD)(CONJ fo6 

llTD) (FBI) 
Subject: RE: Weekly Report to AD Haynes and EAD Ashley 

T3l'ILI-AULIi:<eO-
NON-RECORD 

b2 
b7E 

—, n 
but to the end user - the 

Jivailable within DCS-3000 field and/or surveillance agent. This v>fi!l be done by utilizing thC 

~fere aireaay utilizing I-BI sonware to 
•miti 

] 
ac66iVi|̂ lish this tor their agencies, with fj»uidUHJlblbUlH», Uliuuivijiy UUiliy Jlit in.front" of the FBI in utilizing this 
technology. If granted authorization by the FBI's Security Division, SBIT can deploy this important and useful investigative 
tool to FBI Agents in the field. 

leieCSmmuniUIISnS intercept and collection Technology Unit (TICTU) » t 
Electronic Surveillance Technology Section I'D / 
Investigative Technology Division 
Quantico. Viroinia 

-Original Message-
4 7 
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, sra^T " 
FroiH lITDVCONf ^ 
Sent: Monday. ( 2ctob« 2r 18. 2004 11:13 AM 

^ ^ 1 — m )UFBn: l IrTDUFRT);! |(ITD) ( F B D J I 

(n-D] {f^i)-\ I f lTDUFBI); ! |(ITD)(FB1) 
r r . | _ » . ( ITD) (FBI) 
Subject: Weekh / Rep ort to AD Haynes and EAD Ashley 

lb 6 

«• jjuackAeetfTED 
NON-RECORD 

Please let me kr owol any new initiatives, developments, or "nothing significant to report" to include in this week's 
report by COB tc )day 1 0/18/2004. 

Thank you! 
b& 

TJW 

UMCLACOiriCD 

(OTD) (FBI) 

Frc im: 1 l iTn^ rPRn 
Sei It: he Jnm^mi&Y^fMiSf 14. 2004 9:24 AM 
To hlC 1 IMTD^ fPBh 
Co 1 iTD) (FBll 1 (ITD) (FBI); YOUNG, T M. (ITD) 

fFBI); NASIM. SHAHID HTD) (FBI) 
Su bject: 1 

b2 

r J ^ b7E 

^ap ping.wpd f2 MB' 
SEK ISITIV fE BUT urigLAOOirieo 

NO N-RECORD b o 

l _ 1 he TelecqmmL inicati ons Intercept and Collection Technology Unit (TICTU) is in the process of developing a system 
aOt i stratRflY ffll 1 1 ... but of the DCS 3000 system. We have developed a "proof of concept" demonstration of the 
sys lern inai we woui u ll^fc; 

to i nvite you to in ord ertO( liiscuss the security aspects of this. It shouldn't take much more than a half hour from start to 
finis 5h (including disc jssior is.) 
Attc jched is a descrip >tion w /ith some background information. Let me know when you are available. We feel that applying 
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SEORtl 
this to actual cases can enhance 
the investigative resources available to the field and are anxious to move forward. Thanks for your time. 

SENSITIVE BUT IJMfffciftSSiriFD 

I I (OTD) (FBI) 

From: r, .̂  
Sent: 
To: 
Subject: 

t7C 

ITD) (FBI) 
er 01, 2004 5:30 PM 

J(ITD) (FBI) 
FW: Old Seattle-Portland DCS-3000 Lease Line 

UMCLASSIFIED 
NON-RECORD 

] 
Could you look into the connections and let him know? Sorry to be dumping these on you but I know you 

have a log of what connections are cut over. jb « 

[ZZI 
Original Messaae-

Frorri ~ 
gppfr! WpHnPCftav ^prifr) 

UCSE) (FBI) 
imber 01, 2004 1:59 PM 
(ITD) (FBI) 

Subject: Old Seattle-Portland DCS-3000 Lease Line 

UNLLASSTFtgD 
NON-RECORD lb;: 

b7E 

I Iwe have left up the lease line between Seattle and Portland that was previously used for the DCS-3000, just in case 
we had problems with the nevj Tietwork. Since everything seems to be working fine with the new network, we are 
going to take down the old circuit. There is no activity on the modem, so it looks like there is nothing using that line 
wanted to double check with you that there is no further need for that line. Let me know. 

just 

Seattle b7C 

w<ni Accinro 

irnn nrrinrr 
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SOTET ~ 

1 "|OTD> ̂ FBI) 

From: L l(ITn) (FRI) 
Sent: 
To: h !C 1 l(ITn) (PRI) 
Subjecl t: FW: SF 56K Circuits 

IINriiA lOCIIJ ILU 
NON-R 

1 

ECORO 

' J ould you confirm this in the routers and lel| |<now? Thanks. 

• 1 
Oric linnl MpssflfiP— , t 6 

From: | JfSFUFBn Ib/C 
Sent: ^ londay, August 23, 2004 5:38 PM 
rn-\ „ lfrm)(FRT) 
Subjec t: SF 56K Circuits 

NON-R 
55IFIEU 
ECORD ''o*̂  b2 

' - " - ib7E 

1 In ow that we're on th j [let can 1 cancRl tha 1 A and SanramRntn 56K n imui ts for the DCS .'^non? 1 hpliRvR yni i 

told me Derore that I had to maintain the| | Circuits. I'm 1 correct? 

UNCLA 

UliCLA j tg ic iKn 
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S^ET • 

1 l/OTD) (FBI) 

From- - 1 I ITnWFBn . . 
Sonf { . . Th.irsriav Jiilv 01 :20g4 444 PM p 
Tn- ^ 1 InTDWFBII ^ " 
Subject: FW: C-17| |vireless intercept 

SENSITIVE BUT Tlf ietASaiFIED 
NON-RECORD " ^ ^ ^ 

b6 

—Or ig ina l Message ''^'^' 
From :| If N Y U FBII 
Sent: Thursdav. Jujv 01 . 2004 10:19 AM 
T d INYUFBH:! INYUFBH;! ](NY)(FBI)r 1 
(HY^ (?B1)\ INY^ ^EBIiL IfNY^ rFBH 
Cc:| |JYUFBI);| IlTD) (FBI) 
Subject: C-1 1 wireless intercept vx, 

b7E 

SENSITIVE BUT UMbLAALIi iC tT 
NON-RECORD 

fob 
b2 

fipntiprnftn, 
An update. This target, accordina to source information, utilizes thJ | feature. 1 have been in contact 

withi ERF, and have been advisea mat we wiii most iiKely oe tne first m the Surggy Jg ^ o this tvoe of inteceot. 
. I ^ l a d v i s e d me that in their t^st^ so f^r, thev use a seoarate DCS3000 to route th« 

pcS3000| pnd then into VoiceBox iust like al 
i audio,! 

input. 
1 bdvised me that there are three ways of getting this audio from the CMP/261( D B Q . The first choice would be to 
use the T-span, solely dedicated to this intercept. The second choice would be using the ISDN lines. 1 do currently have 
one ISDN line at BQ. We would have to have a open connection between my ISDN 1 nes and the C^ IP's. 1 am trying to 
get information as to the cost involved in having the line open 24/7. The third choice \ ivould be a 56K dedicated circuit. 

1 will keep you advised as this should be educational. 
1 1 please correct me if 1 misunderstood anything 1 listed above. 
Thank vou, 

1 1 

SENSITIVE BUT UMCLAOOiriED 
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^ ET • 

1 KOTD) (FBI) 

From: 1 |(ER) fPBn 
Sent: Ik f Mondav. Mav 03. 2Qg4g:56AM 
To: 1 mU) ifB\) 
Subject: RE: U & N's 

UMOLASi SlUbLT 
NON-REC lORD 

1 1 
The( :odes for "CNDRS" format Version 3.0 are as follows: 

fo.2 

Hope this helps. 

1 1 h 6 
-b'7C 

0 rioinaLMfissaae—-.- . 
From 1 IrMNI fFE JI) 
Sent: Wednesday. Anrll 28. 2004 4:33 P? ̂ , 
ToC lfER)(FBI);| |(ER) (FBI) 
Subj€ set: FW: U & N's 

UNCL 
NON-RECORD 

Cany ou answer this question from my an alyst regarding DCS 3000 codes? 

Pleas e send your response back to me a -1 1 
ThanJ Sc 
in 1 

0 riqin^l M^ff^q^-— 
From 1 , \Mm CFRn 

Sent: Wednesday, April 28, 2004 11:19 / \M 

ToC fMN^ fPBn 
Subj< ict: U & N's 

NON-RECORD 
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^ ^ E he S^BeET 
h, -I r 

IZZI 
Under the direction portion of the information for the DCS-3000 I know the I is for incoming, O is for outgoing, what 
were U & N again? 

I've attached a sample file. 

Thanks! 

^rri iViinrr 

UN0LADCir46P-

UttfCLAOGIHEa 
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