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. -- (SN81) NSA Inspector Gel)~ral Activity: 

-- ~rr@~~ Unauthorized Reqllest for Civilian Telephone Transaction and Toll 
Records: A Special Agent assigned to a unit under the U.S. Army's Intelligence and 
S-cC\ltily Comman.d. in~ppropriately Ieq\.\e~tcd dvilian telepho~le tran'&l1ctiQn 
records/toU rccords~ iTom a private telecommWlication company, in violation ofU.S. 
Cod<l 18, Section 2709. Section 2709 spedt1caUy authorizes the FBI to request such 
records for Cl acce5S and prohibit"! conununicauon companieS from notifying anyone, 
including the customer, that any request was made Or that rccordsv.:erc provided. 'ibe 
law does not anow the Army to nlake request,; for these records directly to a . 
communication company. 'Ib~ inve.stigation revealed the Special Agent made three 
direct requesTs; one was honored and two others were pending-- inform~ltion that had· . 
been provided wa~ destroyed when th~ violation was discovered. Th~ Army 
investigation d~terJTlincd the requests had been coordinated \-vith the local FBI field 
office. However, neither tile AnllY unit nor the Fill Fj~ld Offices were aware that 
these req·ucsts hact to be mad~ by the FBI. As a. rr:sult ofthe investigat.ion. the Army's 
investigativc handbook has been updated to clarify the ambignity. "1he Army also 
provided a copy of its· inve~tigation to FBI Headquarters with the recornmct~dation 

that the fill advise its offices or 111e proper p[O(,;edure.s fot: s\Lch requc~ts. 
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