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ABOUT EFF 
The Electronic Frontier Foundation (EFF) is the leading  

nonprofit defending your civil liberties and human rights in tech.  
 

Founded in 1990, EFF protects your online  
privacy, security, and free expression through: 

 
	 • PUBLIC INTEREST LAW: EFF attorneys fight for the greater good  
		  through ground-breaking court cases that support tech users’ rights.  
	 • GRASSROOTS ACTIVISM: EFF activists mobilize the digital rights  
		  community, educate the public and policymakers, and confront  
		  government and corporate misdeeds.  
	 • FREE PRIVACY-ENHANCING TOOLS: EFF researchers and technologists  
		  create free open source software to protect users and investigate  
		  technology’s impact on your freedom. 

 
Follow EFF & Learn More: eff.org/social
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PrivacyBadger.org 
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1. CODE IS SPEECH
feat. Steefel, Levitt & Weiss; First Amendment Proj-
ect; Hogan & Harston
EFF’s second-ever case, Bernstein v. US  
Department of Justice, resulted in the 
first-ever court ruling that software source 
code was speech protected by the First 
Amendment. The landmark case also paved 
the way for encryption use around the world.

2. ILLEGAL SPYING IS ILLEGAL
For nearly two decades, EFF sued the 
U.S. government and telecommunications 
giant AT&T on behalf of its customers for 
collaborating with the NSA in the massive, 
illegal program to wiretap and data-mine 
Americans’ communications. Testimony by 
whistleblower Edward Snowden provided 
critical evidence in support of EFF’s case.

3. HOW TO FIX THE INTERNET
EFF’s podcast envisions a better technolog-
ical future. Through curious conversations 
with some of the leading minds in law and 
technology, we explore creative solutions to 
some of today’s biggest tech challenges.



4. WHO HAS YOUR FACE?
In the hands of the powerful, facial recogni-
tion technology (FRT) can be a threat to per-
sonal privacy and free expression. Through 
our About Face campaign and our interactive 
Who Has Your Face? project, we advocate 
for the abolition of government use of FRT 
and educate the public about the databases 
in which their images likely exist without their 
knowledge.

5. THE PATENT BUSTING PROJECT 
(SAVING PODCASTING)
EFF fights stupid patents that suppress 
innovation and limit free expression. This 
included fighting a patent troll who sued 

podcasters over a patent for “system for 
disseminating media content” in serialized 
episodes. If the troll prevailed, no one would 
have been able to create a podcast without 
paying up. EFF won, saving podcasting for 
everyone.

6. HIGH-TECH LOW-LIFE BEATS 
THE FEDS
Today it’s easy to take for granted that online 
speech and privacy is entitled to constitu-
tional and other legal protections. EFF’s first 
case, Steve Jackson Games, Inc. v. United 
States Secret Service, vindicated internet 
users’ online speech and privacy rights 
under federal law. The case also made sure 
law enforcement agents can’t seize and hold 
servers with impunity.



7. BROADCAST FLAG TKO
feat. Public Knowledge
In another attempt to control the ways you 
can view media, Hollywood tried to dictate 
the design of any digital equipment capable of 
receiving broadcasts by mandating technolo-
gy called a “broadcast flag.” EFF helped bring 
a court case that killed the broadcast flag and 
later took the fight to the halls of power in both 
in U.S. Congress and at the U.N.

8. SURVEILLANCE SELF-DEFENSE
Want to protect your privacy? Since 2009, 
experts have recommended EFF’s free Sur-
veillance Self-Defense guides to help keep 
you safe from online spying at ssd.eff.org.

9. CODERS’ RIGHTS PROJECT
The project protects computer security 
research through education, amicus briefs, 
and pro bono legal defense. EFF is a leader 
in promoting innovation and safeguarding 
the rights of hackers and security research-
ers around the world.

10. HOLLYWOOD CAN’T VETO 
INNOVATION
EFF stood up for peer-to-peer file-sharing 
when the music industry tried to take it 
away. In a U.S. Supreme Court case, EFF 
defended StreamCast Networks, the com-
pany behind Morpheus.



11. ENCRYPTING THE INTERNET
feat. Mozilla Foundation, University of Michigan, 
Internet Security Research Group, & EFF’s Certbot
Together, we ignited the “Encrypt the Web” 
initiative to increase your security. Today, al-
most all web traffic is encrypted and HTTPS 
is standard for major browsers, shielding 
you from eavesdropping, content injection, 
and cookie stealing while visiting websites.

12. WHO HAS YOUR BACK?/ 
¿QUIÉN DEFIENDE TUS DATOS?
In 2011, EFF’s first “Who Has Your Back?” 
report assessed whether major internet 
companies would commit to standing with 
users when the U.S. government sought 

access to user data. In 2015, EFF built on 
this work with regional human rights groups 
to create similar reports for Argentina, Brazil, 
Chile, Colombia, Mexico, Nicaragua, Pana-
ma, Paraguay, Peru, and Spain.

13. SOPA/PIPA BLACKOUT
feat. Fight for the Future, Wikipedia, 115,000 web-
sites, and millions of users
It was the most visible digital protest in 
internet history. A coalition of users, non-
profits, and internet companies defeated 
the Stop Online Piracy Act (SOPA) and the 
PROTECT IP Act (PIPA) with a 24-hour 
blackout drawing attention to the bills’ threat 
of censorship. This collective action showed 
the world that the few major companies who 
control film, music, and television couldn’t 
control the internet.



14. THE ATLAS OF SURVEILLANCE
feat. Reynolds School of Journalism at the  
University of Nevada, Reno
The Atlas of Surveillance maps and indexes 
the surveillance technologies deployed by 
law enforcement in communities across the 
United States through open source research. 
Compiled by more than 1,000 students and 
volunteers, the Atlas includes drones, body-
worn cameras, automated license plate 
readers, facial recognition, and more.

15. INTERNET DAY OF PROTEST 
AND A DECLARATION OF THE 
INDEPENDENCE OF CYBERSPACE
feat. 5% of the entire internet, ACLU, and  
John Perry Barlow
In the first blackout protest, 5% of the 
internet (including eff.org) went dark to 
protest the Communications Decency Act. 
When the CDA passed despite the backlash, 
EFF cofounder John Perry Barlow declared, 
“We are creating a world that all may enter 
without privilege or prejudice accorded by 
race, economic power, military force, or 
station of birth…We will create a civiliza-
tion of the Mind in Cyberspace. May it be 
more humane and fair than the world your 
governments have made before.” Not only 
was Barlow prophetic, the Supreme Court 
largely agreed in striking down the CDA and 
another speech-restricting law called COPA.



16. SUING DOGE TO PROTECT 
THE PRIVACY OF MILLIONS
feat. Lex Lumina LLP, State Democracy Defenders 
Fund, and The Chandra Law Firm
EFF and a coalition of privacy defenders 
filed a lawsuit and (as of this album launch) 
obtained a preliminary injunction that 
stopped the U.S. Office of Personnel Man-
agement (OPM) from disclosing millions of 
Americans’ private, sensitive information to 
Elon Musk and his Department of Govern-
ment Efficiency (DOGE).

17. PRIVACY BADGER
Privacy Badger is a free browser extension 
that stops advertisers and other third-par-
ty trackers from secretly tracking where 
you go and what pages you look at on the 
web. If an advertiser seems to be tracking 
you across multiple websites without your 
permission, Privacy Badger automatically 
blocks that advertiser from loading any more 
content in your browser.



18. YELLOW DOTS OF MYSTERY
In a purported effort to identify counterfeit-
ers, the U.S. government persuaded color 
laser printer manufacturers to encode each 
page with identifying information, meaning 
that an everyday communication tool could 
became a tool for government surveillance. 
EFF raised the alarm, researching and 
cataloging these forms of forensic tracking 
technologies to educate the public.

19. SAVEDOTORG
feat. Greenpeace, Consumer Reports, Oxfam, the 
YMCA, and over 871 other organizations and 27,183 
individuals
EFF and others in the NGO community 
sprang to action when the Internet Society 
announced that it had agreed to sell the 
Public Interest Registry—the organization 
that manages the .ORG top-level domain—
to a private equity firm. EFF, hundreds 
of other nonprofits, and thousands of 
individuals mobilized to stop the sale and 
protect the sector from censorship and price 
gouging.



20. DANCING BABY BATTLE FOR 
FAIR USE
feat. the Center for Internet and Society Cyberlaw 
Clinic at Stanford Law School
When Hollywood sued a mom for posting 
a video of her baby dancing with Prince 
playing in the background, EFF stepped in, 
helping protect online speech by challenging 
abusive copyright claims under the Digital 
Millennium Copyright Act (DMCA) that led to 
broad censorship. This landmark case set 
a precedent that helps other internet users 
and their ISPs to fight back against improper 
copyright threats.

The Electronic Frontier 
Foundation is the preeminent 
nonprofit focused on making 
sure technology and  
human rights are compatible,  
taking on tech giants and  
authoritarian governments.



JOIN EFF TODAY!!! 
www.eff.org/hits 

Questions about donating? Email membership@eff.org.  
In trouble with the man? Go to info@eff.org.  

EFF is a U.S. 501(c)(3) nonprofit, tax ID #04-3091431

Since 1990, EFF has worked in the courts, launched  
activism campaigns, educated the public and lawmakers, 
and built internet freedom-enhancing tools for free!  
You can support digital rights for everyone. 

NOW THAT’S WHAT I CALL DIGITAL RIGHTS FAN CLUB 
JOIN THE WORLD WIDE WEB STREET TEAM! 

Can’t get enough of EFF’s Hot 20? Go extreme on privacy and free  
speech online when you become an EFF Member at www.eff.org/hits.  

 
AW SNAP! Score some dope EFF swag:  
•  T-shirts, hoodies, and hats 
•  EFF member card and bumper sticker 
•  Members-only issue updates 
•  Exclusive members’ events 
•  Discounts on EFF’s shop, EFF events,  
    No Starch Press books, and more!


