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Part 1: Our Ambition 

1.​ What do you think the main drawbacks will be, if any, for the government’s new 
national digital ID system? 
 

Digital ID regimes strip privacy from everyone and further marginalise those seeking asylum. 
They are pursued as a technological solution to offline problems but instead allow the state to 
determine what you can access, not just verify who you are, by functioning as a key to 
opening—or closing—doors to essential services and experiences.  
 
More specifically, the UK’s plan raises six interconnected concerns: 

1.​ Mission creep: there is no durable safeguard against mission creep once the 
infrastructure for a digital ID has been built. A future government could, at any time, 
require digital ID to access essential services, including healthcare, education, childcare, 
tax payments, and accessing age-restricted services. 

2.​ Infringements on privacy rights: digital ID schemes provide the infrastructure for a 
mass mandatory biometric system, and would also allow the state to link an individual’s 
data across government departments using a single unique identifier, meaning that data 
shared for one purpose could be repurposed for use in a different context.  

3.​ Serious security risks: digital IDs show an array of personal information that would 
otherwise not be available or exchanged, creating a rich environment for hackers or 
hostile agencies to obtain swathes of personal information on those based in the UK. 

4.​ Reliance on inaccurate and unproven technologies: the government has failed at 
providing an accurate and reliable digital ID scheme for the 10 million eVisa holding 
migrants in the UK. Expanding similar technology for the whole population under these 
conditions is reckless and harmful.  

5.​ Discrimination and exclusion: many people risk being excluded by digital ID systems, 
including young and elderly people, those unemployed, disabled people, and those living 
in digital poverty or without digital skills. 

6.​ Furthering power imbalances between the state and the public: digital ID systems 
shift the power dynamics even further towards government control over our freedom of 
movement and association. It potentially leads to situations where state authorities can 
treat the entire population with suspicion of not belonging.  

 
2.​ One of the government’s aims for the new national digital ID system is to make it 

easier for people to prove who they are. To what extent do you agree or disagree 
that the proposed system could help achieve this aim, and why?  

 
Not only would a digital ID scheme not make it easier for people to prove who they are, it would 
make it more complicated. Issues with proving identities include, but are not limited to:  

1.​ the service failing to work, especially in moments where individuals need to verify their 
identities.  
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2.​ access to the internet and consistent internet connection, which is particularly pertinent 
given 25 percent of UK homes do not have access to broadband 

3.​ individuals not owning their own phone but instead sharing one device between family 
members 

4.​ no access to proof of identity documents to create the digital ID in the first place, such as 
passports.   

 
Furthermore, checking someone’s identity against a database in real-time requires a host of 
online and offline factors to work, and the UK is yet to take the structural steps required to 
remedying this. For example, the eVisa’s multitude of failures last year illustrated the harms that 
digital IDs can bring, with issues like government system failures and internet outages leading to 
people being detained, losing their jobs, or being made homeless.  
 
Chapter 2.2: Storing, Managing and Using the digital ID 

1.​ Are there any ethical factors government should consider that relate to an 
individual deleting their digital ID? 

 
Digital ID systems expand the number of entities that may access personal information and 
consequently use it to track and surveil people across the country. Accordingly, to advance 
individuals’ privacy, there should be a simple, quick way to delete information linked to a digital 
ID. If information about places that the digital ID has been used are being stored in a central 
database, such as at the digital ID provider, people must be able to quickly and easily see all the 
linked information, and remove linked services. Having to contact each provider individually is 
burdensome and reliant on the contact methods of each individual provider, which may be 
lacking. This is particularly true in cases where statutory information silos would otherwise have 
existed, but the linking of digital ID causes cross-referencing to be possible. Ideally, these cases 
should not happen in the first place, but in case they do, people must be able to remedy that. 
Additionally, it must be made clear that deleting the ID from the device will not revoke the ID 
itself. 
 
Moreover, we know that the Cabinet Office and the Department for Science, Innovation and 
Technology will be involved in the delivery of digital ID and are clients of U.S.-based tech 
vendors, specifically Amazon Web Services (AWS). The UK government has spent millions on 
AWS services in recent years, and the One Government Value Agreement (OGVA)—first 
introduced in 2020 and of which many of these agreements sit under by providing discounts to 
all government public bodies by effectively contracting with the public sector as a single 
customer—is still active. It is essential that any data collected is not stored or shared with third 
parties, including through cloud agreements with companies outside the UK. And when 
individuals wish to delete their digital ID the information is also deleted across the supportive 
and subsidiary tech stack. 
 

2.​ Are there any ethical factors government should consider that relate to revoking 
(i.e. cancelling) an individual’s digital ID? 
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Revoking a digital ID must only be done under strictly controlled circumstances, such as 
fraudulent usage occurring, in which case people must be notified immediately and it must not 
impede their ability to prove their identity in alternative forms like with a passport or UK driving 
license. There must also be a quick process to appeal revocations to ensure that people are not 
subject to dire consequences based on a mistake or error. This is particularly true when 
necessary services are dependent on access to a digital ID, and there must be guardrails to 
ensure that people without digital ID—whether by their own decision or due to deletion—do not 
lose access to these services. 
 

3.​ Do you think people should be able to choose to store their national digital ID 
directly in holder services (sometimes known as ‘digital wallets’) other than the 
GOV.UK Wallet, that are certified to meet government standards? 

 
People should not be required to use an official app, and the digital ID must function the same 
regardless of the application it runs through. There must also be no inequality when government 
officials check individuals' digital ID—the official app must not be prioritized in validity over 
others. 
 
Especially when considering devices that are more affordable or lower in cost, space on the 
phone is often at a premium. People should not be required to have an additional app on their 
phones, especially when an existing digital wallet app such as the one built into the operating 
system will provide as good or possibly better privacy and security.  
 
Additionally, people may have moral or security reasons to prefer open source software. It is 
reasonable to want to know that a digital ID app is not collecting or exfiltrating information about 
activity, usage, location, or other privacy-related data.  
 
Chapter 3.1: Information contained in the Digital ID 

1.​ The national digital ID will include a person’s full name, date of birth, nationality, 
and a biometric facial image (photo). What further information, if any, should the 
digital ID also include? 

 
None—there are already too many data points pertaining to people’s most intimate and private 
information. Digital ID systems expand the number of entities that may access personal 
information and consequently use it to track and surveil. The UK government previously nodded 
to this threat, as Keir Starmer stated that the technology would “absolutely have very strong 
encryption” and wouldn't be used as a surveillance tool. But if digital ID is needed to verify 
people’s identities multiple times per day or week, ensuring end-to-encryption and 
zero-knowledge proofs are the bare minimum the government should require. Unlike sharing a 
National Insurance Number, a digital ID will show an array of personal information that would 
otherwise not be available or exchanged, and is also often immutable and thus not easy to 
change as people cannot easily change their face or date of birth like what is possible with a 
new national identity number.  
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2.​ Businesses and organisations accepting the national digital ID need to trust that 
the information on it is up to date and accurate. We are exploring whether people 
with a digital ID should be legally required to inform the government within an 
appropriate timeframe of certain changes (such as a name change) or errors to 
their personal information, so that their digital ID can be updated. To what extent 
do you agree or disagree with a legal requirement to inform the government of 
changes or errors within an appropriate timeframe? 

 
The more pertinent consideration is that users of a digital ID app must be able to trust that the 
service will protect their personal data and will not be used for the purposes of surveillance and 
tracking of their activities, movements, and behaviours. Further, it is evident that people already 
face difficulties updating or correcting information on physical IDs. For example, people living in 
poverty and people of colour face disproportionate obstacles to obtaining and updating these 
documents. Until the government can address these inequities regarding physical IDs, no 
requirement should be imposed for digital IDs. 
 
Chapter 3.2: Transforming public services 

1.​ We know that people can struggle to access or claim the public services to which 
they are entitled. We want to identify key issues in these interactions, so that we 
can explore how the digital ID system could help address these, making people’s 
lives easier. Are there examples of any barriers or inefficiencies that prevent you 
(or people you support) from interacting with public services, that you think the 
digital ID system could help with?  

 
Digital ID schemes don’t simply verify who you are—they redefine who can access services and 
what those services look like. They become a gatekeeper to essential societal infrastructure, 
enabling governments and state agencies to close doors as easily as they open them. And they 
disproportionately harm those already at society’s margins, including people seeking asylum 
who already face heightened surveillance and risk. 
 
The government may also be able to request information from workplaces on who is registering 
for employment at that location, or collaborate with banks to aggregate different data points to 
determine who is self-employed or not registered to work. This would shift the power dynamics 
even further towards government control over our freedom of movement and association. It 
potentially leads to situations where state authorities can treat the entire population with 
suspicion of not belonging. 
 
Even the strongest recommended safeguards cannot resolve the core problem: a mandatory 
digital ID scheme that shifts power dramatically away from individuals and toward the state. No 
one should be coerced—technically or socially—into a digital system in order to participate fully 
in public life and access to public services.  
 
Chapter 3.3: Utility in the wider economy 
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1.​ The national digital ID would be useable across the private and public sectors, 
alongside other options like physical documents and other appropriate digital 
identities from third parties. To what extent do you agree or disagree that the 
private sector and third parties should be able to use the digital ID alongside other 
options? 

 
The private sector and third parties should only be able to use digital ID with stringent privacy 
and data usage restrictions to prevent further proliferation of private sector surveillance. It would 
be all too easy for private sector actors to collect and sell information about which digital IDs are 
being used for which aspects of their services, and then collate across a variety of services to 
create a highly intrusive single profile of online activity.  
 
Technology such as cookies, tracking pixels, and device IDs are already used to do this, which 
has led to regulatory and technological efforts to combat these intrusions such as GDPR and 
rolling device identifiers. A digital ID number would be an extremely lucrative target, and 
therefore the use of these identifiers must be strongly restricted. For example, an ID number 
collected for use of age verification must be immediately deleted from the knowledge of the 
private sector or third party once the profile is marked as of sufficient age, rather than held onto. 
The risks associated with this usage are severe, and so any service that ingests this data must 
be held to extremely high standards. 
 
Chapter 4.1: Eligibility for the digital ID 

1.​ Which of the following ages do you think is most suitable to access the digital ID 
system from? [check boxes include 16, 13, birth, other] 

 
16? 
 
Chapter 4.2: Unlocking access across society 

1.​ Some people may face barriers to creating or using the national digital ID. This 
may be due to difficulty accessing traditional proofs of identity (like passports) or 
due to a lack of digital access, skills or confidence. Are you aware of any other 
barriers not captured in the consultation? 

 
While the government announced that their digital ID scheme will be inclusive enough to work 
for those without access to a passport, reliable internet, or a personal smartphone, digital ID 
leaves vulnerable and marginalised people not only out of the debate and ultimately out of the 
society that these governments want to build. We remain concerned about the potential for 
digital identification to exacerbate existing social inequalities, particularly for those with reduced 
access to digital services or people seeking asylum.  
 
It’s both unacceptable and short-sighted to think that these alternatives are viable or functional 
in the long term. For example, UK organization Big Brother Watch reported that about only 20% 
of Universal Credit applicants can use online ID verification methods. These individuals should 
not be an afterthought that are attached to the end of the announcement for further review. It is 
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essential that if a tool does not work for those without access to the array of essentials, such as 
the internet or the physical ID, then it should not exist. 
 
Digital ID schemes also exacerbate other inequalities in society, such as abusers who will be 
able to prevent others from getting jobs or proving other statuses by denying access to their ID. 
In the same way, the scope of digital ID may be expanded and people could be forced to prove 
their identities to different government agencies and officials, which may raise issues of 
institutional discrimination when phones may not load, or when the Home Office has incorrect 
information on an individual. This is not an unrealistic scenario considering the frequency of 
internet connectivity issues, or circumstances like passports and other documentation expiring. 
 
Chapter 4.5: Alternative access routes 

1.​ We are exploring alternative ways to access the national digital ID for those who 
cannot use a device. What do you think are the most important barriers for 
government to address when designing alternative access routes for the national 
digital ID?  

 
The government confirmed that digital ID will not be required for pensioners, students, and 
those not seeking employment, and will also not be mandatory for accessing medical services, 
such as visiting hospitals. But it's possible that the required use of digital ID will not end here. 
Once this data is collected and stored, it provides a multitude of opportunities for government 
agencies to expand the scenarios where they demand that you prove your identity before 
entering physical and digital spaces or accessing goods and services. We must support the right 
for people to choose physical documentation or digital IDs—no amount of digital inclusion 
dissipates the enormous power imbalance between the government and the people. 
 
Chapter 5.3: Fraud as a national challenge 

1.​ We want to ensure these alternative access routes are secure. What do you think 
are the most important factors we need to consider in order to achieve this? 

 
The most important thing to consider is that alternative routes will not be the primary access to 
fraudulent IDs. What we’ve seen in the existing digital landscape is that despite the best efforts 
of government and IT professionals, bugs in code and therefore leaks happen. Data 
minimization can combat this, but it’s essentially impossible to completely eliminate that risk. 
The reward for criminals is much higher as these leaks give access to a mass collection of IDs. 
Compared to this, the risk associated with alternative access routes is minimal. Therefore, 
particularly given that these routes exist for those who cannot or will not have access to the 
standard route, it is much better to err on the side of easy access than it is to make alternative 
routes prohibitively hard.  
 

2.​ What do you think are the most important factors to consider when ensuring 
alternative access routes to the national digital ID are not misused by fraudulent 
actors? 
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The most important factor to consider is that the need to avoid fraudulent misuse does not 
overshadow the need to ensure access. The impacts of this tradeoff can be mitigated by 
providing easy ways to address the impacts of fraudulent usage, such as by giving people the 
ability to mark and undo fraudulent usages, similar to how the credit card industry handles fraud. 
The impact of a fraudulent access to means-tested services on the state is minimal, while the 
impact on an individual who can no longer access the services they need because they’ve been 
marked as already collected is life-changing. 
 
Furthermore, if digital ID is needed to verify people’s identities multiple times per day or week, 
ensuring end-to-encryption is the bare minimum the government should require. Unlike sharing 
a National Insurance Number, a digital ID will show an array of personal information that would 
otherwise not be available or exchanged. This would create a rich environment for hackers or 
hostile agencies to obtain swathes of personal information on those based in the UK. Any 
identification issued by the government with a centralized database is a power imbalance that 
can only be enhanced with digital ID. 
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