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February 13, 2026
Re: Palantir’s Human Rights Commitments and its Work for DHS and ICE

Dear Mr. Bowman,

Thank you to you and your team for taking the time to speak with us on February 2, 2026. I'm
writing to follow up on that conversation and to pose some specific questions. We hope that
Palantir will be able to provide written responses that we can share publicly alongside this letter.
We believe that the public, including both individuals whose data is processed by Palantir, and
those who have been impacted by the use of Palantir’s technologies, deserves to understand how
Palantir is, or is not, fulfilling its promises to uphold human rights. If there is responsive
information that you believe should not be included in a public document, please do reach out so
that we can discuss those specifics.

As we discussed, we have deep concerns about Palantir’s ongoing involvement with United
States Department of Homeland Security (DHS), including its work for Immigration and
Customs Enforcement (ICE) and Customs and Border Patrol (CBP). These concerns arise from
publicly available information about the agencies’ use of various Palantir-provided systems,
including the Enhanced Leads Identification & Targeting for Enforcement (ELITE) tool and the
Immigration Lifecycle Operating System (ImmigrationOS). As you know, EFF is not the only
organization that has raised concerns about Palantir’s involvement in human rights abuses.

Palantir’s Public Human Rights Commitments

Palantir has repeatedly placed human rights at the center of its public-facing commitments,
including in documents addressed to investors, customers, and civil society. Indeed, it calls them
founding commitments.

Additionally, Palantir has taken actions consistent with these commitments. In 2020, for
example, Palantir declined to work with CBP because it determined that CBP’s family separation

policies at the U.S. Border were inconsistent with Palantir’s human rights commitments. This
decision indicates that there is, or at least was, precedent within Palantir for evaluating the
human rights records of potential or existing customers when deciding whether and how to
provide services.
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Palantir’s public commitments include:

“Palantir acknowledges its corporate responsibility to endeavor to protect human rights
and supports the principles outlined in the UN Guiding Principles on Business and
Human Rights, the Universal Declaration of Human Rights (the ‘UDHR’), the
International Covenant on Civil and Political Rights, the International Covenant on
Economic, Social and Cultural Rights, and the human rights guidance set forth in the
OECD Guidelines for Multinational Enterprises.” (Palantir Human Rights Policy)

“As most relevant to Palantir’s business, we particularly support the global fundamental
rights to security (UDHR Article 3), privacy (UDHR Article 12), and entitlement to rights
and freedoms without distinction (UDHR Article 2), and we embrace our responsibility to
uphold these values in our work.” (Palantir Human Rights Policy)

“In our [risk assessment and mitigation] framework, we examine multiple dimensions of
privacy risks, such as compliance with current legal standards, protecting the
fundamental rights of impacted communities, respect for rule of law and political and
social stability, promoting fairness and equity, preventing discrimination, and adhering to
societal norms and ethical standards.” (Palantir Blog: Human Rights and Technology)

Palantir has also asserted that it expects its customers to respect human rights, and has expressly

committed to declining to provide its services when those standards cannot be met:

“We expect all our customers to respect human rights while recognizing that they are
themselves entities with rights and that they often operate in highly complex spheres.”
(Palantir Human Rights Policy)

“We strive to contextualize major world problems and think critically about whether it's
possible to engineer complementary solutions in an ethically responsible way. When the
answer is no, we turn the opportunity down.” (Palantir Privacy & Civil Liberties

Principles)

“There are certain problems that simply should not avail themselves to Al interventions,
for a number of reasons. Some problem types are ill-suited for AI/ML approaches
because they violate legal and community norms.” (Palantir Technologies’ Approach to
Al Ethics)

“[O]ur approach to Al entails a threshold evaluation of whether the application at hand
should even be initiated (irrespective of whether it may be technically feasible).”
(Palantir Technologies’ Approach to Al Ethics)
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Taken together, these statements show that Palantir has expressly accepted responsibilities that
go beyond merely “following the law” or building or implementing whatever its customers’
request. Instead, Palantir has committed to providing services only where those services are
consistent with international human rights law, community norms and ethical standards.

ICE Abuses and Palantir’s Role

Documented human rights abuses perpetrated by DHS, ICE and CBP, especially over the past
several months, raise serious questions about whether Palantir can continue to provide services
consistent with these commitments. While the abuses are many, we highlight only a few. Federal
immigration enforcement efforts have led to at least four fatal shootings since January 2025,
including the widely reported extrajudicial killings of protestors Renée Good and Alex Pretti,

both of whom were engaged in the constitutionally protected activity of observing and filming
law enforcement.

Multiple videos and other credible evidence show ICE agents routinely engaging in human rights
abuses and even acts of wanton cruelty. These include using a five-year-old child as bait in an
enforcement action, threatening to shoot an ambulance driver providing medical care at a protest,
deploying tear gas and stun grenades against a car carrying six children, and the rendition of

minors to distant detention facilities. Each of these incidents is shocking and horrific on its own.

Taken together, they reveal a pattern and practice of abuse that should give Palantir serious pause
about its role in facilitating ICE and CPB actions, given the agencies’ repeated failure to respect
basic human rights and human dignity.

While the public record does not yet fully reveal the extent of Palantir’s involvement in all of the
publicly revealed abuses, Palantir’s tools have been directly implicated in several. For instance,
a recent 404 Media report by Joseph Cox entitled: ““ELITE’: The Palantir App ICE Uses to Find
Neighborhoods to Raid,” cites sworn testimony from an ICE agent that a Palantir-provided tool

called ELITE was used in a dragnet operation that resulted in ICE agents pulling a 45-year-old
woman from a van and arresting her along with 30 other people. The agent testified that the
ELITE app “pulled from all kinds of sources,” to identify locations for raids aimed at mass
detentions of immigrants, including data from the Department of Health and Human Services
such as Medicaid data. The use of sensitive medical information to fuel immigration
enforcement, combined with mass surveillance techniques that facilitate chaotic and violent mass
detentions, directly implicates the privacy rights of those affected.

In a response to a blog post EFF wrote about the 404 Media report, Palantir stated that “ELITE is
not intended for the ‘mass prioritization of” locations where lots of people it might detain could

be based.’” This assertion is directly contradicted by the sworn testimony of the ICE agent in
Oregon. It is further undermined by a recent leak of the tool’s user guide, which instructs
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operators engaged in “Special Operations” to disable filters in order to “display all targets within
a Special Operations dataset.” Palantir’s stated intentions for the tool are insufficient when those
intentions are countermanded by its own user guide. More broadly, they are not a sufficient
justification when Palantir is aware that the tool is in fact being used in ways that violate human
rights.

Similarly, a recent Wired report notes that various Palantir systems are being used by ICE to
analyze information and assist agents in targeting non-violent individuals for immigration-related
detentions. For instance, the New York Times has reported that, as of October 15, 2024, fewer
than one-third of individuals arrested by ICE had any criminal record at all, let alone convictions

of serious or violent offences. DHS data from January 2026 confirms this trend, estimating that

more than 25,000 detained individuals had no criminal record whatsoever, according to the
Deportation Data Project. Similarly, the data from ICE, as analyzed by the CATO Institute
demonstrates that: “nearly one in five ICE arrests is a Latin American on the streets without a
criminal history or a removal order.” Newsweek also confirmed that an overwhelming

percentage of those detained are, or appear to be, from Central and South America. These facts
appear to undermine Palantir’s claim that “The ELITE tool is used for prioritized enforcement to
surface the likely addresses of specific individuals, such as those with final orders of removal or

with high severity criminal charges.” Instead, they raise serious concerns regarding Palantir’s
commitment to privacy, due process and nondiscrimination.

It also appears that ICE agents have been instructed to retaliate against and track individuals
engaged in First Amendment-protected activity. This includes an incident in which an officer
scanned the faces of protesters and observers, telling them that their biometrics would be added
to a “nice little database, and now you’re considered domestic terrorists.” We believe Palantir
should publicly clarify whether it is involved in the creation or use of any such database or
similar tool. To the extent that Palantir’s systems are used to track or target individuals engaged
in observing and recording ICE activity, this raises serious questions about Palantir’s
commitment to freedom of expression.

Specific Questions Arising from Palantir’s Commitments

This record raises significant questions about whether Palantir is complying with its public
human rights commitments, as articulated in the Palantir Human Rights Policy, the Palantir

Technologies’ Approach to Al Ethics, and related statements. As noted above, these policies
expressly endorse and invoke the United Nations Guiding Principles on Business and Human
Rights (UNGPs), the Universal Declaration of Human Rights, the OECD Guidelines for
Multinational Enterprises, and other international standards.
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In light of these longstanding commitments, and in light of the recent grievous human rights
abuses committed by ICE in Minneapolis and across the United States, we respectfully request
that Palantir provide direct responses to the following questions regarding its compliance with
those commitments. If disclosure is restricted by Palantir’s contractual arrangements or other
confidentiality obligations, please explain the nature of those limitations and provide any
information that is not restricted.

Human Rights Due Diligence (HRDD): Principle 11 of the UNGPs requires businesses to
prevent adverse human rights impacts or mitigate them if they occur.

Please provide details regarding the specific technologies and services provided to DHS, ICE,
and CBP, and the HRDD conducted for each under the Palantir Human Rights Policy, including
relevant documentation.

o At the outset of its business relationship with ICE, CBP and DHS, what measures did
Palantir implement to ensure that its technologies were not used to facilitate human
rights abuses?!

o Given Palantir’s 2020 decision not to provide services to CBP, what analysis led
Palantir to later reverse that position?

o Did Palantir comply with its obligation to conduct “proactive risk scoping” under its
Human Rights Policy? If so, how did it comply?

Ongoing Human Rights Due Diligence: Principle 17 of the UNGPs requires continuous HRDD
to prevent and mitigate adverse impacts.

Please describe the ongoing HRDD measures Palantir has conducted, and plans to continue
conducting, in relation to its contracts with DHS, ICE, and CBP. This should include:

o How frequently are reviews conducted, which internal roles or committees are
responsible, what triggers a review (e.g., complaints, media reports, litigation,
internal concerns), and how are findings reported to the Board?

! Along with affirming its adherence to the UNGPs, Palantir has repeatedly emphasized its commitment to ex
ante human rights due diligence. See Palantir Human Rights Policy (last accessed Feb. 3, 2026),
https://www.palantir.com/assets/xrfr7uokpv1b/29IHCTisO8v2pofVMrxtnX/7e91{4£393074169ae047d01eaeba
bee/Palantir Human Rights Policy.pdf (““We believe that as a responsible corporate citizen, we must not only
assess our work for any potential negative human rights impact, but also work to promote the positive role that
our software can play in protecting vulnerable populations and in promoting the functioning of legitimate
institutions around the world.”).
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o How Palantir is responding to concerns regarding the right to privacy, including:
* The use of ELITE in dragnet operations as described in sworn testimony,
and the ability of individual agents to disable safeguards or filters.
* How Palantir is addressing privacy risks in light of the Trump
Administration Executive Order on Data Silos,? which mandates broad

intra- and inter- agency data sharing. |

o How Palantir is fulfilling its commitment to due process and rule of law in light of
the reports that a very large percentage of those detained by ICE/CBP do not have
any criminal history, much less a violent one, and do not have a final order of
removal.

o How Palantir is fulfilling its commitment to freedom of expression in light of
reports that link Palantir with facial recognition and other tools being used to
identify and target individuals engaged in observing and recording law
enforcement, including in connection with the tragic deaths of Renee Good and
Alex Pretti.

Mitigation of Adverse Human Rights Impacts: Principle 19 of the UNGPs requires businesses
to take appropriate action to prevent and mitigate adverse human rights impacts by integrating
the findings from their impact assessments.

The Palantir Human Rights Policy directly adopts this, stating: “Where we are made aware of
claims of misuse of Palantir products, we will explore using every means at our disposal,
including but not limited to contract provisions, collaboration with third-party oversight
organizations, full cooperation with investigatory and judicial bodies, and termination of
customer relationships.”

Please describe the specific steps Palantir has taken to prevent or mitigate adverse human rights
impacts associated with its contracts with ICE, CBP, and DHS.

2 Sec. 3. Eliminating Information Silos. (a) Agency Heads shall take all necessary steps, to the maximum
extent consistent with law, to ensure Federal officials designated by the President or Agency Heads (or their
designees) have full and prompt access to all unclassified agency records, data, software systems, and
information technology systems — or their equivalents if providing access to an equivalent dataset does not
delay access — for purposes of pursuing Administration priorities related to the identification and elimination
of waste, fraud, and abuse. This includes authorizing and facilitating both the intra- and inter-agency sharing
and consolidation of unclassified agency records.
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o

What reports or allegations of human rights violations linked to Palantir’s tools
has the company received? To the extent that Palantir has not yet seen reports of
the violations noted above, please consider this letter as formal notice.

For each instance in which Palantir became aware of alleged misuse, including as
described above for dragnet raids, detention of people who have no criminal
record nor a final order for deportation (including children), the use of health data,
and targeting of individuals engaged in free expression, please explain what
changes, if any, were made to product design, contractual terms, access controls,
or customer support, and on what timeline.

Please confirm whether Palantir’s actions in these situations comply with its
stated commitment to explore “every means at our disposal,” including contract
enforcement, cooperation with oversight bodies, and termination of customer
relationships.

Human Rights Protections for Vulnerable Groups: Principle 12 of the UNGPs stresses the
importance of safeguarding the rights of specific vulnerable groups, such as ethnic, national, or
religious minorities.

Please describe the specific steps Palantir has taken to ensure that its tools are not used to

facilitate racial

profiling or other forms of discrimination, particularly in light of growing

evidence that ICE is engaging in discriminatory targeting and detention?

o If such steps have been taken, please provide an accessible report describing those

measures and their outcomes.

Independent Human Rights Assessments and Commitment to Transparency: Principle 18 of
the UNGPs requires that assessments of adverse human rights impacts involve consultation with
independent experts and affected groups. Furthermore, Principle 21 of the UNGPs emphasizes
transparency in addressing human rights impacts.

Palantir made a commitment to “seek out specific avenues of external engagement on human

rights issues to
organizations.”

share our expertise and learn from other companies, individuals, and

In light of this commitment, has Palantir consulted with external human rights experts to
evaluate the impacts of its work with ICE, DHS, and CBP?
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o If so, please provide any published independent reviews or explain why they have
not been made public.

o Please also describe any actions Palantir has taken in response to this external
engagement.

Given the numerous credible reports of misuse of Palantir’s technologies and services to
facilitate human rights abuses committed by ICE, CBP and DHS, only some of which we detail
above, we believe that public disclosure of the specifics of Palantir’s involvement, due diligence,
and risk management processes related to ELITE, ImmigrationOS, and other similar systems is
now critical.

Your responses will help determine whether Palantir’s practices align with the human rights
commitments it has made to the public, to individuals whose data is processed through its
systems, to its customers, and to its investors. If Palantir cannot demonstrate that alignment, the
UN Guiding Principles make clear that it has a responsibility to cease or prevent its contribution
to human rights abuses, including those described here.

We trust that you will consider the gravity and urgency of these concerns and provide the
transparency necessary for the public to assess Palantir compliance with its commitments. We
look forward to your response by February 27, 2026. If we have not heard from you by then, we
intend to publish this letter and note your lack of response as part of our next steps in pursuing
this issue.

If you would like to speak with EFF directly, my colleagues and I are available. Please contact
me at (415) 436-9333 x108 or at cindy@eff.org to arrange a time.

Sincerely,

Cindy Cohn

Executive Director

Electronic Frontier Foundation
815 Eddy Street

San Francisco, CA 94109
(415) 436-9333 x 108
cindy@eff.org
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