
In July 2025, the Mexican government fast-tracked a series of laws in the Congress (dominated 
by a vast majority from the government’s party, MORENA) to establish an uncontrolled system 
of surveillance and social control that is incompatible with the rights to privacy, freedom of ex-
pression, presumption of innocence, non-discrimination, and the principle of non-incrimination 
of the whole population.

We would like to keep you informed of the serious setback for human rights in Mexico. We have 
identified the interaction among several laws to enhance surveillance powers for law enforce-
ment and intelligence authorities, increasing the risks of abuse. We share this concept note with 
our main concerns.

Mandatory biometric ID: a fingerprint of all activity 

The General Population Act establishes a mandatory biometric ID that every person in Mexico 
will be required to have, since public and private entities are obliged to ask for any transaction 
and access to services, whether public or private (Articles 91 BIS & 91 Sexies), under the penalty of 
economic sanctions (Article 114 BIS, 10,000 to 20,000 UMA, currently around 6,000 to 12,000 USD). 

The Disappeared Persons Act (General Law on Matters of Disappeared Persons, Disappear-
ances by Private Entities, and the National System of Searching for Persons) creates the “Unique 
Identity Platform”, which will collect and consolidate all information generated by the use of 
the biometric ID (Article 12), as outlined in the General Population Act. Since every daily activity 
will require a biometric ID, all activities will be collected on this platform. 

Furthermore, the Telecommunications Act (General Law on Matters of Telecommunications 
and Broadcasting) establishes the obligation for telecommunications companies to create a 
register of every phone line associated with the identity of its owner through this new 
biometric ID. If any person decides not to associate their identity with their line, companies will 
be obligated to block it and cease to provide any related services.

The guidelines of the register are yet to be established by a new governing body, the Regulatory 
Telecommunications Commission, which will substitute the former autonomous regulatory 
agency, the Federal Telecommunications Institute. The law sets a deadline by January 2026 for 
these guidelines to be published and shared with the telecommunications companies, and the 
cancellation of unregistered lines is due by May 2026.

MEXICAN GOVERNMENT ENHANCES SURVEILLANCE 
POWERS WITH NEW LEGISLATIVE PACKAGE



The Intelligence Act: unchecked, unrestricted powers

The Intelligence Act (National System of Investigation and Intelligence in Matters of Public 
Safety) is the neural component of the new surveillance system, as it establishes the access, 
interconnection, and transfer of all public and private databases from any public or private 
entity to the law enforcement and intelligence authorities.

The law creates the “Central Platform of Intelligence” as a centralized system that will inter-
connect all possible public and private databases (Articles 24 & 30) to be consulted in real-
time by all authorities accredited by law (Articles 36 to 38). It will also be connected to the 
National System of Information (Article 27) and the Unique Identity Platform created by the 
Disappeared Persons Act (Article 28), thereby obtaining all data resulting from the obligatory 
use of the biometric ID. 

The law also states that any private entity in possession of databases on Mexican individuals 
should grant access to the data or deliver information to the authorities regarding diverse 
registers, such as vehicular databases, license plates, biometric data, telephonic data, property 
registers, fiscal registers, gun registers, financial services, bank services, transportation data, 
health data, telecommunications data, comercial data, corporative data, and any other deemed 
necessary for the elaboration of “intelligence products” (Article 24). To comply with these obliga-
tions, companies should provide the data either through collaboration agreements with the 
authorities to interconnect their databases or by answering mandatory requests (Article 30).

These data request obligations will include international companies and, in some cases, ob-
ligations on local companies to provide information to foreign organisms or governments, 
since the Intelligence Act has international scope in cases of cooperation between the Mexican 
authorities and other governments, organisms, or companies (Article 39, C, iii).

Besides, the information could also be requested by and provided to the Mexican military. The 
legislative package also reformed the Public Administration General Act to give the National 
Defence Ministry the power to conduct intelligence activities “for national security purposes” 
(Article 29 of the Public Administration General Act). Jointly, the National Guard Act put the Na-
tional Guard under the control of the Mexican military and granted them access to the Central 
Platform of Intelligence (Article 44 of the Intelligence Act). Furthermore, Article 9, Paragraph 
XXVI of the National Guard Act was also modified ambiguously to remove the requirements 
imposed on the National Guard for obtaining judicial authorization to access metadata and the 
geolocation of mobile devices. 

As a corollary, all information related to this Intelligence system will be confidential and 
reserved, and criminal sanctions can even be imposed on those sharing it (Articles 1, 51 & 



55), overcoming constitutional principles such as public interest, transparency, accountabil-
ity, and publicity. 

Challenging this new surveillance infrastructure

These laws create a disproportionate measure that infringes upon the right to privacy, nor-
malising massive, indiscriminate surveillance. This unprecedented system of surveillance 
and social control is also an indirect restriction on freedom of expression and the right to 
association, as it implies the possibility of civil and military authorities accessing sensitive data, 
including the places where people are, who they meet or talk with, and all their daily activities, 
creating a hostile environment for the expression of political criticism and dissent. 

As an organization, we are preparing to challenge these laws in court. However, we believe 
that international support is crucial to raising awareness about these risks, so we invite you to 
help spread this information to others. In dark times, collaboration is vital for the defense of 
human rights, and we’d be happy to send you further information or keep you posted about 
the following steps.

Thank you for your kind support,
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