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JOIN THE NEWSLETTER TO GET THE LATEST UPDATES.

The doge.gov website that was spun up to track Elon Musk's cuts to the federal
government is insecure and pulls from a database that can be edited by anyone,
according to two separate people who found the vulnerability and shared it with
404 Media. One coder added at least two database entries that are visible on
the live site and say “this is a joke of a .gov site"” and “THESE 'EXPERTS' LEFT
THEIR DATABASE OPEN -roro.”

Doge.gov was hastily deployed after Elon Musk told reporters Tuesday that his

Department of Government Efficiency is “trying to be as transparent as possible.
In fact, our actions—we post our actions to the DOGE handle on X, and to the
DOGE website."” At the time, DOGE was an essentially blank webpage. It was
built out further Wednesday and Thursday, and now shows a mirror of the
@DOGE X account posts, as well as various stats about the U.S. government's
federal workforce.

Two different web development experts who asked to remain anonymous
because they were probing a federal website told 404 Media that doge.gov is
seemingly built on a Cloudflare Pages site that is not currently hosted on
government servers. The database it is pulling from can be and has been written
to by third parties, and will show up on the live website.

Both sources told 404 Media that they noticed Doge.gov is pulling from a
Cloudflare Pages website, where the code that runs it is actually deployed.

One of the sources told 404 Media that they were able to push updates to a
database of government employment information after studying the website's
architecture and finding the database's API endpoints.
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website on Cloudflare Pages from their codebase, and doge.gov is a custom
domain that their pages.dev URL is set to. So rather than having a physical
server or even something like Amazon Web Services, they're deploying using
Cloudflare Pages which supports custom domains.”

On Wednesday, we reported that waste.gov, another website created to track
government waste, was sitting live with a placeholder Wordpress default

template page and sample text. After our article was published, waste.gov was
put behind a password wall. It has been widely reported that DOGE has secured
administrator access to the codebases at various government agencies,
including the Department of Treasury.

DOGE did not immediately respond to a request for comment.

Gift a 404 Media subscription to a friend.
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Jason is a cofounder of 404 Media. He was previously the editor-in-
chief of Motherboard. He loves the Freedom of Information Act and
surfing.
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Employees at Elon Musk's agency have been told "OMB is asking us to stop
generating new slack messages starting now."

£ @ - FEB 5, 2025

This week: A tale of creative cryopreservation, Transylvania's 16th-century
weather reports, and dancing turtles.
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* $78,000 to Palestinian activist group whose chairman was photographed attending an anniversary event celebrating the founding of the Popular Front for the Liberation of
he Palestine terrorist group
* $1 Million for foreign DEI programs, including ‘indigenous language technology’ in Guatemala, per non-public funding docs reviewed by Wi

Nearly $1 million to Hamas-linked charity that hosted terrorist leader’s son, per report from the Middle East Forum's Focus on Western Islamisi

$3.4 million for Malaysian drug-fueled gay sex app

$5 million for effort to treat eating disorders by “affirming” LGBTQIA+ patients’ sexual orientation and gender claims

$1.5 million to address address racial, ethnic and income-based differences in vasectomy knowledge

$38.7 million annually for DEI work in addition to the roughly $30 million it spends on its Office of Minority Healt

Over $1 million on video game to help LGBTQ youth stop “binge drinking’|

Up to $3 million to defund the police advocacy group to pursue “climate justice for convicts|

Nearly $500 million for Biden admin’s “environmental justice” advisors|

$50 million to a coalition that includes an “immigrant justice” group that pushes voter registration for traditionally Democrat-leaning demographics|

* FEMA doled out $12 million in May 2023 to push “equity” and prioritize communities with high concentrations of racial and sexual minorities. Then, after Hurricanes Helene
and Milton, fmr. DHS Sec. Mayorkas claimed that FEMA did not have the funds to make it through hurricane seaso

* The Biden administration’s 2022-2026 FEMA strategic plan listed "equity” as one of its top goals, with the agency also emphasizing “"racial justice” trainings and funding
DEI studies]

* June study from Arizona State University found the Pentagon had turned into a “vast DEI bureaucracy” under the Biden administration, requesting a $114.7 million budget
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for DEI projects in FY 202

* DoD Education Activit roved a $2 million consulting contract for “equity”-focused management consulting firm BCT Partners to create an “action plan® for

Pentagon-run schools|

* $500,000 for research on “indi * - "a ence that posits native Indians possess unique insights into the workings of the universe’]

* Over $100 million between 2021 and 2024 on education programs related to “restorative justice, social-emotional learning and DEI’

Instituted an "equity action plan” in 2023 to "advancle] equity for historically marginalized and underserved communities’

Funded performances of play “Angels in America: A Gay Fantasia on National Themes,” in which God is bisexual and communists are good, in North Macedoni

Disbursed $15,000 to “queer” Muslim writers in Indid

Shelled out tens of thousands to create army of 2,500 LGBTQI+ allies

$1.6 million for the “Nancy Pelosi Fellowship Program” to diversify America‘s diplomats|

Sponsored a set of $10,000 grants to “uplift transgender” youth in Peru via a ballroom dancing progra
Funded 31 programs across 23 countries to engage in “hip-hop diplomacy,” to promote “democratic values, boost climate activism and promote diversit

Provided $70,000 grant to produce a DEI musical in Irelan

econonic_empowerment of and
pportunity for LGBTQI+ people in Serbi

* $2 million for sex changes and “LGBT activism® in Guatemala)
* $6 million to fund tourism in Egypt
* Spent $20 million on “Ahlan Simsin” - a new Sesame Street show in Ira
* Over $4.5 million to “combat disinformation” in Kazakhsta

* lin to $12 millian warth af LSATN.funded mealc went ta al Nasda-linked terrarict aroun the Nucra Frontl

The list includes budget claims like "$3.4 million for Malaysian drug-fueled gay
sex app" and "Disbursed $15,000 to 'queer' Muslim writers in India."
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