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Summary 

 
The Electronic Frontier Foundation (EFF) is pleased to submit comments to the 

National Telecommunications and Information Administration regarding its request for 

comment on the extent to which the collection, processing, sharing, and use of personal 

data can lead to higher risks for some communities, exacerbate structural inequities, or 

contribute to their erosion.  
 

EFF works to ensure that technology supports freedom, justice, and innovation for all 

the people of the world. EFF was founded in 1990 and has more than 30,000 members. 

It is a nonprofit organization that advocates before courts and legislatures to protect the 

privacy of technology users and consumers from corporations that collect and monetize 
their personal information. 

 

EFF has long advocated for data privacy protections that center around individuals and 

their autonomy. Right now, people are faced with many practices that limit their ability 

to interact with companies—online and offline—on their own terms. This is true at 
every stage of data processing, from the moment someone navigates to a website to the 

point when their information is sold or accessed—and then resold and accessed again—

without their permission in the pursuit of profit. 

 
Data is highly personal. Where we go online or in the real world, who and how we 

communicate with our communities, how and when we pay for things, our faces, our 

voices: all these data points represent aspects of individuals’ lives that should be 

protected. Even when our data is supposedly stripped of “personally identifying” 

characteristics, companies often can reassemble our data—sometimes in shockingly 

few steps—back into information that leads right to our doorsteps.1  

 

One unifying thread to this pervasive system is the processing of personal information 

about people from marginalized communities, and the subsequent discriminatory use 

by corporations and government agencies—exacerbating existing structural inequalities 
across society. For example, personal data feeds algorithms that perpetuate race 

discrimination in mortgage lending.2 

 

Thus, data surveillance is a civil rights problem, and legislation to protect data privacy 

can help protect civil rights. Regulators and lawmakers must enact guardrails on 
companies that collect, use, store, and share data to realign their incentives to avoid 

consumer harms. In these comments, we will highlight some of the most common and 

most discriminatory practices that vulnerable people face when it comes to data 

surveillance, and suggest remedies. 

 
1 Yves Alexandre de Montjoye et al, Unique in the Crowd: The privacy bounds of human mobility, Sci 

Rep 3, 1376 (2013), https://doi.org/10.1038/srep01376. 
2 Robert Bartlett et al, Consumer-lending discrimination in the FinTech Era, J. of Financial Economics 

(2022), https://faculty.haas.berkeley.edu/morse/research/papers/discrim.pdf.   

https://doi.org/10.1038/srep01376
https://faculty.haas.berkeley.edu/morse/research/papers/discrim.pdf
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Question 2. Are there specific examples of how commercial data collection and 

processing practices may negatively affect underserved or marginalized 

communities more frequently or more severely than other populations? 

 

Corporate data surveillance practices cause discrimination against vulnerable groups 

across the entire lifecycle of data processing: at the point of data collection; in the use 

of data for ad delivery and automated decision-making; and when corporate employees 
misuse data and thieves steal it.  

 

Discriminatory collection of data 

  

Our phones and other devices process a vast amount of highly sensitive personal 
information that corporations collect and sell for astonishing profits. This incentivizes 

online actors to collect as much of our behavioral information as possible. In some 

circumstances, every mouse click and screen swipe is tracked and then sold to ad tech 

companies and the data brokers that service them.3  

 
Where mobile apps are used disparately by specific groups, the collection and sharing 

of personal data can aggravate civil rights problems. For example, a Muslim prayer app 

(Muslim Pro) sold geolocation data about its users to a company called X-Mode, which 

in turn provided access to this data to the U.S. military through defense contractors.4 
Although Muslim Pro stopped selling data to X-Mode,5 the awful truth remains: the 

widespread collection and sale of this data by many companies makes users vulnerable 

to discrimination. Yet far too many companies that collect geolocation data can make a 

quick buck by selling it. And law enforcement and other government agencies are 

regular buyers.6  

 

Moreover, lower-income people are often less able to avoid corporate harvesting of 

their data. For example, some lower-priced technologies collect more data than higher-

priced technologies, such as inexpensive smartphones that come with preinstalled apps 

that leak data and can’t be deleted.7 Likewise, some tech companies require customers 
to pay extra to avoid data surveillance, such as AT&T once charging $29 per month to 

 
3 Bennett Cyphers and Gennie Gebhart, Behind the One-Way Mirror: A Deep Dive Into the 

Technology of Corporate Surveillance, EFF Deeplinks (Dec 2019), https://www.eff.org/wp/behind-

the-one-way-mirror. 
4 Matthew Guariglia, Law Enforcement Purchasing Commercially-Available Geolocation Data is 

Unconstitutional, EFF Deeplinks (Dec 2020), https://www.eff.org/deeplinks/2020/12/law-

enforcement-purchasing-commercially-available-geolocation-data. 
5 Joseph Cox, Muslim Pro Stops Sharing Location Data After Motherboard Investigation, Vice News 

(Nov 2020), https://www.vice.com/en/article/g5bq89/muslim-pro-location-data-military-xmode. 
6 Electronic Frontier Foundation, Location Data Brokers, https://www.eff.org/issues/location-data-

brokers. 
7 Privacy International, Buying a smart phone on the cheap? Privacy might be the price you have to 

pay, (Sep 2019), https://privacyinternational.org/long-read/3226/buying-smart-phone-cheap-privacy-

might-be-price-you-have-pay. 

https://www.eff.org/wp/behind-the-one-way-mirror
https://www.eff.org/wp/behind-the-one-way-mirror
https://www.eff.org/deeplinks/2020/12/law-enforcement-purchasing-commercially-available-geolocation-data
https://www.eff.org/deeplinks/2020/12/law-enforcement-purchasing-commercially-available-geolocation-data
https://www.vice.com/en/article/g5bq89/muslim-pro-location-data-military-xmode
https://www.eff.org/issues/location-data-brokers
https://www.eff.org/issues/location-data-brokers
https://privacyinternational.org/long-read/3226/buying-smart-phone-cheap-privacy-might-be-price-you-have-pay
https://privacyinternational.org/long-read/3226/buying-smart-phone-cheap-privacy-might-be-price-you-have-pay
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ISP customers to avoid tracking their browsing history.8 Similarly, some tech 

companies require customers to pay extra for basic security features that protect them 
from data theft, such as Twitter’s new plan to charge $11 per month for two-factor 

authentication.9 Sadly, data privacy features, and thus freedom from corporate data 

surveillance, often are a luxury that lower-income people cannot afford. 

 

Discriminatory use of data in ad delivery  
  

Once personal data is collected, highly sensitive information about millions of people 

is broadly up for sale.10 Corporations  use it in ways that target some vulnerable groups 

for disfavored treatment—and exclude other vulnerable groups from important 

opportunities. Despite legal rules against discrimination based on ethnicity, gender, and 
other characteristics, many corporations have used algorithms that target advertisements 

on these very characteristics.11  

  

Such targeting is often discriminatory. The Federal Reserve Board  found that “even 

consumers who seek out information to make informed decisions may be thwarted from 
making the best choices for themselves or their families and instead may be subject to 

digital redlining or steering.”12 

 

Companies have directed risky advertisements to vulnerable groups. Thousands of 
seniors have been targeted with ads for investment scams by subprime lenders.13 

Likewise, political ads have been targeted at minority ethnic groups—with the goal of 

voter suppression. For example, a targeted ad employed by former President Trump 

included an animated graphic of Hillary Clinton that sought to convince Black voters 

 
8 Sophia Cope and Jeremy Gillula, AT&T is putting a price on privacy. That is outrageous, The 

Guardian (Feb 2015), https://www.theguardian.com/commentisfree/2015/feb/20/att-price-on-privacy. 
9 Jaclyn Diaz, Twitter will limit uses of SMS 2-factor authentication. What does this mean for users?, 

NPR (Feb 2023), https://www.npr.org/2023/02/18/1158134620/twitter-blue-two-factor-

authentication-2fa. 
10 Bennett Cyphers and Gennie Gebhart, SafeGraph’s Disingenuous Claims About Location Data 

Mask a Dangerous Industry, EFF Deeplinks (May 2022), 
https://www.eff.org/deeplinks/2022/05/safegraphs-disingenuous-claims-about-location-data-mask-

dangerous-industry. 
11 Gillian B. White, When Algorithms Don’t Account for Civil Rights, The Atlantic (Mar 2017), 

https://www.theatlantic.com/business/archive/2017/03/facebook-ad-discrimination/518718/. 
12 Carol A. Evans, From Catalogs to Clicks: The Fair Lending Implications of Targeted, Internet 
Marketing, Consumer Compliance Outlook (2019), 

https://www.consumercomplianceoutlook.org/2019/third-issue/from-catalogs-to-clicks-the-fair-

lending-implications-of-targeted-internet-marketing/. 
13 Jeremy B. Merrill and Hanna Kozlowska, How Facebook fueled a precious-metal scheme targeting 

older conservatives, QZ (Nov 2019), https://qz.com/1751030/facebook-ads-lured-seniors-into-giving-
savings-to-metals-com; John Paul Strong, Target Subprime Credit Using Facebook and Paid Search, 

Strong Automotive (Apr 2019), https://www.strongautomotive.com/target-subprime-credit-facebook-

paid-search/. 

https://www.theguardian.com/commentisfree/2015/feb/20/att-price-on-privacy
https://www.npr.org/2023/02/18/1158134620/twitter-blue-two-factor-authentication-2fa
https://www.npr.org/2023/02/18/1158134620/twitter-blue-two-factor-authentication-2fa
https://www.eff.org/deeplinks/2022/05/safegraphs-disingenuous-claims-about-location-data-mask-dangerous-industry
https://www.eff.org/deeplinks/2022/05/safegraphs-disingenuous-claims-about-location-data-mask-dangerous-industry
https://www.theatlantic.com/business/archive/2017/03/facebook-ad-discrimination/518718/
https://www.consumercomplianceoutlook.org/2019/third-issue/from-catalogs-to-clicks-the-fair-lending-implications-of-targeted-internet-marketing/
https://www.consumercomplianceoutlook.org/2019/third-issue/from-catalogs-to-clicks-the-fair-lending-implications-of-targeted-internet-marketing/
https://qz.com/1751030/facebook-ads-lured-seniors-into-giving-savings-to-metals-com
https://qz.com/1751030/facebook-ads-lured-seniors-into-giving-savings-to-metals-com
https://www.strongautomotive.com/target-subprime-credit-facebook-paid-search/
https://www.strongautomotive.com/target-subprime-credit-facebook-paid-search/
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not to vote on Election Day.14 This is made possible through the mass harvesting of 

personal information and compilation into dossiers that identify characteristics like 
ethnicity.  

  

Personal data is also used to prevent certain groups from receiving ads for positive 

opportunities. In 2016, for example, ProPublica revealed that Facebook allowed 

advertisers to exclude protected racial groups from viewing their content.15 One 
academic journal previously reported that women receive fewer online ads for high 

paying jobs than men.16 Discriminatory impact can occur even when the advertiser does 

not intend to discriminate. In 2018, Upturn found that Facebook distributed its ad for a 

bus driver job to an audience that was 80% men, even though Upturn did not intend to 

target the ad based on gender.17 The ACLU brought legal action against Facebook’s ad 
delivery system, alleging discrimination as to job ads.18 

  

Housing ads also have been distributed in a racially discriminatory manner. In 2019, 

Facebook was subject to a lawsuit alleging that the platform maintained a “pre-

populated list of demographics, behaviors and interests” for real estate brokers and 
landlords to exclude certain buyers or renters from seeing their ads.19 The lawsuit 

further alleged that this allowed “the placement of housing ads that excluded women, 

those with disabilities, and those of certain national origins.” Facebook’s system has 

since evolved following an agreement with the U.S. Department of Justice.20 
Announcing the settlement, the government explained that Facebook’s algorithms 

violated federal fair housing laws.21  

 

The widespread system of businesses harvesting and monetizing personal information 

leads in many cases to discriminatory ad delivery. As a result, protected groups miss 

out on important opportunities for jobs and housing. To avoid such discrimination in ad 

delivery, we need laws that limit the initial collection of personal information. 

 
14 Colin Lecher, Trump campaign using targeted Facebook posts to discourage black Americans from 
voting, The Verve (Oct 2016), https://www.theverge.com/2016/10/27/13434246/donald-trump-

targeted-dark-facebook-ads-black-voters. 
15 Julia Angwin and Terry Parris Jr, Facebook Lets Advertisers Exclude Users by Race, Pro Publica 

(Oct 2016), https://www.propublica.org/article/facebook-lets-advertisers-exclude-users-by-race. 
16 Amit Datta et al, Automated Experiments on Ad Privacy Settings, Proceedings on Privacy 

Enhancing Technologies (2015), https://www.andrew.cmu.edu/user/danupam/dtd-pets15.pdf.  
17 Amicus brief of Upturn Inc. (Nov 2018), in Mobley v. Facebook, Inc., No. 16-cv-06440 (N.D. Cal.), 

https://www.upturn.org/static/files/2018-11-16_Upturn_Facebook_Amicus.pdf.  
18 ACLU website, case page regarding Facebook EEOC complaints (2019), 

https://www.aclu.org/cases/facebook-eeoc-complaints.  
19 Nicole Karlis, “Digital redlining”: Facebook's housing ads seem designed to discriminate, Salon 

(Aug 2019), https://www.salon.com/2019/08/21/digital-redlining-facebooks-housing-ads-seem-

designed-to-discriminate/. 
20 Lauren Feiner, DOJ settles lawsuit with Facebook over allegedly discriminatory housing 

advertising, CNBC (Jun 2022), https://www.cnbc.com/2022/06/21/doj-settles-with-facebook-over-

allegedly-discriminatory-housing-ads.html. 
21 U.S. Dept. of Justice, Press Release (June 2022), https://www.justice.gov/opa/pr/justice-

department-secures-groundbreaking-settlement-agreement-meta-platforms-formerly-known.  

http://www.andrew.cmu.edu/user/danupam/dtd-pets15.pdf
https://www.theverge.com/2016/10/27/13434246/donald-trump-targeted-dark-facebook-ads-black-voters
https://www.theverge.com/2016/10/27/13434246/donald-trump-targeted-dark-facebook-ads-black-voters
https://www.propublica.org/article/facebook-lets-advertisers-exclude-users-by-race
https://www.andrew.cmu.edu/user/danupam/dtd-pets15.pdf
https://www.upturn.org/static/files/2018-11-16_Upturn_Facebook_Amicus.pdf
https://www.aclu.org/cases/facebook-eeoc-complaints
https://www.salon.com/2019/08/21/digital-redlining-facebooks-housing-ads-seem-designed-to-discriminate/
https://www.salon.com/2019/08/21/digital-redlining-facebooks-housing-ads-seem-designed-to-discriminate/
https://www.cnbc.com/2022/06/21/doj-settles-with-facebook-over-allegedly-discriminatory-housing-ads.html
https://www.cnbc.com/2022/06/21/doj-settles-with-facebook-over-allegedly-discriminatory-housing-ads.html
https://www.justice.gov/opa/pr/justice-department-secures-groundbreaking-settlement-agreement-meta-platforms-formerly-known
https://www.justice.gov/opa/pr/justice-department-secures-groundbreaking-settlement-agreement-meta-platforms-formerly-known
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Discriminatory use of data in automated decision-making 
  

Banks and landlords use automated decision-making systems to help decide whether or 

not to provide services to potential customers.22 Likewise, employers use these systems 

to help select employees,23 and colleges use them to help select students.24 Such systems 

discriminate against vulnerable groups.25 There are many solutions to this problem, 
including algorithmic transparency,26 and rigorous enforcement of laws against 

organizational policies that disparately impact vulnerable groups.27 

  

Part of the problem is that automated decision-making systems have easy access to the 

vast reservoir of personal data that businesses have collected from us and sell to each 
other. This data fuels algorithmic bias. So part of the solution is to drain these reservoirs 

by limiting how businesses collect our data in the first place. 

  

Special concerns are raised when brick-and-mortar stores use face recognition 

technology to screen all of their potential customers to exclude supposedly unwanted 
customers. Many stores have long used this technology to try to detect shoplifters, often 

 
22 McKinsey & Company, AI-powered decision making for the bank of the future (Mar 2021), 

https://www.mckinsey.com/industries/financial-services/our-insights/ai-powered-decision-making-

for-the-bank-of-the-future; Katy McLauglin, Robots are taking over (the rental screening process), 
Wall Street Journal (Nov 2019), https://www.wsj.com/articles/robots-are-taking-over-the-rental-

screening-process-11574332200.  
23 Rebecca Heilweil, Artifificial intelligence will help determine if you get your next job, Vox (Dec 

2019), https://www.vox.com/recode/2019/12/12/20993665/artificial-intelligence-ai-job-screen.  
24 DJ Pangburn, Schools are using software to help pick who gets in. What could go wrong? Fast 

Company (May 2019), https://www.fastcompany.com/90342596/schools-are-quietly-turning-to-ai-to-

help-pick-who-gets-in-what-could-go-wrong.  
25 EFF, Podcast episode: Algorithms for a just future, featuring Vinhcent Lee of the Greenlining 

Institute (Jan 2022), https://www.eff.org/deeplinks/2022/01/podcast-episode-algorithms-just-future; 

Greenlining Institute, Algorithmic bias explained (Apr 2021), https://greenlining.org/wp-

content/uploads/2021/04/Greenlining-Institute-Algorithmic-Bias-Explained-Report-Feb-2021.pdf;  

Rebecca Jeschke, Affordances: Science fiction about algorithmic bias and technological resistance, 

EFF Deeplinks (Nov 2019), https://www.eff.org/deeplinks/2019/11/affordances-science-fiction-about-

algorithmic-bias-and-technological-resistance; Virginia Eubanks, Automating inequality (2018), 

https://virginia-eubanks.com/automating-inequality/; ACLU, We must get the racism out of automated 

decision-making (Nov 2021), https://www.aclu.org/news/racial-justice/we-must-get-racism-out-of-

automated-decision-making.  
26 Rory Mir and Molly de Blanc, Open data and the AI black box, EFF Deeplinks (Jan 2023), 

https://www.eff.org/deeplinks/2023/01/open-data-and-ai-black-box; Stephanie Lacambra and Kit 

Walsh, EFF urges Ninth Circuit to let criminal defense teams vet forensic software, EFF Deeplinks 

(Oct 2018), https://www.eff.org/deeplinks/2018/10/eff-urges-ninth-circuit-let-criminal-defense-teams-

vet-forensic-software.  
27 Jamie Williams et al, EFF to HUD: Algorithms are no excuse for discrimination (Sept 2019), 

https://www.eff.org/deeplinks/2019/09/dangerous-hud-proposal-would-effectively-insulate-parties-
who-use-algorithms; EFF, Comments to HUD concerning disparate impact standard (Oct 2019), 

https://www.eff.org/document/eff-comments-hud-proposed-rule-disparate-impact-and-algorithmic-

defenses-october-2019.  

https://www.mckinsey.com/industries/financial-services/our-insights/ai-powered-decision-making-for-the-bank-of-the-future
https://www.mckinsey.com/industries/financial-services/our-insights/ai-powered-decision-making-for-the-bank-of-the-future
https://www.wsj.com/articles/robots-are-taking-over-the-rental-screening-process-11574332200
https://www.wsj.com/articles/robots-are-taking-over-the-rental-screening-process-11574332200
https://www.vox.com/recode/2019/12/12/20993665/artificial-intelligence-ai-job-screen
https://www.fastcompany.com/90342596/schools-are-quietly-turning-to-ai-to-help-pick-who-gets-in-what-could-go-wrong
https://www.fastcompany.com/90342596/schools-are-quietly-turning-to-ai-to-help-pick-who-gets-in-what-could-go-wrong
https://www.eff.org/deeplinks/2022/01/podcast-episode-algorithms-just-future
https://greenlining.org/wp-content/uploads/2021/04/Greenlining-Institute-Algorithmic-Bias-Explained-Report-Feb-2021.pdf
https://greenlining.org/wp-content/uploads/2021/04/Greenlining-Institute-Algorithmic-Bias-Explained-Report-Feb-2021.pdf
https://www.eff.org/deeplinks/2019/11/affordances-science-fiction-about-algorithmic-bias-and-technological-resistance
https://www.eff.org/deeplinks/2019/11/affordances-science-fiction-about-algorithmic-bias-and-technological-resistance
https://virginia-eubanks.com/automating-inequality/
https://www.aclu.org/news/racial-justice/we-must-get-racism-out-of-automated-decision-making
https://www.aclu.org/news/racial-justice/we-must-get-racism-out-of-automated-decision-making
https://www.eff.org/deeplinks/2023/01/open-data-and-ai-black-box
https://www.eff.org/deeplinks/2018/10/eff-urges-ninth-circuit-let-criminal-defense-teams-vet-forensic-software
https://www.eff.org/deeplinks/2018/10/eff-urges-ninth-circuit-let-criminal-defense-teams-vet-forensic-software
https://www.eff.org/deeplinks/2019/09/dangerous-hud-proposal-would-effectively-insulate-parties-who-use-algorithms
https://www.eff.org/deeplinks/2019/09/dangerous-hud-proposal-would-effectively-insulate-parties-who-use-algorithms
https://www.eff.org/document/eff-comments-hud-proposed-rule-disparate-impact-and-algorithmic-defenses-october-2019
https://www.eff.org/document/eff-comments-hud-proposed-rule-disparate-impact-and-algorithmic-defenses-october-2019
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relying on error-prone, racially biased criminal justice data.28 Madison Square Gardens 

was recently caught using this technology to exclude employees of a law firm that sued 
the venue’s parent company.29 A business could easily extend this kind of “enemies 

list” to people who, online or on the sidewalk outside, protest a venue’s discriminatory 

policies.  

 

In addition, face recognition all too often does not work—particularly pertaining to 
Black people and women.30 The technology was used to erroneously expel Black 

teenager Lamya Robinson from a public skating rink in Detroit after misidentifying her 

as a person who’d allegedly gotten into a fight there.31 Again, there is a data privacy 

solution to this civil rights problem: prohibit businesses from collecting faceprints from 

anyone, without previously obtaining their voluntary, informed, opt-in consent.32 This 
must include consent to use someone’s face (or a similar identifier like a tattoo33) in 

training data for algorithms.34  

 

Discrimination in data breach and misuse 

 
The collection and storing of massive quantities of personal information also generates 

risks that corporate employees will abuse the data in ways that violate civil rights. For 

example, in 2014 and 2015, 52 employees at Facebook were fired for exploiting their 

access to user data.35 One engineer used Facebook’s repository of private Messenger 
conversations, location data, and personal photographs to search why a woman he dated 

 
28 Jeff John Roberts, Walmart’s use of sci-fi tech to spot shoplifters raises privacy questions, Fortune 

(Nov 2015), https://fortune.com/2015/11/09/wal-mart-facial-recognition/; Jeffrey Dastin, Rite Aid 

deployed facial recognition systems in hundreds of U.S. stores, Reuters (July 2020), 

https://www.reuters.com/investigates/special-report/usa-riteaid-software/.  
29 Kashmir Hill and Corey Kilgannon, Madison Square Garden uses facial recognition to ban its 

owner’s enemies, N.Y. Times (Jan 2023), https://www.nytimes.com/2022/12/22/nyregion/madison-

square-garden-facial-recognition.html.  
30 Shalini Kantayya, Coded bias (2022), https://www.pbs.org/independentlens/documentaries/coded-

bias/.  
31 Whitney Kimball, Black teen kicked out of roller rink because its face recognition tech screwed up, 

predictably, Gizmodo (July 2021), https://gizmodo.com/black-teen-kicked-out-of-roller-rink-because-

its-face-r-1847306558.  
32 Adam Schwartz, Resisting the menace of face recognition, EFF Deeplinks (Oct 2021), 

https://www.eff.org/deeplinks/2021/10/resisting-menace-face-recognition.  
33 Matthew Guariglia et al, Tattoo recognition score card: How institutions handled unethical 

biometric surveillance database, EFF Deeplinks (Mar 2020), 

https://www.eff.org/deeplinks/2020/03/tattoo-recognition-score-card-how-institutions-handled-

unethical-biometric.  
34 Shannon Liao, IBM didn’t inform people when it used their Flickr photos for facial recognition 
training, The Verge (Mar 2019), https://www.theverge.com/2019/3/12/18262646/ibm-didnt-inform-

people-when-it-used-their-flickr-photos-for-facial-recognition-training.  
35 Sheera Fenkel and Cecilia Kang, How Facebook’s engineers spied on women, The Telegraph (July 

2021), https://www.telegraph.co.uk/news/2021/07/12/exclusive-extract-facebooks-engineers-spied-

women/.  

https://fortune.com/2015/11/09/wal-mart-facial-recognition/
https://www.reuters.com/investigates/special-report/usa-riteaid-software/
https://www.nytimes.com/2022/12/22/nyregion/madison-square-garden-facial-recognition.html
https://www.nytimes.com/2022/12/22/nyregion/madison-square-garden-facial-recognition.html
https://www.pbs.org/independentlens/documentaries/coded-bias/
https://www.pbs.org/independentlens/documentaries/coded-bias/
https://gizmodo.com/black-teen-kicked-out-of-roller-rink-because-its-face-r-1847306558
https://gizmodo.com/black-teen-kicked-out-of-roller-rink-because-its-face-r-1847306558
https://www.eff.org/deeplinks/2021/10/resisting-menace-face-recognition
https://www.eff.org/deeplinks/2020/03/tattoo-recognition-score-card-how-institutions-handled-unethical-biometric
https://www.eff.org/deeplinks/2020/03/tattoo-recognition-score-card-how-institutions-handled-unethical-biometric
https://www.theverge.com/2019/3/12/18262646/ibm-didnt-inform-people-when-it-used-their-flickr-photos-for-facial-recognition-training
https://www.theverge.com/2019/3/12/18262646/ibm-didnt-inform-people-when-it-used-their-flickr-photos-for-facial-recognition-training
https://www.telegraph.co.uk/news/2021/07/12/exclusive-extract-facebooks-engineers-spied-women/
https://www.telegraph.co.uk/news/2021/07/12/exclusive-extract-facebooks-engineers-spied-women/
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stopped replying to his messages. Another engineer used Facebook’s data to track a 

woman to her hotel. The company’s overcollection of data enabled this harassment. 
 

Overcollection also results in greater harm when there is a data breach,36 which can 

disparately impact lower-income people. Data theft creates collateral risk of identity 

theft, ransomware attacks, and unwanted spam.37 To avoid these attacks, breach victims 

must spend time and money to freeze and unfreeze their credit reports, to monitor their 
credit reports, and to obtain identity theft prevention services.38 These financial costs 

can often be more burdensome for low-income and marginalized communities. Further, 

housing instability might make it harder to alert vulnerable people that a breach 

occurred. 

 
An important way to reduce these kinds of civil rights risks is for businesses to collect 

and store less personal data. 

 

Question 3. Are there any contexts in which commercial data collection and 

processing occur that warrant particularly rigorous scrutiny for their potential to 

cause disproportionate harm or enable discrimination? 

 

e. In what ways can government uses of private data that is collected for 

commercial purposes—for example, through public-private partnerships— 

produce unintended or harmful outcomes? Are there ways in which these types 

of public-private partnerships implicate equity or civil rights concerns? What 

about the collection and sharing of consumer data by private actors for ‘‘public 

safety purposes’’? 

  

Discriminatory government practices can be fueled by purchase of personal data from 

corporations. Governments use automated decision-making systems to help make a 

multitude of choices about people’s lives, including whether police should scrutinize a 

 
36 EFF and EPIC amicus brief (Nov 2022), in In re Marriott Data Breach Ltgn., No. 22-1744 (4th 

Cir.), https://www.eff.org/document/2022-11-22-re-marriott-4th-cir-amicus-brief-eff-and-epic.  
37 N.Y.S. Dept. of Financial Services, Industry letter regarding cyber fraud alert (Feb 2021), 

https://www.dfs.ny.gov/industry_guidance/industry_letters/il20210216_cyber_fraud_alert; Spycloud, 

The ransomware/stolen credential connection, https://spycloud.com/resource/webinar-ransomware-

stolen-credentials-connection/; Sarah Perez, Scammers now targeting Anthem data breach victims via 
email and phone, TechCrunch (Feb 2015), https://techcrunch.com/2015/02/09/scammers-now-

targeting-anthem-data-breach-victims-via-email-and-phone/.  
38 Sarah O’Brien, Here’s what it costs to freeze your credit after Equifax breach, CNBC (Sep 2017), 

https://www.cnbc.com/2017/09/15/heres-what-it-costs-to-freeze-your-credit-after-equifax-

breach.html; Alexandria White, How much does credit monitoring cost? CNBC (Nov 2021), 
https://www.cnbc.com/select/how-much-does-credit-monitoring-cost/; Robin Saks Frankel, Best 

identity theft protection services of March 2023, Forbes (Feb 2023), 

https://www.forbes.com/advisor/personal-finance/best-identity-theft-protection-services/.  

https://www.eff.org/document/2022-11-22-re-marriott-4th-cir-amicus-brief-eff-and-epic
https://www.dfs.ny.gov/industry_guidance/industry_letters/il20210216_cyber_fraud_alert
https://spycloud.com/resource/webinar-ransomware-stolen-credentials-connection/
https://spycloud.com/resource/webinar-ransomware-stolen-credentials-connection/
https://techcrunch.com/2015/02/09/scammers-now-targeting-anthem-data-breach-victims-via-email-and-phone/
https://techcrunch.com/2015/02/09/scammers-now-targeting-anthem-data-breach-victims-via-email-and-phone/
https://www.cnbc.com/2017/09/15/heres-what-it-costs-to-freeze-your-credit-after-equifax-breach.html
https://www.cnbc.com/2017/09/15/heres-what-it-costs-to-freeze-your-credit-after-equifax-breach.html
https://www.cnbc.com/select/how-much-does-credit-monitoring-cost/
https://www.forbes.com/advisor/personal-finance/best-identity-theft-protection-services/
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person or neighborhood,39 whether child welfare officials should investigate a home,40 

and whether a judge should release a person while awaiting trial.41 Such systems 
“automate inequality,” in the words of Virginia Eubanks.42 Government increasingly 

purchases data from businesses for use in these decisions.43 

 

Likewise, since the U.S. Supreme Court overturned Roe v. Wade, reproductive health 

has become an increasingly important attack vector for digital rights.44 For example, 
data from Google Maps can inform police if you searched for the address of a clinic. 

This expanded threat to digital rights is especially dangerous for BIPOC, lower-income, 

immigrant, LGBTQ+ people, and other traditionally marginalized communities, and the 

healthcare providers serving these communities. We should reduce the supply of 

personal data that anti-choice sheriffs and bounty hunters can acquire from businesses.45 
And we should also limit police access to this data.46 

 

Moreover, police acquire face surveillance services from companies like Clearview, 

which extract faceprints from billions of people without their permission then use their 

faceprint database to help police identify unknown suspects in photos.47 For example, 
Clearview helped police in Miami identify a protester for Black lives.48  

 

Police use of this kind of corporate data service is inherently dangerous. False positives 

from face recognition have caused the wrongful arrest of at least four Black men. In 

 
39 Mathew Guariglia, Technology can’t predict crime, it can only weaponize proximity to policing, 

EFF Deeplinks (Sept 2020), https://www.eff.org/deeplinks/2020/09/technology-cant-predict-crime-it-

can-only-weaponize-proximity-policing  
40 Garance Burke, An Algorithm that screens for child neglect raises concerns, Fortune (April 2022), 

https://fortune.com/2022/04/30/algorithm-screens-for-child-neglect-raises-concerns/.  
41 Jamie Williams, EFF urges California to place meaningful restrictions on the use of pretrial risk 

assessment tools, EFF Deeplinks (Dec 2018), https://www.eff.org/deeplinks/2018/12/eff-urges-

california-place-meaningful-restrictions-use-pretrial-risk-assessment. 
42 Virginia Eubanks, Automating inequality (2018), https://virginia-eubanks.com/automating-

inequality/.  
43 EFF, Location data brokers, https://www.eff.org/issues/location-data-brokers.  
44 Jennifer Pinsof, Reproductive justice and digital rights: 2022 year in review, EFF Deeplinks (Dec 

2022), https://www.eff.org/deeplinks/2022/12/reproductive-justice-and-digital-rights-year-review; 

Cynthia Conti-Cook, Surveilling the digital diary, U. Baltimore Law. Rev. (Octo 2020), 

https://scholarworks.law.ubalt.edu/ublr/vol50/iss1/2/.  
45 Hayley Tsukayama and India McKinney, Pass the “My Body, My Data” Act, EFF Deeplinks (June 

2022), https://www.eff.org/deeplinks/2022/06/pass-my-body-my-data-act.  
46 Hayley Tsukayama, EFF back California bill to protect people seeking abortion and gender-

affirming care from dragnet digital surveillance, EFF Deeplinks (Feb 2023), 

https://www.eff.org/deeplinks/2023/02/eff-backs-california-bill-protect-people-seeking-abortion-and-

gender-affirming.  
47 Adam Schwartz, Victory! More lawsuits proceed against Clearview’s face surveillance, EFF 

Deeplinks (Feb 2022), https://www.eff.org/deeplinks/2022/02/victory-another-lawsuit-proceeds-

against-clearviews-face-surveillance.  
48 Connie Fossi and Phil Prazon, Miami police used facial recognition technology in protester’s 

arrest, NBC Miami (Aug 2020), https://www.nbcmiami.com/investigations/miami-police-used-facial-

recognition-technology-in-protesters-arrest/2278848/.  

https://www.eff.org/deeplinks/2020/09/technology-cant-predict-crime-it-can-only-weaponize-proximity-policing
https://www.eff.org/deeplinks/2020/09/technology-cant-predict-crime-it-can-only-weaponize-proximity-policing
https://fortune.com/2022/04/30/algorithm-screens-for-child-neglect-raises-concerns/
https://www.eff.org/deeplinks/2018/12/eff-urges-california-place-meaningful-restrictions-use-pretrial-risk-assessment
https://www.eff.org/deeplinks/2018/12/eff-urges-california-place-meaningful-restrictions-use-pretrial-risk-assessment
https://virginia-eubanks.com/automating-inequality/
https://virginia-eubanks.com/automating-inequality/
https://www.eff.org/issues/location-data-brokers
https://www.eff.org/deeplinks/2022/12/reproductive-justice-and-digital-rights-year-review
https://scholarworks.law.ubalt.edu/ublr/vol50/iss1/2/
https://www.eff.org/deeplinks/2022/06/pass-my-body-my-data-act
https://www.eff.org/deeplinks/2023/02/eff-backs-california-bill-protect-people-seeking-abortion-and-gender-affirming
https://www.eff.org/deeplinks/2023/02/eff-backs-california-bill-protect-people-seeking-abortion-and-gender-affirming
https://www.eff.org/deeplinks/2022/02/victory-another-lawsuit-proceeds-against-clearviews-face-surveillance
https://www.eff.org/deeplinks/2022/02/victory-another-lawsuit-proceeds-against-clearviews-face-surveillance
https://www.nbcmiami.com/investigations/miami-police-used-facial-recognition-technology-in-protesters-arrest/2278848/
https://www.nbcmiami.com/investigations/miami-police-used-facial-recognition-technology-in-protesters-arrest/2278848/
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January 2020, Detroit police used face recognition software to arrest Robert Williams 

for allegedly stealing watches.49 Williams was held by police for 30 hours. After a long 
interrogation, police admitted “the computer must have gotten it wrong.”50 One year 

prior, the same Detroit detective arrested another man, Michael Oliver, after face 

recognition software misidentified him as a match.51 Nijeer Parks was wrongfully 

accused of shoplifting snacks in New Jersey and arrested after misidentification. Parks 

spent 10 days in jail and almost a year with charges hanging over him.52 And Alonzo 
Sawyer was wrongfully arrested and jailed for nine days because of a false positive.53 

 

Finally, personal data harvested by corporations and sold to government has been used 

to disrupt liberation movements that resist discrimination. For example, in 2016, 

Twitter, Facebook, Instagram, and nine other social media platforms were found to have 
provided software company Geofeedia with social media information and location data 

from their users.54 This data was subsequently used by police departments across the 

U.S. to track down and identify individuals attending Black Lives Matter protests.55 The 

FBI has also been a Geofeedia client56 and one report by The Intercept57 disclosed that 

the CIA's venture firm, In-Q-Tel, has invested in Geofeedia. These examples 
demonstrate how social media monitoring, excessive data collection, and disclosures by 

digital platforms can have far-reaching inequitable consequences for Black people and 

other vulnerable groups. 

 

 
49 Kashmir Hill, Wrongfully accused by an algorithm, N.Y. Times (June 2020), 

https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html.  
50 Robert Williams, I was wrongfully arrested because of facial recognition, Wash. Post (June 2020), 

https://www.washingtonpost.com/opinions/2020/06/24/i-was-wrongfully-arrested-because-facial-

recognition-why-are-police-allowed-use-this-technology/.  
51 Drew Harwell, Wrongfully arrested man sues Detroit police over false facial recognition match, 

Wash. Post (Apr 2021), https://www.washingtonpost.com/technology/2021/04/13/facial-recognition-

false-arrest-lawsuit/.  
52 Khari Johnson, How wrongful arrests based on AI derailed 3 men’s lives, Wired (Mar 2022), 

https://www.wired.com/story/wrongful-arrests-ai-derailed-3-mens-lives/.  
53 Khari Johnson, Face recognition software led to his arrest. It was dead wrong, Wired (Feb 2023), 

https://www.wired.com/story/face-recognition-software-led-to-his-arrest-it-was-dead-wrong/.  
54 Jonah Engel Bromwich, Daniel Victor and Mike Isaac, Police Use Surveillance Tool to Scan Social 

Media, A.C.L.U. Says, The New York Times (Oct 2016), 

https://www.nytimes.com/2016/10/12/technology/aclu-facebook-twitter-instagram-geofeedia.html. 
55 Ethan McLeod, Police Arrested Freddie Gray Protesters Last Year by Surveilling Social Media, 
Baltimore Fishbowl (Oct 2016), https://baltimorefishbowl.com/stories/police-arrested-freddie-gray-

protesters-last-year-surveilling-social-media/. 
56 Anita L. Allen, Dismantling the “Black Opticon”: Privacy, Race, Equity, and Online Data-
Protection Reform, Yale Law Journal, Volume 131 (2022), 

https://www.yalelawjournal.org/forum/dismantling-the-black-opticon. 
57 Lee Fang, The CIA Is Investing In Firms That Mine Your Tweets And Instagram Photos, The 

Intercept (Apr 2016), https://theintercept.com/2016/04/14/in-undisclosed-cia-investments-social-

media-mining-looms-large/. 

https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html
https://www.washingtonpost.com/opinions/2020/06/24/i-was-wrongfully-arrested-because-facial-recognition-why-are-police-allowed-use-this-technology/
https://www.washingtonpost.com/opinions/2020/06/24/i-was-wrongfully-arrested-because-facial-recognition-why-are-police-allowed-use-this-technology/
https://www.washingtonpost.com/technology/2021/04/13/facial-recognition-false-arrest-lawsuit/
https://www.washingtonpost.com/technology/2021/04/13/facial-recognition-false-arrest-lawsuit/
https://www.wired.com/story/wrongful-arrests-ai-derailed-3-mens-lives/
https://www.wired.com/story/face-recognition-software-led-to-his-arrest-it-was-dead-wrong/
https://www.nytimes.com/2016/10/12/technology/aclu-facebook-twitter-instagram-geofeedia.html
https://baltimorefishbowl.com/stories/police-arrested-freddie-gray-protesters-last-year-surveilling-social-media/
https://baltimorefishbowl.com/stories/police-arrested-freddie-gray-protesters-last-year-surveilling-social-media/
https://www.yalelawjournal.org/forum/dismantling-the-black-opticon
https://theintercept.com/2016/04/14/in-undisclosed-cia-investments-social-media-mining-looms-large/
https://theintercept.com/2016/04/14/in-undisclosed-cia-investments-social-media-mining-looms-large/
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Question 4. How do existing laws and regulations address the privacy harms 

experienced by underserved or marginalized groups? How should such laws and 

regulations address these harms?  

 

Corporations, governments, and others use personal data in many kinds of 

discriminatory ways. One necessary approach to solving this problem is to reduce the 

amount of data that these entities can use to discriminate. To resist these civil rights 
abuses at their source, we must limit the ways that businesses harvest and monetize our 

personal data. 

 

We need federal comprehensive consumer data privacy legislation.58 It must include the 

following components, among others: 
 

1. No preemption. Federal privacy law must be a floor and not a ceiling. States must 

be free to enact privacy laws that are stronger than the federal baseline, and to 

meet the challenges of tomorrow that are not foreseeable today.59 

 
2. Strong enforcement. People must have a private right of action to sue the 

corporations that violate their statutory privacy rights. Remedies must include 

liquidated damages, injunctive and declaratory relief, and attorney fees. People 

must be able to bring their claim to a judge, and not be forced into the kangaroo 
court of compelled arbitration.60 

 

3. Strong minimization. Companies must be prohibited from processing a person’s 

data, except as strictly necessary to provide them what they asked for.61 

 
58 Hayley Tsukayama, EFF Files Comments on the FTC’s Commercial Surveillance Rulemaking, EFF 

Deeplinks (Nov 2022), https://www.eff.org/deeplinks/2022/11/eff-files-comments-ftcs-commercial-

surveillance-rulemaking; Gennie Gebhart, EFF's Recommendations for Consumer Data Privacy 
Laws, EFF Deeplinks (Jun 2019), https://www.eff.org/deeplinks/2019/06/effs-recommendations-

consumer-data-privacy-laws; Hayley Tsukayama and India McKinney, Pass the "My Body, My Data" 
Act, EFF Deeplinks (Jun 2022) https://www.eff.org/deeplinks/2022/06/pass-my-body-my-data-act. 
59 Hayley Tsukayama, Federal Preemption of State Privacy Law Hurts Everyone, EFF Deeplinks (Jul 

2022), https://www.eff.org/deeplinks/2022/07/federal-preemption-state-privacy-law-hurts-everyone; 

Hayley Tsukayama, et al, Americans Deserve More Than The Current American Data Privacy 

Protection Act, EFF Deeplinks (Jul 2022), https://www.eff.org/deeplinks/2022/07/americans-deserve-

more-current-american-data-privacy-protection-act; Electronic Frontier Foundation, December 2018 

Preemption Letter, (Dec 2018), https://www.eff.org/document/december-2018-preemption-letter. 
60 Adam Schwartz, You Should Have a Private Right of Action to Sue Companies That Violate Your 

Privacy, EFF Deeplinks (Jan 2019), https://www.eff.org/deeplinks/2019/01/you-should-have-right-

sue-companies-violate-your-privacy; Chao Liu and Adam Schwartz, Stop Forced Arbitration in Data 
Privacy Legislation, EFF Deeplinks (Apr 2022), https://www.eff.org/deeplinks/2022/04/stop-forced-

arbitration-data-privacy-legislation; Aaron Mackey, Forced Arbitration Thwarts Legal Challenge to 

AT&T’s Disclosure of Customer Location Data, EFF Deeplinks (Apr 2021), 

https://www.eff.org/deeplinks/2021/04/forced-arbitration-thwarts-legal-challenge-atts-disclosure-

customer-location-data. 
61 Hayley Tsukayama and India McKinney, Pass the “My Body, My Data” Act, EFF Deeplinks (Jun 

2022), https://www.eff.org/deeplinks/2022/06/pass-my-body-my-data-act; Jason Kelley, Stop Invasive 

Remote Proctoring: Pass California’s Student Test Taker Privacy Protection Act, EFF Deeplinks 

https://www.eff.org/deeplinks/2022/11/eff-files-comments-ftcs-commercial-surveillance-rulemaking
https://www.eff.org/deeplinks/2022/11/eff-files-comments-ftcs-commercial-surveillance-rulemaking
https://www.eff.org/deeplinks/2019/06/effs-recommendations-consumer-data-privacy-laws
https://www.eff.org/deeplinks/2019/06/effs-recommendations-consumer-data-privacy-laws
https://www.eff.org/deeplinks/2022/06/pass-my-body-my-data-act
https://www.eff.org/deeplinks/2022/07/federal-preemption-state-privacy-law-hurts-everyone
https://www.eff.org/deeplinks/2022/07/americans-deserve-more-current-american-data-privacy-protection-act
https://www.eff.org/deeplinks/2022/07/americans-deserve-more-current-american-data-privacy-protection-act
https://www.eff.org/document/december-2018-preemption-letter
https://www.eff.org/deeplinks/2019/01/you-should-have-right-sue-companies-violate-your-privacy
https://www.eff.org/deeplinks/2019/01/you-should-have-right-sue-companies-violate-your-privacy
https://www.eff.org/deeplinks/2022/04/stop-forced-arbitration-data-privacy-legislation
https://www.eff.org/deeplinks/2022/04/stop-forced-arbitration-data-privacy-legislation
https://www.eff.org/deeplinks/2021/04/forced-arbitration-thwarts-legal-challenge-atts-disclosure-customer-location-data
https://www.eff.org/deeplinks/2021/04/forced-arbitration-thwarts-legal-challenge-atts-disclosure-customer-location-data
https://www.eff.org/deeplinks/2022/06/pass-my-body-my-data-act
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4. Strong opt-in consent. Companies must be prohibited from processing a person’s 
data, except with their informed, voluntary, specific, opt-in consent.62 

 

5. No pay-for-privacy schemes. When a person declines to waive their privacy 

rights, companies must be prohibited from refusing to do business with them, 

charging a higher price, or providing a lower quality. Otherwise, privacy will be 
a commodity that only the wealthy can afford. This safeguard is necessary to 

ensure that “consent” is truly voluntary.63 

 

6. No deceptive design. Companies must be prohibited from presenting people with 

user interfaces (sometimes called “dark patterns”) that have the intent or 
substantial effect of impairing autonomy and choice. This protection is also 

necessary to ensure that consent is genuine.64 

 

7. No online behavioral ads. Companies must be prohibited from targeting ads to a 

person based on their online behavior. These ads are especially dangerous, 
because they incentivize all businesses to harvest as much consumer data as 

possible, either to use it to target ads or to sell it to someone who will.65 

 

  

 
(Mar 2022), https://www.eff.org/deeplinks/2022/03/stop-invasive-remote-proctoring-pass-californias-

student-test-taker-privacy. 
62 Hayley Tsukayama, Maryland Bill Offers Strong Privacy Protections Against Biometric Data 
Collection, EFF Deeplinks (Feb 2022), https://www.eff.org/deeplinks/2022/02/maryland-steps-strong-

biometric-privacy-bill; Adam Schwartz, Sen. Merkley Leads on Biometric Privacy, EFF Deeplinks 

(Aug 2020), https://www.eff.org/deeplinks/2020/08/sen-merkley-leads-biometric-privacy.  
63 Hayley Tsukayama, Why Getting Paid for Your Data Is a Bad Deal, EFF Deeplinks (Oct 2020), 

https://www.eff.org/deeplinks/2020/10/why-getting-paid-your-data-bad-deal; Adam Schwartz, The 
Payoff From California’s “Data Dividend” Must Be Stronger Privacy Laws, EFF Deeplinks (Feb 

2019), https://www.eff.org/deeplinks/2019/02/payoff-californias-data-dividend-must-be-stronger-

privacy-laws. 
64 Alexis Hancock, Designing Welcome Mats to Invite User Privacy, EFF Deeplinks (Feb 2019), 

https://www.eff.org/deeplinks/2019/02/designing-welcome-mats-invite-user-privacy-0; Alexis 

Hancock, Additional Regulations Approved for the California Consumer Privacy Act, EFF Deeplinks 

(Mar 2021), https://www.eff.org/deeplinks/2021/03/additional-recgulations-approved-california-

consumer-privacy-act; Shirin Mori, Help Bring Dark Patterns To Light, EFF Deeplinks (May 2021), 

https://www.eff.org/deeplinks/2021/05/help-bring-dark-patterns-light. 
65 Bennett Cyphers and Adam Schwartz, Ban Online Behavioral Advertising, EFF Deeplinks (Mar 
2022), https://www.eff.org/deeplinks/2022/03/ban-online-behavioral-advertising; Gennie Gebhart, A 

Promising New GDPR Ruling Against Targeted Ads, EFF Deeplinks (Dec 2022), 

https://www.eff.org/deeplinks/2022/12/promising-new-gdpr-ruling-against-targeted-ads. 

https://www.eff.org/deeplinks/2022/03/stop-invasive-remote-proctoring-pass-californias-student-test-taker-privacy
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https://www.eff.org/deeplinks/2019/02/designing-welcome-mats-invite-user-privacy-0
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Conclusion 

 
Corporate data surveillance causes myriad civil rights harms. Strong data privacy laws 

must be part of the solution. NTIA has an important role to play in identifying the 

discriminatory harms and the best solutions. Thank you for the opportunity to provide 

comment. 

 
Dated: March 6, 2023 
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