
Observing 
Police 
Surveillance 
at Protests
November 4, 2020



On police officers’ bodies

On vehicles and roadways

In the air

In the environment

Police 
surveillance 
tech is



On police officers’ bodies

Where to look
for police tech

On vehicles and roadways

In the air

In the environment



Learn whether local law enforcement uses 
body-worn cameras and the potential 
brand at atlasofsurveillance.org/search. 

APPEARANCE: Varies by model.

DATA COLLECTED:
Surveillance of police brutality; 
Surveillance of protesters.

FUNCTION: 
Video cameras attached to uniforms. Each 
model functions differently.

HOW USED BY THE POLICE:
Varies by jurisdiction.
Some locations (e.g. Seattle) have a ban on 
police using BWCs at protests. 

Body-Worn Cameras 

https://atlasofsurveillance.org/search


"The rally lasted a few hours, with protesters marching through 
downtown holding signs and chanting. Police walked alongside, 
keeping roadways clear for traffic. Everybody went home. There 
were no arrests until three weeks after the event, when police 
brought in Benally and about 10 others on charges of 
obstructing the public thoroughfare based on footage from 
body cams. Benally says police actions against his group are not 
about public safety but politically motivated."

 Source: https://www.npr.org/2020/07/06/887540612/police-body-cam-footage-is-being-used-for-surveillance-activists-say



Where to look

HEAD-MOUNTED CAMERA

SHOULDER-MOUNTED CAMERA

CHEST-MOUNTED CAMERA

SEMI-OBSCURED CAMERA

SMARTPHONE-BASED CAMERA
CHEST-
MOUNTED
BODYCAMS
ARE
COMMON



CHEST-MOUNTED CAMERA

Chest-mounted cameras are among 
the most common body-worn 
cameras.

Known types:

●   Axon   
●   Wolfcom 
●   WatchGuard

Usually mounted:

● Front of an officer’s uniform
● On officer’s protective vest
● On officer's chest pocket.



SHOULDER-MOUNTED CAMERA

Usually mounted:
● Shoulder
● Sometimes on shoulder epaulet

Some cases: 
Pencil-like camera that can
be mounted on a shoulder
epaulet ( Axon  model)

Dome camera on officer’s left shoulder, 
camera captures all directions 
( Blue Line Innovations ’ Warrior 360)

Source: Blue Line Innovations marketing materials, International 
Association of Chiefs of Police Conference 2019 



SMARTPHONE-BASED CAMERA

Known types:

● Android cellphone with 
 Visual Labs technology

Usually mounted:

● In a pocket
● Clipped to a uniform

Source: Fridley Police Department



HEAD-MOUNTED CAMERA

Usually mounted:

● Special glasses
● Hats
● Helmets

Some cases: 
Lens may be built into the eyewear 
itself

https://www.axon.com/products/axon-flex-2


APPEARANCE: Handheld scanner; Can be 
a distinct device, or a phone/tablet using 
an app. Can look like police taking a photo.

DATA COLLECTED:
Biometric data (e.g. fingerprints, faces, 
irises, tattoos).

FUNCTION: 
Compares data against existing biometric 
databases to identify people.

HOW USED BY THE POLICE:
Often used during detention, arrests, and 
checkpoints. It may be helpful to 
document incidents when police use cell 
phones to take photos.

Mobile Biometric Devices

COP SCANNING 
FINGERPRINT 

COP SCANNING 
SOMEONE’S FACE



MOBILE FACIAL RECOGNITION

How to spot it in use:
● As innocuous as a cell phone 

(inside the officer may have a 
face recognition app)

● The posture the officer assumes 
when taking the photo 
(eye-level, steady, etc) 

Above image source: FaceFirst
Right image source: ARJIS



NOTE: Some devices 
are capable of different 
forms of biometric 
collection, such as 
fingerprints, and image 
recognition for faces, 
tattoos, and irises. 

Multi-Modal Biometric Devices

Known technology:
●  Dataworks Plus  Evolution (right), 

for example, can do fingerprinting 
and face recognition.
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APPEARANCE: Camera pointed toward 
roads and traffic. Can be on trailers, 
surveillance towers, police vehicles, poles.

DATA COLLECTED:
Vehicle surveillance: License plates, make, 
color, bumper sticker text.

FUNCTION: ALPR data is uploaded to a 
central server that police can search. Police 
can also add vehicles to a watch list and 
receive alerts when a camera spots a vehicle.

HOW USED BY THE POLICE:
ALPR are often placed at fixed locations, 
such as streetlights and toll crossings, 
however mobile and semi-mobile ALPRs are 
more common with public gatherings. 

Automated License Plate Readers (ALPRs)
Source: Mike Katz-Lacabe, CC-BY



 Source: https://forward.com/news/national/451568/two-months-after-black-lives-matter-march-police-confiscate-cars-of/



How to spot it in use:
● Often at entry and exit points for 

neighborhoods where protests are 
likely to occur

● Can look like a speed trailer

ALPR Trailers

Credit: Mike Katz-Lacabe (CC-BY)



How to spot it in use:
● Mounted to the tops of cop cars
● Mounted on trunks of cop cars
● Mounted on hoods of cop cars

WATCH FOR:
Police vehicles that slowly drive up and 
down each block, a practice known as 
"gridding." 

Patrol-Mounted ALPR

Credit: Mike Katz-Lacabe (CC-BY)



How to spot it in use:
● Look at traffic lights and lamp 

posts, especially at intersections.
● These cameras look similar to 

conventional surveillance 
cameras (and often are).
 

Source: Mike Katz-Lacabe (Left, Middle Images) CC-BY; 
Source: Rancho Palos Verdes (Right)

Fixed ALPR
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APPEARANCE: Varies. Pay attention to 
what it looks like, and what how the 
tower/expandable portions look.

FUNCTION: Portable technologies that are 
brought by trailers and vehicles to protest 
locations. Can include cameras with 
varying capabilities, such as ALPR.

HOW USED BY THE POLICE:
Used to surveil protesters. On the right,
Santa Fe Police Department surveillance 
trailer surveils protesters removing an 
offensive historical monument using a 
Mobile Surveillance Trailer. 

Mobile Surveillance Trailers, Towers and Vehicles

Source: Anonymous, CC-BY.



Types of Mobile Surveillance

2. SURVEILLANCE 
TRAILER / UNIT
● Extendable poles 

that include multiple 
surveillance cameras 
and broadcast the 
footage to remote 
viewers.

1. SURVEILLANCE WATCHTOWER: 
● Personnel control cameras from 

a watch tower, or remotely.
● Doesn’t have to have a person 

inside (could be controlled 
remotely)

Left image: Albany Police Department
Middle and right image: Dave Maass, CC-BY



What to know: 
●  FLIR  is the name of the company 

that sells this technology and related 
cameras. It stands for 
"Forward-looking Infrared" — but it’s 
unlikely that you’ll hear this term 
used.

How to spot it in use:
● Unusual-looking camera outfitted to 

trucks and other vehicles

WATCH FOR:
● FLIR cameras attached to 

foldable/retractable towers, like in the 
example on the left

Thermal Imaging Truck

Source: FLIR

IT CAN ALSO 
LOOK LIKE THIS



APPEARANCE: Massive vehicle.

FUNCTION: Some vehicles are 
equipped with digital 
extraction technology for 
retrieving data from cellphones 
and other devices.

HOW IT’S USED BY THE 
POLICE:
Some police departments have 
mobile offices from which they 
view and control surveillance 
cameras and coordinate other 
police activities, as a sort of 
mobile command center. 

Command Vehicles/Cyber Response Vehicles

Source: Fremont Police Department



Due to assaults on members of the press 
and theft of equipment, many news 
organizations are now using unmarked 
news vehicles. 

These are generally vans with large 
antennae or satellite dishes on top. 

Do not assume these vehicles belong to 
law enforcement. 

Additionally, there is a misconception 
that unmarked vehicles with antennae 
are “stingrays”.

Common Misconceptions: Unmarked Vehicles



FUNCTION: These are police technologies 
used to surveil people's phones. 

APPEARANCE:
They are generally not visible to an 
observer, because they are often kept 
inside police vehicles or aircraft. 

SHOULD I LOOK FOR IT?
It is possible they are being used, but you 
should not become preoccupied for 
looking for this technology.  It requires 
special equipment to locate a cell-site 
signal. 
 

What About Stingrays, IMSI Catchers, Cell-Site Simulators?

Little documentation 
has surfaced that 
these technologies 
have been used in 
U.S. domestic 
protests.
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APPEARANCE: Planes, helicopters, drones.

FUNCTION: Surveil protests from above.
May also use these aerial vehicles to 
communicate with crowds.

HOW USED BY THE POLICE:
May be equipped with high-definition 
cameras capable of either extreme 
wide-angle or extreme zoom videography. 
Also often equipped with thermal imaging.
 
This is a less common occurrence: aircraft 
may include ALPR, face recognition, video 
analytics, and cell-site simulators. These 
technologies would not be visible to 
observers.

Aerial Surveillance



"Two months prior, a DPS drone camera captured a Black 
teenager throwing an item, “possibly a water bottle,” toward 
state police just outside the Capitol grounds as tension rose 
among the swell of protesters, according to Teal’s arrest 
affidavit. The footage captured multiple objects being thrown 
from the crowd, but this suspected bottle hit a DPS sergeant’s 
head, cutting him….After DPS published screen grabs of the 
teen and offered up to $1,000 in cash reward, an anonymous 
tipster pegged Teal as the suspect, which was corroborated by 
department analysts, the affidavit said."

 Source: https://www.texastribune.org/2020/08/21/texas-dps-police-brutality-protesters/



OF NOTE:
Some police departments use fixed-wing 
aircraft or contract out surveillance to third 
parties. 
One such private contractor is 
 "Persistent Surveillance Systems"  which 
uses a small Cessna to gather images. 

The example (right) is not a surveillance 
plane, but is representative of the 
Persistent Surveillance Systems' Cessna.

LOOK FOR:
● Aircraft that circle protests

Fixed-Wing Aircraft

Source: Haafie1 (CC-BY, SA)
This is a Soloy turbine-conversion Cessna 207-A standing at Hoogeveen airport.



OF NOTE:
Many mid-to-large size police departments 
operate either a helicopter, or sometimes a 
fleet of helicopters. 

LOOK FOR:
● The "Tail Number": should be visible 

in large print on the exterior.
● Camera and thermal imaging devices 

(example:  FLIR , shown on right): 
may be visible on the underside.

● In the door/window: Police officers 
may be capturing surveillance.

● Spotlights and speakers for 
communicating with crowds.

Helicopters Photo by Mike Katz-Lacabe CC BY
Source: Mike Katz-Lacabe (CC-BY)



How to spot it in use:
● Look and listen for drones above.
● Sometimes marked “police”, but 

markings may not be visible from 
the ground.

● Look out for pilots operating the 
drone close by.

Source: Drone Aviation (Left), 
Dublin Police Department (Right)

Drones (aka “unmanned aerial vehicles” or “unmanned aerial systems”)

"Quadrotors" are the 
most common type 
of drone. They are 
characterized by four 
rotors (circular 
propellers). 

Drones may also be 
tethered to batteries 
or police cars to stay 
in the air longer.

https://www.globenewswire.com/news-release/2018/06/01/1515475/0/en/Drone-Aviation-to-Livestream-Technology-Demonstration-for-Federal-and-New-York-State-Law-Enforcement-Agencies-in-Partnership-with-B-H-Photo.html


Identifying drone pilots:

● Look for officers holding remote 
controls with antennae and video 
screens.

● They are on the ground, and 
generally must be in line of site of 
the drone.   

● Sometimes if you don't see the 
drone, you can locate it by 
watching the drone pilots. 

● Look for markings on uniforms, 
vehicles, or equipment cases that 
include "UAV" "UAS" or "Aviation."

Source: Dublin Police Department (Above), Tulare County Sheriff (Left), 
Milam County Sheriff (Right)

Drone (or “UAV” or “UAS” or “Aviation”) Pilot Teams

https://tularecounty.ca.gov/sheriff/index.cfm/slideshow/sheriffs-unmanned-aerial-vehicle-unit/
https://www.milamcountysherifftx.org/special-services-unit


Some state law enforcement agencies 
deploy high-altitude aircraft that are not 
visible to the naked eye. 

Examples:
● Texas Department of Public Safety's 

spy planes
● Customs and Border Protection's 

Reaper-class drones (Right)

Stealthy Aerial Surveillance

Source: Customs & Border Protection



IMPORTANT NOTE: 

Journalists and activists often fly drones 
over protests.

News helicopters are more common than 
police helicopters. 

Document aircraft that you observe, but 
do not classify the aircraft as law 
enforcement unless you visually 
confirm:
● the markings on the aircraft, or
● the pilots on the ground. 

Common Misconceptions: Drones and Aircraft

Credit: Tony Webster CC BY-SA



While more common in the battlefield, 
some law enforcement have acquired 
"Dronekiller" technology.

FUNCTION: 
Locate, identify, and neutralize drones 
operated by private individuals. 

HOW IT WORKS: 
Uses radio signals.

Dronekiller Technology
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Depending on the neighborhood, it can be 
overwhelming to document every camera.
Many cities are:
● installing networked surveillance 

cameras
● partnering with businesses to build 

camera networks

APPEARANCE: Varies. 

DATA COLLECTED: High definition video, 
thermal imaging, object and pattern analysis.

FUNCTION: Can be held by citizens privately, 
owned by businesses, or connected to law 
enforcement.

HOW USED BY THE POLICE:
Varies.

Camera Networks



Common Cameras

Bullet Camera 

Captures 
footage 
directionally

Dome Camera 

Obscures direction of 
the camera and the 
number of lenses. 

Pan-Tilt-Zoom Camera

Can be remotely controlled, 
and allow the operator to pan 
(move left or right), tilt up and 
or down, or zoom closer or 
farther away in order to follow 
people as they move.Brand: Avigilon Camera

Come in a variety of sizes 
but are networked and 
connected to AI video 
analytics software. Upper left and right : Mike Katz-Lacabe, 

CC-BY

ALPR Camera
Pointed at roads and traffic. 



Some police departments have installed 
surveillance sensors throughout the city.

These Police Observation Devices include 
multiple cameras, and potentially other 
technologies such as gunshot detection. 

Look for:
● How these sensors are labeled—they 

are generally clearly marked as 
belonging to a particular police 
department.

Police Observation Device

Source: City of Sacramento



As part of "Smart City" initiatives, some 
cities have installed sensors on street 
lights.

They include video cameras and other 
technologies such as gunshot detection. 

San Diego Police, for example, have used 
footage from these smart streetlights to 
review footage of protests. 

Smart Street Lights

Source: City of San Diego



 Source: https://www.voiceofsandiego.org/topics/government/police-used-smart-streetlight-footage-to-investigate-protesters/

“In late May and early June, San Diego experienced a series of 
protests over the unequal and unjust treatment of Black 
Americans that were at times tense and violent and that led to 
arrests. Over a five-day period, investigators accessed the city’s 
network of streetlight cameras at least 35 times in search of 
evidence for criminal cases.”



Resources 



ATLAS OF SURVEILLANCE: A DATABASE OF 6,000 SURVEILLANCE TECHNOLOGIES USED 
BY POLICE 
atlasofsurveillance.org - Search by city, county, state, or agency - 

SPOT THE SURVEILLANCE: A GAME FOR SPOTTING SURVEILLANCE TECHNOLOGIES
Desktop & VR - eff.org/spotdesk or eff.org/spot-vr

STREET-LEVEL SURVEILLANCE HUB: REPORTS AND BLOGS POSTS ON POLICE 
SURVEILLANCE 
eff.org/sls

SURVEILLANCE-SELF DEFENSE GUIDE: DIGITAL SECURITY PREPAREDNESS FOR A 
PROTEST:
Ssd.eff.org - Look for the “Attending a Protest” guide

Helpful Resources


