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1 Dr. Carlton B. Goodlett Place
City Hall, Room 244
San Francisco, CA 94102-4689
Re: Accountability for SFPD’s illegal surveillance of Black Lives Matter protests
Dear Members of the Board of Supervisors,
We write to strongly condemn the San Francisco Police Department’s (“SFPD”) illegal
surveillance of demonstrations to protest the police killings of George Floyd, Breonna Taylor,
Tony McDade, and many other Black people across the nation. SFPD’s use of a private network
of surveillance cameras to spy on Black-led protests against police violence and racism invaded
the privacy of protesters, chills and deters further free speech, and disparately impacts people of
color. SFPD has also violated the City’s Surveillance Technology Ordinance and this Board’s
authority and control over surveillance decisions in our City. We ask that the San Francisco
Board of Supervisors publicly rebuke this unlawful spying on activity squarely protected by the
First Amendment and the California Constitution, and take immediate action to prevent further
harm to our community.
Last June, the San Francisco Board of Supervisors passed a historic ordinance that banned the
use of facial recognition technology, and brought much needed democratic control over the
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acquisition and use of other kinds of surveillance technology by city departments such as SFPD.
That ordinance requires that any city department obtain the Board’s approval prior to acquiring,
using, or borrowing surveillance technologies ranging from video cameras to drones.1 The
ordinance was supported by San Francisco residents and the undersigned dynamic coalition of
privacy, civil rights, and racial justice organizations who recognized that surveillance technology
poses a threat to the safety, civil rights, and civil liberties of San Franciscans. The particular risk
that law enforcement could exploit surveillance technology to spy on people exercising their
First Amendment rights to free speech and assembly was a primary motivation in ensuring this
critical law was passed. Just one year later, SFPD’s actions in response to ongoing
demonstrations against police violence illustrate and underscore just how acute that risk was and
continues to be.
On May 31, SFPD requested and received real-time use of a massive network of private
surveillance cameras owned and operated by the Union Square Business Improvement District
(“BID”) for a 48-hour period to monitor for “situational awareness and enhanced response”
related to mass protests following the police murder of George Floyd.2 On June 2, SFPD’s realtime exploitation of the BID cameras was extended through the following weekend, ending on
June 7.3 SFPD officers also requested and received a “data dump” (in the BID’s words) of
footage from all cameras in the Union Square BID’s camera network for a twelve-hour period.
Because SFPD did not have authorization from the San Francisco Board of Supervisors to use
this surveillance system, as is required by the City’s Surveillance Technology Ordinance,
SFPD’s surveillance was illegal. Notably, these violations took place during the height of
ongoing demonstrations for racial justice, with crowds of more than 10,000 people marching
through the streets of San Francisco several days that week.4
SFPD’s unlawful spying on Black Lives Matter protests is an affront to our City’s stated
commitment to civil rights and equity. Our history is filled with police forces improperly
surveilling and targeting Black activists who fight for racial justice.5 In recent years, advances in
technology have made surveillance of Black activists even more pervasive, with police agencies
deploying social-media monitoring, facial recognition, and location information, among other
techniques, to identify and track activists and protests as the Black Lives Matter movement has
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built momentum.6 Those who speak truth to power have just cause to fear retaliation. Many
protesters remember the police murder of Fred Hampton during the COINTELPRO era, and
countless anonymous threats made against protest organizers and supporters to this day. When
police deploy surveillance technology against protesters, it aggravates anxieties about the
possible consequences of protesting, which can chill and deter the exercise of First Amendment
rights. This underscores the need to take all possible measures to avoid identifying and tracking
people as they do the necessary work of fighting for a more equitable society.

For these reasons, we call on the Board take all of the following steps:
● Request that SFPD testify at a special hearing of the Board of Supervisors and answer
questions about its illegal surveillance of demonstrations taking place in our City;
● Amend the Surveillance Technology Ordinance to prohibit city departments from
obtaining real-time use of private camera networks, or “data dumps” of footage from
such networks; and
● Request that the Office of the Controller, pursuant to its statutory obligation under the
Surveillance Technology Ordinance, address this SFPD violation of the ordinance in its
annual audit of compliance with the Ordinance by City departments.7
As the protests continue, it is critical that the Board act decisively to defend San Franciscans’
democratic rights.
We look forward to this Board enforcing and expanding the City’s Surveillance Technology
Ordinance. Please let us know if you have any questions.
CC: Office of the San Francisco Controller, Mayor London Breed, Police Chief William Scott

Signed,
ACLU of Northern California
Anti Police-Terror Project
Asian Americans Advancing Justice-Asian Law Caucus
Black Movement Law Project
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Coalition on Homelessness
Color of Change
Council on American-Islamic Relations, San Francisco Bay Area
Defund SFPD Now
Electronic Frontier Foundation
Greenlining Institute
Indivisible SF
Media Alliance
National Lawyers Guild San Francisco Chapter
Oakland Privacy
San Francisco Latino Democratic Club
San Francisco Public Defender Racial Justice Committee
Secure Justice
SURJ San Francisco
Tenth Amendment Center
Wealth and Disparities in the Black Community
Western Regional Advocacy Project
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