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August 23, 2019 
 
The Honorable Toni Atkins 
Senate President Pro Tempore 
State Capitol Building 
Room 205 
Sacramento, CA 95814 
 
The Honorable Anthony Rendon 
Speaker of House 
Capitol Office, Room 219  
Sacramento, CA 94249 
 
 
Re: Legislation is Needed to Set Clear Limits on Local Authorities’ Access to 

Individual Trip Data 
 
Dear Mr. Rendon and Ms. Atkins: 
 
I write on behalf of the Electronic Frontier Foundation (EFF) to highlight the need for 
legislation protecting individual trip data—data pertaining to individual trips or rides 
taken via transportation network companies (TNCs), shared mobility devices (such as 
scooters, electronic bicycles, or on-demand shared vehicles), or other new forms of 
transportation. EFF is a San Francisco-based non-profit organization that works to protect 
privacy and civil liberties in the digital age. EFF represents approximately 40,000 active 
donors and members, including thousands of supporters in California.  
 
Local and regional planning agencies in jurisdictions across the United States are 
increasingly demanding access to data about new mobility services and devices in order 
to better plan for the future and ensure that city streets work for everyone. EFF agrees 
that planning agencies should be able to collect some data in order to ensure that new 
transportation devices are deployed safely, efficiently, equitably, and sustainably. But 
planning agencies should not need to collect sensitive, personally identifiable information 
about riders in order to do so. 
 
Individual trip data is sensitive location data that pertains to movements of real 
individuals, and it should be off-limits for city or regional planning purposes. Instead, 
local authorities can and should be using aggregated and deidentified trip data to achieve 
their planning goals without sacrificing the privacy of Californians.  
 
Unfortunately, not all local authorities have shown a willingness to balance their planning 
goals with the privacy interests of their residents, even when doing so violates the 
California Constitution and the California Electronic Communications Privacy Act 
(CalECPA). Clear limits from the Legislature are needed to protect the privacy of 
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Californians and rein in efforts by local authorities to obtain access to sensitive individual 
trip data.  
 

I. Individual Trip Information is Sensitive Data that Pertains to the 
Movements of Real Individuals.  

 
Individual trip data typically includes time-stamped start and end points as well as 
granular route information. This data can be deeply revealing. As the United States 
Supreme Court recognized in Carpenter v. United States, time-stamped location data 
“provides an intimate window into a person’s life, revealing not only his particular 
movements, but through them his ‘familial, political, professional, religious, and sexual 
associations.’”1 As the Court explained, “location records hold for many Americans the 
privacies of life.”2 For example, time-stamped geolocation data can reveal trips to 
Planned Parenthood, specific places of prayer, and gay-friendly neighborhoods or bars. 
Patterns in the data can reveal social relationships, and potentially even extramarital 
affairs, as well as personal habits, such as when people typically leave for work, go to the 
gym, or run errands, how often they go out on evenings and weekends, and where they 
like to go.  
 
Even with names stripped out, location information is notoriously easy to re-identify,3 
particularly for habitual trips. This is especially true when location information is 
aggregated over time. As one 2013 study on human mobility data concluded, “human 
mobility traces are highly unique.”4 Researchers found that only “four spatio-temporal 
points [were] enough to uniquely identify 95% of the [1.5 million] individuals” in the 
study.5  
 
In another example, when a data scientist released a database of every cab ride taken in 
New York City in 2013—containing records on 173 million trips, including pickup and 
drop-off locations and times, as well as putatively anonymized hack license numbers and 
medallion numbers and other metadata—one researcher was able to de-anonymize the 
                                                
1 Carpenter v. United States, 138 S. Ct. 2206, 2217 (2018) (quoting United States v. 
Jones, 132 S.Ct. 945, 955 (2012) (Sotomayor, J., concurring)). 
2 Id. at 2217 (2018) (internal quotations and citations omitted).  
3 See CDT, Comments to LADOT on Privacy & Security Concerns for Data Sharing for 
Dockless Mobility (Nov. 29, 2018), https://cdt.org/insight/comments-to-ladot-on-privacy-
security-concerns-for-data-sharing-for-dockless-mobility/.  
4 See Yves-Alexandre de Montjoye et al., Unique in the Crowd: The privacy bounds of 
human mobility, Scientific Reports 3, Article Number 1376 (Mar. 23, 2013), available at 
http://www.nature.com/articles/srep01376.  
5 See id. The study relied on 15 months of human mobility data for 1.5 million 
individuals, where the location of each individual had been specified hourly.  
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entire set (thus re-identifying the hack license numbers and medallion numbers for each 
trip) with relative ease.6 Another researcher then used the data—in combination with 
other readily available data tying particular individuals to particular locations—to 
identify individual riders, where they went, and their personal habits or routines.7  
 
As the California Legislature determined last year in enacting the California Consumer 
Privacy Act (CCPA), any information that can be reasonably linked, directly or 
indirectly, with a particular consumer should be considered “personal information.”8 The 
Legislature explicitly listed geolocation information as one such category of 
information.9  
 
Given the sensitive nature of individual trip data, this data should be off-limits for city or 
regional planning purposes. Local authorities and planning agencies should be required to 
use aggregated and deidentified trip data—such as data relating to groups of trips taken 
within an hour between census blocks. Aggregated and deidentified data can provide 
important insights into how Californians are using TNCs and shared mobility devices for 
their transportation needs. Limiting local authorities to such data strikes the appropriate 
balance between protecting individual privacy and ensures that local authorities have the 
information they need to regulate our public streets so that they work for all Californians. 
 
Importantly, limiting local authorities to aggregated and deidentified trip data will not 
restrict access to data regarding individual mobility devices when those devices are not 
“on trip,” and thus not tied to the movements of any particular individual. A limitation on 
the use of individual trip data, for example, will not get in the way of cities’ efforts to 
monitor and enforce equitable distribution requirements for scooters or electronic bikes. 

                                                
6 The researchers were able to re-identify the hack license number and medallion 
numbers, because New York had used an insufficient hashing algorithm to anonymize the 
data. Vijay Pandurangan, On Taxis and Rainbows, Lessons from NYC’s improperly 
anonymized taxi logs, Medium (June 21, 2014), https://tech.vijayp.ca/of-taxis-and-
rainbows-f6bc289679a1.  
7 Anthony Tockar, Riding with the Stars: Passenger Privacy in the NYC Taxicab Dataset 
(Sep. 15, 2014), https://research.neustar.biz/2014/09/15/riding-with-the-stars-passenger-
privacy-in-the-nyc-taxicab-dataset/; see also J.K. Trotter, Public NYC Taxicab Database 
Lets You See How Celebrities Tip, Gawker (Oct. 24, 2014), https://gawker.com/the-
public-nyc-taxicab-database-that-accidentally-track-1646724546.  
8 See Cal. Civ. Code § 1798.140(o)(1) (“‘Personal information’ means information that 
identifies, relates to, describes, is capable of being associated with, or could reasonably 
be linked, directly or indirectly, with a particular consumer or household. Personal 
information includes, but is not limited to, the following: . . . (G) Geolocation data.”) 
(effective Jan. 1, 2020).  
9 Id.  
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II. Efforts to Collect Data First—and Think About What to Do With it 

Later—Violate the Letter and Spirit of the California Constitution.  
 
When it comes to the data privacy, the biggest mistake local jurisdictions could make 
would be to collect data first and think about what to do with it later—after consumers’ 
privacy has been put at risk. That, however, is what is currently happening in 
jurisdictions across the United States, including in California.  
 
In California, these efforts violate the right to privacy afforded by Article I, Section 1 of 
the California Constitution, which explicitly lists privacy as an inalienable right of all 
people.10 As the California Supreme Court has recognized, “[i]nformational privacy is the 
core value furthered by” the explicit inclusion of the right to privacy in the state 
constitution.11 The Court has further explained that “the moving force” behind 
California’s constitutional right to privacy was concern over “the accelerating 
encroachment on personal freedom and security caused by increased surveillance and 
data collection activity in contemporary society[.]”12 Inclusion of the right to privacy 
recognizes that “[t]he proliferation of government . . . records over which we have no 
control limits our ability to control our personal lives.”13 And pursuant to the right to 
privacy, any incursion into individual privacy “must be justified by a compelling 
interest.”14  
 
The right of privacy not only “‘prevents government and business interests from 
collecting and stockpiling unnecessary information about us[,]’” but also “‘from misusing 
information gathered for one purpose in order to serve other purposes[.]’”15 Indeed, such 

                                                
10 Cal. Const., art. I, § 1 (“All people are by nature free and independent and have 
inalienable rights. Among these are enjoying and defending life and liberty, acquiring, 
possessing, and protecting property, and pursuing and obtaining safety, happiness, and 
privacy.”) (emphasis added); see also Civ. Code § 1798.1 (“The Legislature declares that 
the right to privacy is a personal and fundamental right protected by Section 1 of Article I 
of the Constitution of California and by the United States Constitution and that all 
individuals have a right of privacy in information pertaining to them.”).  
11 Hill v. National Collegiate Athletic Assn., 7 Cal. 4th 1, 35 (1994); see also Los Angeles 
Gay & Lesbian Ctr. v. Superior Court, 194 Cal. App. 4th 288, 307 (2011) (citation and 
internal quotations omitted) (“[T]he privacy right protects the individual’s reasonable 
expectation of privacy against a serious invasion.”).  
12 White v. Davis, 13 Cal. 3d 757, 774 (1975). 
13 Id. at 775. 
14 White, 13 Cal. 3d at 775. 
15 Hill, 7 Cal. 4th at 17 (citation omitted, emphasis added). 
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“improper use of information properly obtained for a specific purpose, for example, the 
use of it for another purpose or the disclosure of it to some third party[]” is among the 
“principal ‘mischiefs’” targeted by the right.16  
 
Legislation limiting local authorities to aggregated and deidentified trip data will help 
ensure compliance with the letter and spirit of Article I, Section 1 of the California 
Constitution.  
 

III. Efforts to Require Individual Trip Data as a Condition of Receiving a 
Permit to Operate Shared Mobility Devices Violate CalECPA.  

 
Multiple California cities are also currently operating programs related to shared mobility 
devices that are in blatant violation of CalECPA. These programs require that providers 
of shared mobility devices, as a condition of receiving a permit to operate, turn over data 
relating to individual trips.  
 
CalECPA, however, provides that “a government entity shall not . . . [c]ompel the 
production of or access to electronic device information from any person or entity other 
than the authorized possessor of the device” except in specific circumstances—such as 
when the government entity has a warrant or a wiretap order or, in cases where the 
information is not sought in connection with a criminal offense, a subpoena issued 
pursuant to existing state law, so long as access to the information via a subpoena is not 
otherwise prohibited by law.17  
 
First, as is clear from the plain language of the statute, this provision is not limited to law 
enforcement. On its face, it applies to any government entity, defined to include any 
“department or agency of the state or a political subdivision thereof[.]”18  
 
Second, this provision of CalECPA covers both (a) electronic bikes and scooters—which 
are “electronic devices,” i.e., “device[s] that store[], generate[], or transmit[] information 
in electronic form”19—and (b) the geolocation information they generate—which 

                                                
16 White, 13 Cal. 3d at 775. 
17 Cal. Pen. Code § 1546.1(a), (b) (emphasis added).  
18 Cal. Pen. Code § 1546(i).  
19 Cal. Pen. Code § 1546(f).  
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constitutes both “electronic device information”20 or “electronic information”21 under the 
statute. CalECPA thus applies when any government agency—including a city 
transportation planning agency—attempts to obtain raw, individual trip data about a 
shared bike or scooter from anyone other than the rider (i.e., the authorized possessor).22  
 
On August 1, 2019, the California Legislative Counsel issued an opinion letter 
confirming the CalECPA applies to geolocation data pertaining to shared mobility 
devices. (Attached hereto as Attachment A). The letter—issued in response to an inquiry 
from Assemblywoman Jacqui Irwin regarding whether CalECPA restricts a city or 
county department from requiring a business that rents shared mobility devices to the 
public to provide access to real-time location data as a condition of obtaining an 
operating permit—makes four key findings:  
 

• First, both cities and counties constitute political subdivisions of the state for 
purposes of CalECPA and are thus “government entities” covered by statute.23  

 
• Second, “information regarding the current and prior locations of a dockless 

shared mobility device” is electronic device information.24  
 

• Third, dockless mobility providers are persons or entities other than the 
authorized possessors of the devices (i.e., the riders who temporarily rent the 
devices).25  

 
• Fourth, requiring access to geolocation information as a condition of receiving a 

permit constitutes compelling the production of or access to electronic device 
information, consistent with the California Legislature’s intent in enacting 

                                                
20 “‘Electronic device information’ means any information stored on or generated through 
the operation of an electronic device, including the current and prior locations of the 
device.” Cal. Pen. Code § 1546(g).  
21 “‘Electronic information’ means electronic communication information or electronic 
device information.” Cal. Pen. Code § 1546(h).  
22 “‘Authorized possessor’ means the possessor of an electronic device when that person 
is the owner of the device or has been authorized to possess the device by the owner of 
the device.” Cal. Pen. Code § 1546(b) (emphasis added).  
23 See Attachment A, pp. 2–3.  
24 See Attachment A, p. 5.  
25 See Attachment A, p. 5.  
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CalECPA of strengthening and expanding existing Fourth Amendment 
protections and creating a “clear, uniform warrant rule.”26 

 
Legislation limiting local authorities to aggregated and deidentified trip data for city and 
regional planning purposes will help avoid further conflicts with not only CalECPA, but 
also the U.S. Supreme Court’s recent holding in Carpenter v. United States, which 
requires a warrant before the government can gain access to historical location data. See 
Carpenter, 138 S. Ct. at 2221 (“the Government must generally obtain a warrant 
supported by probable cause before acquiring” location records).  
 

— — — 
 
Local authorities should have the right to regulate the use of TNCs and shared mobility 
devices. However, those efforts should not undermine California riders’ right to privacy. 
EFF supports legislative efforts that strike the right balance between the need to protect 
individual privacy and the need for local authorities to obtain the data they need for 
planning purposes—by limiting local authorities to aggregated and deidentified trip data.  
 

Respectfully Submitted, 

 
Jamie Williams 
Staff Attorney 
Electronic Frontier Foundation 
(415) 436-9333 x164 
jamie@eff.org 

 
 
CC:  Honorable Members of the California Legislature; Governor’s Office of California  

                                                
26 See Attachment A, pp. 6–7.  
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