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March 2, 2020
New York City Council
250 Broadway
New York, NY 10007

Re:  Face Surveillance in New York City

Honorable Members of The New York City Council:

We write to you on behalf of thirteen civil society organizations,' and more importantly, the over two hundred
New Yorkers who have signed the accompanying petition calling for an end to government use of face
surveillance in New York City.

For too long, surveillance technologies have been tested on New Yorkers and deployed secretly without notice
to the public. Many of these snooping devices invade our privacy, deter our free speech, and disparately burden
minority and immigrant communities.

We commend the over thirty City Council members that have stepped forward as cosponsors of the long
overdue and critically important POST Act. Transparency, relative to the prevailing practice of secret
procurement and unaccountable use, would empower New Yorkers with the information and opportunity to
become active participants in the preservation of essential rights and civil liberties.

As we push forward with this critically important legislation, returning a voice to the people of New York, we
must not avert our eyes from existing threats posed by surveillance technology to the privacy, security, and civil
liberties of the people of New York. Debate and the potential for new privacy protections on the state or federal
level must not be seen as a pass to enacting new privacy protections at the city level for the people of New York
City.

Government use of face recognition technology poses a profound threat to personal privacy, political and
religious expression, and the fundamental freedom to go about our lives without having our movements and

! These are Black Movement Law Project, the New York Chapter of the Council on American Islamic Relations
(CAIR-NY), Desi's Rising Up and Moving (DRUM), the Electronic Frontier Foundation (EFF), Fight for the
Future, The Legal Aid Society, May First Movement Collective, Media Justice, Rethink LinkNYC, Open
Source Design, Surveillance Technology Oversight Project (STOP), Tech Learning Collective and War
Resisters League.
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associations covertly monitored and analyzed. Used in combination with the over 18,000 cameras that feed into
New York City’s Domain Awareness System, these technologies can track everyone who lives and works in
public spaces by means of a unique identifying marker that is difficult to change or hide — our own faces.

Close to a year ago, San Francisco took the important step of anticipating, and addressing, the grave impact law
enforcement’s use of the technology would have on our privacy. Several local governments, including the
Metro-Boston area municipalities of Somerville and Cambridge, have followed suit. Lawmakers in each
community made it clear that they would not trade away their constituents’ safety, privacy, and ability to
express themselves, for a technology big on promises, and even bigger on proven harms.

The threat to essential liberties extends far beyond political rallies. Images captured outside houses of worship,
medical facilities, schools, community centers, or homes could reveal familial, political, religious, and intimate
partnerships. This threat is heightened by the disturbing record of law enforcement agencies’ failure to securely
maintain sensitive personal information they collect about innocent people. And unlike a social security number
or driver’s license number, we can’t change our faces.

More than two hundred New Yorkers have signed the accompanying petition. We ask you listen to your
constituents, and promptly bring forward legislation banning government use of face surveillance in New York
City. It's time to stand up for civil liberties and public safety, and against the chilling effect face surveillance
imposes on New Yorkers’ basic civil and human rights.

Sincerely,

Black Movement Law Project

The New York Chapter of the Council on American Islamic Relations (CAIR-NY)
Desi's Rising Up and Moving (DRUM)

Electronic Frontier Foundation (EFF)

Fight for the Future

The Legal Aid Society

May First Movement Collective

Media Justice

Rethink LinkNYC

Open Source Design

Surveillance Technology Oversight Project (STOP)
Tech Learning Collective

War Resisters League
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Petition

Use of face surveillance by law enforcement and other government agencies invades Fourth Amendment
freedoms of privacy and chills First Amendment freedoms of speech and association.

Face surveillance technology has already been used to target individuals engaged in First Amendment-protected
activity. And the threat of this especially pernicious form of surveillance extends far beyond political rallies.
Images captured outside houses of worship, medical facilities, schools, community centers, and homes would
reveal familial, political, religious, and sexual partnerships.

Data theft is another threat. Digital security professionals regularly warn that it’s not a matter of if a given
system will be breached, but when. Government agencies have a notorious history of failing to adequately
secure from theft the sensitive personal information and biometric data that government stockpiles. Unlike a
driver’s license or social security number, when a breach occurs, our faces cannot be reissued.

As community members concerned with our own privacy and safety, as well as that of our families and
neighbors, we stand together in committed support of an immediate end to the government’s use of face

surveillance.

Signed
Glenn Mungra Michael Anderson Derek Wood Radoslaw Czerwinski
David Meiseles Colin Vettier Leo Egorov Marcin Formella
Sebastian Soares James Reisinger Silmor Senedlen Stephane Moreau
Jalil Vaidya Carrol Miller Ira Russack Adam Pope
Paul Dee Michael Berwaldt Rick Faiella Steven Page
bob iannucci Peter Kraniotakis Juliana Schmitt Alan Billingsly
Rida Hilal Ramazan Zuberi Dominik Zajicek Marc Bernicker
Nick Patterson Alfred BesanVBon Rafael Gutbisz Mojisola Abigail
Konstantin Itskov Gilbert Boisvert Dheeraj Chalotra Andrew Ratcliff
Corina Bardoff Mike Sullivan margaret beresford John Hungerford
Oren Goldberg Joseph Piloti Carlos Limardo Gillian Andrews
Donald Mott Eric Sobalvarro Niklas Pivic Arthur Boyle
Stephanie Whited Frederick Lucies douglas wade Leslie Harris
Mitch Deoudes Marius Nastasenko William Walsh Melissa Morrone
David Fiore Cris Merrit Morgan Lawless Steve Rowland
Joe Breighner Milena Lye Jaanus Kask RJ Huneke
Linda M Thurston Chris Cleary David Thomas Robert Domingo
John So Jaime Gonzalez Charles Casper Anita Goodridge
Chris Way Marc Page Xavier Schoumaker Chris Kunig
Chaz Antonelli David Reckner Marek Stankiewicz Hisham Elsayed
Dominik Filipiuk John Coski Mo Jackaman Marivette,Ads De
Alexis Miranda Tom Meagher James C harun chege

Neil Jacobs

Melissa Morrone

Shane Brauner

Lucas Nascimento



February 27, 2020
Page 4 of 4

Humberto Hernandez
J. Heyer

Anne Leonard
Romero Villalobos
Elizabeth Bishop
Ronald Finell
Andrew Serafin
AJ Housemarkee
Abi Hassen

regina woiler
John Bassett
Lesley Marshal

K Hughes

Linda Ferland
Eric Peterson
Boguslaw Kulesza
Yuriy Fizer

Pietro Rutzen
Daudi Henderson
nadirah alford
dogan ozkan

Zach Harris

Sarah Restorick
James Mitchell
Victoria Setian
Kevin Cox

Mark Hurvitz Hurvitz
Marek Brudka
James Johnson
David George
Patrick Smyth

Dhruv Luthra
Demian Ermel
Patrycja Dobija
Daniel Koo
Kenneth Reiszner
Charles Lehman
Luke Salaets
scott mooney
Rino Lupetin
Joanne Jahr
Galicia Outes
demi anonym
Jeffrey Turmelle
Adina Schwartz
Shiyam Galyon
Helen Dunn

TJ Adams

J Taylor
Stephanie Whited
Michael Yetto
Jacob Ready
Timothy Liebe
Rob Brennan
Thomas Hickey
Juan Manzanares
Felipe Perry
Vaudree Lavallee
Brian Adamz
Theo Chino
Scott Emp
Chiara Turner

Marisa Holmes

L Glasner

Mikhail Iliatov
Devika Daga
amanda Sevareid
Rasmi Elasmar
Blake Johnson
Emma Milligan
Mark Hurvitz
Richard Grossman
M Demas

Guy Schuessler
Michael Laderman
Heather Mayes
Adina Schwartz
Nick Patterson
Joe Rosenberg
Kenneth Canfield
Diane Marinaro
Joe Breighner

Paul Duke
Natarajan
Krishnaswami

Jacqueline Seitz
Maria Falgoust
Maura Smale
Michael Kay
Matias Pelenur
Yozen Hernandez
Robert Young
Signe Pierce

Eric Albert

Spencer Whitehead
Alan Dyzenhaus
Beth K. Lamont
R Jackson

Sean Adams
Susan Cox

Juan Martinez
Matthew Spivey
Kaylee Knowles
Dhruv Luthra
Ana Centeno
Rob Ewaschuk
Austen Ishii
Jerome Greco
pas tetbirt

Chris Connett
Jay Jeschke

s. fitzstephens
Colin McGurk
Moira Meltzer-Cohen
sidney thaxter
Chaz Antonelli
Alex Mykyta
Douglas Daly
Rachel Brown
Alfredo Lopez
Dina Michl
Peter Hartmann
Peter Doherty

J Adler

John Lavin
Ronald Finell



