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August 19, 2019 

Assistant Executive Director Scott Loggins 
Commission on Peace Officer Standards and Training  
Standards and Development Division 
860 Stillwater Road, Suite 100 
West Sacramento, CA 95605 
c/o Meagan Catafi 
via email: Meagan.Catafi@post.ca.gov 
 

RE:  Request for Suspension of Certification/Decertification of Course  
1279-43155-18-009/1279-43155-19-001, Automated License Plate 
Reader   

 
Dear Mr. Loggins:  
 
I am a senior investigative researcher at the Electronic Frontier Foundation (EFF), an 
internationally recognized non-profit based in San Francisco that advocates for civil 
liberties as technology advances in society, including surveillance technology. I am 
writing to raise serious concerns about the California Commission on Peace Officers 
Standards and Training (POST) training course CCN 1279-43155-18-009, Automated 
License Plate Reader.  
 
Since the passage of California Senate Bill 34 (SB 34) in 2015, EFF has closely 
examined the use of automated license plate reader (ALPR) technology by law 
enforcement agencies throughout California and across the nation. We have noted 
widespread non-compliance with SB 34 across the state, and we believe this non-
compliance stems from irreconcilable defects in the POST training on ALPRs.  
 
This letter lays out how the POST training on ALPRs fails to conform with both statutory 
and case law governing ALPRs, uses training materials not certified by POST, and 
functions as an advertising platform for one private vendor. Because the potential damage 
to the public interest is so great, EFF formally requests that POST immediately suspend 
certification for CCN 1279-43155-18-009/1279-43155-19-001 and initiate the 
decertification process for the training.  
 
A. Background 
 
ALPRs are a form of surveillance technology used by law enforcement and private 
companies to track the travel patterns of drivers. This technology is comprised of high-
speed, computer-controlled camera systems that are typically mounted on street poles, 
streetlights, highway overpasses, mobile trailers, or attached to police patrol cars. ALPRs 
automatically capture all license plate numbers that come into view, along with the 
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location, date, and time. The data, which includes photographs of the vehicle and 
sometimes its driver and passengers, is then uploaded to a central server. These databases 
can be searched to reveal where a vehicle travels, which vehicles have been seen near a 
particular location, or to produce real-time alerts on the whereabouts of vehicles on 
watch lists.  
 
Recognizing the impact on privacy and civil liberties posed by this technology, in 2015, 
the California Legislature passed a state law, SB 34, that requires agencies that operate 
ALPRs or access data from an ALPR system to “[i]mplement a usage and privacy policy 
in order to ensure that the collection, use, maintenance, sharing, and dissemination of 
ALPR information is consistent with respect for individuals’ privacy and civil liberties.”  
Cal. Civ. Code § 1798.90.51(b)(1). The statute lays out the minimum requirements, 
which include periodic auditing, maintaining a log of access, and defining and disclosing 
the authorized purposes for accessing and sharing ALPR data. These policies are required 
to be published conspicuously online.  
 
After the passage of SB 34, EFF and our partners at MuckRock News filed more than 
500 public records requests about the use of ALPRs around the country, including more 
than 100 in California. Through our research, we noted widespread non-compliance with 
SB 34 across the state.  
 
For example, the California Franchise Tax Board did not have an ALPR policy in place 
until contacted by EFF in Fall 2017. Similarly, the Sacramento County Department of 
Human Assistance did not have a policy on its website until EFF filed a public records 
request seeking the document in 2018. The Department of Human Assistance then 
generated a policy; however, it quickly terminated the program following broad public 
concern over the previously undisclosed surveillance program targeting recipients of 
public benefits.1  
 
Many agencies, such as the San Diego Police Department, failed to maintain a complete 
log of use of ALPR data. As Voice of San Diego reported, “SDPD staff failed to enter a 
reason they were accessing the database nearly half of the time,” a clear violation of state 
law.2 Additionally, many agencies failed to conduct the required audits of data use or 
were unable to produce them in response to a public records request. For example, 
Antioch Police Department, Clovis Police Department, Pacifica Police Department, and 
San Francisco Police Department each told EFF they have not conducted audits or they 
did not have records related to audits.3 The Marin County Sheriff’s Office rejected EFF’s 
                                                
1 Kellen Browning, “Sacramento welfare investigators track drivers to find fraud. Privacy group raises red 
flags,” Sacramento Bee, Aug. 10, 2018, available at 
https://www.sacbee.com/news/local/article216093470.html.  
2 Andrew Keatts, “SDPD May Not Be Following State Law on License Plate Readers,” Voice of San 
Diego, Apr. 23, 2018, https://www.voiceofsandiego.org/topics/public-safety/sdpd-may-not-be-following-
state-law-on-license-plate-readers/.  
3 Antioch Police Department, https://www.documentcloud.org/documents/6129260-Antioch-Police-
Department-Responsive-Records.html#document/p3/a505151; Clovis Police Department, 
https://www.documentcloud.org/documents/6129292-Clovis-Email-No-
Audits.html#document/p1/a505165; Pacifica Police Department, 
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public records request for audit records claiming the request was “not sufficiently clear 
enough to permit the Marin County Sheriff's Office to determine what documents you 
seek,” despite explicit references to these audits in the agency’s policies and in a 
memorandum of understanding with the San Rafael Police Department.4 Other agencies, 
such as Burbank Police Department, Elk Grove Police Department, Irvine Police 
Department, San Ramon Police Department, Manhattan Beach Police Department, 
Berkeley Police Department, and Sausalito Police Department simply did not respond to 
the portion of EFF’s records requests addressing audit documentation.5 
 
A common characteristic among all of these agencies is that they rely on ALPR 
technology and data provided by the vendor Vigilant Solutions.6 Based in Livermore, 
Vigilant Solutions created Course 1279-43155-18-009/1279-43155-19-001 and claims to 
be the only entity capable of delivering a POST-certified ALPR training through its 
Vigilant Solutions Law Enforcement Academy, which appears to be an avenue for 
product demonstration and marketing.  
 
POST regulations authorize an assistant executive director to act “to deny certification, or 
to suspend or decertify a course” when there is a failure to comply with requirements set 
forth in the regulations. 11 Cal. Code of Regs. § 1057. Among these regulations is section 
1052(a)(9)(C), which states that “[t]raining presenters may introduce new learning 
activities not referenced/described during the initial course certification process to 
enhance learning. Any new learning activity introduced into the course curriculum on 
other than a temporary basis shall be added to the expanded course outline and submitted 
to POST staff for approval of the course modification.” Id. at § 1052(a)(9)(C). Failure to 
comply with these regulations, and others, grant POST the authority to suspend and 
decertify the ALPR course. 
 
B. POST Should Decertify the ALPR Training  
 
Through the California Public Records Act (CPRA), EFF obtained the POST-certified 
training course on ALPRs submitted by Vigilant Solutions through its agents. On review, 
the root of the problem with non-compliance with state law became clear: the training is 
outdated, inaccurate, and presents a conflict of interest between Vigilant Solutions’ 
commercial goals and those of public safety.  
 
The evidence supporting decertification falls into four categories:  
 

                                                
https://www.documentcloud.org/documents/6129345-Pacifica-PD-CPRA-
Response.html#document/p3/a505167; San Francisco Police Department, 
https://www.muckrock.com/foi/san-francisco-141/automated-license-plate-reader-alpr-adoption-use-and-
data-retention-policies-san-francisco-police-department-65970/#comm-672139. 
4 Marin County Sheriff’s Office, https://www.documentcloud.org/documents/6129351-Marin-County-
Sheriff-CPRA-Response.html.   
5 Correspondence on file with author. 
6 Vigilant Solutions is a subsidiary of VaaS International Holdings, which was acquired by Motorola 
Solutions in January 2019.  
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1. The course materials inaccurately describe the current state of the law regarding 
ALPRs, including no mention of SB 34.   

2. The course materials include erroneous information about the case law regarding 
ALPRs.  

3. Vigilant Solutions has acknowledged in writing to EFF that it currently provides 
additional training that has not been vetted or approved by POST.  

4. The training is inseparable from Vigilant Solutions’ commercial interest in 
marketing and selling its proprietary ALPR systems.  

 
We discuss each of these categories in turn. 
 

1. The POST Training Contains Erroneous Information Regarding State Law 
on ALPRs 

 
Module II of the training course covers all legal aspects of ALPR technology including 
employment practices, current case law, the importance of departmental operation and 
general orders, and how to handle requests for ALPR records. This Module is filled with 
out-of-date information and errors regarding the applicable statutory and case law. 
 
Example A 
 

 
License Plate Reader Instructor Guide (March 2015)7 

 
This excerpt from the ALPR training manual instructor’s guide instructs that Vehicle 
Code section 2413(c) is the only law California has on the books that covers LPR 
systems. While this may have been true at the time the training materials were approved, 
this information has been erroneous since January 1, 2016, when SB 34 took effect.  
 
                                                
7 License Plate Reader (LPR) Instructor Guide, at 109, Mar. 2015, available at 
https://www.documentcloud.org/documents/6228660-PRA-LPR-Redacted.html#document/p109/a515420. 
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SB 34 implements a number of regulations related to the use and storage of ALPR data. 
These include:  

• Maintaining reasonable security procedures and practices “to protect ALPR 
information from unauthorized access, destruction, use, modification, or 
disclosure.” Cal. Civ. Code § 1798.90.51(a). 

• Implementing a usage and privacy policy in order “to ensure that the collection, 
use, maintenance, sharing, and dissemination of ALPR information is consistent 
with respect for individuals’ privacy and civil liberties.” Cal. Civ. Code § 
1798.90.51(b)(1). 

• Publishing the ALPR usage and privacy policy “conspicuously” on the agency’s 
website. Id. 

• Maintaining a record of access, including: the date and time the information is 
accessed; the data elements used to query the system; the user name and 
affiliation of the person querying the system; and the purpose for accessing the 
information. Cal. Civ. Code § 1798.90.52(a). 

• Providing an opportunity for public comment at a regular meeting of a governing 
body (e.g. city council, board of supervisors). Cal. Civ. Code § 1798.90.55(a). 

• Restricting sharing, selling, and transferring of ALPR data to state agencies, 
counties, and cities. Cal. Civ. Code § 1798.90.55(b). 

 
In addition, SB 34 allows a person harmed by a violation of the statute to bring a civil 
action against an agency. Cal. Civ. Code § 1798.90.54(a). 
 
Without incorporating these provisions into the training module, trainees are provided 
with an incorrect statutory framework in which ALPRs operate.  
 
Example B 

 
License Plate Reader Instructor Guide (March 2015)8 

 
                                                
8 Id. at 108, https://www.documentcloud.org/documents/6228660-PRA-LPR-
Redacted.html#document/p108/a515421. 
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In this excerpt from the ALPR training instructor’s guide, agencies are told they “should 
not rush to have orders written completely prior to the deployment of the equipment as 
the orders will evolve to each department’s mission.” 
 
As noted, Civil Code section 1798.90.51 clearly states that any ALPR operator must 
implement and publish a “privacy and usage policy” along with seven elements at 
minimum that the operator must address. In addition, Civil Code section 1798.90.55 
further requires a public hearing on the program before a government body prior to 
deployment of any policy related to usage of ALPRs. Neither of these requirements are 
contemplated in the training. 
 
Example C 
 
The training materials also fail to explain how the California Values Act (SB 54), which 
became law in 2018, may restrict the operation of California law enforcement agencies’ 
ALPR databases for the purpose of immigration enforcement. See Cal. Gov’t Code §§ 
7282 et seq. 
 
Under the California Attorney General’s October 1, 2018 guidance for implementing the 
California Values Act, “[law enforcement agencies’] individual databases should not be 
used for the purpose of immigration enforcement.”9 The guidance further recommends a 
series of six measures agencies should take, including “[a]s part of any application, 
memorandum of understanding, or agreement to access any law enforcement databases, 
LEAs should inquire regarding the purpose for which the LEA intends to use the 
information contained within the database.” In addition, “any policies” regarding the use 
of databases should include the specific language:  
 

Federal, state or local law enforcement agencies shall not use any non-
criminal history information contained within this database for 
immigration enforcement purposes. This restriction does not pertain to any 
information that is regarding a person's immigration or citizenship status 
pursuant to 8 U.S.C. §§ 1373 and 1644.10 

 
None of the Attorney General’s recommendations are currently included in the POST 
ALPR course’s training materials.  
 
 
 
 

                                                
9 California Department of Justice SB 54 Guidance, at 2, Oct. 1, 2018, available at 
https://oag.ca.gov/sites/all/files/agweb/pdfs/info_bulletins/18-10-cjis.pdf; see also Cal. Gov’t Code § 
7284.6(a)(1)(D). 
10 SB 54 Guidance, supra note 9, at 3; California Dep’t of Justice, “California Law Enforcement 
Telecommunications System - Policies, Practices and Procedures,” at § 1.9.5, Feb. 2019, available at 
https://www.documentcloud.org/documents/5996502-Clets-Ppp-022019.html.  
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2. The POST Training Contains Erroneous Information Regarding Case Law 
on ALPRs 

 
The module also departs from the current state of case law and the outcomes of several 
major lawsuits related to ALPR data and technology.  

Example A 

 

License Plate Reader Instructor Guide (March 2015)11 

This excerpt from the ALPR training instructor’s guide states that courts have concluded 
that ALPR data is exempt from disclosure under the CPRA. This information, while 
potentially accurate at the time, is now at odds with case law.  

The discussion refers to a lawsuit ACLU and EFF filed against the Los Angeles County 
Sheriff’s Office and the Los Angeles Police Department for withholding records in 
response to a CPRA request for ALPR data. While lower court judges sided with the law 
enforcement agencies, the California Supreme Court partially reversed these decisions in 
August 2017. Am. Civil Liberties Union Found. v. Superior Court, 3 Cal. 5th 1032 
(2017).   

Importantly, the California Supreme Court held that the CPRA did not exempt all ALPR 
scans and data from disclosure. The court held that the bulk collection of plate scans was 
not an investigation and therefore records and data from the initial plate scans could not 
be withheld under the investigative records exemption to the CPRA, as the City and 
County had argued. Id. at 1042; see Cal. Gov’t Code § 6254(f). The court then remanded 
the case to the trial court to examine how redacted and anonymized data may be released 
in a manner that protects drivers’ privacy under the CPRA’s catch-all exemption, Cal. 
Gov’t Code § 6255(a). Section 6255(a) requires a case-by-case balancing process and 
                                                
11 Instructor Guide, supra note 7, at 101, available at https://www.documentcloud.org/documents/6228660-
PRA-LPR-Redacted.html#document/p101/a515422.  
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allows agencies to withhold records only if they can show “that on the facts of the 
particular case the public interest served by not disclosing the record clearly outweighs 
the public interest served by disclosure of the record.” Am. Civil Liberties Union Found., 
3 Cal. 5th at 1047; see Cal. Gov’t Code § 6255(a).  

 

License Plate Reader Instructor Guide (March 2015)12 

The module includes a similar problem in another slide, where the instructor discusses a 
San Diego lawsuit over public records. While it is true that a San Diego judge issued a 
similar ruling as the lower court judge in the Los Angeles case, these rulings are no 
longer relevant in light of the California Supreme Court decision.  It is worth noting that 
the module mischaracterizes the lawsuit, claiming a reporter was seeking ALPR data. In 
truth, the plaintiff was not a journalist and was only seeking access to ALPR records of 
his own vehicle.  

Example B 

 

License Plate Reader Instructor Guide (March 2015)13 

                                                
12 Id. at 102, available at https://www.documentcloud.org/documents/6228660-PRA-LPR-
Redacted.html#document/p102/a515423. 
13 Id. at 105, available at https://www.documentcloud.org/documents/6228660-PRA-LPR-
Redacted.html#document/p105/a515424. 
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This excerpt from the ALPR training instructor’s guide describes a California district 
court decision, Green v. City and County of San Francisco. There, SFPD officers misread 
an ALPR hit and communicated the wrong information over the radio. An officer in the 
area responded to the hit and pulled over the driver with the misidentified license plate. 
The driver was detained and handcuffed at gunpoint until officers realized the license 
plate error. The driver brought a civil suit.  

The module explains the court dismissed the case because the officers possessed 
reasonable suspicion to justify the initial stop per the requirements of Terry v. Ohio. 392 
U.S. 1 (1968). The U.S. Court of Appeals for the Ninth Circuit granted review. Green v. 
City and County of San Francisco, 751 F.3d 1039 (9th Cir. 2014).  

Reversing the district court’s decision, the Ninth Circuit explained that an unconfirmed 
ALPR hit itself does not form reasonable suspicion necessary for a stop, SFPD enacted 
procedures for confirming the vehicle before initiating a traffic stop. Id. at 1045. The 
reporting officer first must visually confirm the plate, and then once confirmed, the 
officer must additionally confirm that the license plate has actually been reported as 
stolen or wanted. Id. The court explained that since neither the reporting officer nor the 
officer initiating the traffic stop visually confirmed the plate, this created an issue of 
triable fact whether or not there was enough articulable suspicion to justify the stop. Id. at 
1046. 

Green ultimately settled the case for $495,000.  

Example C 

 

License Plate Reader Instructor Guide (March 2015)14 

The ALPR training material claims “there is not one documented case of abuse [of ALPR 
technology] here in the United States.” To support this claim, it addresses the case of 
New York Police Department officers using ALPRs to surveil mosques as part of the 
controversial “demographics unit” activities. Students are told this program “was never 
determined to be an abuse.”  

                                                
 
14 Instructor Guide, supra note 9, at 95, available at https://www.documentcloud.org/documents/6228660-
PRA-LPR-Redacted.html#document/p95/a515425.  
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To the contrary, in 2016 and 2017 the NYPD agreed to a large number of reforms as part 
of a civil rights lawsuit settlement in Raza v. City of New York. No. 13-cv-03448-PKC-
JMA (E.D.N.Y., filed Jun. 13, 2013). As the ACLU summarized:  

As a result of the proposed settlement, the NYPD will explicitly recognize 
the right to be free from investigations in which race, religion, or ethnicity 
is a substantial or motivating factor. There will now be presumptive time 
limits on investigations, precluding open-ended and unjustified 
investigations, as well as mandatory six-month reviews of ongoing 
investigations. The NYPD will also be required to consider the potential 
impact of its investigative techniques on religious activity. It will limit its 
use of undercovers or informants to situations in which the NYPD 
determines that the information sought cannot be obtained in a reasonably 
timely and effective way by less intrusive means.15 

Indeed, the judge in the case initially rejected the settlement, because it was not strong 
enough to address a department that had demonstrated a “systemic inclination” toward 
violating freedom of speech and religion.16  

In addition, recent cases have emerged in the Bay Area regarding the impact of ALPR 
errors on individuals that can result in civil rights violations. In February 2019, KTVU 
reported that the chair of the City of Oakland’s Privacy Advisory Committee and his 
brother filed a lawsuit against the Contra Costa County Sheriff’s Office after they were 
detained at gunpoint when an ALPR identified a vehicle they had legally rented as 
stolen.17 In April 2019, tech entrepreneur Steve Cheney reported a nearly identical 
detention involving a rental vehicle falsely listed as stolen in San Mateo County.18 
 

3. Fundamental Differences Exist Between the Approved POST Course and 
the Training Materials Currently Used  

 
Many, but not all, of the errors in the module are due to the material being obsolete 
because it was crafted in 2014. In 2018, EFF reached out to Vigilant Solutions to learn 
whether the Vigilant Solutions Law Enforcement Academy was presenting training on 

                                                
15 Hina Shamsi, “Landmark Settlement in Challenge to NYPD Surveillance of New York Muslims: What 
You Need to Know,” ACLU Blog, Jan. 7, 2016, https://www.aclu.org/blog/national-
security/discriminatory-profiling/landmark-settlement-challenge-nypd-surveillance-
new?redirect=blog/speak-freely/landmark-settlement-challenge-nypd-surveillance-new-york-muslims-
what-you-need.  
16 Matt Apuzzo & Adam Goldman, “Judge Rejects Settlement Over Surveillance of Muslims by New York 
Police Department,” N.Y. Times, Oct. 31, 2016, available at 
https://www.nytimes.com/2016/11/01/nyregion/nypd-muslim-lawsuit-settlement.html?module=inline.  
17 Lisa Fernandez & Brooks Jarosz, “Privacy advocate sues CoCo sheriff’s deputies after license plate 
readers target his car stolen,” KTVU, Feb. 15, 2019, http://www.ktvu.com/news/2-investigates/privacy-
advocate-detained-at-gunpoint-when-licence-plate-readers-mistakenly-marked-his-car-stolen. 
18 https://stevecheney.com/handcuffed-and-under-
surveillance/?fbclid=IwAR0Fbn7OYYukQ2avsUlxk8S6HOm0mzk-
2Ns_D6Xh_JDWEOAFwZuP7x6XW7A  
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current laws, such as the requirement that agencies publish their usage and privacy 
policies online.  
 
In an August 6, 2018, email to EFF, Vigilant Solutions Senior Director of Brand Strategy 
and Communications wrote:  
 

Vigilant Solutions complies with – and promotes customer compliance 
with – all applicable laws and regulations. We believe we are the only 
vendor that currently requires our customers to have an LPR policy in 
place, prior to program activation. Our commitment to compliance is 
reinforced through the Vigilant Solutions Law Enforcement Academy 
(VSLEA) program’s LPR Technology and Best Practices in-person 
course, during which approximately 25 percent of the eight-hour course is 
dedicated to case law, local state laws, policy, deployment best practices 
and proper hit verification. We make 47 different model LPR policies 
available to VSLEA attendees, including the model ACLU policy, and 
direct attendees to the EFF website, where more than 150 polices reside. 
This is the only LPR training class in the state of California approved by 
the California Commission on Peace Officers Standards and Training 
(POST) and meets POST mandates.19 

 
After receiving this information, EFF filed a series of CPRA requests with various 
agencies to obtain the training materials in order to examine what information is being 
provided to law enforcement agencies regarding compliance with SB 34, other statutes, 
and case law. As noted in the previous two sections, these materials do not reflect the 
current state of the law. See supra Part B(1) & (2).  
 
POST regulations require new learning activities added to the course curriculum “on 
other than a temporary basis” to be submitted to POST staff for approval. 11 Cal. Code of 
Regs. § 1052(a)(9)(C). The regulations further require annual recertification. 11 Cal. 
Code of Regs. § 1056. In response to a CPRA request from EFF, POST provided a copy 
of “Course Status Review Report,” which states as of October 2018, “This certification 
never sent to POST for approval," despite at least four active trainings had been 
scheduled.20  
 
It is uncertain what exactly Vigilant Solutions is teaching law enforcement agencies. 
POST should probe what Vigilant Solutions is teaching regarding ALPR statutory and 
case law, and whether these materials have been made available to POST for evaluation. 
The accuracy of Vigilant Solutions’ training course could have significant ramifications 
for civil liberties and privacy, and may lead law enforcement agencies to incur liability if 
they erroneously rely on Vigilant Solutions’ training materials.  
                                                
19 Email from Mary Alice Johnson to Dave Maass, Aug. 6, 2018, available at 
https://www.documentcloud.org/documents/6129373-August-6-2018-Email-from-Vigilant-Solutions.html. 
20 Course Status Review Report: https://www.documentcloud.org/documents/6301077-Courst-
Certification-Status.html 
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4. Training by Vigilant Solutions Presents a Conflict of Interest Between the 
Company’s Commercial Interests and Privacy and Civil Liberties 

 
Many ALPR vendors provide only cameras and computer technologies, whereas Vigilant 
Solutions provides a hosting environment, analytical tools, and the ability to share 
broadly across the country. Vigilant Solutions also has a fleet of private contractors to 
collect data that it sells to law enforcement and private industries, including financial 
lenders, insurance companies, and repossession companies. Like many data-scraping 
programs, Vigilant Solutions’ practice is highly controversial, since it collects location 
data on private citizens and sells it for profit. One of Vigilant Solutions’ chief sales 
pitches is that it gives access to 6-billion data points collected by its private contractors.21 

The more data that is collected, stored, and shared among police, the more profitable the 
product may become for any given surveillance vendor that offers cloud storage and 
sharing services. However, it is in the interest of security, privacy, and civil liberties that 
the data collected be as minimal as possible, stored for as short a period of time as 
possible, and shared only with the strictest of controls.  

 
Representative flyer from VSLEA.org22 

                                                
21 MyTechDecisions, “Interview: Tom Joyce of Vigilant Solutions Talks Law Enforcement Analytics 
Technology,” May 9, 2017, https://mytechdecisions.com/physical-security/tom-joyce-vigilant-solutions-
law-enforcement-analytics/. 
22 Archived online at https://www.documentcloud.org/documents/6225618-Vs-LPRTraining-Flyer-
LAHIDTA-101019.html. Although the mandated POST number is not included on this flyer and the title 
differs, this is the currently certified course.  
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In the August 6, 2018 email cited in the previous section, Vigilant Solutions claims: 
“This is the only LPR training class in the state of California approved by the California 
Commission on Peace Officers Standards and Training (POST) and meets POST 
mandates.”23 Although Vigilant Solutions openly advertises its training through the 
Vigilant Solutions Law Enforcement Academy, this information is absent from any 
records on file with POST. 
 
In fact, after filing a CPRA request with POST, EFF discovered that POST had no 
records regarding Vigilant Solutions ALPR trainings.24 POST informed EFF that the 
State Threat Assessment System (“STAS”), organized under the Governor's Office of 
Emergency Services (“OES”), had submitted the training for certification, without any 
mention of Vigilant Solutions.25 This had the effect of obscuring the commercial origin of 
the training materials. Moreover, it indicated that POST operates under the belief that 
STAS both presents the course and is responsible for regulatory compliance, when in 
practice, Vigilant Solutions maintains control over the training content.  

Vigilant Solutions’ sole authority to provide these trainings presents a serious conflict of 
interest. The training dedicates a significant amount of time toward educating attendees 
on Vigilant Solutions’ products to the extent that it would be difficult to adapt the 
training to any other vendor’s system or alternative practice for operating ALPRs. 
Vigilant Solutions’ commercial incentive is readily apparent in its training materials.  

Example A 

 

License Plate Reader Instructor Guide (March 2015)26 

                                                
23 Email from Mary Alice Johnson to Dave Maass, supra note 19. 
24 Available at https://www.documentcloud.org/documents/6225325-2018-10-04-Email-From-POST.html. 
25 Id. 
26 Instructor Guide, supra note 7 at 124, available at  https://www.documentcloud.org/documents/6228660-
PRA-LPR-Redacted.html#document/p124/a515426. 
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In this slide, the Vigilant Solutions’ trainers describe the “perfect LPR deployment 
model,” which mirrors Vigilant Solutions’ unique product offerings of readers for law 
enforcement and access to private data. It is also worth noting that the slides emphasize 
the positive sides of privately collected data, while downplaying the risks.  

The next eleven slides in the presentation are devoted to showcasing how much data 
Vigilant Solutions has collected in heat maps similar to what one might expect from a 
cell phone company arguing its competitive geographical wireless coverage. The slides 
are geared toward comparing how purchasing a subscription to Vigilant Solutions’ 
privately collected data is a better deal than an agency purchasing its own cameras.  

Example B  

 

License Plate Reader Instructor Guide (March 2015)27 

In another slide, Vigilant Solutions uses the training as an opportunity to promote another 
controversial product. The instructor’s guide tells the inspector to note that Vigilant 
Solutions’ mobile software comes with face recognition capabilities, which attendees will 
receive access to with a 30-day trial.  

In course materials approved by STAS, a state official openly promoted the benefits of 
Vigilant Solutions’ LEARN product:  

Attendees will see the effect of using a robust analytical tool within 
LEARN to maximize investigative efforts in almost every facet of the job. 

                                                
27 Id. at 141, available at https://www.documentcloud.org/documents/6228660-PRA-LPR-
Redacted.html#document/p141/a515427.  



August 19, 2019 
Page 15 of 17 
 

815 EDDY STREET, SAN FRANCISCO, CA 94109 USA     phone +1.415.436.9333     fax +1.415.436.9993     eff.org 

The diversity of the LEARN program will be demonstrated in both areas 
of field enforcement and investigations.28 

Similar language was used in the materials distributed by the Central California Central 
Intelligence advertising the trainings, which focused on how the training “utilize[es] 
commercial LPR data which consists of 3 billion records.”29 While this description did 
not name the vendor, the Vigilant Solutions “Law Enforcement Academy” prominently 
advertises the training on its website.30  
 

 
July 31, 2019 screen capture: VSLEA.org 

 
For another upcoming training in California, Vigilant Solutions explicitly states: “this 
course will mostly focus on PlateSearch, Vigilant Solutions’ LPR Database. You will see 
firsthand how using billions of plate detections can maximize investigative efforts in 
almost every facet of the job, including both areas of proactive field enforcement and 
investigations.” It also advertises that attendees will retain free access to their system for 
30 days.31 
 
                                                
28 Alex Cabassa, Automated License Plate Reader (ALPR) Technology and Procedures: Course 
Description, at 37, available at https://www.documentcloud.org/documents/5979441-Maass-Responsive-
Documents.html#document/p37.  
29 Available at https://www.documentcloud.org/documents/6225459-8-14-2019-ALPR-Kern.html. 
30 Archived online at https://www.documentcloud.org/documents/6225614-Screen-Shot-2019-07-30-at-12-
28-12-PM.html 
31 Vigilant Solutions, “Training Registration: License Plate Recognition Technology and Best Practices,” 
available at https://www.documentcloud.org/documents/6225619-Register-for-License-Plate-
Recognition.html.  



August 19, 2019 
Page 16 of 17 
 

815 EDDY STREET, SAN FRANCISCO, CA 94109 USA     phone +1.415.436.9333     fax +1.415.436.9993     eff.org 

In essence, Vigilant Solutions inextricably links the POST training course to its products. 

Example C 

With regard to the California Values Act, Vigilant Solutions maintains a multi-million 
dollar contract with U.S. Immigration and Customs Enforcement (ICE), through which it 
provides ICE access to ALPR data through Vigilant Solutions’ platform. While each law 
enforcement agency has the ability to control with whom it shares ALPR information, it 
is in Vigilant Solutions’ commercial interest to maximize the amount of data flowing to 
ICE. In fact, Vigilant Solutions makes no mention in its training materials about the 
restrictions around sharing information for purposes of immigration enforcement under 
SB 54. 

In March 2019, the ACLU of Northern California published a report finding that “[o]ver 
80 local law enforcement agencies, from over a dozen states, have agreed to share license 
plate location information with ICE,” including many within California.32 The Tulare 
Police Department conducted a review and found that it had inadvertently checked a box 
in its contract with Vigilant Solutions allowing sharing with ICE.33 Consequently, the 
police chief issued an apology, stating unequivocally that sharing ALPR data with ICE is 
“inconsistent with community-based policing philosophies, and it's incongruent with state 
law SB 54.”34  

C. Conclusion 

ALPRs are a controversial technology that the state legislature has recognized may 
negatively impact civil liberties, privacy, and data security for Californians. This 
technology collects data indiscriminately on every driver, regardless of whether they have 
been connected to crime.  

In order to ensure that law enforcement is receiving adequate instruction, all trainings 
must be scrutinized, open to examination, and performed by experts without a 
commercial incentive to sell the underlying products.  

Because the ALPR training fails to meet these standards, we urge POST to investigate 
this matter and initiate decertification proceedings immediately.  

 

 
 

                                                
32 Vasudha Talla, “Documents Reveal ICE Using Driver Location Data From Local Police for 
Deportations,” ACLU of Northern California, Mar. 13, 2019, https://www.aclunc.org/blog/documents-
reveal-ice-using-driver-location-data-local-police-deportations. 
33 Brian Johnson, “Tulare and Merced Police shared license plate reader data with ICE,” ABC 30, Mar. 19, 
2019, https://abc30.com/society/aclu-police-shared-license-plate-reader-data-with-ice/5204279/. 
34 Id. 
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Dave Maass 
Senior Investigative Researcher  
Electronic Frontier Foundation 
415-436-9333 x151 
dm@eff.org  
 
Saira Hussain 
Staff Attorney  
Electronic Frontier Foundation 
415-436-9333 x 204 
saira@eff.org 

 

CC:  Deputy Attorney General Anthony Seferian 
California Department of Justice, Civil Rights Enforcement Section 
Via email: anthony.seferian@doj.ca.gov 
 
Audit Principal John Lewis 
Office of the California State Auditor 
Via email: johnl@auditor.ca.gov 

 
Ann Fryman, Legislative Aide 
Office of California State Senator Scott Wiener 
Via email: Ann.Fryman@sen.ca.gov 

 


