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TO THE JUDGES OF THE UNITED STATES COURT OF APPEALS
FOR THE ARMED FORCES:
Issues Presented
I.
WHETHER, UNDER ARTICLE 13, UCMJ, THE
MILITARY JUDGE ERRONEOUSLY FOUND PFC
MANNING WAS NOT HELD IN SOLITARY
CONFINEMENT AND THAT THE SOLITARY
CONDITIONS WERE NOT SO EGREGIOUS OR
EXCESSIVE TO CONSTITUTE PUNISHMENT?
II.
WHETHER
THE
MILITARY
JUDGE
MISINTERPRETED THE DEFINITION OF
“EXCEEDS AUTHORIZED ACCESS” IN THE
COMPUTER FRAUD AND ABUSE ACT, 18 U.S.C. §
1030(a)(1)(SPECIFICATION 13 OF CHARGE II)?

III.
WHETHER 18 U.S.C.§ 793(e) VIOLATES THE DUE
PROCESS CLAUSE AND FIRST AMENDMENT OF
THE UNITED STATES CONSTITUTION?
IV.
WHETHER THE MILITARY JUDGE ABUSED
HER DISCRETION BY ADMITTING TESTIMONY
FROM
THE
GOVERNMENT’S
COUNTERINTELLIGENCE EXPERT ON THE
VALUE OF THE INFORMATION AT ISSUE IN
SPECIFICATIONS 4, 6, 8, AND 12 OF CHARGE II?
Statement of Statutory Jurisdiction
The Army Court of Criminal Appeals (Army Court) had jurisdiction over
this matter pursuant to Article 66, Uniform Code of Military Justice (UCMJ), 10
U.S.C. § 866. This Honorable Court has jurisdiction over this matter under Article
67(a)(3), UCMJ, 10 U.S.C. § 867(a)(3).
Statement of the Case
Between February 23, 2012 and August 21, 2013, a military judge sitting as
a general court-martial convicted Private First Class (PFC) Chelsea E. Manning,
pursuant to her pleas, of violating a lawful general regulation and conduct
prejudicial to good order and discipline and of a service discrediting nature (two
specifications), in violation of Articles 92 and 134, UCMJ, 10 U.S.C. §§ 892, 934.
Contrary to her pleas, the military judge convicted PFC Manning of
violating a lawful general regulation (four specifications); violating 18 U.S.C. §
2

641 (five specifications), 18 U.S.C. § 793(e)(six specifications), and 18 U.S.C. §
1030(a)(1) under clause 3 of Article 134; and conduct prejudicial to good order and
discipline and of a service discrediting nature, in violation of Articles 92 and 134,
UCMJ, 10 U.S.C. §§ 892, 934.
The military judge sentenced PFC Manning to total forfeiture of pay and
allowances, reduction to the grade of E-1, confinement for thirty-five years, and a
dishonorable discharge. The military judge credited PFC Manning with 1,293 days
of confinement against the sentence to confinement. The convening authority
approved the sentence as adjudged and credited PFC Manning with 1,293 days of
confinement against the sentence to confinement. On January 17, 2017, after
almost seven years of confinement, the President of the United States granted PFC
Manning clemency, reducing her confinement to time-served plus 180 days.
On May 31, 2018, the Army Court affirmed the findings of guilty and the
sentence. (Appendix). Appellant was subsequently notified of the Army Court’s
decision. In accordance with Rule 19 of this Court’s Rules of Practice and
Procedure, appellate defense counsel previously filed a Petition for Grant of
Review on July 27, 2018.
The Judge Advocate General of the Army has designated the undersigned
military counsel to represent appellant, who along with undersigned civilian
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counsel hereby enter their appearance and file a Supplement to the Petition for
Grant of Review under Rule 21.
Reasons to Grant Review
Pursuant to Rule 21(b)(5) of this Honorable Court’s Rules, this Court should
grant PFC Manning’s petition for three reasons.
First, this Court should review the military judge’s refusal to grant
sentencing relief under Article 13, UCMJ, to PFC Manning for the nine months she
spent in solitary confinement while awaiting trial. The military judge’s ruling
conflicts with United States v. King, 61 M.J. 225, 229 (C.A.A.F. 2005), in which
this Court found “solitary segregation” to constitute punishment. The underlying
ruling is based on the erroneous finding that PFC Manning was not in “total
isolation” because she had incidental contact with brig officials as well as her
lawyer and advocates. The ruling ignores a well-developed body of federal law and
scientific literature on the topic of solitary confinement, its harmful and
debilitating effects on prisoners, particularly those with mental illness, and what it
means to be in “isolation.” The military judge’s factual and legal findings
underscore the necessity for this Court to provide clear guidance on the topic of
solitary confinement and its relationship to Article 13.
Second, this Court should review PFC Manning’s conviction under the
Computer Fraud and Abuse Act (CFAA), 18 U.S.C. § 1030(a)(1) because the
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conviction is based on a strained interpretation of the Act that has been expressly
rejected by the United State Court of Appeals for the Ninth and Fourth Circuits. In
fact, no court has ever interpreted the CFAA as broadly as the military judge in this
case. The prosecution theory—that PFC Manning violated the CFAA by using a
software program called W-get to quickly download State Department cables that
she without question had authority to access—does not fall within the scope of the
Act. This Court has a longstanding practice of applying the rule of lenity to protect
the rights of accused in circumstances such as this. For these reasons, this Court’s
review is appropriate.
Third, this Court should grant review of PFC Manning’s conviction under
the Espionage Act, 18 U.S.C. § 793(e) because the statute’s vague and overly
broad language infringes on a broad swath of protected speech—speech that goes
to the very core of our democratic system. The government will argue the Act
concerns national security, an important issue to be sure. But the military’s
national security interests cannot trump two of our Constitution’s most cherished
rights, the rights to due process and free speech.
Finally, this Court should grant review of the military judge’s admission of
expert testimony because the military judge decided a question of law in conflict
with applicable decisions of this Court when she admitted Daniel Lewis’ opinion
on the value of the information at issue in this case. The military judge incorrectly
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applied the well-settled Daubert framework prior to admitting expert testimony
that met none of the factors set forth in that case. The military judge also did not
apply this Court’s analysis in United States v. Houser when making her
conclusions of law. 36 M.J. 392 (C.A.A.F. 1992). By granting review of this issue,
the Court has an opportunity to clarify the obligations of a military judge under
Military Rule of Evidence 702 when a party seeks to offer unique expert opinion
testimony.
I.
WHETHER, UNDER ARTICLE 13, UCMJ, THE
MILITARY JUDGE ERRONEOUSLY FOUND PFC
MANNING WAS NOT HELD IN SOLITARY
CONFINEMENT AND THAT THE SOLITARY
CONDITIONS WERE NOT SO EGREGIOUS OR
EXCESSIVE TO CONSTITUTE PUNISHMENT?
Standard of Review
Whether the charges should be dismissed or more sentencing credit granted
under Article 13, UCMJ, involves mixed questions of fact and law. King, 61 M.J.
at 227. This Court “defer[s] to the findings of fact by the military judge where
those findings are not clearly erroneous. However, [its] application of those facts to
the constitutional and statutory considerations, as well as any determination of
whether [PFC Manning] is entitled to credit for unlawful pretrial punishment
involve independent, de novo review.” Id.
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Statement of Facts
PFC Manning seeks sentencing relief under Article 13, UCMJ, for pretrial
confinement served at Marine Corps Base Quantico (MCBQ) between July 29,
2010 and April 20, 2011. The Army detained PFC Manning in Iraq before
transferring her to MCBQ. PFC Manning was provisionally diagnosed with
depression and anxiety. (App. Ex. 461 at 11). She was moved to MCBQ after the
deputy commander of the Theater Field Confinement Facility, where she was
confined at the time, recommended transfer to a facility with specialized
psychiatric services. (App. Ex. 461 at 8). The military judge found MCBQ did not
offer the mental health services she required. (App. Ex. 461 at 11).
Upon transfer, MCBQ rated PFC Manning for medium custody, but the brig
duty supervisor overrode the decision and placed her on suicide watch. (App. Ex.
461 at 12-13). By August 9, 2010, PFC Manning’s mental health provider
recommended taking her off suicide watch (App. Ex. 461 at 12). The brig
commander declined to follow the advice, which caused a breakdown in the
working relationship between the brig’s leadership and medical professionals.
“There was no meaningful communication between [brig leadership] and [the
mental health provider] regarding [PFC Manning’s] mental health condition and
what, if anything, that condition and [her] behaviors contributed to the necessity of
maintaining [her] on [Prevention of Injury] POI status.” (App. Ex. 461 at 14).

7

While in segregated status, PFC Manning was prevented from any
meaningful human contact and subjected to unusually harsh and unnecessary
conditions. For example, she was restricted to her cell except for exercise (which
was no more than one hour, and frequently less than 20 minutes) and limited calls
(i.e., sunshine, television, library, etc.). (App. Ex. 461 at 15). Brig guards always
monitored PFC Manning, and for all practical purposes prohibited her from
engaging in any social contact with other inmates. (App. Ex. 258 at 8).1 When PFC
Manning left her cell the brig prohibited her from having contact with any other
detainees. (App. Ex. 258 at 8). She was allowed occasional non-contact visitors
during limited hours on weekends and holidays and only permitted contact visits
with counsel. (App. Ex. 461 at 16).
In January 2011, the brig’s leadership and medical professionals again
disagreed on the necessity of PFC Manning’s segregated status.
(App. Ex. 461 at 17). A new medical provider stated with confidence that PFC
Manning “did not need to be segregated from the general population due to a
treatable mental disorder, and that [she] required routine further examination.”
(App. Ex. 461 at 17). That same month, the brig commander ordered a review of

1

This is a topic of dispute. The military judge states that PFC Manning could talk
in a low tone to inmates in adjacent cells, but in reality the cells adjacent to PFC
Manning were rarely occupied and when PFC Manning attempted to speak to
inmates several cells over, guards stopped her. (App. Ex. 258 at 8).
8

MCBQ to determine if it had the appropriate resources to serve as a joint or
regional pretrial confinement facility. “The review found in relevant part that
MCBQ was not resourced to house long-term pretrial detainees for more than 180
days and was not resourced to house high profile pretrial detainees requiring
maximum security and with complex mental health issues.” (App. Ex. 461 at
21)(emphasis added).
The brig commander ignored all the medical providers’ recommendations
and kept PFC Manning segregated for another three months until 20 April 2011,
when she was transferred to Joint Regional Confinement Facility (JRCF), Fort
Leavenworth, Kansas, where PFC Manning was classified for medium custody,
immediately put into population, and remained in that status through trial. (App.
Ex. 461 at 21).
Law and Argument
1. PFC Manning’s confinement conditions were tantamount to solitary
confinement.
The military judge erred when she found PFC Manning was not placed in
solitary confinement because she had “daily human contact.” (App. Ex. 461 at 23).
In her ruling, the military judge defined solitary as “alone and without human
contact.” (App. Ex. 461 at 23). This is not the correct definition of solitary
confinement. “A servicemember is entitled, both by statute and the Eighth
Amendment, to protection against cruel and unusual punishment.” United States v.
9

Avila, 53 M.J. 99, 101 (C.A.A.F. 2000). Although solitary confinement is not a per
se violation of the Eighth Amendment, it is certainly a significant factor when
fashioning an appropriate remedy under Article 13.
Human contact does not itself address whether confinement is solitary.
“[I]solating a human being from other human beings year after year or even month
after month can cause substantial psychological damage, even if the isolation is not
total.” Davenport v. DeRobertis, 844 F.2d 1310, 1313 (7th Cir. 1988). The
constitutional interest in protecting detainees from solitary confinement arises
when they are subjected to “23 hour-a-day in cell isolation, limited physical
exercise, and limited human contact[.]” Wilkerson v. Goodwin, 774 F.3d 845, 856
(5th Cir. 2014). Solitary confinement can arise merely from being placed in
protective custody, which necessarily will include contact with prison staff. United
States v. Amaro, 2009 CCA LEXIS 235 (A.F. Ct. Crim. App. 16 June 2009).
This Court effectively addressed this issue in King. There, the Court granted
pretrial confinement credit where the accused was placed in “segregation in a sixby-six, windowless cell.” 61 M.J. at 228. “Placing King in a segregated
environment with all the attributes of severe restraint and discipline, without an
individualized demonstration of cause in the record, was so excessive as to be
punishment and is not justified by the Barksdale AFB confinement facility space

10

limitations.” Id. at 229. As in King, the MCBQ had no legitimate reason to hold
PFC Manning in segregation for months on end.
2. The military judge failed to consider that PFC Manning suffered from
serious mental illness while in solitary confinement.
The military judge should have also considered, as most courts do, the harm
such practices can have on inmates with serious mental illnesses.
Judge Tanya Pratt from the United States District Court for the Southern
District of Indiana explained the harms associated with this practice:
[T]here are three ways in which segregation is harmful to
prisoners with serious mental illness. The first is the lack
of social interaction, such that the isolation itself creates
problems. The second is that the isolation involves
significant sensory deprivation. The third is the enforced
idleness, permitting no activities or distractions. These
factors can exacerbate the prisoners' symptoms of serious
mental illness. This condition is known as decompensation,
an exacerbation or worsening of symptoms and illness.
Indiana Prot. & Advocacy Servs. Comm'n v. Comm'r, Indiana Dep't of Correction,
2012 U.S. Dist. LEXIS 182974, *38 (S.D. Ind. Dec. 31, 2012). See also Madrid v.
Gomez, 889 F. Supp. 1146 (N.D. Cal. 1995)(holding that policy of placing
mentally ill inmates in segregation constituted cruel and unusual punishment);
Jones ‘El v. Berge, 164 F. Supp. 2d 1096, 1118 (W.D. Wis. 2001)(“Credible
evidence indicates that Supermax is not appropriate for seriously mentally ill
inmates because of the isolation resulting from the physical layout, the inadequate
level of staffing and the customs and policies.”).
11

3. Review is appropriate to determine whether the sentencing relief
adequately considered the impacts of solitary confinement and PFC
Manning’s mental illness.
The brig officials knew PFC Manning suffered from severe mental illness
while in pretrial confinement. She was diagnosed with several conditions,
including anxiety and depression. PFC Manning’s mental condition deteriorated
while confined and segregated, no doubt because of the oppressive and solitary
conditions. This constituted punishment and should have factored into the
sentencing remedy.2
II.
WHETHER
THE
MILITARY
JUDGE
MISINTERPRETED THE DEFINITION OF
“EXCEEDS AUTHORIZED ACCESS” IN THE
COMPUTER FRAUD AND ABUSE ACT, 18 U.S.C. §
1030(a)(1)(SPECIFICATION 13 OF CHARGE II)?
Standard of Review
This Court reviews questions of statutory interpretation de novo. See United
States v. Atchak, 75 M.J. 193 (C.A.A.F. 2016); United States v. Vargas, 74 M.J. 1,
5 (C.A.A.F. 2014).

2

Counsel acknowledge the clemency reduced PFC Manning’s sentence to seven
years, however that was considerably longer than it should have been.
12

Statement of Facts
In Specification 13 of Charge II, the government charged PFC Manning
under clause 3 of Article 134 with violating 18 U.S.C. § 1030(a)(1) for knowingly
exceeding authorized access on a Secret Internet Protocol Router Network (SIPR)
computer to obtain classified cables maintained in a State Department database.
(Charge Sheet). At the time of referral, the government’s theory was that PFC
Manning had violated the Army’s acceptable use policy (AUP) by accessing the
cables for an unauthorized purpose. (App. Ex. 91 at 2).
After considerable pretrial litigation regarding the appropriateness of the
charge and specification, the government revised its theory to allege that PFC
Manning “bypassed the ordinary method of accessing information by adding
unauthorized software [i.e., W-get] to a Secret Internet Protocol computer and
using that software to rapidly harvest or data-mine the information. W-get was not
available on the computers used by the accused or authorized as a tool to download
the information.” (App. Ex. 188 at 5). The government argued the Army’s policy
of prohibiting the use of unauthorized software on classified computers was an
access restriction within the meaning of the CFAA. (App. Ex. 188 at 3).
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W-get is a free “network utility” that permits a user to “retrieve files” from
the internet.3 The software is not a hacking tool. In other words, W-get does not
permit a user to hack into or otherwise bypass code-based restrictions to enter a
secure network. W-get merely allows the user to download content of a website
faster than if they were to click on individual web pages.
Law and Argument
The military judge convicted PFC Manning of violating the CFAA for using
W-get in a manner that was contrary to the Army’s computer use policies.
Title 18 U.S.C. § 1030(a)(1) makes it unlawful to knowingly access a computer
“without authorization or to exceed authorized access” to obtain classified or other
restricted information with reason to believe such information could be used to the
injury of the United States.
The statute defines “exceeds authorized access” as “access[ing] a computer
with authorization and to use such access to obtain or alter information in the
computer that the accesser is not entitled so to obtain or alter.” 10 U.S.C. §
1030(e)(6)(emphasis added). Congress enacted the CFAA “to address the growing
problem of computer hacking, recognizing that, ‘in intentionally trespassing into
someone else’s computer files, the offender obtains at the very least information as

3

https://www.gnu.org/software/wget/faq.html#What_is_Wget.3f (last accessed
August 15, 2018).
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to how to break into that computer system.’” United States v. Nosal (Nosal III),
676 F.3d 854, 858 (9th Cir. 2012)(quoting S. Rep. No. 99 – 432, at 9 (1986), 1986
U.S.C.C.A.N. 2479, 2487 (Conf. Rep.)).
1. The military judge’s interpretation of the Act is untenably broad.
Two prevailing views exist regarding the meaning of the phrase “exceeds
authorized access.” Some courts interpret the phrase broadly to prohibit misuse of
information (such as where an employee violates a computer use policy). See, e.g.,
United States v. John, 597 F.3d 263 (5th Cir. 2010); United States v. Rodriguez,
628 F.3d 1258 (11th Cir. 2010). Other courts have narrowly construed the law to
prohibit wrongful access (such as where an employee accesses information he or
she has no right or permission to view). See, e.g., United States v., 807 F.3d 508
(2d Cir. 2015); WEC Carolina Energy Solutions LLC v. Miller, 687 F.3d 199 (4th
Cir. 2012); Nosal III, 676 F.3d 854.
During extensive pretrial litigation over the issue the military judge adopted
the “narrow meaning of ‘exceeds authorized access’” which she found to be
“limited to restrictions on access to information, and not restrictions on its ‘use.’”
(App. Ex. 139 at 9)(emphasis in original). In post trial litigation, however, the
military judge oddly ruled that because the CFAA imposed more “stringent”
protections for classified information than for other types of information, the
phrase “exceeds authorized access” could be interpreted to prohibit knowing

15

violations of “access restrictions designed to ensure the security and protection of
the classified information and to prevent the classified information from exposure
to viruses, trojan horses or other malware.” (App. Ex. 609 at 6).
To support the interpretation, which was clearly meant to provide greater
protections for classified information than other types of information, the military
judge interpreted the word “so” in the definition of “exceeds authorized access” to
mean “in a manner or way indicated or suggested” (relying on the dictionary
definition of the word “so”). See Appendix at 11. From this, the military judge
derived Congressional intent to punish manner or method of access restrictions. No
court, however, has interpreted the CFAA so broadly.
In Nosal III, for example, the Ninth Circuit sitting en banc expressly rejected
the military judge’s reading of the CFAA for two reasons. First, the plain language
of the statute did not support it. Id. (refusing to define the word “so” in the
statutory definition of exceeds authorized access, 18 U.S.C. § 1030(e)(6), to mean
“in a manner” because if “Congress meant to expand the scope of criminal liability
to everyone who uses a computer in violation of computer use restrictions—which
may well include everyone who uses a computer—we would expect it to use
language better suited to that purpose.”). Second, the legislative history
contradicted the government’s reading of the statute:
[a]lthough the legislative history of the CFAA discusses
this anti-hacking purpose, and says nothing about
16

exceeding authorized use of information, the government
claims that the legislative history supports its
interpretation. It points to an earlier version of the statute,
which defined “exceeds authorized access” as “having
accessed a computer with authorization, uses the
opportunity such access provides for purposes to which
such authorization does not extend.” Pub. L. No. 99–474, §
2(c), 100 Stat. 1213 (1986). But that language was removed
and replaced by the current phrase and definition. And
Senators Mathias and Leahy — members of the Senate
Judiciary Committee—explained that the purpose of
replacing the original broader language was to “remove[]
from the sweep of the statute one of the murkier grounds of
liability, under which a[n] . . . employee’s access to
computerized data might be legitimate in some
circumstances, but criminal in other (not clearly
distinguishable) circumstances.” S. Rep. No. 99–432, at 21,
1986 U.S.C.C.A.N. 2479 at 2494. Were there any need to
rely on legislative history, it would seem to support Nosal’s
position rather than the government’s.
Id. at 858 n.5.
The Fourth Circuit also rejected the military judge’s reading of the statute in
WEC Carolina Energy Solutions LLC, 687 F.3d at 206. There the court considered
a civil claim brought by an employer against an employee who had downloaded
and copied information from a computer in violation of company policy. In
rejecting plaintiff’s argument the court found, “Congress has not clearly
criminalized obtaining or altering information ‘in a manner’ that is not authorized.
Rather, it has simply criminalized obtaining or altering information that an
individual lacked authorization to obtain or alter.” Id.
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2. The meaning of “exceeds authorized access” is ambiguous.
“Unless the text of a statute is ambiguous, the plain language of a statute will
control unless it leads to absurd results.” United States v. Schell, 72 M.J. 339, 343
(C.A.A.F. 2013)(citation and internal quotations omitted). See also United States v.
Santos, 553 U.S. 507, 519 (2008), “We interpret ambiguous criminal statutes in
favor of defendants, not prosecutors.”
The phrase “exceeds authorized access” is unquestionably ambiguous. As
the military judge acknowledged, the phrase has been subject “to differing
interpretations among the [United States] Circuit Courts of Appeals thereby
indicating the statutory language is not definitive and clear.” (App. Ex. 139 at 5).
Earlier this year the Second Circuit found the statute ambiguous for this precise
reason. See Valle, 807 F.3d at 524. Nor does the legislative history support the
military judge’s reading of the CFAA. See Nosal III, 676 F.3d 858 at n.3. The
word “so,” therefore, does not have a sufficiently clear meaning to support the
government’s prosecution theory.
3. Review will ensure the rule of lenity is properly applied.
Because of the enormous constitutional interests at stake, including the right
to fair notice and due process, this Court has “long adhered to the principle that
criminal statutes are to be strictly construed, and any ambiguity [should be]
resolved in favor of the accused.” United States v. Thomas, 65 M.J. 132, 135 n.2
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(C.A.A.F. 2007)(describing the reasons for the rule of lenity). See also Santos, 553
U.S. at 519. This is true even where the criminal allegations involve classified
materials and national security. For these reasons this Court should review whether
the Army Court and military judge’s interpretation of the CFAA is constitutionally
fair and appropriate.
III.
WHETHER 18 U.S.C.§ 793(e) VIOLATES THE DUE
PROCESS CLAUSE AND FIRST AMENDMENT OF
THE UNITED STATES CONSTITUTION?
Standard of Review
This court reviews de novo issues involving the constitutionality of an act of
Congress. See United States v. Disney, 62 M.J. 46, 48 (C.A.A.F. 2005).
Statement of Facts
In Specifications 2, 3, 5, 7, 9, 10, 11 and 15 of Charge II, PFC Manning was
charged under clause 3 of Article 134 with unauthorized possession and disclosure
of classified information in violation of 18 U.S.C. § 793(e)(Espionage Act). The
military judge convicted PFC Manning of all the Espionage Act offenses except
Specification 11. As discussed below, 18 U.S.C. § 793(e) violates PFC Manning’s
due process and First Amendment rights. Two of the Act’s essential elements are
unconstitutionally vague and overbroad: (1) whether the classified records related
to the “national defense” and (2) whether PFC Manning had reason to know the
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records could be used “to the injury of the United States or to the advantage of any
foreign nation.”
Before trial the defense sought to dismiss the Espionage Act specifications
on constitutional grounds, specifically vagueness and overbreadth. (App. Ex. 88).
The military judge denied the motion and issued draft instructions prior to PFC
Manning’s election of a judge-alone trial. (App. Exs. 138, 410a). The instruction
defines the relevant terms. (App. Ex. 410 at 9).
Regarding the second element, “injury to the United States or to the
advantage of a foreign country,” the draft instruction states the injury “must not be
remote, hypothetical, speculative, far-fetched, or fanciful.” (App. Ex. 410a at 10).
PFC Manning challenges the conviction as a matter of law because the
Espionage Act is unconstitutional facially and as applied.
Law and Argument
1. 18 U.S.C.§ 793(e) is unconstitutionally vague.
“Due process requires ‘fair notice’ that an act is forbidden and subject to
criminal sanction.” United States v. Caporale, 73 M.J. 501, 504 (A.F. Ct. Crim.
App. 2013)(quoting United States v. Vaughan, 58 M.J. 29, 31 (C.A.A.F. 2003)).
An act must be sufficiently clear for “ordinary people [to] understand what conduct
is prohibited and in a manner that does not encourage arbitrary and discriminatory
enforcement.” Id. (quoting Kolender v. Lawson, 461 U.S. 352, 357 (1983).
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The military judge relied on United States v. Morison, 844 F.2d 1057 (4th
Cir. 1988), United States v. Kim, 808 F. Supp. 2d 44 (D.D.C. 2011), and United
States v. Rosen, 445 F. Supp. 2d 602 (E.D. Va. 2006), aff’d on other grounds, 557
F.3d 192 (4th Cir. 2009), for the proposition that the statute is sufficiently clear and
provides fair warning. No military court has ever decided this issue, therefore;
these cases are at best only persuasive.
Nor do these cases address the concerns raised in Johnson v. United States,
135 S. Ct. 2551 (2015), a case about whether the residual clause in the Armed
Career Criminal Act violates due process. Writing for the Court, Justice Antonin
Scalia expressed apprehension with a criminal statute that “asks whether the crime
‘involves conduct’ that presents too much risk of physical injury.” Id. at 2557
(emphasis in original). Such indeterminate language, he wrote, “denies fair notice
to defendants and invites arbitrary enforcement by judges.” The Espionage Act
suffers from the same problem.
As to the phrase “relating to the national defense,” the military judge
interpreted it “broadly” to cover virtually anything having to do with the military.
(App. Ex. 410a at 9). Moreover, the disclosure of such information need only be
“potentially damaging.” (App. Ex. 410a at 9). The definition of the phrase “to the
injury of the United States or to the Advantage of any Foreign Nation” is even less
clear. The instruction merely states the injury must not be remote, hypothetical,
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speculative, far-fetched, or fanciful.” (App. Ex. 410a at 9). It does not even attempt
to explain what constitutes an injury.
This leaves too much “uncertainty about how to estimate the risk posed by a
crime.” Johnson, 135 S. Ct. at 2557. Like the statute at issue in Johnson, the
Espionage Act is abstract and written in a manner that gives no assurance that it
relates to “real world” conduct. Id. It therefore violates the due process clause.
2. 18 U.S.C. 793(e) is unconstitutionally overbroad.
To establish a First Amendment violation, an accused bears the burden of
establishing the statute “prohibits a substantial amount of protected speech.”
United States v. Taylor, 2016 CCA LEXIS 108, *6-7 (A.F. Ct. Crim. App. 25 Feb.
2016)(quoting United States v. Williams, 553 U.S. 285, 292 (2008)). The
Espionage Act unquestionably regulates speech concerning our nation’s national
defense.
The First Amendment interest in informed popular debate does not simply
vanish at the invocation of the words “national security.” National security is
public security, not government security from informed criticism. No decisions are
more serious than those touching on peace and war; none are more certain to affect
every member of society. Elections turn on the conduct of foreign affairs and
strategies of national defense, and the dangers of secretive government have been
well documented. Morison, 844 F.2d at 1081 (Wilkinson, J., concurring).
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In Morison, on which the military judge relied, the court found 18 U.S.C. §
793(e) constitutionally sufficient because the district court reasonably narrowed its
instructions to “confine national defense to matters under the statute which
“‘directly or may reasonably be connected with the defense of the United States.’”
Id. at 1076. In this case, however, the military judge defined the term broadly to
include anything having to do with the “military” and “all activities of national
preparedness.” (App. Ex. 410a). But Morison did not go this far. When a court
interprets a statute so broadly as to bring virtually any speech within its sweep,
then as a matter of law it is unconstitutional. Williams, 553 U.S. at 292.
Given the vast record, we have no way of knowing whether the military
judge would have found PFC Manning guilty of all the Espionage Act
specifications had she correctly applied a more limiting standard. Under these
circumstances this Court has discretion to remand for a new trial or to affirm the
lesser-included offense to which PFC Manning pleaded guilty and reassess the
sentence. See United States v. Roa, 12 M.J. 210, 213 (C.M.A. 1982).
Between the two options, the most efficient way to reconcile the error is to
affirm the lesser-included offenses to which PFC Manning pleaded guilty. This is
more efficient and will cause less disruption to the Army. Finally, the lesserincluded offenses capture the gravamen of the offenses. The interests of justice are
not served by retrying the merits of the case—not when PFC Manning has pleaded
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guilty—and it is well established that 18 U.S.C. § 793(e) is one of the least serious
Espionage Act offenses.
3. Review is appropriate given the constitutional interests at stake.
Perhaps no issue is as fundamentally important to our democracy than the
interplay between free speech and national security. This Court is one of the most
authoritative voices on the connection between these issues. No court has recently
considered the issue PFC Manning has raised here—whether the Espionage Act
violates First Amendment and due process protections—therefore it is appropriate
and indeed necessary for this Court to review.
IV.
WHETHER THE MILITARY JUDGE ABUSED
HER DISCRETION BY ADMITTING TESTIMONY
FROM
THE
GOVERNMENT’S
COUNTERINTELLIGENCE EXPERT ON THE
VALUE OF THE INFORMATION AT ISSUE IN
SPECIFICATIONS 4, 6, 8, AND 12 OF CHARGE II?
Standard of Review
This Court reviews de novo the question of whether a military judge
correctly followed the Daubert framework. United States v. Henning, 75 M.J. 187,
191 (C.A.A.F. 2016). If the Daubert framework is properly followed, a military
judge’s decision to admit or exclude expert testimony over defense objection is
reviewed for an abuse of discretion. Id.; United States v. Sanchez, 65 M.J. 145, 148
(C.A.A.F. 2007).
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Statement of Facts
To prove the required value element of the 10 U.S.C. §641 offenses in
Specifications 4, 6, 8, and 12 of Charge II, the government introduced evidence
purporting to show the value on a “thieves market” of the information contained
within the relevant databases. (R. at 9465-771). This evidence came through
opinion testimony from Daniel Lewis, a counterintelligence (CI) advisor at the
Defense Intelligence Agency. (R. at 9466).
Mr. Lewis admitted during cross-examination that he previously told the
defense team he did not consider himself an expert at valuing classified
information (R. at 9494), that he could not put specific values on documents (R. at
9506), and that he had never received any training on valuing classified
information for a foreign intelligence service, or valuing information of any kind.
(R. at 9496-500).
Mr. Lewis testified that he had never been an offensive CI agent, never sold
information (R. at 9501) and never managed any offensive CI operations. (R. at
9506). Instead, his experience with offensive CI operations came from his
“visibility” over those operations as the Chief of the Counterespionage Division
and the Counterintelligence Field Activity. (R. at 9475, 9478, 9480, 9500-02).
Due to this “visibility,” Mr. Lewis claimed he could assess the cost of information
sold to foreign intelligence organizations. (R. at 9539 (redacted)).
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No court had previously accepted Mr. Lewis as an expert in valuing
classified information from a foreign intelligence service. (R. at 9502). He did not
subscribe to journals dedicated to the valuation of information, nor did he know if
any existed, and he had never attended conferences at which the value of
information was discussed. (R. at 9502-03).
Mr. Lewis admitted that everything he had learned during his oversight of
offensive CI operations came from reading case files or talking to case officers. (R.
at 9546). He would read “reporting from the field” to inform briefings to high-level
officials and Congress. (R. at 9547).
Since Mr. Lewis had never valued information or engaged in operations that
would result in placing a value on information, he prepared for his participation at
trial as a valuation expert by requesting a sample of information from a report
entitled the Essential Elements of Information (EEI). (R. at 9551, 9616). The EEI
is a quarterly report which contains, generally, information on “what the foreign
adversaries were looking for.” (R. at 9552, 9616). The EEI is generated from
information obtained through completed offensive CI operations. (R. at 9616,
9618).
Mr. Lewis did not request actual quarterly EEI reports due to their large
volume. (R. at 9552). Instead, he only requested a “snapshot of information” in
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reports from 2008 through 2010. (R. at 9552-53). He did not independently verify
the accuracy of the information provided in the “snapshot.” (R. at 9553).
The EEI reports—and thus the sample Mr. Lewis obtained—contained no
value data. The samples only listed types of information. Thus, to prepare for his
testimony, he requested value data from a different, unrelated source. But he only
requested value data on the “most and least successful offensive CI operations,”
(R. at 9553-56, 9661, 9685), not “unsuccessful or failed CI operations.” (R. at
9619, 9661). He used the sampling of information in the EEI snapshot in
conjunction with the unrelated value data to determine the value of information in
this case. (See App. Exs. 589 and 590).
Approximately one week before his testimony, the government asked Mr.
Lewis to attempt to place values on documents relevant to this case. (R. at 9557).
At that time, trial counsel gave Mr. Lewis access to the Department of State NetCentric Diplomacy (NCD) database and asked him to do some keyword searches
for specific information in the database. (R. at 9557, 9642). Trial counsel also
showed Mr. Lewis about forty records from both the CIDNE-A and CIDNE-I
databases. (R. at 9558-59).
Mr. Lewis compared the results of his keyword searches of the DoS NCD
database and his review of the CIDNE documents to the data he obtained in his
earlier preparation for this trial. (R. at 9559-61, 9642). Mr. Lewis depended only
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on the historical data others provided in the EEI snapshot and the unrelated
successful CI operations to arrive at his valuation opinion. (R. at 9553-54, 956061). He did not examine the records of the actual offensive CI operations from
which this data was derived. (R. at 9560). Nor did he consider whether the
information in the charged documents was already publicly known, a factor which
he admitted might have an impact on the value of the information. (R. at 9642).
Moreover, he testified he could not render his opinion using only his memory or
experience. He needed the sampling of data to arrive at his opinion. (R. at 956064). Significantly, until he began preparing for his testimony one week before
testifying, Mr. Lewis had never valued a classified document. (R. at 9566).
In an unclassified ruling, the military judge ruled Mr. Lewis could “testify
and offer an opinion with regard to value of certain charged documents upon
laying a proper foundation within the parameters of the oral classified supplement
to this ruling.” (App. Ex. 591).
In her oral classified ruling, she added that Mr. Lewis was also qualified as
an expert in offensive CI operations, and the fact his experience came from
oversight and not direct involvement as a case agent went only to the weight of his
testimony. (R. at 9664). She further ruled that Mr. Lewis could discuss his use of
key terms to find relevant information in the charged documents, compare this
information to the data he requested in preparation for his testimony, and provide
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an opinion on the value of the information in the charged documents. (R. at 966465). Mr. Lewis then rendered his substantive testimony on value during a closed
session, testifying that between 2008 and 2010, certain foreign intelligence
services would value information within the charged documents at certain
amounts. (R. at 9641-9726).
Law and Argument
An expert’s opinion is admissible only if the testimony: (1) “is based upon
sufficient facts or data,” (2) “is the product of reliable principles and methods,” and
(3) the principles and methods have been applied “reliably to the facts of the case.”
M.R.E. 702. The military judge is the gatekeeper, “tasked with ensuring that an
expert’s testimony both rests on a reliable foundation and is relevant.” Sanchez, 65
M.J. at 149 (citing Daubert v. Merrell Dow Pharms., 509 U.S. 579, 597 (1993);
Kumho Tire Co. v. Carmichael, 526 U.S. 137, 141 (1999)).
The proponent of expert testimony must demonstrate the six Houser factors.
Houser, 36 M.J. at 397. In Daubert, the Supreme Court set out four non-exclusive
factors which a judge may use to ensure the reliability of expert testimony.
Daubert, 509 U.S. at 593-94; Kumho Tire, 526 U.S. at 141 (applying Daubert to
non-scientific expert testimony). Although Houser was decided before Daubert,
the decisions are consistent and the military judge should consider the factors from
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both cases. Sanchez, 65 M.J. at 149; United States v. Griffin, 50 M.J. 278, 284
(C.A.A.F. 1999).
The military judge failed to adequately perform the gatekeeping role and
abused her discretion when she admitted unreliable opinion testimony that
exceeded the scope of the witness’ expertise. Mr. Lewis’ opinions on the value of
information were analytical leaps detached from his actual experience. He relied
upon incomplete data and an unreliable method concocted at the eleventh hour in
preparation for his testimony.
1. Mr. Lewis’ testimony did not meet a single Houser or Daubert factor.
The military judge did not cite Houser in her ruling, nor is there any
indication she carefully applied its framework. (App. Ex. 591). She cited the
Daubert factors, but she did not explain how they applied to Mr. Lewis’ opinions.
(App. Ex. 591). A correct application of these principles shows the decision to
admit this evidence was manifestly erroneous because the testimony met none of
the factors set forth in those cases.
A. Mr. Lewis was not qualified to value information and the subject matter
of his testimony exceeded the scope of his actual qualifications.
As to the first and second Houser factors, Mr. Lewis was not qualified
through “knowledge, skill, experience, training, or education” to offer an opinion
on the subject matter here—the value of information. M.R.E. 702. He repeatedly
admitted he did not have the knowledge or skill necessary to offer an opinion on
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the value of information, telling the defense during several pretrial interviews that
he was not an expert in valuing classified information and he could not value a
specific document. (R. at 9494, 9506). It was not until he testified that he suddenly
found himself so qualified.
Nor had Mr. Lewis received training or education on valuing classified
information for a foreign intelligence service, or valuing information of any kind.
(R. at 9496-500). To his knowledge, no such training existed within the
Department of Defense. (R. at 9497). He did not know of any professional
periodicals dedicated to the valuation of information and he had never attended any
conferences in which the value of information was discussed. (R. at 9502-03).
Finally, and most importantly, Mr. Lewis lacked relevant experience. He had
never valued information of any kind before PFC Manning’s court-martial. (R. at
9500-01). Every job he held in the field of CI was focused on the investigation of
espionage. (R. at 9470-78, 9500-01). But the investigation of espionage has little if
anything to do with the valuation of information, as Mr. Lewis acknowledged
when he admitted he had never valued classified information, nor would he have
occasion to, during a CI investigation. (R. at 9501).
Since CI investigators gain no expertise or ability to value information, a
significant focus of Mr. Lewis’ foundational testimony was on the extent of his
experience in offensive CI operations, where information is exchanged for money.
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(R. at 9477, 9479-80, 9500-02, 9506-07, 9516-18, 9523-25). But Mr. Lewis never
actually conducted offensive CI operations or managed a single offensive CI
operation. (R. at 9500-1, 9506). Everything he learned about offensive CI
operations came from reading case files. (R. at 9546 (redacted)). In short, Mr.
Lewis’ “oversight” of offensive CI operations never placed him in a position to
value U.S. government information, or any other information for that matter.
The military judge’s conclusion that this lack of experience only “goes to
weight” was manifestly erroneous because no other area of Mr. Lewis’ experience
could arguably qualify him to value information. In upholding the military judge’s
decision to admit Mr. Lewis’ valuation testimony, the Army Court glossed over
this shortcoming, citing Mr. Lewis’ “experience with similar exchanges.”
(Appendix at 22). But the record of trial demonstrates he had no such experience.
B. The information underlying Mr. Lewis’ opinion was not of the type a
relevant expert would reasonably rely upon.
The third Houser factor, the basis for the expert testimony, addresses the
facts and data an expert may appropriately rely upon in forming his opinion. To
reach his conclusion on the value of the charged documents, Mr. Lewis relied upon
three sources of information: (1) the EEI “snapshot,” (2) the unrelated value data
he obtained in preparation for his testimony, and (3) his “memory” and
“experience.” (R. at 9559-60, 9685, 9703, 9727-28, 9739).
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Under M.R.E. 703, an expert’s opinion may be based upon experience and
inadmissible evidence, including “documents supplied by other experts.” M.R.E.
703; Houser 36 M.J. at 399. However, an expert opinion is admissible only if the
expert has relied on information reasonably relied upon by experts in the particular
field in forming opinions on the subject. M.R.E. 703.
Mr. Lewis’ experience and memory alone did not give him the ability to
value information. (R. at 9553-54, 9560-64). He could not view a document and
determine its value without reference to additional data. (R. at 9553-54, 9564-65).
Thus, for Mr. Lewis’ valuation opinion to be admissible, the additional data he
referenced to arrive at his conclusions must be of the type reasonably relied upon
by an expert in valuing information.
But the record provides no reason to believe an expert in the relevant field—
valuing U.S. government information—would rely upon any of Mr. Lewis’ three
sources of information. The government offered no evidence that experts have
relied upon the additional data Mr. Lewis relied upon to value information.
Mr. Lewis stated that he relied upon this information to brief Congress. (R.
at 9574). However, Congress did not rely on his briefings or the data to value
information as Mr. Lewis did in this case. To the contrary, the record indicates Mr.
Lewis did nothing more than summarize the progress of ongoing operations so
Congress could fulfill its fiscal obligations. (R. at 9479-80).
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The military judge’s ruling that the data was reliable failed to consider
Congress’ purpose in relying on it. Impressed by the data’s inclusion in high-level
briefings to Congress, the judge simply cited the preparation of these briefings.
(App. Ex. 591 at 3). The Army Court did the same in its decision, stating only that
the data was “used to prepare briefings at the highest levels.” (Appendix at 22).
Both the military judge and the Army Court overlooked the third Houser factor by
failing to consider the purpose of the data Mr. Lewis relied upon.
C. Mr. Lewis’ valuation method failed the Daubert reliability standard and
lacked “alternative indicia of reliability.”
As to the fourth and fifth Houser factors of relevance and reliability, Mr.
Lewis’ opinion was neither relevant nor reliable. Unreliable expert testimony is
not relevant. United States v. Dimberio, 56 M.J. 20, 27 (C.A.A.F. 2001). The
military judge improperly applied the Daubert framework in finding otherwise.
That framework provides detailed guidance on the Houser prongs of
relevance and reliability. Griffin, 50 M.J. at 284. The government must
demonstrate reliability by relying on the four Daubert factors or on “alternative
indicia of reliability.” United States v. Billings, 61 M.J. 163, 168 (C.A.A.F. 2005).
Mr. Lewis’ testimony lacked sufficient hallmarks of reliability because it failed to
meet a single Daubert factor and lacked “alternative indicia of reliability.”
First, although the military judge cited Daubert in her ruling, her
conclusions of law meet none of its factors. (App. Ex. 591). Mr. Lewis’ technique
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for valuing classified information had never been tested, subjected to peer review
or publication, had any discernable error rate or standards controlling its operation,
nor had any acceptance within the CI community. The Army Court’s opinion did
not address whether the military judge properly applied the Daubert framework, or
mention this crucial test.
Second, the military judge compounded this error by failing to cite any
“alternative indicia of reliability” that would otherwise save Mr. Lewis’ testimony.
Instead, the military judge apparently accepted the connection between Mr. Lewis’
testimony and the existing data simply because he had worked in the CI field for
decades. (App. Ex. 591 at 1-2). But this experience says nothing about the
reliability of the technique underlying Mr. Lewis’ valuation opinion. See Griffin,
50 M.J. at 284; General Elec. Co. v. Joiner, 522 U.S. 136, 146 (“But nothing in
either Daubert or the Federal Rules of Evidence requires a district court to admit
opinion evidence that is connected to existing data only by the ipse dixit of the
expert.”); United States v. Flesher, 73 M.J. 303, 314 (C.A.A.F. 2014)(“We first
question how an individual can be characterized as an expert based simply on his
or her job title.”)
Mr. Lewis had never valued information of any kind until he was asked to
do so at PFC Manning’s court-martial. (R. at 9566, 9735 (redacted)). He
demonstrated no particular or specialized knowledge on any of the information
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within the charged documents, such as diplomacy or military and detainee
operations. He viewed the charged documents for the first time a week before he
testified. (R. at 9557, 9736 (redacted)). He only spent a few hours reviewing “very
small” samples of documents to arrive at purported values for entire sets of
documents, yet he was not qualified to conduct statistical analysis and infer
propositions based on sample sizes. (R. at 9557, 9736-45). See, e.g., Louis Vuitton
Malletier v. Dooney & Bourke, Inc., 525 F. Supp. 2d 558, 642 (S.D.N.Y. 2007)
(excluding probability testimony of colorimetry expert because expertise in
colorimetry “does not establish his expertise as a statistician”).4
Mr. Lewis’ testimony established he was aware that a market for classified
information generally exists, nothing more. His methodology for determining value
in this market was not reliable, neutral, or trustworthy. For example, he would
perform a keyword search in the charged documents for certain types of
information that had been sold in the past. (R. at 9557, 9642). He would then
simply conclude that similar information in the charged documents must have
some value. (R. at 9561). But he did not compare the content of the actual
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See also Kolokowski v. Crown Equip. Corp., No. 05-4257, 2009 U.S. Dist.
LEXIS 77474, at *33-34 (D.N.J. Aug. 27, 2009)(expert’s methodology “overly
simplistic” and “far too inferential” where no statistical analysis performed to
support inferences); Ortiz v. Yale Materials Handling Corp., No. 03-3657, 2005
U.S. Dist. LEXIS 18424, at *25 (D.N.J. Aug. 24, 2005)(expert’s “simple review of
the numbers” without incorporation of “any kind of statistical or mathematical
analysis” rendered ultimate opinion unreliable).
36

information sold in the past to the information in the charged documents to ensure
this purported similarity, despite his apparent ability to do so. (R. at 9740-42). Nor
did he account for numerous factors that might alter the information’s value at the
time of the sale, such as the information’s availability in open source reporting or
elsewhere, or whether the passage of time had altered its current value. (R. at
9642).
Moreover, Mr. Lewis only considered past successful sales of classified
information, wholly ignoring those instances in which an attempted transaction did
not result in an actual sale of information.5 (R. at 9616, 9619, 9661, 9734). It is a
basic economic principle that price in any market is dependent upon demand.
Thus, failed transactions in a marketplace affect value just as much as successful
ones. The military judge recognized as much when she repeatedly asked trial
counsel to explain how Mr. Lewis’ opinion could be reliable when he failed to
consider unsuccessful transactions. (R. at 9608-17). Although the judge recognized
Mr. Lewis’ data did not include information on unsuccessful or failed CI
operations, she did not explain how his method remained reliable despite this
glaring shortcoming. (R. at 9661).

5

Information on unsuccessful transactions was apparently available to Mr. Lewis,
but he neither asked for it nor considered it. (R. at 9626-27).
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As to the final Houser factor, the probative value of Mr. Lewis’ testimony
was substantially outweighed by the danger of unfair prejudice. Mr. Lewis’
opinion was worthless to the factfinder because it met none of the Daubert or
Houser factors. Its prejudicial effect was unfair because the military judge relied
on this testimony to find PFC Manning guilty of every Section 641 specification.
(App. Ex. 625 at 5).
2. The admission of Mr. Lewis’ testimony materially prejudiced a substantial
right of PFC Manning.
Under Article 59(a), UCMJ, this Court must test the military judge’s error in
admitting this evidence for prejudice. “The test for nonconstitutional evidentiary
error is whether the error had a substantial influence on the findings.” United
States v. Gunkle, 55 M.J. 26, 30 (C.A.A.F. 2001). The government bears the
burden of demonstrating the admission of Mr. Lewis’ testimony was harmless.
United States v. Berry, 61 M.J. 91, 97-98 (C.A.A.F. 2005).
Mr. Lewis’ testimony is the only evidence in the record to support the value
element of Specifications 4, 6, and 12 of Charge II. Thus, if this Court grants
review and finds the admission of this evidence was error, the Court should affirm
only the lesser included Section 641 offense of stealing, purloining, or converting
records or things of value belonging to the United States with a value of $1,000 or
less.
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Conclusion
WHEREFORE, PFC Manning respectfully requests this Honorable Court
grant her petition for review.
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