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Boehm, Jason

From: Fasolka, Michael J.

Sent: Thursday, April 02, 2015 5:18 PM

To: Boehm, Jason

Subject: Human Subjects Determination for ITL Project ITL-0002 entitled, "Tattoo Recognition

Technology Research and Evaluations with Federal Bureau of Investigation (FBI)
Operationally Collected Tattoo Data

Jason, ,
| reviewed the proposed human subjects determination you performed for the ITL project number ITL-0002, through
which ITL is assessing the performance of image processing routines tattoo identification. | agree with your analysis of
the work: as the tattoo image data was collected for another purpose, and because it is encoded using a key ITL cannot
have access to, the work is research that does not involve human subjects and does not require IRB review.

Best Regards,

Mike Fasolka

Michael J. Fasolka

Deputy Director

Material Measurement Laboratory

National Institute of Standards and Technology

3019758301
mfasolka@nist.gov

www.nist.gov/mml

http://inet.nist.gov/cfc
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NIST Human Subjects Research Determination Form
To Determine Whether Proposed Work Meets the Definition of
Research with Human Subjects

Instructions:

If proposed work/project involves (1) humans, (2) biological specimens from humans, or (3)
data or information about humans, use this form to determine if your work meets the definition
of research with human subjects. This is the first step in determining whether the regulations for
protecting human subjects apply to proposed work.

Submitting this form implies that you obtained endorsement by your management to pursue
this determination for the proposed work/project.

1. NIST Project Lead (the Investigator accountable for the project)
Name | Mei Ngan
Title | Computer Scientist
Building/Office | 225/A210
Division/Group | Information Access Division/Image Group

2. Type of Worlk:
NIST work [] Contract/Grant to non-NIST party

3. Title of Proposed Work: Tatfoo Recognition Technology Research and Evaluations with Federal
Bureau of Investigation (FBI) Operationally Collected Tattoo Data

4. Description of Proposed Work:

NIST has been conducting evaluations of biometric and related algorithms and technology
standardization for many years as part of its measurement science and standards mission
including mandates from the USA PATRIOT Act and Enhanced Border Security and VISA
Entry Reform Act. Samples are essential for conducting research in algorithmic performance of
tattoo recognition technology using operationally realistic tattoo data. NIST research activities
for this project are limited to algorithm research and technology evaluation and standardization
and do not include any NIST conducted or supported collection of tattoo images from human
subjects (Attachment 1). b7E -1, 3 per FBI
NIST is not funding or directly collecting any tattoo images from subjects. FBI collected tattoo

images of encountered subjects for non-research purposes under the authority to carrying out

their agency mission. The FBI will provide]

ito NIST under Government Furnished Information

(LF1) Agreement (Attachment 2) for the evaluation of tattoo recognition technologies as
described in the associated attachments. NIST will never receive the key linking each subiect’s .
personally identifiable information to this tattoo data. |

ITL-0002-NIST HSR Determination Form-03202015-final.docx i I\
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28 USC 534 authorizes the FBI to collect and preserve criminal identification and other records,
to include the images of tattoos collected in conjunction with these functions.

Sharing of information in the FBI’s system of records with other federal agencies is a routine use
for the records allowed under The Privacy act of 1074 5 USC 552a(b)(3). NIST does not and
will not distribute the dataset. All participants get access to the dataset from the FBI.

Tattoos have been used for many years to assist law enforcement in investigations. A tattoo is an
elective biometric trait that could contain useful discriminative information to support person
identification, similar to other such as age, gender and race. While some research has been done in the
area of image-based tattoo detection and retrieval, it is not a mature domain. There are no common
datasets to evaluate and develop operationally-relevant tattoo recognition applications. To address this
shortcoming, the NIST Tattoo Recognition Technology Challenge (Tatt-C) database was developed as
an initial tattoo research corpus that addresses use cases representative of operational scenarios.

The Tatt-C database represents an initial attempt to provide a set of ground-truthed tattoo images
focused on, but not limited to, five primary use cases. Those use cases are: tattoo similarity, tattoo
identification, region of interest, mixed media, and tattoo detection.

5. Collaborations with Others:

List other institutions or agencies involved in this work. Describe how each collaborator will be
involved with humans, specimens from humans, and/or data or information about humans as well as any

other specific contributions.

N/A
Signature: %/{ /J@L/—‘

" Typed Name: Mei Lee Ngan Date: _ 3[23 |20 S

Attachments:
(1) Project Schematic of Tattoo Data Usage (3/20/2015)
(2) Government Furnished Information Agreement dated February 24, 2014 and signed April 3,
2014 ' .
3) |Assistant General Counsel Federal Bureau of Investigation email dated
June 24, 2013 citing FBI BCOE Authorities _ ,
(4)|:| FBI/BCOE email dated March 18, 2015, noting no codes shared with NIST ;

b6 -1 per FBI
b7C -1 per FBI

ITL-0002-NIST HSR Determination Form-03202015-final.docx 2
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Attachment 1: Project Schematic

NIST uses (A) and (B} to research
algorithms and develop standards (C) that
are supported by the data characteristics -
in this case tattoo images.

FBI BCOE Tattoo Data

Usage at NIST

NIST publishes research & best practices, and
contributes actionable comments to standards
bodies (C). Reports may go on the NIST web site
and may be published in conference papers and
Journals.
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(A) Tattoo data and (B) reference annotations

FBI BCOE collected and developed a tattoo dataset that enables research by USG agencies on
new techniques and algorithms for automatic recognition of tattoos.
FBI tattoo data is distributed to NIST under Government Furnished Information Agreement (2},
and the sharing of FBI data with other federal agencies is allowed as documented by (3).
NIST conducts biometric algorithm research and technology standardization (C) using Biometric
Initiative STRS under the mandate of the USA PATRIOT Act.
The FBI BCOE data provided to NIST:
~» Will be accessed only by NIST researchers
» Is coded to insure that the identities of the contributing subjects cannot be readily
ascertained. NIST does not have access to the key as the FBI will not release the key to
NIST.

Tattoo Data

From
FBI BCOE

b7E -1, 3 per FBI

Attachments provided in package:

(1) This Schematic of Tattoo Data Usage

(2) Government Furnished Information
Agreement B

(3) FBI BCOE Citation of Authorities

The (B) reference annotations include coded
subject IDs. NIST will never receive information
about subjects’ identities. NIST uses (B) as
algorithm inputs and answers.

NIST research activities are on image
and algorithm technology and 4
automated algorithm development.

Updated: 3/20/2015
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From: Schilling, Linda Beth

To: Allen, Thelma A,

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 1:49:00 PM

Yes | have date stamped for Jason in the past too, | noticed that as well ... a

clean scan with the missing info and a copy of Jason’s email would be great.

I’m always happy to help if you just want to chat ... | had an interesting chat
with Jason this morning.

L.

From: Allen, Thelma A.

Sent: Tuesday, April 07, 2015 1:46 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Thanks!

Sorry for not emailing you this morning.

I noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

| sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, | will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

{ had a great time in NOLAI !

Also, | miss you. I’'m trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. @

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A,

Subject: ITL-0002 for Mei Ngan

Thelma -

| got a copy of the approved package for this one. The memo to jJason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seeéjms to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
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fix.

Let me know if you have date stamped your original and I’'ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth

FBI1/7cv02567-102



From: Schilling. Linda Beth

To: Allen, Thelma A,

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 2:14:00 PM
Any time!

From: Allen, Thelma A.

Sent: Tuesday, Aprit 07, 2015 2:10 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Definitely. ©
| sent a request to Mary Theofanos for a few things and once | hear back from her | would love to

give you a call.

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:49 PM
To: Allen, Thelma A.

Subject: RE: ITL-0002 for Mei Ngan

Yes | have date stamped for Jason in the past too, | noticed that as well ... a
clean scan with the missing info and a copy of Jason’s email would be great.

I’m always happy to help if you just want to chat ... | had an interesting chat
with Jason this morning.

L.

From: Allen, Thelma A.

Sent: Tuesday, April 07, 2015 1:46 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Thanks!

Sorry for not emailing you this morning.

| noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

I sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, | will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

I had a great time in NOLA! !

Also, | miss you. I'm trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. ®
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From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: [TL-0002 for Mei Ngan

Thelma -

[ got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seems to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I’ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Schilling, Linda Beth

To: Alien, Thelma A,
Subject: RE: ITL-0002 for Mei Ngan
Date: Tuesday, April 07, 2015 1:44:00 PM

You can send me a scan of the dated memo if you did date it when it got back
to you, which also works. !’ve scanned everything else.

L.

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: ITL-0002 for Mei Ngan

Thelma -

I got a copy of the approved package for this one. The memo to Jason wash’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seeams (tjo have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I'll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Allen, Thelma A,

To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 1:45:42 PM
Thanks!

Sorry for not emailing you this morning.

| noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

[ sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, | will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

| had a great time in NOLA!!!!

Also, I miss you. I'm trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. ®

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: ITL-0002 for Mei Ngan

Thelma -

I got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
se%ms éo have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I'll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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From: Schilling, Linda Beth

To: Allen, Thelma A,

Subject: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 1:42:00 PM
Thelma -

| got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or Jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seedms to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I’ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth

FBI17cv02567-107



From: Allen, Thelma A,

To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Date: Tuesday, April 07, 2015 2:09:36 PM
Definitely. ©

| sent a request to Mary Theofanos for a few things and once | hear back from her | would love to
give you a call.

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:49 PM
To: Allen, Thelma A.

Subject: RE: ITL-0002 for Mei Ngan

Yes | have date stamped for Jason in the past too, | noticed _that aswell ... a
clean scan with the missing info and a copy of Jason’s email would be great.

I’m always happy to help if you just want to chat ... | had an interesting chat
with Jason this morning.

L.

From: Allen, Thelma A.

Sent: Tuesday, April 07, 2015 1:46 PM
To: Schilling, Linda Beth

Subject: RE: ITL-0002 for Mei Ngan

Thanks!

Sorry for not emailing you this morning.

I noticed that too when | looked at it this morning (got it yesterday afternoon from Stephanie).

[ sent Jason a note saying he hadn’t dated the memo (by the concurrence) and that Chuck’s office
hadn’t date stamped it, asking him if it was Ok for me to do so on this end and send fresh copies.

He said OK, I will forward you his email separately.

Trying to find time to scan it and get you and Jason clean copies of everything, hopefully before 3:00.

I had a great time in NOLA!I1I

Also, | miss you. I'm trying to get a new package together for Mary Theofanos and guidance from
others is not quite as clear and complete as from you. ®

From: Schilling, Linda Beth

Sent: Tuesday, April 07, 2015 1:43 PM
To: Allen, Thelma A.

Subject: ITL-0002 for Mei Ngan
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Thelma -

| got a copy of the approved package for this one. The memo to Jason wasn’t
dated when Chuck or jason signed it. Since Jason’s secretary is making
copies after Jason signs, you may need to either remind her to date the
memo, or ITL can date it when the package starts routing, or to have it date
stamped when Chuck signs it. Any of these approaches work, each OU
seems to have different preferences, but the memo shouldn’t be left
undated.

Since | only get a copy and not the original it isn’t something | can catch or
fix.

Let me know if you have date stamped your original and I’ll note it on my
copy. ;-)

Hope you had a lovely time in NOLA.
Thanks,
Linda Beth
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