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The Honorable Joel Anderson Re: SB 712 — as amended 5/1/2017
California State Capitol, Room 5052 Support
Sacramento, California 95814

Dear Senator Anderson:

The American Civil Liberties Union of California is pleased to support SB 712, a bill that would enhance
Californians’ privacy by adjusting the current vehicle code to allow drivers to attach a removable cover
to their license plates when lawfully parked. Covering one’s license plate in this way would enable
Californians to take proactive steps to protect their privacy from invasive data-gathering processes that
can be used to target vulnerable populations, including immigrants and Muslims.

Automated license plate readers (ALPRs) are high-speed cameras that capture the plate numbers of any
vehicle within view, including cars parked along the route a vehicle outfitted with ALPR systems travels.
Law enforcement—including US Immigration and Customs Enforcement (ICE)—use ALPRs, often pooling
collected data and regional databases. For example, a Californian man who filed a public records request
to receive copies of images collected by his local law enforcement agency obtained more than 100
images of his vehicle in various locations, including one that showed him and his daughters exiting their
car while it was parked in their driveway.*

Private companies also operate ALPRs and have amassed billions of license plate scans, which they store
indefinitely and market to law enforcement agencies and other private companies along with advanced
analytical tools that promise to predict a person’s travel patterns and identify associates in a given area.
Several vendors at the 2017 International Association of Chiefs of Police conference, for example,
touted products that include analytics from ALPR data, including Hitachi’s Visualization Suite and video
analytics software, Ekin’s Safe City Operating System, and Thompson-Reuters’ CLEAR.Z Users of ALPR
databases may even plug in a particular location to identify vehicles that have visited or passed nearby.

This highly sensitive location data puts a wide variety of Californians at risk, and nothing prohibits ALPR
companies from making this data more widely available. One security breach could result in sensitive
location data being leaked online, and these databases are ripe for abuse by individuals with access or
who share their access with others. The data collected by ALPRs could be used to stalk domestic
violence victims or by political campaigns to monitor their opponents. It could be used to surveil
attendees of religious centers, law firms, medical centers, and protests. Immigration and Customs
Enforcement (ICE) has partnered with local law enforcement in 2010 to use ALPRs at gun shows in
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Southern California.® Though ICE temporarily halted” their plans to obtain ALPR data to track
undocumented immigrants after privacy advocates raised concerns,® they have been seeking bids for
ALPRA data again despite continued privacy concerns.® The FBI also temporarily stopped acquiring
ALPR technology due to their concerns about the privacy issues inherent in ALPR use.”

Current law generally prohibits individuals from covering their license plates to avoid ALPRs but allows a
person to cover their entire vehicle when lawfully parked to protect their vehicle from the elements. If a
person may cover their entire car, they should be allowed to cover just their plate as well.

The impact of this bill would be to allow individuals to protect their privacy when they are engaged in
lawful activity. When parked at home or when visiting a location that they would like to keep
confidential—such as visiting a doctor or a therapist—they could cover their plate to protect it from
being captured by ALPRs. For these reasons, the ACLU supports SB 712,
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