
Helpful links by surveillance tech: 
 
ALPR: 
 
https://eff.org/ALPRstatelaws 
 
https://www.eff.org/document/alpr-eff-aclu-southern-california-
petition-california-supreme-court-review 
 
https://www.eff.org/document/neal-v-fairfax-county-eff-amicus-
brief 
 
https://www.eff.org/pages/california-automated-license-plate-
reader-policies 
 
Cell Site Location Information: 
 
Cell tracking issue webpage: https://eff.org/celltracking 
State CSLI laws: https://eff.org/CSLIstatelaws 
Carpenter SCOTUS amicus: https://www.eff.org/CSLICarpenter 
Graham SCOTUS amicus: https://www.eff.org/CSLIGraham 
Davis 11th Circuit amicus: https://www.eff.org/CSLIDavis 
Gilton 9th Circuit amicus: https://www.eff.org/CSLIGilton 
Smith Conn. Supreme Court amicus: https://www.eff.org/CSLISmith 
 
MA Sup Ct opinion in Augustine: 
https://www.eff.org/document/commonwealth-v-augustine-mass-
supreme-judicial-court-opinion 
 
 
Cell Site Simulators: 
 
eff.org/CSSAndrews 
eff.org/CSSPatrick 
eff.org/CSSLambis 
eff.org/CSSNDIL 
 
https://www.eff.org/deeplinks/2017/09/appeals-court-rules-against-
warrantless-cell-site-simulator-surveillance 
 



eff.org/CSSFAQ  
eff.org/CSSHOGR – House Oversight & Govt Reform report 
eff.org/CSSDOJ – DOJ CSS policy 
eff.org/CSSACLU – guide for Crim Defense Attys 
eff.org/CSSmanuals – from Intercept article 
eff.org/CSSBaltimore – racially biased CSS use 
 eff.org/CSSFCC – FCC complaint filed in Baltimore, PA, against cop 
use of CSSs 
 
Facial Recognition: 
 
Read Govt Accountability Office report on FR: eff.org/FRGAO2016 
EFF’s 2017 Senate Testimony on FR: eff.org/FR2017 
EFF’s 2012 Senate Testimony on FR: eff.org/FR2012 
Georgetown’s Law’s Report on FR: https://www.perpetuallineup.org/ 
Ex. of law enforcement’s FR training: eff.org/FRLEAtraining 
Review of FR program flaws: eff.org/FRflaws 
NGI/RISC Privacy Impact Assessment: eff.org/FRPIA 
 
https://www.eff.org/deeplinks/2016/06/danger-corporate-facial-
recognition-tech 
 
 
Govt Malware: 
 
EFF amicus briefs: 
EDVA: eff.org/GMMatish 
1st Circuit: eff.org/GMLevin 
8th Circuit: eff.org/GMHorton  
10th Circuit: eff.org/GMWorkman 
 
https://www.eff.org/deeplinks/2016/09/playpen-story-fbis-
unprecedented-and-illegal-hacking-operation 
 
https://www.eff.org/deeplinks/2016/09/why-warrant-hack-playpen-
case-was-unconstitutional-general-warrant 
 
https://www.eff.org/deeplinks/2016/09/playpen-story-some-fourth-
amendment-basics-and-law-enforcement-hacking 
 



https://www.eff.org/deeplinks/2016/08/illegal-playpen-story-rule-
41-and-global-hacking-warrants 
 
Review our joint report on how to challenge govt malware:  
eff.org/GMChallenge 
For more on Playpen:  
eff.org/GMPlaypen 
eff.org/GMPlaypenFAQ 
For why courts should disclose the exploit: 
https://eff.org/GMDiscloseExploit 
AP lawsuit over CIPAV – the government’s “Computer and IP 
Address Verifier” malware eff.org/GMCIPAV  
 
Predictive Policing: 
 
Visit Human Rights Data Analysis Group: 
https://hrdag.org/policing/ 
HRDAG article on bias: https://eff.org/PPHRDAG 
ACLU article on bias: https://eff.org/PPbias 
RAND research report advocating for PP: https://eff.org/PPRAND 
[contains rubrics for how law enforcement justifies and brands PP] 
 
 
 
	
  
	
  


