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Reining in Digital Searches 

 
A Guide for Criminal Defense Attorneys 

 
1. Digital Searches trigger 4th Amendment protections 

a. US v. Cotterman, 709 F.3d 952, 957 (9th Cir. 2013) (en banc): “Forensic” 
border search of digital device is “non-routine” & requires reas. suspicion  

b. US v. Payton, 573 F.3d 859, 862 (9th Cir. 2009) - Searches of computers 
involve a greater degree of intrusiveness  

c. Riley v. CA, 134 S.Ct. 2473, 2493 (2014) - warrant required to forensically 
search a cell phone even incident to arrest 

2. Arguments for Rejecting Plain View 
a. US v. Tamura, 694 F.2d 591 (9th Cir. 1982) - wholesale seizure is ‘the kind 

of investigatory dragnet that 4th amend. was designed to prevent’ 
b. US v. Comprehensive Drug Testing, Inc (CDT), 621 F.3d 1162, 1177 (9th 

Cir. 2010)(en banc) – digital forensic “analysis” must not become a vehicle 
for the govt to gain access to data which it has no probable cause to collect 
i. See Kozinski’s concurrence for guidance (CDT 1177-79): 

1. Govt must waive reliance upon the plain view doctrine  
2. Forensic analysis must be done by specialized personnel or an 

independent third party.  
3. Govt must disclose actual risks of destruction & other ways of access 
4. search protocol must be designed to uncover only information for 

which govt has probable cause 
5. Govt must destroy or return non-responsive data 

c. US v. Gurczynski, 76 M.J. 381 (C.A.A.F. 2017) – govt searches 9mo. after 
seizure and after client pled – no legit govt interest 
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3. What PC should look like: US v. Griffith, 867 F.3d 1265 (DC Cir. 2017)  
a. Govt must show PC that client: 

i. Owns cell phone 
ii. Cell will be found at home 

iii. Cell contains evidence of crime 
b. Assertion of PC to search all devices regardless of ownership is overbroad  

4. Ex ante-search protocols: 
a. Commonwealth of MA v. James Keown: https://www.eff.org/Keown 
b. Possible limiting factors: 

i. Keywords 
ii. Date range 

iii. Identify specific accounts or applications to be searched 
iv. Email or texts of specific identifiable actors or handles 
v. Limiting to messages sent or received by specific actors 

vi. File type limits 
vii. File size limits 

c. But beware bad cases: 
i. US v. Richards, 659 F.3d 527 (6th Cir. 2011) 

ii. US v. Richards, 76 M.J. 365 (C.A.A.F. 2017) 
iii. US v. Stavros Ganias, 824 F.3d 199 (2nd Cir. May 27, 2016) (en 

banc)(cert denied 12/5/16) 
iv. US v. Blake, 868 F.3d 960, p.7-9 (11th Cir. Aug 22, 2017) 

5. Challenging FISA warrants: US v. Keith Gartenlaub, 2016 WL 3607154 (C.D. 
CA 2016) - https://www.eff.org/Gartenlaub (see pp.11-15) 

6. General recommendations for judicial oversight of digital searches: 
a. Appoint a special master to do an initial overview to ID structure of how 

info is stored and submit a report to the court under seal about what 
categories of directories and files are available for search* 

b. Determine which directories or files are appropriately tethered to info that 
govt seeks in its warrant application and has provided probable cause to 
search, and limits the special master’s query to these file locations 
i. Court should generally prohibit wholesale search of all files w/in seized 

devices/accounts unless govt proves file obfuscation by CCE 
c. Require govt to articulate its query for seized data with specific parameters 

designed to limit the info sought to be w/i scope of PC from SW (see 4b) 
d. Review search parameters requested by the govt and permit defense to 

object to search terms or protocol in a contested hearing  
e. Rule on defense objections and issue a written order with the search 

protocol for the special master to execute 
f. Require that any non-responsive information be sealed and stored with the 

court until the conclusion of the case, at which point the information 
should be returned or destroyed 


