
  Skip to main content
    

  
    
            	About	Contact
	Press
	People
	Opportunities


	Issues	Free Speech
	Privacy
	Creativity and Innovation
	Transparency
	International
	Security


	Our Work	Deeplinks Blog
	Press Releases
	Events
	Legal Cases
	Whitepapers
	Podcast
	Annual Reports


	Take Action	Action Center
	Electronic Frontier Alliance
	Volunteer


	Tools	Privacy Badger
	Surveillance Self-Defense
	Certbot
	Atlas of Surveillance
	Cover Your Tracks
	Crocodile Hunter


	Donate	Donate to EFF
	Giving Societies
	Shop
	Other Ways to Give
	Membership FAQ


	Donate	Donate to EFF
	Shop
	Other Ways to Give


	
      Search form

    
  Search 
 











    

  

  

  
    Email updates on news, actions,

    and events in your area.
  

  
    Join EFF Lists
  

  
    
            	Copyright (CC BY)
	Trademark
	Privacy Policy
	Thanks

    

  





  
    
      
            Electronic Frontier Foundation    

    


    


    
      Donate
    

  





  
            Podcast Episode: 'I Squared' Governance 
    





  
    
      
        
          
            Electronic Frontier Foundation    

        

        
          
            
            	About	Contact
	Press
	People
	Opportunities


	Issues	Free Speech
	Privacy
	Creativity and Innovation
	Transparency
	International
	Security


	Our Work	Deeplinks Blog
	Press Releases
	Events
	Legal Cases
	Whitepapers
	Podcast
	Annual Reports


	Take Action	Action Center
	Electronic Frontier Alliance
	Volunteer


	Tools	Privacy Badger
	Surveillance Self-Defense
	Certbot
	Atlas of Surveillance
	Cover Your Tracks
	Crocodile Hunter


	Donate	Donate to EFF
	Giving Societies
	Shop
	Other Ways to Give
	Membership FAQ


	Donate	Donate to EFF
	Shop
	Other Ways to Give


	
      Search form

    
  Search 
 











    

          

          
                      

        

      

    

  




  
  





  
    
            Which Internet Registries Offer the Best Protection for Domain Owners?

    


            WHITEPAPER    


            By Jeremy Malcolm
July 28, 2017
    

  



  
    
            
    

  


  
    
          


          
            
            Which Internet Registries Offer the Best Protection for Domain Owners?

    


            

    
          


    
          


    
      
        
            
    


            
  
  
  
    
In the Internet’s early days, those wishing to register their own domain name had only a few choices of top-level domain to choose from, such as .com, .net, or .org. Today, users, innovators, and companies can get creative and choose from more than a thousand top-level domains, such as .cool, .deals, and .fun. But should they?

It turns out that not every top-level domain is created equal when it comes to protecting the domain holder’s rights. Depending on where you register your domain, a rival, troll, or officious regulator who doesn’t like what you’re doing with it could wrongly take it away, or could unmask your identity as its owner—even if they are from overseas.

To help make it easier to sort the .best top-level domains from the .rest, EFF and Public Knowledge have gotten together to provide this guide to inform you about your choices. There’s no one best choice, since not every domain faces the same challenges. But with the right information in hand, you’ll be able to make the choice that makes sense for you.

Before proceeding it’s worth noting the difference between a registry and a registrar. The domain registry is like a wholesaler, who operates an entire top-level domain (TLD) such as .com. Domain names ending in that TLD are then offered to end-user domain registrants by one of many registrars. The registry sets the mandatory policies for all of the registrars who resell its domains, but the registrar may also have its own policies. Because there are so many registrars, this document focuses on the policies of registries.

Erratum as at August 2, 2017: The schedule to the report has been corrected to remove .adult from the listing of domains operated by Afilias (in fact the domain is operated by ICM Registry), and to update the information on trusted notifier requests to reflect new information received.

Read our report: Which Internet registries offer the best protection for domain owners?
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