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Classification: UNCLASSIFIED//LES 

TRANSITORY RECORD 

AD Richardson, DAD Burrell, 
Here is the latest version for your approval. The red boxes indicate LES. 

«File: OTD_Responses_to_Sen_Franken_06162015.docx » 

Classification: UNCLASSIFIED//LES 

Classification: UNCLASSIFIED//LES 

8 
EFF CELL-5 



I(OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 
Subject: 

SentineiCaseld: NON-RECORD 

Classification: ID:C:J3E'f/ /HQFABJ<J = 

I approve. Nice workDand team. 

Classification: ~ 

Here is a synopsis of what I have obtained so far. The caveat is that the airborne missions are not recorded inD 
metrics. I also cannot locate any dat~ jn Sentjn,l anc:O Therefore, the data I have is based upon an urgent email 
request tha ut to the field! _There may be additional missions that can be reported in the future, 
when all th respond (the email was sent 06/08/2015). Also, some of the missions might go back as far as 

had tried to start a nascent aerial capability. At that time, CSS gear was sent t~ 
had gear, but they sent it back fo._r_,l-a-,ck-o~f,....------' 

L...,...in-:-te_r_e_s-:-:t ,...u-sa_g_e-..... T:-r-e"'"lP=:-:O~C:=:-ro-r-:t-r--at:--pr_o_g-ra-m--r-----..,_re_a_c-r-le·d out specifically to those offices in addition to the 

~wide email I sent. All offices reported back with the same stats as the ones emailed to me. There may also be 
.__ai~rb_o_rn_.e missions that involve1 ~hat are no longer in the tech program or retired, so I cannot say for certain 

that the mission numbers are 100% accurate. So far, we have five airborne missions reported. 

I 1- Since this information is going to AD Yacone soon, I thought you should be kept in the immediate loop, but 
the attached document has not received approval for release yet from uq land A/SCI I 

« File: Draft ...._ _________________ _.... 

Jason 
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Classification:~~~~ 

Classification: ~~~ 
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I (OTD) (FBI) 

From: I koTD) (FBI) 
Sent: 
To: 
Subject: 

::: Jun~09 2015 8:31 PM I I<OTD) (FBI) 
: if orne iSSiOns for Cell Site Simulators (CSS) --- SH :RE:T/IPWFORN = 

SentineiCaseld: NON-RECORD 

Classification: ]:?Et J<F'f/ /NOF< ikN = 

Thank you! 

Classification: SECRET/ /1<f6FORN = 

b6 
b7C 

Here is a synopsis of what I have obtained so far. The caveat is that the airborne missions are not recorded inl I 
metrics. I also cannot locate any dat~ in Sentjn,l and D Therefore, the data I have is based upon an urgent email 
request that was sent out to the fiel<1_ _There may be additional missions that can be reported in the future, 
when all the espond (the email was sent 06/08/2015). Also, some of the missions might go back as far as 

had tried to start a nascent aerial capability. At that time, CSS gear was sent tol 

7-:--:-:----=:----:~::-:----:-:-:-------r:=====:::;--~had gear, but they sent it back fo.!-::r~la~c:-r.k~o~f-------' 
interest/usage. The POC for that program,! I reached out specifically to those offices in addition to the 

L...--___.~wide email I sent. All offices reported back with the same stats as the ones emailed to me. There may also be 
airborne missions that involved khat are no longer in the tech program or retired, so I cannot say for certain 
that the mission numbers are 100% accurate. So far, we have five airborne missions reported. 

I ~Since this information is going to AD Yacone soon, I thought you should be kept in the immediate loop, but 

the attached document has not received approval for release yet from UC I land A/SCD 

« File: Draftl I 
Jason 
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From: 
Sent: 
To: 
Subject: 

SentineiCaseld: 

!(OTD) (FBI) 

I Tuesday June 09 2015 s.~~~~ 
! l<oTD) (FBI) 
~R'FE~: urrr~g~e~ntr~R=:-:e:-::q~u~e':"lst~s: Missing CSS Laptop and Data for Any Aerial CSS Missions---
UNCLASSIFIED~4cn:::m:f1--- UNCLASSIFISQiiCfS-IwJ FS~ 

NON-RECORD 

Classification: UNCLASSIFIED/~~ 

Anytirne ... sorry for lhe delayed response, been on the road. 

b6 
b7C 
b7E 

From~ J(OTD) (FBI) 
Se~t: Tuesday June 0901~ 3:49 PM 
To:! _(FBI) 
Subject: RE: Urgent Reques~Missing CSS Laptop and Data for Any Aerial CSS Missions--- UNCLASSIFI~ 
NOFORN ---UNCLASSIFIED/~~ 

Great. Thanks again. 

b6 
b7C 
b7E 

Classification: UNCLASSIFIED//]J?:re¥~ 
b7A 
b7E 

1
C_d_·s_e_fi_l!+-----____.! ETfHYB~...! ___ __.!we operated off of a PRTI order that the USMS had obtained fron:O 

I J 

From:l tOTO) (FBI) 

Ser· :·:"v Jun: ~ 201 k B4 PM ~~\e :~~rgen~ue ls~~~ssing C S laptop and Data for Any Aerial CSS Missions·-· UNCLASSIFIED~ 
~---UNCLASSIFIED//. RN 
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Great! Thanks, do you have the case mD~lumber? Also, do you recall if you had a court order or the legal 
authority? 

Thanks for your help. 

Classification: UNCLASSIFIED/~~ 

Yes, FBI equipment. 

From:~ ~OTD) (FBI) 

~~tnt:uesday: June 09, 2 Ji~if-)1_P_M ______ ...., 

Cc lfFBI)j tFBI) 
Su ~ect: RE:rgent Reque~issin[.£.55 Laptop and Data for Any Aerial CSS Missions--- UNCLASSIFIED/~ 

~---UNCLASSIFIED/~ 

Classification: UNCLASSIFIED//LES-NOFORN 

Did you use your FBI gear? 

FromJ tFBI) 

~~tnt: Tuesday~ June o9f~~6i (5~~.fr'g'-P-M--------., 
Cc ICFBI) J ICFBI) ~ _ / 
~~ RE:rgent Reques~: Missin~ Laptop and Data for Any Aerial CSS Missions--- UNCLASSIFIE~­
~--- UNCLASSIFIED~ 

Classification: UNCLASSIFIED/~ 

b6 
b7C 
b7E 

,_.:;;:.:....:;:.:.:..=..:...:..:&.-.......Jinl tn._l.,....-___ ..... lduring thel 
investigation. We utilized assets for thal operation. .__ _____ __. b3 

~--~~ b6 

Fro~ ICOTD) (FBI) 
Sent: Monday, June 08, 2015 12:58 PM 
To: HO-OIV18-TA' HO-OIV1~-TTA 
Cc:l JCOTD) (FBI)IL-____ ___.IcoTD) (FBI) 

20 

b7C 
b7E 

EFF CELL-12 



Subject: Urgent Requests: Missing CSS Laptop and Data for Any Aerial CSS Missions--- UNCLASSIFIED/~~­
UNCLASSIFIED//~ 
Importance: High 

Classification: UNCLASSIFIED~ 

Hello, 

Oas two urgent requests: 

l.)~an urgent need for the field to check for a Dell Laeop with Inventory Numbed 
c==J Most likely, this laptop was sent to the field as a j1f you have 

genuinely located it, please contact me with your ransom demands for verifying the laptop's existence (send a 
picture of the service tag number to me, if you wish to engage in negotiations). 

2.) Due to a recent misleading story in the AP, Congress and the public are under the assumption that the FBI 
operates a fleet of aircraft with the CSS capability. My understanding is that the technique was initially 
deployed back inD but was rarely, if ever, used. I am reviewinQfor any aerial missions, but that 
database may not be accurate. So fromc=pnward, if you recall a CSS aerial mission occurring in your current 
or prior Field Office, please let me know. We have been asked for specific mission numbers. 

Thank you very much for any assistance. 

Classification: 
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Classification: UNCLASSIFIED/~~ 

22 
EFF CELL-



~OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED~ 

TRANSITORY RECORD 

Classification: UNCLASSIFIED/~ 

TRANSITORY RECORD 

Classification: UNCLASSIFIED/~ 

TRANSITORY RECORD 

_ ___.ICOGC)(FBI) 
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Classification: UNCLASSIFIED/~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
TRANSITORY RECORD 

D b5 
b6 

~--==----------------------------------------------------------------------------~b7C 

I am still nol certain where those stats came frorn for the DO? 

l'rn available the lO'h and llt"·, and morning of lhe nth. 

Thanks, 

From~ 
Se ~~~~--~~ 

To: 
Cc:r-----------~,.,,.~.~...rf..::.:..j 
Subject: Airborne '===--"""'"'11"1'7""l""'l'""''~ 

TRANSITORY RECORD 

2 quick issues-

Thanks. 
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Associate General Counsel 
Chief, Science & Technology Policy & Law Unit 
F eneral Counsel 
0: 
~------_.~--------~ 

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention or dissemination unless otherwise 
required by law). Please notify the sender of the error by a separate e-mail or by callin .....__ _____ .... 

Classification: UNCLASSIFIED/ 

Classification: UNCLASSIFIED//FO 

Classification: UNCLASSIFIED/IF U 

Classification: UNCLASSIFIED// 
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kOTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED//~ 

TRANSITORY RECORD 

TRANSITORY RECORD 

D 

I am still not certain where those stats came from for the DD? 

I'm available the lO'h and 11~" .. and morning of the 12~h. 

Thanks, 

D 
26 
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TRANSITORY RECORD 

2 quick issues-

Thanks. 

D 
Associate General Counsel 
Chief, Science & Technology Policy & Law Unit 
FBI Office ofthe Ge~eral Counsel 
0: o!1 

L...---------1 

B: 
~~~--~-----~ E-Mail (U) 

E-Mail (S): 

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention or djssemjnatjon (unless otherwise 
required by law). Please notify the sender of the error by a separate e-mail or by calling! I 

Classification: UNCLASSIFIED// 

Classification: UNCLASSIFIED//FO 
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I(OTD) (FBI) 

From: I I(OTD) (FBI) 
Tuesday Jund15 2:54 PM ....---------. r ~FBI) ;I 1 (OTD) (FBI) 
RE: Airborne ~L____f3tats --- UNCLASSIFIED/~ 

Sent: 
To: 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED/~ 

TRANSITORY RECORD 

From 
Se . .-~-~~~ 

To:...__ ___ ____, (OTD) (FBI) 
Subject: FW: Airborn -.__ _ _,-~... _ _.Stats ---UNCLASSIFIED//~ 

Classification: UNCLASSIFIED/~ 
-----------------------------~-------------------
TRANSITORY RECORD 

I 

Thanks, 

TRANSITORY RECORD 
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D b5 
b6 

r---------------------------------------------------------------------------------_,b7C 

I arn still not certain where those stats came from for the DD? 

I, ·1 bl th 10'h- d ·1·1u' d · fth 17th rn ava1 a e . e . , dn ...... anl mornmg o . e . .. . 

Thanks, 

D 

TRANSITORY RECORD 

2 quick issues-

Thanks. 
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Associate General Counsel 
Chief, Science & Technology Policy & Law Unit 

FB~"""""~~~~ 
O:Lr-----~ L----------1 

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention oy djssemjnatjon Curless otherwise 
required by law). Please notify the sender of the error by a separate e-mail or by calling 1 

L-----------1 

Classification: UNCLASSIFIED/IF 

Classification: UNCLASSIFIED// 
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From: 
Sent: 
To: 
Cc: 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED//~ 

TRANSITORY RECORD 

Associate General Counsel 
Chief, Science & Technology Policy & Law Unit 
FB~~~~~~l~~~~~~ 

0:!-1 __ ----~:o:..:;i---_j 

Confidentiality Statement This message is transmitted to ·you by the Office of the General Counsel of the Federal Bureau 
of Investigation The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended rec1pient ofth!s message, please destroy it promptly V>'itbout fmtber retention or dissemination unless otbenvise 
required by law). Please notify the sender of the error by a separate e~mail or by callin 

Classification: UNCLASSIFIED//~ 

TRANSITORY RECORD 
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Classification: UNCLASSIFIED//~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
TRANSITORY RECORD 

Associate General Counsel 
Chief, Science & Technology Policy & Law Unit 
F eneral Counsel 

0: r~~--------~ 

Confidentiahtv Statement: 'This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of lnvestigatwn. T1le message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without ittrther retention or dissemination unless otherwise 
required by law} Please nolif\· the sender of the error by a separate e~mail or by calling 

TRANSITORY RECORD 

I am still not certain where those stats came frorn for the DO? 

1·'rn available the 10'h and 11 1;', and morning of the 121h. 

Thanks, 
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Classification: UNCLASSIFIED//~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
TRANSITORY RECORD 

2 quick issues-

Thanks. 

D 
I Associate General Counsel 

Chief, Science & Technology Policy & Law Unit 
FBI Office ofthe General Counsel 

0~------~~~------~ 

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention or dissemination \unless otherwise 
required by law). Please notify the sender of the error by a separate e-mail or by calling._l _____ _.j 

Classification: UNCLASSIFIED// 

Classification: UNCLASSIFIED//FO 
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I(OTD) (FBI) 

From: I toGC)(FBI) 
Sent: 
To: 

r-o-L-L=~-.u..~..~..~.~;;:..u.::z..""""'15 2:11 PM r----------, 

Cc: 
Subject: 

(OTD) (FB COTD) (FBI) 
~~,.-,----r----HITD) (181); [ I<OGC)(FBI) 

"'L... _ _.& Stats --- UNCLASSIFIED// L...-----....1 

SentineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED//~ 

TRANSITORY RECORD 

I I 
Associate General Counsel 
Chief, Science & Technology Policy & Law Unit 
FBI Office ofthe General Counsel 
OJ Iori 
BB:I I 
E-Mail (U)I 
E-Mail (S): 

~----------------~ 
Confidentiality Statement This message is transmitted to ·you by the Office of the General Counsel of the Federal Bureau 
of Investigation The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended rec1pient ofth!s message, please destroy it promptly V>'ithout fmtber retention or dissemination (unless otbenvise 
required by law). Please notify the sender of the error by a separate e~mail or by calling I I 

From :I 
Se .!:------:--:--'::"::"'"~ 

To: 

Cc:L...------..p.::::..:..:::~ 
Subject: RE: Airborn .....__ __ __, 

Classification: UNCLASSIFIED//~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
TRANSITORY RECORD 
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I am still not certain where those stats came from for the DD? 

I'm available the lO'h and 11~" .. and morning of the 12~h. 

Thanks, 

TRANSITORY RECORD 

2 quick issues-

Thanks. 

D 
I Associate General lounsel 

Chief, Science & Technology Policy & Law Unit 
FBI Office of the Ge • .......,-'lol...l-..~.~.~.I.I..I.Oll........____, 

~~~------~~------~ 
E- a1 

E-Mail (S) 

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the 
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intended recipient of this message, please destroy it promptly without further retention or dissemination 
required by law). Please notify the sender of the error by a separate e-mail or by calling 

L...------....1 
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I (OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Follow Up Flag: 
Flag Status: 

SentineiCaseld: 

TRANSITORY RECORD 

2 quick issues-

Thanks. 

Associate General Counsel 

Follow up 
Completed 

TRANSITORY RECORD 

Chief, Science & Technology Policy & Law Unit 
FBI Office ofthe General Counsel 
0: od 
BB ~------~ 

b5 
b6 
b7C 
b7E 

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the 
intended recipient of this message, please destroy it promptly without further retention r dissemination (vnless otherwise 
required by law). Please notify the sender of the error by a separate e-mail or by callin I 
============================~~=================== 

Classification: UNCLASSIFIED/~ 
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