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EXECUTIVE SUMMARY

The following facts are uncontested: (1) that Comcast released approximately
75,000 Californians’ unlisted or non-published (“non-published”) telephone numbers
onto the Internet, to at least one nationwide directory assistance provider, and to a smaller
number of print directories; (2) the breach lasted for at least 29 months, i.e., it took
Comcast that long to detect and try to fix it; and (3) it took Comcast another month to
report it to the Commission. For each of these 29 months, 75,000 Californians paid
$1.50/month for a service they were not receiving. Comcast also admits that there were
other breaches that released California non-published numbers into the “ecosystem,”
although apparently not of this magnitude (this remains unclear). It is also largely
uncontested that it was Comcast Phone’s name (not that of Comcast IP) on most of the
operative contracts relating to directory listings.

Thus, Comcast essentially admits a violation of Public Utilities Code § 2891.1, the
codification of the California Constitution’s privacy protections, as applied to non-
published numbers. What remains inexplicable, however, is how this happened.

Comcast claims that there was an account number reassignment, and that a new table was
then used to draw published or non-published status from the accounts in the billing
database, but the new account numbers somehow prevented the data table query from
picking up pre-existing non-published orders on the accounts. If that were not confusing
enough, Comcast then admits that it continued for the entire duration of the breach to bill
these customers for the non-published service they were not receiving. The bills went
out, but the customers received no protection.

As disturbing as was the release of the personal information of 75,000 Californians
who had paid to keep that information confidential, equally alarming are the facts
surrounding Comcast’s normal, baseline treatment of non-published numbers before and
during the breach. The preponderance of evidence shows that : (1) it was Comcast’s
regular practice (until halted in October 2012) to send all its listings, including non-

published names, addresses, and telephone numbers, to a third party which used those



non-published numbers to “corroborate” larger consumer datasets sold to third parties for
purposes other than directory listings; (2) in all likelthood, the data breach identified by
Comcast as the “Process Error” was just one of a series of ongoing breaches of non-
published numbers; (3) after discovering the breach, Comcast failed to undertake online
data removal measures it had used previously to protect individual non-published
subscribers whose numbers had been inadvertently released.

In short, Comcast did not take seriously the relationship of trust that is established
between a carrier and customers who, for whatever reason, feel vulnerable enough to
request a non-published number. The full extent of the breach, not to mention Comcast’s
standard practices with non-published numbers, may never be known. This is due in
equal parts to Comcast’s misdirection during the investigation in this case, to the “veil of
secrecy” that pervades the data marketing and ancillary markets, and to the general
“information asymmetry” between Commission staff and industry.

This Investigation has pulled back the “veil of secrecy” around data marketing and
the role telephone carriers play in that industry, at least slightly. Recent reports by the
Senate Commerce Committee, the Federal Trade Commission, and the General
Accounting Office attempt to explore the sources of consumer information found in large
commercial databases, and all are stopped short of any final conclusions by the lack of
transparency in the data world. Staff’s investigation has revealed at least the appearance
of a mutually dependent and synergistic relationship between data brokers and telephone
carriers. Comcast-provided directory lists appear to be used to corroborate and assist in
the construction of large consumer profile databases sold to third parties. This raises
profound questions about the relationship of telephone service to privacy.

Consumers are, of course, the last to know. The evidence shows that Comcast
hides the uses of its directory listings behind vague, fine-print disclosures, deep in its
“Privacy Notice,” such as “We may also disclose personally identifiable information
about you to outside auditors, professional advisors, [and] service providers and vendors.”
In other words, to anyone. If customers understood the full nature of such use, would

more choose non-published service? Would they demand more privacy protection? And
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the corollary: is non-published service adequate to protect a consumer from the predations
of the data industry? Were non-published subscribers inadequately informed about the
non-published service they were purchasing, what its limitations were, and what other
services might help them secure the privacy they were so clearly seeking?! These are just
a few of the questions that Comcast’s privacy breach puts on the table.

These questions gain urgency in light of the new digital, networked world, where
Comcast is a major player, and where inadvertently released personal information can
travel around the world at almost the speed of light, and be stored, indexed, and
“appended” to create individual consumer profiles. Comcast showed no discernable
diligence in light of these new realities, and little concern about its duties to non-
published customers. SED believes that a substantial penalty, meaningful injunctive
remedies addressing customer harm, and Comcast’s implementation of measures to
prevent future privacy breaches are appropriate in this case.

Staff recommends a fine of approximately $43.9 million, and equitable relief to
address the privacy loss of the 75,000 affected customers, and protect the privacy of non-

published and other Comcast customers in the future.

1 SED’s testimony includes the declarations of 11 customers, Jane and John Does 1 through 11. Four of
these customers testified at the hearing anonymously (without their names being placed on the record).
This testimony documents the reasons and desire for privacy that have caused roughly 15% of Comcast’s
California customers to seek non-published status.
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I also have not had my address listed for a number of years for a reason. Yet when
signing up with Comcast, my address is all over the internet and in the printed phone
book. Due to an abusive relationship and restraining order, my address needs to be
unpublished.

Customer on Comcast Help Support Forum (March 27, 2010)2

I have always paid for a non-published number ... and they chose to list my non
published phone number on their ecolisting website.... The ecolisting website should be
shut down until Comcast/Xfinity insures that customers who have paid for non-published
service phone numbers are not listed and offer new phone numbers to customers whose
privacy rights were violated.

John Doe 8, CAB Complainant (December 31, 201 1)§

She said that she is being published in 411 and should not be. Also said that last
year she was in the phone book... said that she works with women filing restraining
orders and has already been threatened 4 times. Assured customer that I would escalate
this ticket for further investigation.

Comcast CR Trouble Ticket (January 15, 2012)i

I. INTRODUCTION & SUMMARY OF RECOMMENDATIONS
A. Parties and Authority
Pursuant to Rule 13.11 of the Commission’s Rules of Practice and Procedure,? the

Safety and Enforcement Division (SED) files its post-hearing Opening Brief in this

2 Exhibit SED 1, Staff Report, at 14. Citation Convention: SED identifies whether cited evidence is
confidential by including a C after the Exhibit number. Thus, were this citation to the confidential
Comcast-Targus contract in SED 1, the citation would have been SED 1C, Attachment 11.

3 Jd., at 18. Mr. Doe 8 also complained directly to Comcast. See Exhibit SED 2, Prepared Testimony of
Rahmon Momoh (Momoh Opening), at Attachment P.8 (Doe 8 Declaration), at 4. Citation
Convention: SED will refer to its Prepared Testimony as “Opening Testimony,” to Comcast’s Direct
(opening) Testimony as Direct Testimony, and both parties Rebuttal Testimony as Rebuttal Testimony.

4 Exhibit SED 6C, Christo Rebuttal Testimony, at 25, citing Attachment Q.9, COMCASTPOST-
OII 012523-01212541 (Trouble Ticket CR 276219771 [created 1/15/2012], at COMCASTPOST-
OII 012530).

3 See also the February 11, 2014 Scoping Memo, and the August 25, 2014 ALJ Ruling Granting
Comcast’s Motion to Extend, as modified at the October 3, 2014 evidentiary hearing in this matter.



Investigation of Comcast Phone of California, LLC (U-5698-C) and its Related Entities
(Collectively "Comcast"), relating to the unauthorized disclosure and publication on the
Internet and elsewhere of the names, addresses, and phone numbers of approximately

75,000 California customers who had paid for an unlisted (non-published) number.

B. Summary of Recommendations (Rule 13.11)

The Commission should: (1) explicitly enjoin Comcast from providing non-
published or unlisted (hereinafter non-published) numbers to any third party for any
purpose other than E911 emergency services; (2) require Comcast to use maximum
efforts to remove the names, addresses, and telephone numbers of each of the 75,000
affected customers from known online directories (and hire an independent Special
Master to certify that this was done); (3) require Comcast to more fully disclose to
consumers the limitations and ramifications of having a non-published number;

(4) reform its complaint-monitoring so that future privacy breaches are quickly
discovered and remedied, if not prevented; and (5) report for a year or longer period on
the success of its new measures. More generally, the Commission should consider
opening a rulemaking to address the apparently close relationship of directory listing and
data marketing practices. Finally, SED recommends that the Commission fine Comcast

$43.88 million for the pattern of neglect described below.

C. Questions Presented

It 1s uncontested that Comcast released at least 75,000 Californians’ unlisted or
non-published (“non-published”) telephone numbers onto the Internet, to at least one
nationwide directory assistance provider, and to a smaller number of print directories.
Also uncontested is that it took Comcast at least 27 months to detect the breach. It then
took Comcast another 2 months to put a fix in place, and another month to report the
breach to the Commission. The breach was substantially larger than initially reported to
the Commission.

From staff’s perspective, the primary outstanding factual questions are: (1) how

widely were the non-published numbers distributed; (2) how long did the breach



continue; (3) why Comcast did not prevent the breach (and why, in fact, it had in place
practices that made the breach more likely); (4) why it took Comcast 27 months to detect
the breach; and (5) why it took another 2 months to correct it, and yet another month to
report it to its customers and the Commission. Wrapped up in these last two queries is the
question whether there were other privacy breaches that should have put (and did put)
Comcast on notice that the release of non-published numbers was a likely result of its
directory list distribution mechanisms.

The primary legal questions are what laws did Comcast’s conduct violate,
including whether Comcast violated the California Constitution, the Public Utilities Code,
other laws, regulations and Commission orders in releasing the non-published numbers,
whether Comcast’s standard practices themselves violated Public Utilities Code §§ 451,
2891.1, and other laws, whether a penalty is appropriate and in what amount, and whether
specific injunctive relief might help remedy an irreparable breach, and protect against
future releases of the personal and confidential data of Comcast customers.

II. BACKGROUND
A. FACTUAL
1. History

As discussed throughout, the main privacy breach occurred, at the latest, on
July 1, 2010, and continued until at least December 10, 2012.¢ While Comcast is vague
as to the precise date, it generally concedes that the breach was discovered sometime in
October 2012, and that it took another two months to remove the non-published names,

addresses and phone numbers from the Ecolisting website.Z On January 10, 2013,

¢ Exhibit COM 103, Donato Direct Testimony, at [15:17] (“Non-Published Listings were removed from
Ecolisting by December 10, 2012”).

11d., at [3:8-10] (“In October 2012 Comcast received two XFINITY Voice customer complaints stating
that the customers’ Non-Published directory listing information was appearing in Ecolisting (Comcast’s
online directory listing website). Comcast began an investigation ...”). Ecolisting sometimes appears in

(Footnote continued on next page)



Comcast began notifying customers of the improper disclosures.2 On January 9, 2013,
Comcast counsel Toller and other Comcast representatives met with CPUC staff to
inform the CPUC that the breach had occurred.

Comcast initially claimed that the breach began in mid-2011, and involved only
about 50,000 customers, and that the non-published numbers had only been released
through Comcast’s online platform, and to a few isolated directory publishers. It soon
became clear that the correct number of affected customers was closer to 75,000, and that

the breach had begun in 2010.

2. Comcast’s Release of Non-Published Numbers
Compromised the Safety and Invaded the Privacy
of its Customers.

The discussion of the factual and legal issues below leaves out the most salient
reality. During the course of this investigation, SED spoke with and also reviewed many
customer records of aggrieved Comcast customers. While some wanted non-published
numbers for general privacy reasons, such as avoiding telemarketers,? others had
legitimate safety and security concerns that have now been compromised.t? Some of the
victims are current or retired law enforcement officers, judges, prosecutors, who have

. .. 11 . . ..
obvious security issues.— Others are domestic violence victims, or have vengeful

all lower case, but will be capitalized herein, as it currently is on Comcast’s website www.ecolisting.com
(service “not available” November 1, 2014).

8 7d., at [19:18-19] (“Notice was mailed to the vast majority of ‘currently’ Affected Customers whom we
identified in the first phase in California”).

? See e.g., Exhibit SED 2C, Momoh Opening Testimony, at 34-35, citing Attachment Z; see also
generally Attachment Z.

B See e.g., Exhibit SED 2C, at 32-34, citing Attachment I; see also generally Attachment 1.

1 See e.g., Exhibit SED 2C, Momoh Opening Testimony, at 32-34, citing Attachment I; see also id.,
Attachment I, p.8 (No. 60, Trouble Ticket ESL 00938429, Comcast AG 002325-2329 and ESL
00943884, Comcast AG_002335-2343 [“law enforcement officer with a serious issue, a person who has
in the past caused physical harm to the customers and their families now has their street address because
of this issue™]); see also id., at Attachment P.1 (Declaration of John Doe 1 [FBI agent]) and P.2

(Footnote continued on next page)



ex-spouses, significant others, or stalkers from whom they are hiding for fear of physical
harm.2 Others have less obvious—but no less compelling—circumstances.2

Victims also include elderly people and/or those who live alone, and have
expressed fear for their personal security. Even in the absence of a specific threat, staff
does not discount the fears of individuals who have legitimate reasons to feel vulnerable
to criminal activity, scams, or other abuses.’2

In addition to customers with acute safety concerns, other customers reported that
their lives changed when their number was published. Many customers noted that they

experienced a spike in telemarketing calls after their numbers were published.

(Declaration of Jane Doe 2 [law enforcement]); see also Exhibit SED 3, Momoh Rebuttal Testimony, at
6, citing Attachment B (Declaration of Jane Doe 6 [retired police captain]).

L2 See e.g., Exhibit SED 2C, Momoh Opening Testimony, Attachment I, at p.5 (No. 22, Trouble Ticket
ESL 00924080, Comcast AG_001420-1425 [“she did not have much time and seem very agitated. She
shared that she is living in her car due to her ex-husband attempting to kill her. She indicated very little
money and needed to get back to her job or she could not afford to eat.””) and p.12 (No. 89, Trouble
Ticket ESL 00812717, Comcast AG _003238-3242 [“.. .has a stalker (life threatening situation) and is
very irate about that error....Considered closed however sub remains very upset.”]); see also Exhibit SED
2C, Momoh Opening Testimony, Attachment P.11 (Declaration of Jane Doe 11 [stalker, disgruntled
tenants, and telemarketers]).

1 See e.g., Exhibit SED 2C, Momoh Opening Testimony, Attachment P.3 (Declaration of Jane Doe 3
[“running a daycare facility, and wanted to shield our children from calls from the broader public”]) and
Attachment P.7 (Declaration of Jane Doe 7 [“] moved my real estate office to my home....I requested
‘non-published’ and ‘private’ number so that clients or other people with whom I communicated over the
phone did not have my home number and home address.”); see also id., Attachment I, at p.19 (No. 137,
Trouble Ticket ESL 00813370. Comcast AG 004471-4480 [“customer is concerned that her safety has
been compromised due to the fact that she is a licensed foster parent, and is concerned those biological
parents will come after her.”’]); see also, Exhibit SED 3, Momoh Rebuttal Testimony, at 7 and
Attachment B (Declaration of Jane Doe 6 [“I chose to have my telephone number private for personal
and safety reasons. [ have worked for many years reviewing and processing crime victim claims. During
those years, I’ve had to deny claims submitted by felons and gang members. For this reason, I did not
want any contact information like my telephone number and address publicly listed.”]).

1 See e.g., Exhibit SED 2C, Momoh Opening Testimony, Attachment P.5 (Declaration of Jane Doe 5
[“The primary reason for this [non-published number] was safety, as [ am a woman living alone, and in
the last several years [ have become almost completely blind. A secondary reason is my ongoing wish to
avoid telemarketing calls.”]).

5 See generally Exhibit SED 2C, Momoh Opening Testimony, confidential Attachments I, Y, and Z.



In an effort to educate itself, and the Commission, about the privacy interests at
stake in this case, staff turned to a well-known expert in the privacy field, Lee Tien.'®
Mr. Tien is Senior Counsel at the Electronic Frontier Foundation, a group that specializes
in privacy and copyright issues online. He has written and spoken on a broad range of
privacy related issues.t2 Mr. Tien’s testimony explains how protecting privacy is
different than protecting other consumer interests — one does not always know
immediately when one’s privacy has been taken away, and it is often very difficult to
restore. Mr. Tien also describes the dangers that lurk when personal information,
including telephone numbers, is bought and sold in the netherworld of data marketers.™
He describes how Comcast used two well-known data marketing firms as its “agents” in
distributing its directory lists.2

Most of the damage caused by the breach probably cannot be undone. Although
the Commission should require Comcast to exert best efforts to remove the listing
information from Internet directory sites, the likelihood of completely scrubbing the
Internet clean of this information is extremely small. Comcast has inflicted irreparable
harm on 75,000 Californians. John Doe 1, an FBI agent, testified about how Comcast’s
offer to him did not “put the Genie back in the bottle”:

Their remedy was to credit me back $1.50 per month for

however many months ... that [ had had non-published
service. I don't remember what that came to, maybe 15 or 20

18 Exhibit SED 4, Expert Testimony of Lee Tien (Tien Testimony).

L Mr Tien’s expertise is briefly summarized at page 1 (lines3-13) of his testimony, Exhibit SED 4.
Further information available at https://www.eff.org/about/staff/lee-tien. Comcast attacked Mr. Tien for
an alleged lack of knowledge about telecommunications law, and at one point threatened to move to
strike his testimony, but he is not offered as an expert in telecommunications law.

18 14, at 7:8-20.
B4, at 12-16.
2714, at 17-33.




bucks. I believe they gave me Starz service for a year,
something to that effect. But that doesn't put the Genie back
in the bottle. I don't know. It would be hard to say the
damage that could be done. Certainly I can take care of
myself in most situations. Personally, since I'm an FBI agent,
I carry a weapon, | have weapons in the house. If something
were drastic to happen, I'm quite certain I can take care of
that. Some people aren't that lucky to have that ability to take
care of themselves.2!

Further examples of customers safety and privacy concerns, and Comcast’s inadequate

response to those concerns, are found in Section IIIG below.

3. Risk to Comcast Non-Published Subscribers Is
High Because of the Way Comcast Uses Data
Brokers to Distribute its Subscriber Information.

Comcast worked with two large, well-known data brokers, Targus/Neustar and
LSSi,2 to distribute and license its subscriber listings to third party directory publishers,
assistance providers, and possibly others.2 Staff contends that Comcast’s close ties to
this industry exponentially increased the risk that non-published numbers would be leaked
not only across the Internet, but also released into the data broker marketplace.

The Federal Trade Commission (FTC), the Senate Commerce Committee, and the

General Accounting Office (GAO) have all issued recent reports about the data broker

2 Hearing Transcript (hereinafter HT) (John Doe 1) at 9:4-20.

2 See section I1IB below; see also Expert Testimony of Lee Tien (Tien Testimony) at 17-31, describing
Targus/Neustar and LSSi as data brokers, and explaining what it is they do. As discussed below,
Comcast claims that both companies were contractually prohibited from using the Comcast-provided
directory listings for data marketing purposes, but Comcast admits it suspects that LSSi did not comply
with this contractual provision, but asserts that Targus did comply. Exhibit COM 107, Miller Rebuttal
Testimony, at 2:25-3:2, and 9-11.

2 At least one other prominent data broker (Axciom) also appears in this context Exhibit SED 5,
Attachment CC, Declaration of LSSi’s Oldach (penultimate page), filed in the LSSi v. Comcast
litigation in the U.S. District Court for the NorthernDistrict of Georgia (email of Acxiom’s Schwalbert).



industry.2* In its report “Data Brokers, A Call for Transparency and Accountability, ” the
FTC states that “Over half of the data brokers reported that they obtain other publicly
available information, including telephone and other directories....”22 While subscriber
names, addresses and phone numbers — except for those of customers requesting
non-published or unlisted status -- have traditionally been publicly available in printed
phone books, a combination of digital technology, the deregulation of the telephone
industry and directory services in particular in the 1996 Telecommunications Act, and the
rise of “big data” has led to new dynamics and realities in the provision of directory
listings and directory assistance. The FTC refers to “data brokers that ... obtain
information from telephone companies about consumers who have recently created a new

28 The GAO reports how large data brokers (Acxiom and Experian

landline account.
Marketing are the examples) combine “name, address, telephone number” with other
demographic information such as education, occupation, party affiliation, ethnicity,
marital status, household purchase behavior, household income, social media activity,
hobbies, reading and music preferences, and ailments, inter alia, to create a consumer
profile. 2

The Senate Report describes how large utilities and other corporations can be both

the source of data to, and purchasers of the completed data profiles from, the data

2 Senate Committee on Commerce, Science and Transportation, “A Review of the Data Broker Industry:
Collection Use and Sale of Consumer Data for Marketing Purposes” (December 2013), at iii. available
at http://www.commerce.senate.gov/public/?a=Files.Serve&File _id=bd5dad8b-a9¢8-4fe9-a2a7-
b17f4798ee5a (Senate Report); Federal Trade Commission, “Data Brokers — a Call for Transparency and
Accountability”(May 2014), available at http://www.ftc.gov/system/files/documents/reports/data-
brokers-call-transparency-accountability-report-federal-trade-commission-may-
2014/140527databrokerreport.pdf (FTC Report); and US General Accounting Office (GAO),
“Information Resellers — Consumer Privacy Framework Needs to Reflect Changes in Technology and the
Marketplace” (September 2013), available at http://www.gao.gov/assets/660/658151.pdf (GAO Report).

B FTC Report, at 13.
2 FTC Report, at 14.
2 GAO Report at Appendix II, “Examples of Data Collected and Used by Information Resellers.”




resellers.2 The utility’s data is combined with other demographic information in a “data

append” process:

“Data append” products ... require the data broker’s client to
provide some customer information, such as name and
address; the client can then select additional information—
such as the customers’ telephone number and purchasing
habits—that the data broker appends to the client’s data set
for the client’s use in direct mail, telemarketing, and email
marketing campaigns. Some products help clients fill in gaps
that may exist in customer contact information. For example,
the client may provide a customer’s name and address, and
the data broker could provide the customer’s landline
telephone number or email address. Alternatively, the client
may provide the customer’s landline telephone number,
mobile telephone number, or email address, and the data

broker could provide the customer’s name and address ...%2

This suggests that there is pressure on telephone providers to make their data
available to data marketers, and an interest on the carriers’ side in monetizing the data
they have.2? The evidence here suggests that this may have led to the provision by
Comcast of both published and non-published account information to Neustar, and that
Neustar then used this information to “corroborate” its own large consumer databases. In

any event, Comcast’s practice put the personal and confidential customer information of

B See, e.g., Senate Report at 29 (“who buys the data ... financial institutions, hotel chains, wireless
telephone service providers, cable companies, and jewelry stores, as well as other data brokers or
Resellers”).

2 FTC Report, at 24.

3 See, e.g., Exhibit SED 5, Christo Opening at 17:12-18:23; see also Section IIIB below. In this sense,
the provision of telephone service becomes a “two-sided market” — the carrier sells service to the
subscriber, and then sells the subscriber’s data to third parties.



non-published subscribers into the hands of data marketers, even if there were allegedly

structural protections in place.2!

4. Comcast’s Credibility Problem Casts a Pall over
this Case, and Creates Doubt about its Explanation
of the Breach, its Scope, Results and Ultimate
Discovery.

a) Comcast’s Frustration of Discovery
Comcast tried assiduously in this litigation to avoid any connection with the data
broker industry, but instead created the impression that it was hiding something, and
operating under the “veil of secrecy” that the Senate Commerce Committee found
pervasive in the data marketing world.32 There were multiple indicia of this:
e Comcast refused to identify customers who had complained
about the release of their non-published numbers, including
those who expressed safety concerns, ultimately asserting the

Electronic Communications Privacy Act (ECPA) as a
defense;

e Comcast labeled virtually every document it produced,
including sales brochures and customer materials, and

3L The structural protections are limitations written into Comcast’s contracts with LSSi and
Targus/Neustar, limitations that may or may not have been observed in practice. See generally Exhibit
COM 107, Miller Rebuttal Testimony, at 2:25-3:2; Exhibit SED 5C, Christo Opening at 26.

2 Senate Report, supra, at iii.

3 On February 1, 2013, before the Commission issued the OII, staff sent data request 1-11 which stated:
“For the incident reported to the CPUC on January 9, 2013, please provide a list of customers that filed
complaints with Comcast regarding release of unlisted names and phone numbers.” See Staff Report,
Exhibit SED 1, Attachment 1, at 15; see also Comcast January 2014 (Non-) Response to November 2013
Post-OIl DR 2:1, requesting trouble tickets of all affected customers. The long and winding battle over
these discovery requests is partially described in SED’s February 11, 2014 Motion to Compel, and SED’s
February 21, 2014 Response and opposition to Comcast’s parallel Motion for Protective Order,
particularly at 13, and fn. 35; see also transcript of May 21, 2014 Pre-Hearing Conference at 81:17 ff,
where staff reported that there was a “black hole” in the middle of Comcast’s narrative, i.e., almost no
documentation of what had occurred before the breach. Transcript at 81:17 ff.
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communication with third parties, as “Confidential Pursuant
to Public Utilities Code 5837;:3

e Comcast invoked the alleged confidentiality rights of its third-
party data broker business partners, pursuant to confidentiality
clauses in its contracts with them, an experience the Senate
Commerce Committee also had with the industry;®

e For the better part of a year, Comcast claimed that it had no
way to search its customer service notes to identify — even
anonymously -- those customers who called to complain about
the publication of a non-published number, and maintained
this position for the first year of the investigation.2® Knowing
that this was inconsistent with general industry practice, staff
continued to ask about the basis of this statement. Finally, in
a March 2014 email, Comcast’s attorneys acknowledged that
this statement was untrue, and that its customer account notes
could in fact be searched. 2

# See, e.g., Exhibit COM 103C, Donato Direct, at Attachments A (Welcome Kit excerpt); B (Privacy
Notice and Contract); and I (letters to customers). In the version served on July 18, 2014, these all bore
“confidential” designations (see also Exhibit SED 4, at Attachments A and D); in the version distributed
at the hearing room on October 2, 2014, Comcast had removed the confidentiality designation from
Attachments B and I, and removed confidential designations from significant parts of Ms. Donato’s
testimony, all without notice. The initial confidential designations, however, had effectively encumbered
staff’s treatment of these materials.

3 See, Senate Report at 12-13 (“And provisions in company contracts with customers perpetuate this
secrecy by placing restrictions on customer [Comcast] disclosures regarding data sources”).

% Beginning on July 3, 2013, and continuing in subsequent Comcast objections to SED’s data requests
for customer complaint information, Comcast claimed that it could not identify customers who
complained about their non-published or non-listed numbers. Exhibit SED 2C, Momoh Opening, at
45:16-46:31, and Confidential Attachment F (Comcast Response to Post-OIl Set Two, January 31, 2014,
page 4).

3 Momoh Opening, at Attachment GG (Email from Suzanne Toller, dated March 25, 2014).
Specifically, Comcast informed staff as follows:

We wanted to bring to your attention some information we have recently learned about
Comcast’s access to and searching capability of archived customer account notes. In
connection with our efforts to retrieve copies of CSG customer account notes going back
to July 2010 for our upcoming AG production, we discovered last week that Comcast
customer account notes are archived in a third-party database.

(Footnote continued on next page)
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e From February 2013 through July 2014, Comcast also denied
that the non-published numbers went to any directory
assistance providers.ﬁ This had the effect, if not the intent, of
directing staff’s attention away from the LSSi v. Comcast
litigation discussed below, and what it reveals about the trade
in subscriber lists (which in the case of Comcast-Targus
included non-published numbers). As late as May 1, 2014,
Comcast’s attorneys denied that Comcast was aware of any
“national databases” to which the non-published numbers
might have gone:®> These statements were demonstrably
false, as shown below, and Comcast and its counsel should
have known these statements were false. 2

Service of Ms. Donato’s July 18, 2014 prepared testimony was the first confirmation that

in fact non-published account information also went to kgb.¥ The cumulative effect of

Over the course of the last 7 days we have learned that CSG notes for the period at issue
(July 2010 to current) are archived to a database maintained by the Gwynn Group. The
Gwynn Group provides Comcast personnel with a tool that allows them to utilize search
terms (e.g. “non-pub” or HBO) on notes across multiple accounts. Thus, while it is still
accurate that Comcast does not have the ability to undertake word searches in the CSG
billing system itself, we have learned today that the company effectively can conduct
such word searches through account notes in the archived database using the tool
provided by the Gwynn Group.

B 1p its very first data response, Comcast flatly declared “No information was provided by Comcast IP or
its vendor to third party directory assistance providers.” Comcast February 15,2013 Response to staff
Pre-OII DR 1-5 (at p. 9), found as Attachment 1 to Staff Report.

¥ May 1, 2014 Letter from Comcast Counsel to SED Staff, at pages 4-6 (found as Attachment D to
Christo Rebuttal, Exhibit SED 6[C]); see particularly page 5 (“To the best of our knowledge, [Ecolisting,
Frontier’s 2011 Elk Grove Phone book, Frontier’s 2010 and 2011 Colusa County Phone books, and an
electronic address book service used by only a handful of people (Plaxo)] are the only locations where
Affected Customers’ non-published listings were published or used”). For good measure, Comcast added
that “Targus/Neustar did not provide any Comcast California Listings to any directory assistance
providers from 2009-2012”). Id. at 7.

% See Exhibit SED 5, Christo Opening Testimony, at 12-19, and specifically opening Attachment M,
correspondence from Davis Wright & Tremaine’s Sloan demanding hundreds of thousands of dollars for
use of Comcast’s directory listings by LSSi. Mr. Sloan was also the author of Comcast’s appellate brief
(Exhibit SED 14), and presumably would have reviewed Mr. Miller’s declaration (discussed further
below); see also Exhibit SED 6, Christo Rebuttal, at 12-14, and confidential Attachment S (email
exchange between Mr. Miller and Mr. LiaBraaten, referencing Mr. Sloan).

4L Exhibit COM 103, at 22:19-23:3. Even here, Comcast fudges — “may have included the Non-Published

(Footnote continued on next page)
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these objections and misrepresentations was to delay staff’s understanding of how 75,000

non-published account records were released, and where they went.

b) Comcast’s Misleading Statements Under
Oath, and Before this Commission

Comcast’s Mr. Miller testified under oath, in a April 29, 2011 Declaration in the
U.S. District Court for the Northern District of Georgia, about Comcast’s use of kgb, a
national directory assistance provider:

Comcast, however does not provide 411 directory assistance
or other Subscriber Listing Information related services
directly to its customers. Comcast uses a vendor, kgb USA ...
to provide 411 service...

Comcast does not provide kgb USA with its Subscriber
Lsiting Information directly. Instead, kgb USA obtains
Comcast Subscriber Listing Information from another
Comcast vendor, Targus.

This of course is completely at odds with Comcast’s multiple statements to staff that no
Comcast subscriber information went to directory assistance providers and/or national
databases to which the non-published numbers might have gone. It was not until Ms.
Donato’s July 18, 2014 Direct Testimony, that Comcast admitted that it has “recently
discovered” that the non-published numbers may also have gone to kgb/InfoNXX (kgb),
where they were used as part of a national directory assistance database.2

The most egregious examples of Comcast’s credibility problem, however, are three

specific statements that Mr. Miller — by far the most experienced and

Listings.” Comcast offers no evidence at all, however, that the Targus-kgb flow did not include the
75,000 non-published listings, which Comcast has conceded went to Targus.

£ Third Declaration of Phil Miller in LSSi v. Comcast, Attachment K to Exhibit SED 5 (Christo
Opening), at 99 3-5 (emphasis added).

8 Exhibit COM 103, Donato Direct Testimony, at 22:22-24.
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knowledgeable of Comcast’s witnesses at this hearing — made under oath, each of which
1s misleading if not false:

o “I told [Ms. Donato] that kgb’s source [of Comcast DL data] was
LSSi. At the time I told that LSS1 was in fact the exclusive source of
Comcast’s sourced DL data.”®

o “I terminated that [kgb] contract on my own talking through with
kgb when I learned in some discussion with them that they weren’t
using it for the intended purpose ... they weren’t using our records to
support directory assistance calls.”®

o “All Directory Publishers that want access to Comcast’s Subscriber
Listing Information may purchase it from Targus on the same rates,
terms and conditions, including on the same rates, terms and
conditions as Comcast provides to itself... The data and information
that LSSi would obtain from Targus would be the same data that
Comcast’s vendors (acting on behalf of Comcast) use to provide 411
directory assistance ... The manner in which LSSi would obtain and
use data from Targus would be the same way that Comcast’s vendors
would to provide these services to Comcast.” 4

Statement to Ms. Donato

When asked by Ms. Donato about kgb’s source of Comcast subscriber data,
Mr. Miller apparently did not tell her what he had told the Georgia District Court: “kgb
USA obtains Comcast Subscriber Listing Information from another Comcast vendor,
Targus.”*> Mr. Miller’s Rebuttal Testimony attempts to explain why Mr. Miller could
testify under oath in 2011 about kgb’s sources of directory listings, but forget all about

this in 2014 (and why no one, including Comcast’s counsel who were percipient

# Exhibit COM 107, Miller Rebuttal, at 13:10-11.
B HT (Miller) at 576:16-577:1.

% Third Declaration of Phil Miller in LSSi v. Comcast, Attachment K to Exhibit SED 5 (Christo
Opening), at 99 5-6.

4 1d. at 9 4; compare Miller Rebuttal Testimony, Exhibit COM 107, at 13:9-11.
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witnesses to it, caught the mistake): “At the time I told her that LSSI was in fact the
exclusive source of Comcast’s sourced DL data. I did not think to mention that kgb had
had an additional source of data in 2011 (Neustar) since I took the inquiry as relating to
the current period.”®

The problem with this explanation is that Comcast stopped delivering directory
listings to LSSi in February 2013.%2 well before April 2014 when SED began asking
about the full extent of Comcast’s directory listing distribution to Targus, kgb and LSSi.2

Mr. Miller’s Termination of kgb’s access to Comcast records through Targus/Neustar

Mr. Miller claims to have terminated kgb’s relationship with Targus because they
“weren’t using [our customer base] for the intended purpose.”® As a threshold matter,
this is puzzling because termination of the flow of subscriber list data to kgb through
Targus, where Mr. Miller claims to have had some control, thus pushed kgb into the arms

of LSSi for the Comcast data, a bad actor by Mr. Miller’s own admission over which

% Miller Rebuttal Testimony, at 13:10-13 (emphasis added).

L HT at 567:21-24 (Mr. Miller’s statement that Comcast stopped delivering data to LSSi in early 2013,
“around February”). When asked who was “kgb’s source of Comcast provided directory listings if any
after that point,” Mr. Miller responded “I do not know.” Id. at 567:28. Mr. Miller then attempts to
imply, even though he has stated he does “not know,” that LSSi continued to supply Comcast data to kgb
even after Comcast stopped providing data to LSSi. HT 567:28-568:1. This raises interesting questions
about the trade in subscriber lists, but the bottom line here is that on cross-examination Mr. Miller stated
he did “not know” kgb’s source of Comcast records, but in his testimony he says “I told her that kgb’s
source was LSSi.”

0 See SED 1, Staff Report, at Attachment 1, a list of all pre-OII data requests (none of which concern
the licensing of Comcast subscriber lists to third parties). The first post-Oll data requests to specifically
ask about, or even tangent on, the provision of subscriber lists to kgb were DRs 4-18, propounded in
April 2014, which asked Comcast to clarify a statement in a redacted email about what Neustar’s role is
with Comcast data as it relates to DA”; in May 30, 2014 Comcast reveals for the first time that the
redacted portion of the email stated *** | NN Exhibit SED 2C,
confidential Attachment G, at pp. 24-24. (See note re confidentiality ***citation convention ***next
page.) Moreover, the “sponsor” of this DR response is not Ms. Donato, but Ms. Cardwell, whom
Comcast chose not to produce for testimony.

SLHT at 576:19-21. “They weren’t misusing it. They weren’t selling it as per our contract.” Id. at
576:21-23.
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Comcast had no control.2 This did not make sense, and was in fact pretextual. Staff
asked Comcast for documentation of the termination of kgb, and Comcast produced one
document, found at Christo Rebuttal, confidential Attachment S: a September 12, 2011
email correspondence with Targus’ Clayton LiaBraaten. In this email chain, Miller asks
LiaBraaten to “cancel” the Targus agreement with kgb, and to do so for monetary

reasons:

ok k==

On cross examination, Mr. Miller admitted that the email related to “the LSSi
litigation going on at the time.” HT at 590:1-2. He admitted that the reference to “4/6” is
the same $.04 and $.06 per listing that Comcast was demanding from LSSi (in June 17
and September 14, 2011 letters from Mr. Sloan to LSSi).2* And Mr. Miller admitted that
this rate is substantially more than the rate which Comcast (through its agent Targus) was

charging kgb for use of the same data.®

2 Miller Rebuttal at 11:6 (“we agree with [Mr. Tien’s] assessment of [LSSi]”); HT at 578:21-23 (“my
experience with LSSi for over a year was I didn’t trust them”); see also HT at 585:16-26.

3 Exhibit SED 6C, Christo Rebuttal, at confidential Attachment S. Citation Convention: SED
designates confidential material in this brief with triple asterisks around such ***material***,

# Confronted with Mr. Sloan’s letters to LSSi (at Exhibit SED 105, Christo Opening, Attachment M),
Mr. Miller admitted “It has to do with the term — injunction that Comcast was under in U.S. District
Court ... Under the provision of the communications act [sic] carriers are allowed to charge a rate of 4
or 6 cents for those records.” HT 591:5-27.

3 Confronted with Mr. Chudleigh’s Declaration, at § 11, where he lists the lower rate that Targus

was charging kgb (on behalf of Comcast) -- ***Jjj] *** per listing --- Mr. Miller conceded that the
Targus-kgb rate was “substantially less” than what Comcast demanded (and collected) from LSSi. HT at
593:5-12; compare HT at 592:3 (“They paid us $662,000”).
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Mr. Miller’s Misleading Statement about Non-Discriminatory Access

Mr. Miller stated under oath to the Georgia District Court that “all directory
publishers that want access to Comcast subscriber listing information may purchase it
from Targus on the same rates and conditions, including the same rates terms and
conditions as Comcast provides to itself.” Mr. Sloan’s appellate brief for Comcast relies
on this statement to assert that Targus will distribute Comcast’s “directory data ... on
nondiscriminatory terms and conditions.” Exhibit SED 14, at 7. Mr. Miller’s assertions
of non-discrimination were misleading or false, and were material to the Eleventh
Circuit’s decision in that case (even though the Court did not mention Miller by name).
The Eleventh Circuit first notes the injunction entered by the District Court on
May 4, 2011:

The District Court granted LSSi's preliminary injunction
request, enjoining Comcast "from failing to provide directory
assistance listing data directly to LSSi on a complete,
accurate, timely, and nondiscriminatory basis."*®

As a threshold matter, it appears that Comcast did not comply with the Court’s injunction,
and continued to provide kgb the Comcast records at a lower rate than it was demanding
from LSSi until at least November, 2011, if not January 2012. (See discussion above.)

The Circuit Court then identifies rate discrimination, not “agency” as Mr. Miller claimed

. . 57 . .
on cross examination,> as the key issue between the parties:

The real question presented here, then, is not whether Targus
is an agent of Comcast, or whether Comcast treated Targus,
which is only involved with data aggregation and distribution,
differently than LSSi. Instead, it is whether Comcast, as the

5 1.5Si v. Comcast, 696 F3d 1114, 1119 (11" Circuit, Sept. 26, 2012),

3 See, e.g., HT (Miller) at 597:23-25 (“At the time of the LSS litigation, price was not the issue. The
issue was agency’).
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providing LEC, through Targus, as its agent, discriminates in
one of two ways: 1) between requesting LECs and publishers
or 2) between those companies and itself. ...

Asking what we understand to be the correct question--
whether Comcast through its agent Targus will discriminate
between itself and LSSi--we conclude that LSSi1 has not

shown a substantial likelihood of success on the merits. ...%

But, as shown above, Comcast was discriminating between itself (provision of
subscriber list data to its long-time DA provider) and LSSi. Kgb had for many years
provided directory assistance service to Comcast, and was getting Comcast’s directory
assistance records for substantially less than the $.04/.06 rate that Comcast was
demanding from LSSi. Had the Court or LSSi known this, the LSSi litigation may have
turned out differently. Comcast has not corrected the record or advised the Court (and
LSSi) of the discrepancy between the rates charged to kgb/Targus and LSSi for access to

Comcast subscriber lists.2

B 1.8Si v. Comcast, supra, 696 F3d at 1123. The Court continued:

To be clear, our review of this record reveals that the potential for unlawful
discrimination is present: Comcast, through Targus, may be giving itself and its own
directory assistance provider preferential treatment. However, LSSi has not yet
established, and the District Court did not find, that LSSi is substantially likely to
succeed on a claim that this type of discrimination is present in violation of the Act.

Id. On remand to the District Court, that Court also focused on the discrimination question:

Assume for the moment that Comcast and Targus do not discriminate--i.e., every entity
that obtains Comcast DA data (including itself) receives the data on the same terms. If
that were true, then LSSi's gripe about not being able to "directly" obtain the data would
still fall on deaf ears, because the Eleventh Circuit said the question is whether indirect
access through an agent is discriminatory--not whether it is indirect.

LSSi v. Comcast, 2013 U.S. Dist. LEXIS 188580 (D. Ga., March 4, 2013) at *11-12. The Court
found — apparently unaware of the lower rate which kgb had enjoyed — that there was an
insufficient showing of discrimination, and referred the case to the FCC for a final determination.
Id. at *17-19, 35-36.

2 HT at 599:13-22.
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SED argues these facts for several reasons: (1) they demonstrate that the
deregulated market for directory listings is a hardball game where subscriber information
has substantial value; (2) they go to credibility, and Comcast’s apparent indifference to its
duty to provide accurate information to this agency, and the United States District and
Circuit Courts; and (3) they demonstrate the secrecy and information asymmetry

discussed below.

5. Information Asymmetry

As the Senate Committee on Commerce, Science and Transportation reported last
year, “data brokers operate behind a veil of secrecy”:
Data brokers typically amass data without direct interaction
with consumers, and a number of the queried brokers
perpetuate this secrecy by contractually limiting customers
from disclosing their data sources. Three of the largest
companies — Acxiom, Experian, and Epsilon — to date have
been similarly secretive with the Committee with respect to

their practices, refusing to identify the specific sources of
their data or the customers who purchase it.&2

The obsession with secrecy in the data industry may explain the obfuscation,
misdirection, and misinformation described above, and exacerbates a reality present in
every Commission case: the utility knows their business better than CPUC staff does.
This inherent information asymmetry was aggravated in this case by (a) Comcast’s

attempt to put much of its operations behind a wall of “confidentiality” and “trade secret”

8 Senate Committee on Commerce, Science and Transportation, “A Review of the Data Broker Industry:
Collection Use and Sale of Consumer Data for Marketing Purposes” (December 2013), at iii. available at
http://www.commerce.senate.gov/public/?a=Files.Serve&File id=bd5dad8b-a9e8-4fe9-a2a7-
b1714798ee5a; see also Federal Trade Commission, “Data Brokers — a Call for Transparency and
Accountability”(May 2014), available at http://www.ftc.gov/system/files/documents/reports/data-
brokers-call-transparency-accountability-report-federal-trade-commission-may-
2014/140527databrokerreport.pdf; and US General Accounting Office (GAO), “Information Resellers —
Consumer Privacy Framework Needs to Reflect Changes in Technology and the Marketplace (September
2013), available at http://www.gao.gov/assets/660/658151.pdf.
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redactions; (b) Comcast’s invocation of alleged confidentiality agreements, even between
it and its alleged agent, that encumbered and slowed cross-examination; (c) the
limitation of key witness testimony, particularly the testimony of Targus/Neustar witness
Chudleigh, who appeared only pursuant to a subpoena, and only after staff counsel
committed to limiting his examination to one hour;# (d) Comcast’s incomplete,
inaccurate, and/or hypertechnical responses to discovery; and even (e) the limitation of
evidentiary hearing time to 15 hours, which all parties accepted as an unavoidable
circumstance due to Commission resource constraints.

Another issue that implicates both information asymmetry and Comcast’s
credibility was the dearth of percipient witnesses. Except for Phil Miller, none of the
people who were around when the privacy breach happened were made available for
testimony. A number of employees had left the firm. Valerie Cardwell, who oversaw the
relationship with Targus/Neustar, was transferred once the investigation began.# The
witnesses who were proffered had no personal experience. This led, for instance, to
Ms. Donato having to strike a key portion of her testimony from the witness stand
“because I don’t have those specifics.” HT at 429:26-28.

Finally, “information asymmetry” exists not only between regulators and utilities
generally, and staff and Comcast particularly, but also between Comcast and its

customers. As the Senate Report put it:

[D]ata brokers remain largely invisible to the consumers
whose information populates their databases. Consumers have
limited means of learning that these companies hold their
data, and respondent companies provide consumers

8 For one example among many, see HT at 266-67.

82 Counsel for Neustar and Comcast suggested they would move to quash the subpoena if staff counsel
did not so agree.

8 Exhibit SED 5C, Christo Opening, at Attachment Z, Cardwell transcript at 61:16-23.
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rights of access and control regarding their data that vary
widely by companies. Several of the largest respondent
companies have been similarly secretive with the Committee,
refusing to identify specific sources of their data, and specific
customers who purchase it. And provisions in company
contracts with customers perpetuate this secrecy by placing
restrictions on customer disclosures regarding data sources.®

While Comcast can obtain complete profiles of its customers, the customers have
little or no idea what Comcast does with their data. This is particularly true of the non-
published subscribers, who have an expectation of complete privacy that is at odds with
the reality of what little privacy their $1.50/month actually purchases, even when the
system works the way Comcast intended it to work.22 Among the remedies staff proposes
below are better disclosures to consumers, and a simple one-page/one-screen opt-out of
all information sharing (or opt-in to all available privacy products, including Caller ID

blocking, CPNI protections, do not call lists, and non-published listings.

B. Procedural

Comcast reported the breach to the Commission less than 8 days after SB1161
(codified primarily at new P.U. Code section 710) became effective. The above-
captioned OII was voted out on October 3, 2013.% Comcast immediately moved to
dismiss the action under Public Utilities Code § 710 (SB 1161).2 As described in the

jurisdictional section below, the Assigned ALJ rejected that motion.®

8 Senate Report, at 12-13.

8 Customers uniformly reported to staff that they thought a non-published number meant that no one
would see their number except Comcast. See customer declarations at Exhibit SED 2, Momoh Opening,
at Attachments P.2, P.3, P.7 (at 4 4), and Exhibit SED 3, Momoh Rebuttal, at Attachment B); see also
Mr. Tien’s discussion of customer expectations at Exhibit SED 4, at 2-7.

% The OII received the unanimous support of five Commissioners on October 3, 2014. The OII was
issued/mailed on October 8, 2014.

7 November 13, 2013 Motion to Dismiss of Comcast Phone of California, LLC (U-5698-C) and its
Related Entities. Comcast claimed that the CPUC’s investigation of Comcast’s breach of its customers

(Footnote continued on next page)
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III. FACTUAL ISSUES

A. The Nature of the Breach/Release (alleged Process Error)

The baseline practice of Comcast in 2009 and 2010 was to send non-published
numbers to at least one third party, Targus/Neustar. As discussed further below, this in
itself constituted a violation of 2891.1. The breach that affected the 75,000 California
non-published customers happened because of this baseline practice -- because the
“privacy flag” on the non-published records sent to Targus Neustar was missing,
Targus/Neustar treated them as if they were published records, and sent them out into the
world (to the Internet, to a national directory assistance provider, and to various print
publishers — see next section).

1. Comcast’s Story About How the Alleged 2010
Breach Occurred Is Contradictory and Likely

Incomplete, and Shows a Callous Disregard of its
Non-Published Customers.

An understanding of how the data breach occurred is important for several
reasons: (1) it determines how long the breach was extant, and how widely the non-
published names, addresses and telephone numbers were disseminated; (2) it is essential
to preventing such a data breach in the future; and (3) it again tests Comcast’s credibility.

Comcast admits an error occurred in a “new” and flawed process that it had used
to produce and disseminate its subscribers’ listings to Targus/Neustar, its “agent”

responsible for licensing and selling Comcast subscriber listings.2 According to

privacy was a prohibited “attempt to regulate Voice over Internet Protocol (“VolIP”) services.” Id., at 1.
Staff responded by noting that it was the certificated utility affiliate played an essential and necessary
role in the acquisition and distribution of Comcast telephone numbers and directory lists. January 13,
2014 Response of SED to Comcast’s Motion to Dismiss. The Utility Reform Network (TURN), the
Greenlining Institute, and the Consumer Federation of California also opposed Comcast’s Motion.

8 March 11, 2014 ALJ Ruling Denying Comcast’s Motion to Dismiss.
¥ Exhibit COM 103C, Donato Direct, at 3:8-4:8.
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Comcast, the privacy breach started with a state-wide reassignment of account numbers to
all California customers in October and December of 2009.2 This statewide account
number change apparently precipitated the creation of a new and flawed data table (POI
Table) in Comcast’s billing system.”2 “The new POI Table began accruing data related to
XFINITY Voice work orders associated with the new account numbers only
prospectively, and did not include any work order data associated with a given customer’s
old account number.”2

At hearing, Comcast was at great pains to point out that the POI Table was not
empty. It had billing information in it. “In fact so there was no empty data table to my
knowledge. ...[I]t was not an empty table.” HT 394:15-16. So there was data in the POI
Table, apparently all the account data except for published/non-published status.Z That
status marker or data field for published/non-published automatically defaulted to

“published,” as Ms. Donato ultimately admitted:

So the POI Table, the process that extracted the data from the
POI Table, if there was not a non-published or non-listed
service found, did default to published. Z*

As inexplicable as this is, it becomes more baffling when one considers that, at the same

time, Comcast had another Table in its billing database, an “account based” table called

D14, at 10-12.

L 1d., at 12:8-9 (“As part of this wholesale account number change, a new POI Table was created in the
billing system”).

21d., at 12:9-12.

BHT at 394:28-395: 3:
Q. So would there have been data in the -- in the POI Table at that point in time?
A. Yes.

We know that at a minimum, there was name, address, and telephone number information in those
accounts, because that was what went to Targus, kgb, and the directory publishers.

2 See colloquy at 518:2-25.
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the PAS Table, dedicated to billing rather than providing the non-published service,
and that table had accurate information on published/non-published. As Comcast tells

us, the PAS Table, unlike the POI Table, had the correct account information in it:

The PAS Table includes all of the active XFINITY Voice
service and features (including non-published service)
associated with a telephone number under a customer’s
current account number, regardless of whether those services
and features were originally ordered under a different account
number. Because the PAS Table includes all current account
inforrrg%tion, it accurately reflects a customer’s non-published
status.—

Reviewing the bidding here, one concludes that, although the account renumbering
purported to be the root cause of the “Process Error” and data breach affected the POI
Table, it did not affect the PAS Table. No explanation is given. Apparently account
information was moved from some Ur-billing database into each of those Tables (as
shown in both Comcast and SED’s flow-chats),” with one salient difference: the data
field for published/non published was correctly transmitted to the PAS Table for billing,
while the data field for published/non-published was set to a default of “published” for
the POI Table for publishing and directory assistance.

A number of other questions suggest themselves, including this: if this breach was

caused by an apparently state-wide account number change, why did the breach not affect

BJd., at 14:22-23 (PAS is “an account-based table ..., rather than the order-based POI Table”); see also
Exhibit COM 103, Donato Direct, at 13:16-17 (“the charge for a Non-Published listing is based out of a
different data table than the POI Table”); compare also Exhibit COM 114 (Ms. Donato’s “Corrected
SED Christo Rebuttal Attachment C” Chart), and Exhibit SED 15C (SED’s revised chart, with
annotations as directed by Ms. Donato). A version of SED 15C, without Ms. Donato’s correction, is
attached hereto as Appendix 2. All three of these charts show that PAS Table was used for “customer
bills.”

14, at 14:23-15:3.

Z See footnote second above.
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all customers in California? Ms. Donato fudged her answers, but ultimately admitted that
the breach did not affect all of the *** | i *** Comcast non-published customers in
California, contradicting her written testimony.” This may contradict Comcast’s story
that there was one “process error,” rooted in the reassignment of a// California numbers,
that led to the release.2 For Comcast’s story to be true, as SED understands it, al/l
California non-published customers should have been affected by the breach, but not all
were 2

There’s also the question of other states. Pursuant to Comcast’s narrative, the
Process Error was triggered by a reassignment of California numbers, combined with the
use of a data table query that did not pick up pre-reassignment orders,2t and where the
default was “publish.”® This requires the factfinder to assume, as one must with the
Comcast narrative, that the same sort of number reassignment, combined with the same

sort of data table query, was used in other states. The factfinder has no basis on which to

BHT 491:5-8:
Q. But you do know that the 74 to 75,000 is not the entire universe of California
non-pub customers, correct?
A. Correct....

See also, Exhibit SED 1C, Staff Report, Attachment 2 Page 13: “As of February 28, 2013, Comcast IP

had approximately ***

.
I ¢ See also, discussion of other data breaches, below.
2 Exhibit COM 103, Donato Direct, at 10-13.

8 See e.g., Exhibit SED 6, Christo Rebuttal, at Attachment H (FCC complaint from woman who says
she was customer from 2008-2012, and her name and number were published); compare Exhibit COM
106, Stephens Rebuttal, at 20:8-9 (“that complaint was not from a customer impacted by the Process
Error”). Comcast also denied, although off the record, for example, that Ms. J, the subject of the
February 2012 KCBS television news story, was one of the customers affected by the breach.

81 Exhibit COM 103C, Donato Direct, at 11.
82 HT (Donato) at 518.
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make such an assumption, particularly when there is no percipient witness to tell the
storjy.ﬁ

Even assuming Comcast’s facts were true and complete, the conclusion to be
drawn is that the default setting of “published” for the published/non-published data field
in the POI Table meant there was no “privacy flag” on the accounts of approximately
75,000 affected customers, as transmitted to DLODS, Comcast’s online repository of
information.* From there, they were then distributed Targus/Neustar, from which they
were ultimately distributed to Ecolisting, kgb, and several smaller directory publishers.22
In light of the risk that non-published account records could be released into the Internet
wilds, a risk created by Comcast’s decision to work with these data brokers, Comcast’s
failure to exercise greater care must be considered as callous disregard of its consumers’

privacy preferences.

8 Ms. Donato only came on the scene in March of 2012 — a March 27, 2012 email marks her arrival.
Exhibit SED 6, Christo Rebuttal, Attachment F. All of those closest to the directory listing operation
and privacy breach, including Ms. G. (*** i ***), Ms. M (*** I} Il **) and Ms. B

C*“ N ) have left the company; Ms. Bjjjjjij only after the breach was discovered, and a third
percipient witness, Ms. Cardwell, was not offered as a Comcast representative at hearing. HT (Donato)
at 470:11-25; compare many documents and emails from those employees or contractors about problems
with directory listings — Exhibit SED 5C, Christo Opening, at Attachments L (July 22, 2009 email string
including Ms. M and Ms. B); R (same); W (Sept. 10, 2010 Enterprise Project Initiation request re “Non-
Pub Addresses to Targus,” apparently authored by Ms. M), EE.(January 15, 2010 email re Webservice
for Directory Listing Features, Ms. B and Ms. M involved); see also Exhibit SED 6C, Christo Rebuttal,
at Attachments V (Nov. 11, 2011 email string with Ms. G and Ms. M, re “LSSi Insert and Pub Flow”)
and FF.1 (October 5, 2011 email string re Comcast Director Mr. K, who found his non-published account
information on Ecolisting, copy to Ms. Cardwell).

¥ Donato Direct at 4:11-13 (“The error occurred with the process that was used to identify and flag Non-
Published Listings for distribution to Comcast’s directory listing vendor (Neustar) and Frontier (in
California”).

8 Jd. Listings without the privacy flag were apparently also sent directly to the small LECs like Frontier,
or their designated publishers, by the data query “process” — as Ms. Donato puts it. See HT (Donato) at
403-404, and Exhibits SED 15C and COM 114C.
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Comcast states that it corrected the flawed POI database query on December 5,
2012, and purportedly removed the non-published listings from Ecolisting.com by
December 10, 2012.3¢

2. Was there More than One Breach?

Comcast has from the outset of this case sought to define the release of non-
published numbers in terms of a “Process Error,” while staff believes that the error is
more accurately described as what it was — a privacy breach. The deeper problem here is
that Comcast’s construct ignores, or brackets out of view, the apparently ongoing errors
resulting in privacy breaches. It appears that the publication of non-published numbers
was an ongoing and chronic problem. For instance, in an email chain from July 2009 (not
included in the Appendix 1 Timeline), with the subject line “Do you know if”, an
employee asks:

ksk

kokkOL

Indeed, another employee on this 2009 “email chain spotted the problem that goes

unexplained above, and suggests reporting that would have prevented or immediately
detected the privacy breach:

ok

‘ A

8 Donato Direct at 15.

8 July 27, 2009 email string, re “Do you know if,” confidential Attachment GG to Christo Opening,
Exhibit SED 5C, at COMCASTPOST-OII 013723 (last page). This document contains no apparent
trade secret or business confidential data and should be public, as should most of the confidential
documents cited in this brief.



|

Aok kOO

Ironically, the last email in this string (first in the display) talks about “research” that

might help “identify root cause of the problem.” It identifies a ** | GGG

|
B¢ None of these audits have been produced, nor has

Comcast produced a witness designated as the Directory List subject matter expert.

As graphically shown in the chart attached as Appendix 1, representing record
evidence about the history of trouble tickets and other warnings Comcast received, there
were a number of breaches or apparent breaches, from 2009 forward. Comcast can of
course claim that these were all from other states, but it is Comcast itself that emphasizes
that “national” scale of its operation.®2 Even during the time of the breach, we have other
known breaches — during the period July 1, 2010 through December, 2012, which
Comcast has claimed were not part of the process error. Specifically, Ms. Stephens
testified that:

Mr. Momoh claims that Comcast opened over 350 trouble
tickets “directly related to the problem of a non-published
number being listed” in an effort to show that Comcast should
have known about the Process Error sooner....Even those
tickets specifically relating to publication of non-published
listings for those customer who had signed up for that service
would not have presented a “warning sign” of the Process
Error unless they were opened for customers who were
impacted by the Process Error....”%

88 Jd., at 13721 (second page) (emphasis added).
¥ See e.g., HT (Donato) at 394:8-9 (“the process to extract data listing data is a national process”).
2 Exh. COM 106, Stephens Rebuttal Testimony, at 17:14-18.
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Ms. Stephens concludes that only approximately 75 of the 350 Trouble Tickets
were caused by this Process Error. So were the 275 other customers impacted by a

different process error? Comcast does not say. 2%

B. The Full Extent of the Breach — How Far the Non-
Published Numbers Traveled -- May Never Be Known,
But it Was Substantially Larger than Originally
Reported.

Although SED will set out below what it has been able to discover about the
dissemination of Comcast directory listings, including those listings that erroneously
contained non-published numbers, the truth is that Comcast itself probably does not know
how broadly the records were disseminated. As Mr. Miller testified:

I also didn’t know at all if they had our — if LSSi was using
our records with kgb or anybody else, who they were
providing those records to other companies in the United
States. [sic]2

This colloquy with Ms. Donato also reflects this lack of understanding:

Q. So you really don't know what's in or out of DLP; is that
correct?

A. No, I don't know for sure what sources they use in their
product to input. For what we license and how they use
our data, we have gotten their assurances and discussed
many times how they use that. 2

Sometimes, the very act of seeking Neustar’s “assurances” reveals how little
information Comcast had, or pretended to have when deniability was important.
Mr. Miller, Comcast’s point man on negotiating contracts for the distribution of Comcast

directory lists, not only was clueless when it came to LSSi but also had no idea where

2L Ms. Stephens avoids the question by vaguely referring to “benign, unrelated” reasons for opening a
Trouble Ticket. /d., at 17:20-21 and fn. 17.

2 HT (Miller) at 578:27-579:3.
% HT (Donato) at 430:9-13.
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Comcast numbers sent through Targus/Neustar had ended up, as reflected in his email to
kgb’s Ms. D. *** NN - Miller’s email, which he waited until the week after
his June 2014 deposition to send, asks kgb whether it had ever received Comcast-
provided records -- an interesting question coming from a man who declared under oath
in 2011 that “kgb USA obtains Comcast Subscriber Listing Information from another
Comcast vendor, Targus.2* He asks kgb’s Ms. D. a further series of questions which
either reflect an attempt to manufacture an alibi, or which reflect a shocking lack of
knowledge on

Mr. Miller’s part about how Comcast’s information assets were being used.® Thus,

further to the information asymmetry theme stated above, we either have an entity that is

2 Exhibit 107C, Confidential Attachment D.

% Mr. Miller waited after his June 17, 2014 deposition to send an email to kgb’s Ms. D. The questions
posed to Ms. D appear either designed to create a record that Mr. Miller had only discovered the
distribution to kgb after his deposition, or reflect inexplicable ignorance about the true state of
distribution of Comcast’s directory listings. See Exhibit SED 5C, Attachment E and 6C, Attachment
B, excerpts from the June 17 deposition of Phil Miller; compare Exhibit COM 107C, Miller Testimony,
Attachment D (June 24 email to Ms. D). Among the questions asked:

skeskosk

|‘

*
*
*

30



consciously prevaricating, or one that has no idea where its information assets are
deployed.

1. Comcast Sent Non-Published Records to
Targus/Neustar (aka Localeze and Amacai).

Comcast admits that it sent non-published listings went to “Comcast’s directory

listing vendor (Neustar).”%

Neustar was Targus, until Neustar acquired Targus in
November 2011. Targus/Neustar also had affiliates or did business under the names of
Amacai and Localeze. Comcast had worked with Targus going back to 2006, when the
two parties entered into a Commercial Information Services Agreement (CISA), which
was a sort of master agreement that was modified through the years. The first agreement
related to directory listing licensing and distribution was the CISA Amendment 8, dated
November 1, 2009.2 Under that agreement, Targus was an “independent contractor.”2
On May 15, 2011, Comcast entered into a successor agreement with Targus, a Directory
Listing, Licensing and Distribution Agreement (DLLDA), which was the operative
agreement for the second half of the privacy breach.® Under this agreement, Targus was
Comcast’s “distribution agent.”%

Ms. Donato testified that the Targus/Neustar was the “conduit by which Comcast
distributed its [subscriber] listings during the relevant time period and through which the

Non-Published Listings were published on Ecolisting.”!™ As shown below, Targus

2 Exhibit COM 103, Donato Direct, at 7:17-19

%1 Exhibit SED 5C, Christo Opening, Attachment S.
% Christo Opening, at 24-25.

£ Christo Opening, Attachment T.

1% Christo Opening, at 26, citing DLLDA 9 2.2.

1 Donato Direct, at 7:17-20.
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distributed the Non-Published Listings more broadly. Also as discussed below, Comcast
made a conscious choice to send the non-published listings to Targus (and presumably
LSS1), and to do so with a “privacy flag,” rather than keep those listings in-house.

Comcast refers to Targus/Neustar as its “Listing Agent,” but Targus and Neustar
were much more. Targus was a data broker, and the successor division within Neustar
still 1s. And it was inevitable that Targus/Neustar’s dual roles would meet, if not collide.

Comcast’s Phil Miller described Targus as “a sophisticated data company ... that
focuses its business on managing and handling huge amounts of data,” in his May 2011
“Third Declaration” filed with the U.S. District Court in Georgia:®®* Stephen Ainge,

Mr. Chudleigh’s colleague at Targus, described Targus as “a commercial aggregator and
provider of consumer and business data to third parties,” including but not limited to
directory listing publishers.22 In fact, expert witness Tien bluntly described
Targus/Neustar as a “data broker,” an assertion Comcast did not challenge at the
hearing 1%

The point where Targus’ twin roles as directory list licensing agent and data broker
meet is in the use of Comcast data in a file called DLP *** | EEEENEG—
*** which consists of the Comcast data, the data from at least one other large cable
company, and a large consumer database referred to as the PCP *** || N IIINIE
B . This process was described by Mr. Chudleigh in hearing testimony,
referring to Exhibit SED 7C:

192 Exhibit SED 5, Christo Opening, at Attachment K, at 2.

18 Exhibit SED 5C, Attachment N (Second Declaration of Dennis G. Ainge, in LSSi v. Comcast
litigation), at § 2.

1% Exhibit SED 4, Tien Testimony, at 17:13-16. When asked about the evils of data brokers, witness
Tien pointed to the need “for people being able to control their information.” HT at 39:19-26. Atno
point did Comcast counsel challenge Mr. Tien’s characterization of Targus/Neustar as a databroker.
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o

So was the Comcast-specific data or Comcast-provided
data used in corroboration of the DLP data?

>

So the answer is, yes, as described here.
Okay.

It goes into a bucket, and then we find out whether it is
proprietary or not proprietary, will determine private or
public.

> O

o

Okay. And one of the things that is corroborated there is
the file that we previously refer to as the PCP file. That is
one of the contents of the --

>

Yes; that is correct

And the rest of my sentence, or question was, content(s) of
the DLP?

e,

. 105
A Yes, sir.=—

In the normal course of things prior to October 2012, Targus/Neustar used both published

and non-published numbers to corroborate the PCP database:

sk o

e
.
|
|

]
I —_—
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Non-published numbers were apparently used in this way to corroborate Targus’

consumer database(s).X2 These consumer databases were then sold to third parties:

195 4T (Chudleigh) 290:15-291:4.

196 Cross-examination Exhibit 7C, J anuary 25, 2013 Neustar Email to Comcast’s Cardwell, re DLP
Overview, at Comcast Post-OIl 001293 (emphasis added).

17 Although the full name of the PCP file was not used at hearing to protect Targus/Neustar’s alleged
confidentiality [rights], Targus/Neustar is much more expansive on its website. See

(Footnote continued on next page)



[T]he types of companies that will license that [PCP] product
are foundational data companies such as credit bureaus,
people who are doing fraud prevention. Anybody who has a

need for [that] sort of foundational household level consumer

file in support of their business activities.1%®

Businesses that have “a need for that sort of foundational household level consumer file”
are, in addition to credit bureaus and fraud prevention services Mr. Chudleigh identifies,
also the debt collectors and telemarketers described in Mr. Tien’s testimony.1%

As a result of Comcast’s decision to work with and send almost 75,000 non-
published customer records to Targus/Neustar, the personal information of approximately
75,000 non-published customers whose accounts were not properly flagged was thus
either included or used in the building of: (a) a national data assistance database, the
DLP; and (b) to multiple databases used by credit bureaus, debt collectors, and
telemarketers.

At hearing, Comcast made repeated efforts to muddy the situation, claiming that
somehow Comcast-provided records were not fully integrated into the database. But
these excerpts from Targus/Neustar’s “DLP” and “DLP Build Process” memoranda

(Exhibit SED 7C) show differently:

http://www.neustar.biz/information/docs/pdfs/solutionsheets/pure-consumer-solution-sheet.pdf
(“Enhance Your Direct Marketing Files ... Pure Consumer is built on Neustar’s unique market-proven,
consumer insights engine ...Neustar raises the consumer data bar. We have proprietary partnerships with
hundreds of data sources that report data numerous times daily. This means we also update our data
several times each day. The result, you receive the most comprehensive, freshest consumer information
...Pure Consumer Premium - For data compilers looking for the maximum household coverage”).

198 HT (Chudleigh) 292:14-20.
1% Exhibit SED 4, Tien Testimony, at 12-16, 26.




And:

*
*

k222

By “participating,” an MSO like Comcast participates in a “corroboration” process which
may make for more accurate directory assistance files, but also enhances the data
marketing products which Targus/Neustar sells to a broad array of customers (as shown

above):

*
*

212 skskok

|

Thus, the non-published account numbers were exposed to the risk that they would
be incorporated into some of Targus’ data products designed for credit agencies and other
customers. And this appears to be what happened with the 75,000 affected accounts if

not all non-published numbers.

10 pyhibit SED 7C, at COMCAST POST-OII 001295.

UL 7d. at 001293; see also Exhibit SEC 6C, Christo Rebuttal, at Attachment W (Mr. Chudleigh reports
that Comcast data, ***

I
N *)- Emphasis
added.

12 77 at 001295.
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2. Comcast Non-Pub Records Went to kgb (a national
directory assistance company)

Although Comcast denied for almost a year and a half, that Comcast-provided
subscriber lists, including the non-published account information at issue here, went to
any directory assistance provider, there is clear email evidence that not only Comcast
directory listings were going to kgb, a national directory assistance provider, as early as
December 2009, but that Comcast made a conscious decision at that time to include non-
published numbers in that data stream.X22 (This matter is discussed further in Section F(2)
below.) , Comcast now admits that, for at least a year and perhaps considerably longer,
Comcast-provided subscriber information with non-published account information in it

14 There is little doubt that this

may have flowed from Comcast through Targus to kgb.
occurred. As set forth in the previous section, Targus and Comcast entered into a contract
on November 1, 2009 pursuant to which Targus was to license Comcast subscriber
listings 12

Targus’ affiliate Localeze then entered into a contract with kgb on November 29,
2009, wherein Targus committed to provide kgb with Comcast directory listings.**¢ Both
Mr. Chudleigh and Ms. Donato attempted to claim (after Comcast produced it in this
litigation) that this contract had nothing to do with providing Comcast residential

directory listings to kgb for use for directory assistance.rX After a long cross-

13 Exhibit SED 6C, Christo Rebuttal, at 13-14, and Attachment O.

12 Exhibit COM 103, at 22:19-23:3. Even here, Comcast fudges — “may have included the Non-
Published Listings.” Comcast offers no evidence at all, however, that the Targus-kgb flow did not
include the 75,000 non-published listings, which Comcast has conceded went to Targus .

15 Exhibit 5C, Christo Opening, Attachment S.

U8 1 ocaleze Standard License Agreement, COMCASTPOST-OII 017351 017376, Confidential
Attachment K. to Christo Rebuttal, Exhibit SED 6C. A more complete version of the Localeze-kgb
contract is found at Donato Rebuttal Confidential Attachment E.

U HT at 264:20-265:4.
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examination, Mr. Chudleigh was constrained to admit that the directory information
licensed to kgb included residential listings from both Comcast and another major cable
“multi-system operator” (MSO) that offers telephone service.® Of course, the much
simpler way to get to this conclusion is simply to read Mr. Miller’s Declaration under
oath in the Georgia District Court that “kgb USA obtains Comcast Subscriber Listing
Information from another Comcast vendor, Targus.”

Ms. Donato’s Direct Testimony states that “kgb received the data [from
Targus/Localeze] in July 2010,22 although her Rebuttal Testimony asserts those were
only “test files,” with full-rights (?) listing information beginning to flow on November 1,
201214

The transmission of non-published numbers to kgb is significant not only because

. : S . 122 - -
it is a nationwide directory assistance platform,~== but because it also operates an online

U8 4T 274:28-275:23, culminating in this exchange:

Q And so back to my question, was this data repository, DLP, the repository of the data that is
referred to in the product schedule?

A It was the repository from which the extract was delivered, but they didn't get everything in the
repository because they didn't want to license that.

Q Okay. But they did get the Comcast directory listings and the directory listings of this other
cable company?

A Yes, that is correct. That was the purpose of this product schedule.

The Product Schedule, found at COMCASTPOST-OII_011216-11220, out of order after
COMCASTPOST-OII_017376 in Attachment E to Donato Rebuttal. The Product Schedule
clearly refers to residential listings.

1 Exhibit SED 5, Christo Opening, at Attachment K, 9 4.
120 Exhibit COM 103, Donato Direct, at 22:22.
L1 Exhibit COM 104, at 8:19-24/. None of these dates are established with contemporaneous

documentation, as all of Comcast’s assertions here rely on evidence created in the last several months —
the kgb email (Miller Attachment D) and the Chudleigh Declaration.

122 ¥ ob USA (the fuller legal name of the entity) was previously known as INFO NXX. Comcast has
used kgb/INFO NXX to provide directory assistance to its customers since 2003. See Exhibit SED 5,

(Footnote continued on next page)
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peoplefinder website. 22 As pointed out below, whether kgb USA uses the Comcast

listings in any other way is not something on which Comcast can opine with any certainty,
because it does not downstream audits (or, apparently, any other monitoring) of the uses
of its subscriber list information.

3. Comcast Non-Published Listings May Also Have
Gone from Targus to Unidentified Third Parties

As noted above, Mr. Miller — supposedly in charge of Comcast’s “strategic
partners” — was so clueless (he claimed) that he had to send an email to kgb’s Ms. “D,”
3. inquiring about whether her company had ever received Comcast
directory listings through Talrgus.m

Mr. Miller also testified at his deposition (and at hearing) that Comcast essentially
relied on the statements of Targus/Neustar’s counsel that the data was only being used for
directory assistance and listings, and never itself audited Targus/Neustar [or Targus’ sub-
licensees or other third parties] to see what uses the licensees were actually making of
Comcast’s data.'2

Ms. Donato, although she purported to present the authoritative Comcast version

of the scope of subscriber list distribution (including the non-published numbers at issue

Christo Rebuttal, at 10:11- 15:11, and Attachment J. This also documents how Ms. Donato had some
knowledge of kgb’s role back in 2012, yet still claims that kgb’s part in the data breach was only recently
discovered.

123 Exhibit SED 6, Christo Rebuttal, at 9, fn 37 and accompanying text, and Attachment J (screenshots
from www.kgbpeople.com); see also Miller deposition testimony at 97-98:22, at confidential
Attachment E to Mr. Christo’s Opening Testimony (Exhibit SED 5C).

124 Exhibit 107C, Miller Rebuttal, at Confidential Attachment D.

5 HT at 602:17-604:7; see also Phil Miller Deposition Transcript, at 68:7-69:17, Exhibit SED 5C
(Christo Opening) at Confidential Attachment E; see also HT (Miller) at 604:2-7.
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here), had to repeatedly state that she did not know the answers to questions on and

related to this topic.m

4. Comcast Admits that its Non-Published Records
Went to Ecolisting

Comcast admits that the non-published listings of approximately 75,000 customers
who had subscribed to (and paid for) Comcast’s non-published service were posted on the
Comcast branded online directory look-up service for 29 months, from July 1, 2010
through December 10, 2012.

A reality that Comcast has not been eager to talk about is that once posted on the
Ecolisting website, the non-published records were susceptible to “screen scraping,” i.e.,
to harvesting by third parties.m Indeed, as Comcast’s Privacy Notice discloses in the
fine print:

Once our subscribers’ names, addresses, and telephone numbers
appear in telephone directories or directory assistance, they may be
sorted, packaged, repackaged and made available again in different
formats by anyone.m

This, then, is the irreparable harm that befell the 75,000 affected non-

published subscribers, after their names, addresses, and telephone numbers were

126 See, e.g., HT at 462:20-23 (“Unfortunately I don’t have documentation or a complete summary of the
issue,” in response to questions about Comcast’s distribution of directory listings); HT at 429:27-28 (“1
don’t have the specifics” about the national directory service provider); see also Ms. Donato’s deposition
testimony, at 200:16-201:26 (almost complete lack of knowledge re kgb’s vendors, national publisher,
and database operation).

LI Cardwell deposition transcript at 157:19-160:2, found at Attachment Z to Christo Opening
Testimony, Exhibit SED 5C.

128 Exhibit SED 5, Christo Opening, Attachment A, Comcast Privacy Notice, at 6; also available at

http://cdn.comcast.com/~/Media/Files/L egal/CustomerPrivacy/CustomerPrivacy.pdf?vs=3 (last visited
10/16/14).
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released to the Internet ecosystem, harm that may have been replicated on the kgb

peoplefinder website. 222

5. Comcast Admits that its Non-Published Account
Listings Went to Other Third Parties

Comcast admits that the non-published data at issue here went through a number
of different hands, some of which (Comcast concedes) published the data, others merely
had the data in their possession. Comcast’s lack of knowledge about where its directory
listings were licensed, and its larger lack of knowledge about where the non-published
records were to be found online (and to what uses they were put) raises the inference that
the non-published records could have leaked from any of these sources into the general

data ecosystem. Staff does not here mention Comcast affiliate Plaxo, which also received

the non-published numbers. '3

a) Comcast Non-Published Records Went to
Microsoft Fast
Comcast admits that “Neustar distributed the Non-Published Listings to Comcast’s
vendor (Microsoft FAST) for Comcast’s online directory Ecolis‘[ing.”m

b) Comcast Non-Published Records Went to
Frontier Communications (and its agents
Berry Publishing and Datalink).

On May 1, 2014, Comcast admitted that non-published listings had been

distributed to ... Frontier’s 2011 Elk Grove Phone book, Frontier’s 2010 and 2011

»132

Colusa County Phone books. In a non-confidential chart at page 7 of her Rebuttal

12 See www.kgbpeople.com (also at Christo Rebuttal, Attachment J).

130 Donato Direct, at 3:23-24 (“an even smaller subset of these customer listings were sent (through
Comcast’s directory listing agent Neustar) to a Comcast affiliate, Plaxo Inc.”).

131 Exhibit COM 104, Donato Rebuttal, at 5:13-15.
132 May 1, 2014 Letter from Comcast Counsel to SED Staff, at page 5 (found as Attachment D hereto).
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Testimony, Ms. Donato concedes that Frontier Telephone, in both Elk Grove and Colusa
Counties, received the data.

¢) Comcast Non-Published Records Went to
Supermedia and Valley Yellow Pages

Comcast reports that Neustar informed it that Neustar “had sent files that included
listings for California Affected Customers to ... SuperMedia on January 9, 2012 [and]

Valley in January and February 201 113

d) Comcast Non-Published Records Went to
Relevate

Mr. Miller confirmed in his testimony that a test file of Comcast’s directory
listings was sent to “Relevate, a telemarketing company,”m which was apparently sent in

135
crror.——

e) Comcast Non-Published Records Went to
Intelligenx

Comcast also contends that Neustar reported to it (double hearsay) that Neustar
had provided test files to a company called ***Intelligenx: a company that Neustar was
working with to develop an online directory listing portal for Comcast.***13¢ Although
these were “test files that were never used or put into production,” Ms. Donato suggested
at hearing that Intelligenx is currently providing the search capability to the Ecolisting

site. 132

133 Donato Direct at 21:13-16
BAHT at 602:26-28

13 Donato Direct, at 22:1-3.
136 Donato Direct, at 21:23-27.
BIHT 433:14-19.
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6. Comcast Records Went to LSSi, although it is
Uncertain Whether these Records Included Non-
published Accounts.

LSSi had a long-standing relationship with Comcast. In Comcast’s telling, the
Process Error did not contaminate the flow of listings to LSSi, but evidence uncovered by
staff throws doubt on this.22® The role of LSSi Comcast’s own internal diagrams show a
line going from kgb to LSSi,2% a fact that Ms. Donato was not able to explain.m
Evidence suggests that non-published number were made public over Volt, an LSSi
affiliate. 2! As discussed above, the Comcast construct of a “Process Error” may be too

narrow to capture the reality of ongoing and recurrent releases of non-published

142
numbers.—

B. The Breach Continued for Longer Than Comcast Admits

SED believes that non-published customer information may have been leaked
before July 1, 2010, and that non-published information remained in directories (and
apparently also on the Internet apart from Ecolisting) long after December 10, 2012.

Comcast admits that a “full data refresh” went to Targus on February 2, 2010, the
first “full data refresh” sent after the reassignment of numbers which triggered the

Process Error, and the last before the July 1, 2010 Ecolisting launch.% Logically, that

138 See discussion below. Comcast’s relationship with LSSi Data, aka Volt Data, is described in LSSi
Data v. Comcast Phone, LLC, 696 F.3d 1114 (Eleventh Circuit, September 2012).

13 Exhibit SED 6C, Christo Rebuttal, Attachment U.
B HT (Donato) at 502:13-27.
1L Exhibit SED 6, Christo Rebuttal, at 16:14-17:10.

122 See Section IIIA(2) above.
18 Donato Direct, at 25:20-21.
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full data refresh included non-published numbers. The question is to whom Targus may
have sublicensed the data in early 2010. We know that Targus’ affiliate Localeze had
entered into a contract with kgb in 2009. Donato Rebuttal, Att. E; Appendix 1 Timeline.

As for the end-date, Ms. Donato claims that except for Plaxo all of the directory
breaches were remedied by year-end 2012 (see chart at Rebuttal page 8), and specifically
states that non-published numbers going to Frontier and its publishers ended in 201 14
Jane Doe 10 attaches a 2012-2013 telephone book from Frontier territory that has her
non-published name, address and telephone number in it.143 The only permissible
conclusion here is that the data breach continued, for many customers in Frontier territory
at least, until well into 2013.

Of course, in many respects, the data breach continues to this day. Witness Jane
Doe 11 testified that she still finds her non-published data on the Internet.X¢ As noted
above, once it hit the Ecolisting website, the non-published data was essentially available
to anyone on the Internet.

C. Comcast’s Explanation of How it Discovered the Privacy
Breach Raises More Questions Than It Answers.

Comcast claims that it was unaware of the breach until Lisa Donato flagged two

trouble tickets in October 2012142

The key issue here is how these two Tickets differed
in any way from the hundreds of Trouble Tickets that went before, as well as the other
documented privacy breach incidents that occurred prior to October 2012. This is the flip

side of the question that is considered in the next section: why didn’t Comcast discover

14 Exhibit COM 103, Donato Direct at 22:7-8 (“this process ended in 2011”)

185 Exhibit SED 3, Rahmon Rebuttal at Attachment B, Jane Doe 10 Exhibit C (last page of Attachment
B).

18 HT (Jane Doe 11) at 163:5-7; see also Attachment P.11 to Exhibit C107, Declaration of Jane Doe 11.
147 Exhibit COM 103, Donato Direct at 3:8 ff.
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the breach sooner? Neither Ms. Donato or anyone else from Comcast has offered an
explanation, which calls into question Comcast’s “discovery” story.*2

D. Comcast Offers No Credible Explanation of Why it Took
at least 27 Months to Discover the Main Privacy Breach.

The record clearly establishes that Comcast had multiple opportunities to discover
the breach in 2010, 2011, and early 2012. These are graphically illustrated in a timeline
that staff used at hearing, and which is attached hereto as Appendix 1.2 These include
74 or 76 “CR” California Trouble Tickets from 2010 through that Comcast admits were
related to the “Process Error”;1% at least 39 pre-October 2012 contacts from the 760
California customers who also had called the customer hotline after the January 2013
notification;!! an estimated 770 total California customers who contacted Comcast
before discovery of the breach (whether or not they called the hotline after discovery); at
least six Comcast internal emails warning of problems with non-published numbers; 32
and the February 2012 KCBS Sacramento television story on publication of Ms. J’s non-
published number.

Not shown on Appendix 1 are all the Internet complaints, including on Comcast’s
own website, as well as the 2009 “Do you know if...” email string discussed above.'2

Comcast attempts to rebut this clear evidence of notice with what SED refers to as

the “needle-in-the-haystack™ theory, i.e., that only an infinitesimally small number of

18 1T at 454:9-456:15 (Ms. Donato unable to answer questions on cross-examination about how the two
October 2012 Trouble Tickets differed in any way from the many that had gone before).

12 The timeline is discussed at HT 452-53. The timeline itself is not evidence, but represents evidence
that is in the record. SED provides a key, tying each entry on the timeline to specific record evidence is
attached at Appendix 1A.

130 Exhibit COM 106, Stephens Rebuttal Testimony, at 17-18, and Attachment H.

1 Momoh Opening Testimony, at Attachment J.

122 The sources for these emails are identified in Appendix 1.1, and include Attachments DD.1-DD.3.

133 Exhibit SED 1, Staff Report at 13-17; Exhibit SED 5C, Attachment GG.
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total customer contacts (*** il **) related to the “Process Error,” and that
Comcast could not reasonably have been expected to discern from this small sample that
at least 84,000 customers suffered a privacy breach nationwide.3* If'it were true that
Comcast had no way to detect a privacy breach affecting 84,000 customers nationwide,
75,000 of them in California, that in itself would show a company operating well below
the standard of care that the law requires in handling individual subscribers’ confidential
information.

In service of this theory, Ms. Stephens and Ms. Donato mix and match the many
different data sets like a game of Three-card Monte: CSG Notes; CR Trouble Tickets;
ESL Trouble Tickets; pre-discovery and post; and possibly California and national 133
After refusing to provide historical customer service notes, and then providing SED with
only the first 100 in each of the three years, Comcast then produced evidence, including
surprise surrebuttal Exhibits, that drew on the whole universe of customer service notes

156

and trouble tickets.™ Such surrebuttal Exhibits were directly contrary to an agreement

157
between counsel.™

13 Exhibit COM 106, Stephens Rebuttal Testimony, at 11, and 4-21 generally; see also Exhibit COM
103, Donato Direct at 13-17 (describing the discovery of the breach, based on two Trouble Tickets in
October 2012); Exhibit COM 104, Donato Rebuttal at 16-20 (“SED is mistaken that there were
significant signs of the Process Error that would have given Comcast notice ... before 2012”); HT
(Stephens) 530:26-28 (80 calls out of 20 million”). For nationwide total of affected customers, see HT
(Donato) at 398:3-4 (total affected “listings was around 87,000, 78,000 of those were in California’).
We know that approximately 75,000 customers were affected by the breach, so affected listings appear
to be approximately 4% more than affected customers, which would yield about 84,500 affected
customers nationwide.

15 See, e.g., Stephens Rebuttal at 14:2-5 (conflating pre- and post-discovery customer notes).

156 Exhibit COM 115C; HT (Stephens) at 540:16-19 “If I needed to do and my team who looked at it
needed to do any further assessment, we did look at the customer records, the billing records”), and
(Toller) at 544:14 ff (““You have not received every single ticket...”). This resulted in a manifest
unfairness, as Comcast then used these unproduced customer service notes to bring new assertions into
evidence, which are found in the column of Exhibit 115C, “Comcast Assessment and Reason for Call.”
Just on the first page of that Exhibit, the Comcast assessment for Replacement Subscriber nos. 45, 59 and

(Footnote continued on next page)
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Indeed, SED presented evidence that there were approximately 350 CR trouble
tickets that Comcast had opened from January 2010 through October 2012 bearing a
unique problem code related to the correction of non-published numbers which had
inadvertently been listed, *** (il [ ) INEEGEGNGNGNGNGNGNNENNGEEEEEEEEEEEEEEEE
-.***@ Comcast finally agreed to produce 120 of these CR tickets to staff. Almost
all of the 120 appeared to be related to the release of a non-published number; this is
reflected in the excerpts of 79 of the 120, provided by SED in Mr. Christo’s Rebuttal
Testimony. Again and again we read the phrase, over 79 excerpted Trouble Tickets,
that customer was “published ... but should not be.”

Yet Ms. Stephens in her Rebuttal Testimony asserts that

Comcast also compared the 350 tickets to the list of Affected
Customers [a list that SED never received]. Based on our
review we have confirmed that [approximately 75] of the 350
were affected by the Process Error.

That’s it. No explanation (other than the “list of Affected Customers” which SED has
never seen) of why the 350 have shrunken to less than 100, notwithstanding the problem

code related to the correction of non-published numbers which had inadvertently been

81 brings new information into the record, information not contained within the customer service notes
(“Memo” column) provided to SED. This is true throughout the document. Comcast counsel had
specifically agreed not to attempt to introduce such surprise evidence without giving SED at least 15
hours to prepare for it.

157 See Declaration of Counsel attached as Appendix 3, at Exhibit A (Comcast counsel email stating
“Comcast does not intend to present written surrebuttal testimony”); compare HT at 536:10-11 (Toller)
(“ultimately, although you did raise it, it was never an agreement that we had”). SED thus renews its
objection to Exhibits COM 115, 116 and 118.

13 Comcast Response to staff DR 4-22, Confidential Attachment G to Momoh Opening Testimony
(Exhibit 102C), at page 9 (for the period January 1, 2010 through October 31, 2012, “Comcast
unidentified 343 unique customer accounts, which had tickets with this issue code [Telephony Repair
Non-Publish Number — customer Listed]”). These Trouble Tickets, which are opened when a customer
service representative believes there is a serious problem (see next footnote and accompanying text) are
further analyzed below.

132 Exhibit SED 6C, Christo Rebuttal, Attachment R.
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listed. No exhibit or attachment documenting this comparison to the mysterious “list of
Affected Customers” — just Attachment H which shows 74 of the 76 Trouble Tickets
conceded to have been caused by the Process Error breach. %

Indeed, from January 2010 through October 2012, Comcast “confirmed that
approximately 75 of the 350 [trouble tickets] were affected by the Process Error.” "L Of
the 75, most of which had been opened during the 27 month period in which it claims to
have been unaware of the breach,'®2 and — puzzlingly — almost twenty that had been
opened before the breach occurred (in Comcast’s nalrrative).m

On Comcast’s own terms, it took only two CR trouble tickets for it to discover the
breach in October 2012.1% But Ms. Donato, the woman who investigated the trouble
tickets related to these two customer complaints,ﬁ was unable to explain why these
trouble tickets were any different than the hundreds of trouble tickets about non-published

issues that had gone before. 188 Any of these trouble tickets would have

180 See Exh. COM 106C, Stephens Rebuttal Testimony, Attachment H (Summary of CR Tickets for
Customers Impacted by the Process Error).

181 Exh. COM 106, Stephens Rebuttal Testimony, at 17 (“Comcast also compared the 350 CR tickets to
the list of Affected Customers. Based on our review, we have confirmed that approximately 75 of the
350 were affected by the ‘Process Error.” ).

182 Exh. COM 106, Stephens Rebuttal Testimony, at 17-18.
183 77 at Attachment H (17 Trouble Tickets between January 1 and July 1, 2010).

164 See Exh. COM 103, Donato Direct Testimony at 3:9-13 (“In October 2012 Comcast received two
XFINITY Voice customer complaints stating that the customers’ Non-Published directory listing
information was appearing in Ecolisting (Comcast’s online directory listing website). Comcast began an
investigation which ultimately revealed that the root cause of the issue identified by those two customers
was a systemic problem that began in 2009 (the “Process Error”).); see also HT (Christina Stephens) at
18:14-21.

183 Exhibit COM 104, Donato Rebuttal, at 20:2-5.

188 T at 456:6-11. Comcast estimated that there were [440] trouble tickets with the words [or code]
non-pub in them, a selection of which are found at SED 6C, Christo Rebuttal, at Attachments Q and R.
These are also shown on the timeline at Appendix 1.
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triggered Comcast’s discovery of the process error had Comcast performed a “root cause

9,167
analysis”:—

Q. Ms. Stephens, so let's look at the trouble tickets after the
process error occurred and the August 8" 2010 trouble
tickets. So any of those 7 tickets on page -- after that, page
2-3, any of those relate to the process error?

A. We looked at them. Obviously, all these customers at that
point had the process error occur. So I would assume that,
yes, they had to do with the process error.

Q. Comcast said that it was two trouble tickets that triggered
their awareness of the process error here; isn't that correct?

>

Correct.

Q. So on your Attachment H -- so if Comcast had done a root
cause analysis of any 20 of those other trouble tickets, they
would have discovered the process error; isn't that correct?

A. Yes!®
Ms. Stephens testimony demonstrates Comcast’s failure to heed the numerous warning

signs from customer complaints that certainly would have led Comcast to discover the
breach sooner.*® Indeed, Ms. Stephens admits in her rebuttal testimony:

In hindsight, what the representatives should have done is

performed the root cause analysis that Ms. Donato performed

for Customers A & B — see Donato Rebuttal Exhibit O

(regarding Customer B) ; SED/Momoh Attachment DD

regarding Customer A. Although this root cause analysis was

not done prior to October 2012, as Ms. Donato explains, the

process improvements that we are implementing now require

187 See Exh. COM 106, Stephens Rebuttal Testimony at 18:12-15 (“what the representatives should have
done is performed the root cause analysis that Ms. Donato performed for Customer A and B...”).

188 Hearing Transcript (Christina Stephens) 554:3-23.

18 Exh. COM 106, Stephens Rebuttal Testimony at 17-18 and Attachment H; see also Hearing
Transcript (Stephens), at 554:3-23.
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such analysis be done in cases where there is a mismatch

between Comcast’s billing system and the publisher regarding

non-publication status. 2

Perhaps the best response to Comcast’s “needle in a haystack™ argument is the “Do
you know if”” emails from 2009, recited above, in which an employee talks about the rising
numbers of escalations, and another suggests a “root cause” analysis - in 2009. Even when
confronted with clear evidence of a breach, Comcast describes it as something else. A good
example of this is one of the first emails Ms. Donato received when she moved into working
with Targus at the national office, an email which describes how nonpublished numbers

»171

become public, and that Comcast “need(s) to address this problem. But Ms. Donato sees

) 172
no evidence of a breach. ==

E. Comcast’s Claims to Have Fixed the Error and Deleted
the Non-Published Listings, But Ignores the Long-Term
Consequences of its Actions

Comcast wanted a section in the briefing outline about how it had fixed the privacy
breach, but any treatment of this topic raises the question whether such a fix was adequate,
and whether it could ever completely remedy the privacy breach. SED treats this topic in
Section G below, re Comcast’s inadequate efforts to remedy the Privacy Breach.

F. Comcast Baseline Policies and Procedures Before (and

During) the Breach Neither Protected Consumers Nor
Disclosed to them the Reality of Comcast’s Practices.

Staff’s investigation has revealed two areas of Comcast’s standard, baseline

practice that are troubling, and — staff believes — violate existing law: Comcast’s practice

170 Exhibit 106, Stephens Rebuttal, at 18:14-21.

L Exhibit SED 6C, Christo Rebuttal, confidential Attachment F, email chain to Ms. Donato which

notes (at 2889-NSR) that ***

2 4T (Donato) at 446:16-448:20.
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(now apparently discontinued) of sending non-published numbers to third parties, even if
those third parties are characterized as “designated agents”; and Comcast’s failure to fully
and meaningfully disclose the reality of non-published service as well as other means for
customers to protect their privacy. Because the parties so agreed, SED will discuss these
in reverse order.

1. Comcast’s Disclosure of Terms and Conditions
Regarding its Nonpublished Service was Confusing
and Inadequate.

a) The Reality of Non-Published Service Is Not
Adequately Disclosed.

Ms. Donato provides a restatement of what it means to have a non-published
number at Page 5 of her testimony:

With non-published listings, the customer’s listing
information is not to be provided by Comcast for inclusion in

directories — either on-line or print directories — or provided

. . . 173
via Directory Assistance.—

As Mr. Christo did in his opening testimony, Ms. Donato associates this description with

what is stated in Comcast’s “Welcome Kit.”Z*

The next paragraph of Ms. Donato’s
testimony, however, states that further “terms and conditions and related privacy notice
are provided to XFINITY Voice customers upon enrollment in the service,” and adds that
“(t)hese materials indicate that there is a potential for error.”2

This appears to be something of a bait-and-switch tactic. Comcast’s Welcome Kit
states that “Non-published directory Service ensures that Comcast will not make your

phone number available in the phone book, an online directory or through Directory

13 Exhibit COM 103, Donato Direct Testimony at 5:6-8; compare Christo Testimony at 6:13-15.
1 Donato Direct at 5:12.
B Id. at 5:17-19.
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128 while its Privacy Notice takes that assurance away: “We take reasonable

Assistance,
precautions to ensure that non-published and unlisted numbers are not included in our
telephone directories or directory assistance services, but we cannot guarantee that errors
will never occur.”

Ms. Donato introduces a third document here, a customer agreement, which she
includes, along with the Privacy Notice, as part of her Exhibit B. Although these appear
to be two separate documents, she refers to both in the same breath: “Exhibit B is a true
and correct copy of the privacy notice and terms and conditions provided to XFinity
Voice customers for the year 2011, which is representative of the privacy notice and
terms and conditions for the years 2010 and 2012.”2 As the customer agreement
appears in the same paragraph as Ms. Donato’s warning that Comcast “cannot guarantee
that errors will never occur,” it appears that Comcast is implying that customers agree to
this limitation in the Privacy Notice by signing off on the customer agreement.

It is unlikely that a customer reads and digests any of this information. While the
Welcome Kit with its “ensure” language is relatively large-font and reader-friendly, the
Privacy Notice and customer agreement are written in a smaller font, and packed with
legal terms and disclaimers. During her deposition Ms. Donato was asked when and if a
customer would receive the privacy notice and customer agreement, and her initial

response was that she did not know.

Q. And how does in your mind a customer manifest his or her
agreement to those terms and conditions?

A. Tbelieve that they accept these terms at the installation or
activation of service.

1% Donato Direct, Attachment A; Christo Testimony, Attachment A (emphasis added).
7 Donato Direct, Attachment B COMCAST POST-OII 00079; Christo Testimony at 7:3-7.
18 Exhibit COM 103, Donato Direct Testimony at 5:19-21.
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Q. Do they have to — do they sign something that shows they

A. I'm trying to think. I know that there's -- there may be a
statement for instance on the installation work order that
this 1s the acceptance of the terms. But I don't know all the
legal ins and outs....

Q. Is it your testimony, Ms. Donato, that the customer
Comcast agreement for residential services is always
attached to and provided with the privacy notice, if you
know?

179

A. T don't know.™™

Ms. Donato confirmed in her prepared testimony that the Privacy Notice and

- 1
customer agreement are provided “upon enrollment, 22

testifying at her deposition that a
customer would see the Welcome Kit (which includes the Privacy Notice and customer
agreement) “at installation.” ! What that actually means is a little less clear:

[T]he customer does accept the work order in some
fashion, which because it's electronic now, they may be
signing an electric device.

. Right. Or clicking.

e

A. But the welcome kit for a professional install. Meaning
someone comes to the house. Is supposed to be handed to
the customer.

Okay.

A. And that would include those documents. The welcome kit
itself, it should also include a privacy notice and the
agreement in written form. And if they do not get a

2

12 Donato Deposition at 207:26-208:14, Exhibit SED 6C, Christo Rebuttal, confidential Attachment A.
180 Donato Testimony at 5:17-19.
181 Donato Deposition at 210:20-2, Christo Rebuttal, confidential Attachment A.
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professional installation, if they order a self installation,

they're provided with these materials in that kit.122

From this, staff concludes that the customer is either given the Welcome Kit and
included documents when the professional installer arrives, and asked to sign a work
order accepting the terms and conditions of sale, or the customer who does a self-install is
required to “click through” an acceptance of the terms and conditions prior to receiving
the Welcome Kit and necessary equipment. In either case, it seems unlikely to me that a
customer would have studied the Privacy Notice in any detail prior to signing the work
order or clicking the online acceptance of terms.

It is also important to note that the Welcome Kit has a different look and feel than
the Privacy Notice, and appears to be a completely separate document. Ms. Donato
testified at her deposition that the Welcome Kit “has these legal documents that, you
know, privacy, subscriber agreement, and then it has like product information like a little
brochure, and it may have other pieces that I may have in the past talked about signature
support or something else. It's a little folder with various inserts.” ®® The Privacy Notice
does not have any place for a customer to sign and acknowledge that they have read the
notice. As noted above, Ms. Donato testified that this acknowledgment occurs when the

customer signs a work order, or clicks the self-install option online.

18 14 at 211:12-212:1.
183 /4., at 212:11-18, Attachment A.
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b) The Dis-Empowerment of the Consumer:
Comcast’s Privacy Disclosures Are
Incomprehensible to Even a Well-Educated
Consumer; Nowhere Is Non-Published
Service [Adequately] Distinguished from
Other Privacy Protections, Nor Are
Consumers Given A Straightforward
Method to Opt for Maximum Privacy.

Comcast’s Privacy Notice covers a number of different things, focusing primarily
on Customer Proprietary Network Information (CPNI), Personally Identifiable
Information (PII), but also mentioning “non-published and unlisted numbers” and
Comcast’s own “do not call” list.

(i) Customer Proprietary Network Information (CPNI)
The Privacy Notice defines CPNI as “phone information [about the quantity,
technical configuration, type, destination, location, and amount of your use of the phone
services, and information contained on your telephone bill concerning the type of phone
service and features you receive] when matched to your name, address, and telephone

184 . .
»== The ambiguities here are many and plain to see: are name, address and

number.
telephone number themselves CPNI? What sort of “matching” needs to occur? Nor does
the Privacy Notice instruct a customer how CPNI differs from Personally Identifying
Information (below), how she can opt out of Comcast’s collection and use of both, and in
what ways that goes beyond the protection afforded by a non-published number. The

Privacy Notice states, in large letters:

WE EXPLAIN BELOW UNDER “HOW DO I GIVE OR
WITHHOLD MY APPROVAL FOR COMCAST TO USE
CPNI TO MARKET ADDITIONAL PRODUCTS AND

184 Exhibit SED 5, Christo Opening, Attachment A, Comcast Customer Privacy Notice, at
COMCAST _AG_000667.
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SERVICES TO ME” HOW YOU CAN APPROVE OUR
USE OF CPNI OR WITHDRAW YOUR APPROVAL 1%

Only there is no there (or “below” below). The customer reads in vain to the end of the 9
page Privacy Notice to understand exactly what steps to take to “withdraw your approval”
for Comcast’s use of CPNI (or even what that means in practical terms).

At page 7 of the Privacy Notice, a section labeled “How do I give or withhold my
approval for Comcast to use CPNI to market additional products and services to me?”
holds out the hope of some clear advice on how to opt out of data sharing.

The notice does not clearly explain: whether a telephone number and name (i.e.,
the Directory or Subscriber List Information) is part of CPNI, or — put differently —
whether a non-published number falls under CPNI protection or is an additional
protection; how CPNI relates to Personally Identifiable Information (PII); exactly what
the difference is between CPNI and PII is; how they relate to non-published numbers;
and — most importantly — exactly what the customer has to do to block all/ sharing of
CPNI, PII, the customer’s name and telephone number, and all other personal data except

186

what is absolutely necessary to provide the service.—

(ii) Personally Identifiable Information
Comcast defines PII under the 1984 Cable Act as “information that identifies a

particular person.” 2 Comcast does not disclose exactly what PII is used for, or what
rights the customers may have, or how PII protections differ from non-published service.

(iii) Non-Published Numbers

The Privacy Notice does not define a non-published number. Comcast’s

“Welcome Kit,” which functions as a customer manual has one sentence about non-

185 Comcast Customer Privacy Notice, at COMCAST AG_000667.
18 Comcast Customer Privacy Notice, Attachment A, passim.
187 Comcast Customer Privacy Notice, at COMCAST AG 000667, Attachment A.
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published numbers under the heading Specialized Directory Listing : “Non-published
directory service ensures that Comcast will not make your phone number available in the
phone book, an online directory or through Directory Assistance.” 8 Other than this
sentence, Comcast does not define a “non-published number” in any other Comcast
material that staff has found.®®2 Comcast does inform customers in a vague way about
what happens to their non-published and published numbers and their data when and if it
1s published, stating: “Once our subscribers’ name, address, and telephone number appear
in telephone directories or directory assistance, they may be sorted packaged, repackaged
and made available again in different formats by anyone.” 2

Moreover, Comcast’s Privacy Notice differs from its Welcome Kit in its treatment
of “non-published numbers. Where the Welcome Kit says that a non-published “ensures”
that the number will not be available in directories and directory assistance or in an online
directory, Comcast’s Privacy Notice states “We take reasonable precautions to ensure that
non-published and unlisted numbers are not included in our telephone directories or
directory assistance services, but we cannot guarantee that errors will never occur.”

(iv) Comcast’s Internal Do Not Call List

The Privacy Notice mentions Comcast’s internal “do not call” list. It does not
mention the more widely known “do not call” list on the FTC website.2
(v) Caller ID Blocking
The Privacy Notice does not mention or describe Caller ID blocking. According to

Comcast’s “Welcome Kit” Caller ID Blocking is designed to ensure that your name and

188 welcome to XFINITY Voice, at COMCAST AG 000603, Attachment D.
18 Christo Opening, at 6.
B0 Comcast Customer Privacy Notice, at COMCAST AG 000672, Attachment A.

B hitps://www.donotcall.gov/.
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number are marked “Private” or “Anonymous” and Caller ID Blocking is available on a
per call basis or can be permanently enabled for every call. 222

A% ederal Trade Commission’s Do Not Ca ist
(vi) Federal Trade C ission’s Do Not Call Li

The Privacy Notice does not contain any information about the national do not call
list. The “Welcome Kit,” however, does. It states: “For additional information about the
federal registry, or to register, reregister or revoke registration of your number for free,
visit the Federal Trade Commission’s website at donotcall.gov or call 1-888-382-

12227123

(vii) Information on How to Have One’s Address Omitted
From Any Publication.

The Privacy Notice does not contain any information about how a customer can
have his/her address omitted from any publication. A customer can, however, request
that service.*

None of the distinctions between these services are explained in a manner that a
layperson can understand. The Privacy Notice does not state whether or not opting out of
CPNI disclosure automatically means that one becomes a non-published customer. Nor
does it indicate how the protection of opting out of CPNI disclosure differs from the
protection of opting for a non-published number.2®3 Nor is there any statement anywhere

on Comcast’s website, in the Privacy Notice, or anywhere staff was able to find, of how —

if at all — a customer can opt out of sharing any or all of his/her information, except what

B2 welcome to XFINITY Voice, at COMCAST AG 000609 Attachment D.
B3 welcome to XFINITY Voice, at COMCAST AG 000604 Attachment D.

4 Comcast’s Directory Listing Guidelines found at:http://customer.comcast.com/help-and-
support/phone/directory-listing-guidelines. Attachment C.

13 See Exhibit SED 5, Christo Opening, at 4-9.
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. . . . . 196 .
is necessary to receive the Comcast service (see Privacy Notice at 4).=— Nor is it easy to

find the Privacy Notice on Comcast’s website.*Z The link to the Privacy Notice is not
located on Comcast’s home page. Instead one must navigate four levels down from the
home page to locate the link to the Privacy Notice. There are no references to privacy
policies, CPNI, or Non-Pub information on the homepage of the Comcast website.
Comcast’s homepage has a link labeled “PRIVACY,” which only leads to the privacy
policy for the use of the website, not the phone service. The link labeled “PRIVACY”
located on the phone section of the Comcast’s website lead to the same announcement.

The only way staff was able to locate the Privacy Notice on Comcast’s website
was to enter the words “Comcast” and “CPNI” into the Google search engine and
clicking on the link in the search results. This took the staff analyst to the Privacy
Notice,”® which is four levels down from the Comcast homepage. Staff was unable to
find any other document that clearly lays out Comcast’s privacy protections to customers.

2. Comcast Made the Choice to Send Non-Published
Numbers to its Directory Distributors/Data

Brokers, and Did Not Disclose this Fact to
Consumers.

Comcast’s baseline practice before and during the breach was to send the entire
non-published record — name, address, and telephone number — over to Targus/Neustar.
SED believes that this in itself is a violation of 2891.1, as described below. Thus, even if
the non-published record was correctly flagged with a privacy notice, it could be used to
“corroborate” consumer information databases that were then sold to third parties for uses

other than directory listings.

6 1d.

7 http://www.comeast.com.

8 http://www.comcast.com/Corporate/Customers/Policies/CustomerPrivacy.html.
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At hearing, SED asked Comcast’s Ms. Donato about an October 29, 2012 Email
String, re “Discuss new way of Comcast submitting Non-Pubs to Neustar.”®* The email
string is to/from Ms. Cardwell, one of the missing witnesses here. Ms. Cardwell wants to
e
I+ SED asked Ms. Donato this

question, and received the following answer:

Q. Prior to the date of this, the October date of this e-mail of
2012, Comcast was sending to Targus the entire record
non-pub and non-list name and telephone number, but
with a privacy flag, correct?

A. Correct. 2%

Indeed, a July 17-21 email string in 2009 exposes Comcast’s decision to send non-
published numbers to kgb directly, which is remarkable both for what it reveals about
Comcast’s knowledge of kgb well before its suppression in this case, as well as the

decisional process at Comcast, and the questionable rationale advanced for sending non-

published phone numbers out of the Comcast house at that time. 22 One of the earliest

emails in the string is an email from a kgb employee, ** NN
in which she forwards ** N  * * The

question, on the last page of the email string (but time-stamped 12 minutes later) is this:

..
e

B Exhibit SED 6C, Christo Rebuttal, Confidential Attachment G.
MHT 512:27-513:4.

2L Exhibit SED 5C, Christo Rebuttal, confidential Attachment O, COMCASTPOST-OII_013679-
13691.
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— =
The first kgb employee then states, *** |
I+ +2*% Three days

later, Comcast’s senior IT “Designer” steps in and suggests a “specification” that will

avoid sending any non-published listings to kgb: *** { IGTcNNNGNGNGN

ok k204

At 6:53 a.m. the next morning, Ms. M, Comcast’s lead for “Voice Product
Management,” issues an apparently binding ruling, that non-published listings “must” be
sent to kgb, with a rationale that seems so non-sensical and absurd as to invite the

inference that it is pretextual:

sk o

sokskatS

Staft asks what the customers who appeared as witnesses in this proceeding would
say to the proposition that providing their non-published number to kgb was doing them a

“service.” Later that day, the IT designer voices his qualms about protecting the

confidentiality of consumer data under Ms. M’s ruling: *** |} I N NN
I ¢+ ¢ He suggests a

22 Attachment O, supra, at 13691 (last page).

208 14 at 13690.

24 14, at 13687. The author’s signature block indicates that he is, or was, the **

I, ¢« for Comcast. /d., at 13689.
23 14, at 13686 (emphasis added).

206 77 at 13685.
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compromise, in which (apparently) ** [ G

The next day, July 22, 2009, Ms. M delivers her answer, reiterating the mandate

that all non-published information is to go to the directory assistance provider (again, in

the process, revealing facts entirely absent from Comcast’s evidentiary showing):

=

il

sk kaTO

27 1d.

28 Although apparently the same email string, this email was delivered to staff separately, and is found at
Christo Opening Testimony, Attachment L. (COMCASTPOST-OIL 001878).



It is interesting here to note that Ms. M. states that it is kgb that requires the non-
published numbers, when the kgb employees indicated that they would just as soon not
have the non-published records, and when her own data systems engineer voiced his
hesitation about being able to protect personally identifying information. It also reveals
that kgb was intended to be (and may indeed have been) a reseller of Comcast data to
other DA providers, and that revenue was the driving force.

In the July 22, 2009 email above, Ms. M. adds that Comcast was negotiating with

Targus ***
% %209 :
I 2% As discussed above,

an agreement with Targus was reached on November 1, 2009.2% In September, 2010,
Ms. M. extends the mandate to send non-published numbers to cover Comcast’s data
feeds to Targus, with a rationale similar but not identical to the seemingly nonsensical
rationale advanced above with regard to kgb:

Already established dailyl Directing Listing feed to Targus
sends all listings regardless of DL status (published, non-
published, non-listed). Adresses from non-published listings
are omitted. All addresses are needed by Targus to allow for
its resale of Comcast DL data to Directory Assistance
Providers. DA providers require addresses even for non-
published listings to confirm accurate search results. Callers
requesting non-published listings will be informed that the

requested listing is not published.m

Comcast had a choice: it could either not send the non-published records out of the
house at all, as Comcast’s software engineer urged, or it could send them to Comcast’s

directory list licensing agents with a “privacy flag, ” which was apparently the upshot of

2 1d.
20 Exhibit SED 5C, Christo Opening, at Attachment S.

2 Exhibit SED 5C, Christo Opening, Attachment W, an ** R R
B authored by Ms. M.
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Ms. M’s plan. Obviously, not sending the records outside the company at all — which was
clearly the customers’ expectation?2 — was the safer way to go, but Comcast chose the
other way. Expert witness Tien expressed succinctly the peril to which this exposed
Comcast’s non-published customers:

My concern here is that because Targus is in a business of
data aggregation and data dissemination, then when — that it
can magnify the harm or the exposure of personal information
such as the non-published numbers if there is an error or, you
know, that leads to them receiving information that they
should not — that should not have been given them in the first

place.&

Comcast might advance two possible rationales for doing this, neither of which are
mentioned in the initial decision emails quoted above. These are: (1) it needed to be able
to get the records to emergency service providers; and (2) it wanted to give Neustar the
ability to remove non-published records from its “public” files in the DLP database. The
October 29, 2014 email string answers point (1): Comcast checking “to ensure that

»214

changing the Non-Pub format will have no impact on ENS requests. As to point (2),

Mr. Chudleigh testified that there are less and less Comcast listings in the public files, as

22 See, e.g., Jane Doe 2 Declaration, at § 3 (“It was our understanding that having a non-published
telephone number meant that Comcast would not disclose our name, home address, and telephone
number fo anyone without our consent”); compare HT (Doe 2) at 322 ff.; Declaration of John and Jane
Doe 3, at 4 4 (“By non-listed and non-published, I understood that nobody could get my number unless |
gave it to th