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The Hemlsphere PrOJect is a law enforcement sensztwe ‘;ubpoena comphance o
program f unded by HIDTA / ON DCP |

> The Iynchpm of the program isa telecom prop1 1etary databa‘;e that contains call

detml records ava1lable ina near real-time basm

'p Experlenced Hermsphere analysts are able to 11se current and innovative tools that

a1d Law Enforcement in mterpretmg dlsqemmatmg and analy/mg phone records

R An admmlstra tive subpoena is all that is needed to obtain Hemlsphere resultc; and

. work products '




Jemisphere
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Hemxsphcre promdes multxple carrier call detail records in an unprecedentcd

return time. The results include Hemisphere analytlcal work products and the data

is preformatted for Penlink and Analyst Notebook, With an administrative

Vsubpoena Grand Jury Subpoena, or Cahforma Court Order you can get

¢ abeq

r Hectromc rmultq in1-5 days that mclude callq from muluple carriers

,» 'Temporar) roammg lOC’lt'lOH data on targetc; when they make & re(,exve call:,

v

- Call detail, recOrds for mté‘rna’cl.onal number;s‘thhOut I,,e_gat assmtance-’ L L
> Access to a Hemlsphere Analvst

Helmsphere Special F eatureq -

‘:)

Dr Opped phonu,. 94 % success rate in fmdmg the new phone

. ‘\ddltlonal phones- use the same process to l'md unknown phonos used by a’
suspect S - :
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_, ~Hcir1i_sphefe ha's_:a'éces_s to telec_omiriunications‘SWi{chés that are used by telecpm T
providers to guide telephone calls. This switch network allows Hemisphere to pick

up the following types of calls, regardless of carrier:

% local

> long Distance
> International
~ » Cellular
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& Results can be returned in as httle as an hour for requests mvolvmg exxgent
~ circu mstances, with an average return ’ume of 2-5 days: for routine requests ‘

=
4] ER
®| 2 Results can include records made avadable orﬂy 2 hours after the calls orlgmally
a - took place = S : |
& Resultsare remmed in an elect'roruc format and the pr1mary dehvery method is
- email | SO ,
.[ — T What this means - - T o
i bltlmately, time wnll bc saved that would otherwxse be spent
_. | waiting on toll records from a carrier that may or may not be
- useful for the case at hand, and data is available that would
- otherwme take days or weeks to be recorded orn off1c1a1 tolls
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ific Program Benefits:
ata Available to Requestors
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& Most telééom roviders f_étain records f_o_r '18to 24 mOhthS. Up to ten ‘ears of
p , nths. Up yeats

data are available in the Hemisphere database
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e T‘emporaty roaming and location data is perided to iﬁéqties_tors along_*;{}jth call
detail records : s ST ki
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o © What this ﬁ_meéns:
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- Useful phone ’dafi} that mightbé deleted out of ti‘adf"tional toll

records systems as well as temporary roaming and location data. | - 3
_ will still be available through Hemisphere i
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| ‘»'-Spec1al Features

L Hem1sphere analysts are able to return a number of umque prod ucts related to the
o requested call detail records Thu;e productb are offered atno ad ditional cos,t

Spe'cial LFeaturesf in'c;lude:

£ 86ed

- Dropped Phones
~* Additional Phones
as "Advanc’ed Réquests

What this 1 means

The speaal featurec; offered by Hemlsphcre are services that are |
elther offered by traditional carriers at an extreme cost, ornot
 offered at all
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Temporary Roaming and Location Data - When a mobile phone is roaming out of its
home area, Hemisphere is able to provide location data on the phone that can aid "
investigators in tracking targets and placing them in certain areas at certain times.

International Phones - Hemisphere prov'idérstDRs for a tremendous amount of
international numbers that place calls through the Hemisphere switches. International
calls can be defined as: domestic to international, international to domestic, and -

international to international. This information is provided in response Lo the standard
Hemisphere administrative subpoena B e
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1 o -Dropped Phonee - Hermsphere uses speaal soft'ware that analyzes the calhng
| . pattern of a previous target phone to find the new number. Hemisphere has been
I avemgmg above a 90% success rate when searchmg for dropped phoneq | Cr

{ | Addltlonal Phones - Hemlsphere utilizes a 91m1lar proc:ess to determme il
e addmonal cell phones the target is usmg that are unknown to law enforcement;

C Advanced Results = Hermsphere is able to prov1de two levels of call detail
- records for one target number by examining the direct contacts for the orwmal
. target, and 1den’afy1ng p0551b1y sxgmflcant numbers that mlght return useful o

e 'CDRs
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Protectmg the I—Iemlsphere program isa formldable but necessary challenge
Because of the sensitive nature of the process, Hemlsphere has taken the followmg
steps to try and keep the program under the radar o

o Trammg -HIDT A ISC Points of Contact havg been tramed by a certlfled Hermsphere ,
*- - instructor. This trammg emphasxzes melhods and techmques putin place to protect thc.
: program o . _

oLebed

o '::[Use - IIemxsphere requests are vetted Requestors must go through the demgnated Pomt of
"+ Contact for their HIDTA ISC and then be supervised on any subsequent requests until the .
s P O.C. feels comfortable with the proﬁmency of the user. : '

o Follow-up Phone Calls - Requestors are systematmally contacted leg,ardmg their
- Hemisphere experience. Protectmg the program is dlscussed in each of the follow—up
- -{-f'phone calls. : SR

a1 ;.,Sohd Investlgauve Techmques - Hermsphere users are trusted to use the data asa pomter
- system for their cases. It is expected that all Hemisphere requests will be paralleled thh a
Subpoena for CDR‘; from the official carrier for evxdenhary purposee :
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As the Hemlsphere program is rolled out across the country, there are many 1ssues
that must be addressed in order to ensure that HemLSphere reaches the maximum
number of users while still maintaining the integrity of the mformatmn For thls
reason, Hermsphere has developed a ”tram the tramer approach ;

. All Herrusphere requests must be submrtted through a HIDTA ISC

: Hermsphere Points of Contact are established for all HIDTAs throughout the Country _
- by inviting various analysts to trammg courses held by a l\eglonal Hermsphere Center L

Once trained, the ISC POCs are then authorized to take the program back to their -
- home HIDTA and may begin submrttmg requests to. one of three Hemrsphere
'Reglonal Centers :

~ The POCs are also avallable to teach other analysts from their HIDTA how to subrmt
Hemrsphere requests and mterpret the results. : : :

~ Throughout the entire process, the POCs will be able to remind the new “users about '
. protecting the program, and will be able to answer any questions new users may have. 7
-~ The POCs w1ll also be able to contact their Hemrsphere trainers drrectlv at any time. :"f. '

NOTE Regardless of requestor, Hermsphere
requests must go through a llIDTA ISC
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| Hermsphere data will likely produce a variety of different leads for an array of caseb
~ These leads can be 1ncred1bly useful for case bulldmcr purposes and as evxdentlary
supplements o ' it |

However, Hemlsphere data W1ll only indicate calls that hlt the Hemlqphere swﬂches
‘;ubpoenamg the complete CDRs from the carrier is the only way to view all of the calls

_'ZLeﬁé&'

picture. of the target’s s phone acnwty is to subpoena and review a complete set of the
carrler S CDRs | . _

When a complete se'c of CDRs are subpoenaed from the carrier, t hen all memomahzed
references to relevant and ‘pertinent calls can be attnbuted to the carrier’s records, thus -

easlly be protected 1f 1t is used as a pomter system to uncover relevant numbers.
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made by the target. Addxtlonally, a subpoena to the carrier is the only method of obtammg
the official subscriber information. Therefore, the only way to geta. complete and accurate

wallmg off” the information obtalned from Hemlsphere In other words, Hemlsphere can

12

Tl'l-!—“!lm:?:'.:.’i«v:l'.ﬂT:l_ﬁ-‘:f'!"ff“ﬁf‘émt‘:.mmiwﬂ21)’_?7“?;15&’-7»‘-‘:'T?-’.;rl't("_jt?l"fvff':“.'x?“-‘.i".’l%ﬁ?f-i’lf-'o‘l'l“‘-"il?vhng'.l,ﬁ_r‘-xﬁ\"fs:fn'. MR GOV R P SRS Ay MR B B R T T LA AR S IR A R e s R T



L8 AR RARRATE wmmmumvmmxlmzﬂ}hmm

T TN TRGa1 1 DR umpm HN AREA
ouw | Myl Do Comoal Pelicy

e ﬁ., : 'DO NOT mentlon Hemxephere in any official reports or court docum(_ntq
o The 0ff1c1a1 subpoena 1esponse (CDRs) from the carrier ‘should be used mstaad

o Hlf there are any quesnons about how to protect the program or how to connect the e
~ dots” for reporting purposes, pleaqe call - HIDTA ISC POC for o C+7(¢)*
a551stance and alternatlves , R e RS .
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HEMISPHERE IS LAW ENF.RCEMENT SENSITIVE'
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| necessary to’ wall off” the program
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'151.r_cport wntmg, presentat; on to the prosecutor, and the trial phase
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In certain mstances (k1dnappmgs urgent hom1c1de mvestigatlons, threats to
officers, etc.) we realize that it mlght not be possxble to follow the prcferred steps -

‘However, when the mention of HemLSphere data in official documentahon or
~court testimony is unavmdable, I-Icmzsphere should be contacted immediately at
If the sztuatzon arzses after regular busmess hours, please contact
T | (Alsa contact HIDTA

Hemlsphere W111 Work with the mvesngator and identify the most effective way to

lend proper case support while still protecting the program. In these special cases, -

| Hemlsphere analysts will continue to work with the mvestlgator throughout the: .
entire prosecution process in order to ensure the mtegnty of both Hemisphere and -
the case at hand.. Hemlqphere analysts might advvse the mvestlgator on issues: such

PIYO IR e
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pmitting a Request

oA completed Hemlsphele request form, adrmmstratwe subpoena, and rider should be
faxed to the approprlate I Ierrusphcre Regxonal Center by the ISC Pomt of Contact.

& Hermsphere assigns a control number to the request that should be referenced in any |
follow up commumcahon | L o

& The I—Iermspherc processmg team sends a conhrmatlon emaﬂ to the sender that
mcludes the confrol number asslgned to the request o

y
Ficla
~

o The Hemlsphere analyst will complete the rcquest and retum the resultq wia ema1] or.
expre‘;s mail. . S :

S
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imlttmg a ;V:?equest | S & %

| First Time Requestors B “« et
) ~. If you are interested i 1n submxttmg a HemISphere request but are a flrst time
| user, the followmg process should be expected e
1: @ Contact your IHDTA ISC for assmtance in fmdmg the deslgjna ted Hermsphere
éj 1 Point of Contact for your region. = |
S (ec HIDTA Intel AnalystPOON |
o
e @I your HIDTA ISC Cannot tell you ‘who your Pomt of Contact is, you may reach -
out to your Regional Hermsphere Center for support | R

© The Pomt of Contact W1ll help you create the nccessary subpoena and rf,qu est

~ form. (T he name of your Point of Contact must be hsted on the request form‘)

o If there are any problems with your i 1n1t1al subrmssmn, the Hemlsphere
processmg Team will reach out to you and the de51gnated Point of Contact 50
that you may make ’che appropriate changes |

o Once the results are returned the 1’01nt of Contact W111 walk you through the
analyms process and be there to answer any questlons |

A i
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| Hemisphere Request Process

Law e ST o Law

Enforcement | HIDTA ISC Point Hemisphere Enforcement

 Agencies L of Contact - 4;;:"'. Regional C‘e_ﬁtefi" Agtncxe%

.1 9bed -

e s S T . » } “Hemisphere Analyst
L | ek P The HIDTAISC o | responds to requests
i

Agenues Point of Contact “and delivers results

{ _generate request supervises the electromcally :

- formsand request process for T e
subpognas J the Hemisphere

| Program
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Each number submltted to Hemlsphere w1Il be deconfhcted w1thm the

: _Hemlsphme database |
“This is an mternal deconfhctlon process

@ -:Target numbers, as well as every number fhey call and that call them
- will be cross checked agamst other Hemlsphere results |

3 ’Notlﬁcatlon will be by email if applicable . |
The emall prov1des contact mformanon for all requestors
-:Sensmve case mformatxon is masked | S
_VI'The Hemxsphere Deconﬂlctlon not1f1cat10n is a poznter system only' e
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'Ihe Hem1sphere Pr ojectis a law enfonement sensztwe program"'fund'ed by ONDCP :
There are three Regxonal Hemxsphere Centers Atlanta Houston, and Los Angeles

> Atlanta accepts requests from all HIDTA ISCs in the Atlannc and Eastern tnne
- zones . S LT el IS
> Houston accepts requests from all HIDTA ISCs in the Central and Mountam
~time zones - i e R | _

> Los Angeles accepts requests from all HIDTA ISCs in the Pac1f1c, A]askan and

Hawanan hme zones as well as N evada and Arizona.

"%;_i: Requests must always be subnutted through a HIDTA ISC usmg an approved

'Hemlsphere Pomt of Contact -

(g

3 ‘Hermsphere resu}ts can be retux ned via email w1thm an hour of the subpoenaed .

| ;request
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¢ The HenHSphere database contams call detail records that are avallable ina near real~
| -';tlme basis. CDRs are avaﬂable two hours after the call has becn placed.

- ‘The Herrusphcre program has access up to 10 year‘; of CDR data -

& .'-':Hermsphere can capture data regardmg local call‘; ]ong dlstance calls mternatlonal
- calls, cellular call< R : A

- 0z ebed

s :"'Hemlsphern dOLS NOT capture a | o - ‘subscriber -
mformatlon 'v : S Ll SOV Lo
oo H1ghhght& of any bas1c request mclude

- temporary roaming . and locatlon data and traffic e
o '}assoc1ated Wlth mternatlonal numbers R

<> Hemisphere Spec1al Features mclude dropped phone analy51s addmonal phone'
B vanaly91s and advanced results | . . |
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< ,__' Proper protectlon of the program is ensured by establishing approved 1’omts of
- Contacts for every HIDTA nahon-W1de and fol]owmg the approved system for
,‘ submitting requests ST - R ,

o ‘As a best practice, parallel subpoenas should be generatcd for every target number
~ submitted to Hermsphere | KA

Lz ebed

_—"'Hermsphcre should be consxdered a pomter system only, and mentlon of the program
o hould never be included in o{f1c1al documents or court records ,

J‘ "-.Results are returned in scveral formats that a1d the analyst/ 11west1gator

Hermsphere prov1des deconfhctmn within the HenruSphere database
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Catch A Predator
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