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• Tao is a collector 
• analogous to field site 

• Various formats based on collection 
"equipment" 
• OLYMPUS vs UNITEDRAKE :: WC vs TU... 

• SRI plus content produces "sessions" 
• dnt payload format 

• Significant overlap with passive, especially in 
terms of collected files 
• office, pdf,... 

• Much unique opportunity 
• Config files, registry, network information,... 

• Beginning to feed standard analytic tools 

TOP SECRET/,'COMll\IT//REL TO USA, AUS, CAN, GBR, NZL 



T O P S E C R E T / / C O M I N T / / R E L T O U S A , A U S , C A N , G B R , N Z L 

• PINWALE (storage/legacy) 
• TUNINGFORK (aggregate data views 

and tasking/legacy) 
• XKEYSCORE (discovery*) 
• TURBOCHASER/MARINA (profiles 

[machine and user], future tasking) 
• JOLLYROGER/TREASUREMAP (networks) 
• TURBINE/PRESSURE WAVE/MAD 

(future) 
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Current XKS-

• US-3101B, C, D, E, F, L, M 
• UNITEDRAKE 
•TUCKER 

•OLYMPUS 
• EXPANDINGPULLY (formatting issues) 
• UNIX (very little, poorly formatted) 

• Not FISA, Not ECI 

Data retention from 29 January (many 
projects not available until 15 May) 
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CNE Related Searches 
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A "typical" day's CNE results 
Selecting all tables generated between '2009-9-22 00:00:00' and '2009-9-23 00:00:00' 
Pulling hit data from xks-central.corp.nsa.ic.gov 
30 distinct users found 13998 results in 60 separate searches 

QUERY RESULTS (ad-hoc): 
userxxxemail_addresses 22/10421 Iran NPS Domains userxxx_0808493001253628218_1 
f652856 documentjmetadata 11 /1053 f652856_0 f652856_0631781001253611176_1 
useryyy tech 2/2 Iran Tech Search useryyy_0303242001253646149J 

Distribution of Searches by type: 
email_addresses: 7 
extracted_files: 32 
full Jog: 5 
documentjnetadata: 6 
phone_number: 1 
tech: 4 
registry: 5 
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XKEYSCORE Searches 
(live demo) 
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Session Viewing 
[^Specialized per payload) 
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«msgType >UT?{«/msgT>'pe> 

v tad >IK<</bad > 
«country tit r. 1 ran' > TPM «/counfry > 

</ind*x> 
< case Not side—"forward* >IR. S PD C Y L ÀAAT TC < /ca s e No t > 

«/profile* 
c characteHstic id= '06c8SSf6-0124-2Sd?-lf$S-Q019&9F630E7" > 

< datoLcnçth unit- "octets' > 23636 </datoLcnçth > 
«f i le*«/ ï ï le* 

</ch ara cteristir. > 
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v-pracessinçEvent id- -OGc06a66-012<:-3bl l- l f4d-00l959F630E?'> 

< proccss i n g T y p o c o U c c t i on</prooc55ingTypc> 
« process ingCdt>col ieet lOD< /oruwrssiiiuCat*-
< providers 

« cc v e f n à no >SHAD 0 YQUECTS 5 «/covern arr e > 
•c pddg ̂  12< /p ddg » 
< sigo d > US-3101C g Dd > 

«/provider* 
* servies narre— ,forvarriing"> 

«parameter namc-'Torgct*>00000001000132$B«/pa^metGr> 
«parameter namç=' ,S£AÔULLFAftO_ULlD , vC6=855£6-0124-2Sd7-l£35-0019ESF600E7vVparamet-r> 
«parameter name-'^ransacfcionlD%000000010001328B. SS52.29SR1710209.3po\ i tc r -2-3 .0 . fn3 l_2014n91_n_ l dnp</paramcter> 
«parameter Ham e=''proceSS or SEAGULL FAP0</par ¿meter > 
«parameter nan- - "Seagu l l f a ro Process T im-"v200?-39-29T17:10: C02v-/peram-terv 
«parameter n ame - ' S iQna LTvpe^D i r e c c o r v V^lk«/parameter* 
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Wrap Up 

£ ¿si* toi 
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Parsing 

Browser Info 
Collected Files 
Directory Walks 
Drive Listings 
Ipconfig 
Keylogger 
Process Lists 
Registry 
System Survey (partial) 

Tailored Viewing 

yes 
standard XKS view 
yes 
xml 
xml 
yes 
xml 
yes 
xml 
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Other 
arpcache 
arpconfiguration 
auditinformation 
capturedcredentialsdata 
connectionlog (unavailable) 
datatransmission 
email 
error 
exchangedat a 
fb 
filefilterlist 
localeinformation 
modulelist 
machineinformation 
netmap 

networkmapping 
netstat 
networkstatistics 
syst ime 
routing 
routingconfigu ration 
sleepysheriff 
smackcrafty 
storedfile 
systemsurvey 
systemversion 
transportl ist 
unidentifiedfile 
wirelesssurvey 
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' )XK Me to v iewer: v pn in docs Moz i l l a F i rc fox 
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d m pavloadfcint pn\ 
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dut payloadfCnit p.î  
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Future Plans 

• Expanded data coverage 
• UK, AUS, (NZL possibly) 
• Validator/FOX contact/survey flows?? 
• ECI data?? 
• Better TUCKER processing (both in TAO and XKS) 

• Extended plug in coverage 
• Network information (neighbor/gateway IPs etc) 
• Machine Information (host name etc) 

• Process files not found in passive 
• Registry files 
• Thumbs.db 
• Browser history/bookmarks 

• Apply to Media Explotation 
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Questions? 

Arfftfwt 

LÎL 
TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



TOP SECRET/,'COMINT//REL TO USA, AUS, CAN, GBR, NZL 


