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Tradecraft? 

Tradecraft Network Tradecraft 

• "The development of methods, 
techniques, algorithms and 
processes in order to generate 
Intelligence, and developing the 
ability to apply this knowledge either 
manually or through automation. 
Tradecraft is developed from 
experience, research, intuition and 
by the reapplication and redefinition 
of existing techniques. Industrial-
Scale Tradecraft involves data on a 
large scale." 
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• Usable knowledge about how to 
acquire intelligence FROM the 
network 



Create repeatable, jrf ^ ^ < T 
sustainable & shareable ™ 
tradecraft to enable 
network analysis 

Facilitate knowledge 
collaboration and 
interchange across the 5-
Eyes SIGDEV community 

V w sr 
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The Process 

Stage 1 = 

Stage 2 Def ine Focu (based on Fact 
Finding) 

— 

Stage 3 Develop Tradecraft 
I 

Stage 4 = Document Tradecraft 

Stage 5 = Test Documented Tradecraft and 
Refine 

mmmmmmmmmmmmmmrnimmmmmmmmmmmmmm 

I 
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Network Convergence 
Tradecraft 

* Technological convergence - where voice 
and data services interact with each other 
on a single device 

; Tradecraft to enable the targeting of 
handsets in telephony space and CNE 
exploitation in IP space 

Improved algorithms for mobile gateway 
identification and implementation of these 
algorithms 
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DSD Workshop 
November 2011 

* 2 weeks 
* CSE, DSD, GCHQ 
* Virtually, via chat room, NSA & GCSB 
Focus on data, techniques & analytic 
outcomes 

https://wiki.dsd/twikH 
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DSD Workshop 
Outcomes 

Technique developed to identify wide variety of potential converged data, 
unique for specific country or mobile network operator 

0 potentially lead to convergence correlation dataset to help profile targets 
on-line activity 

Documentation of techniques to identify specific components of raw HTTP 
activity that alludes to the browsing, downloading and installation of 
smartphone applications 

0 identified the presence of application servers for mobile network operators 
and geographical areas 

DSD implementation of mobile gateway identification analytic based on 
FRETTING YETI 

0 three agencies now running the same analytic provides a richer dataset of 
mobile gateways 

CRAFTY SHACK trial 
0 NTAT now using CRAFTY SHACK for tradecraft documentation 
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Samsung Protocol 

« He*) Acwn 

• sum 

XKS Microplugin: 
Samsung Protocol 

0 (Csc DeviceJ.1odel HTTP_User_Agent Latest_Mcc Mcc Messaae id Messaae Tvoe Une Networt_Ty Odc_Ver 
til tksa GT-H7000 SAMSUNG-Android 412 2306-8 ciieciAppUpgrade Request 50 0 2 6 034 
m 
»9 ¡AUT GT P7600 SAMSUIIG-Android 250 2306-0 checkAppUpgrade Request 01 0 3.0.021 

1AUT GT P7500 SAMSUNG Android 250 2306-1 checkAppUpgrade Request 01 0 3.0.021 
i m ;AUT GT P7500 SAMSUNG Android 250 2306-0 checkAppUpgrade Request 01 0 3.0.021 

1». ,AUT GT P7500 SAMSUIIG-Android 250 2306-3 checkAppUpgrade Request 01 0 3.0.021 

11L !AUT GT P7500 SAMSUIIG-Android 250 2306-4 checkAppUpgrade Request 01 0 3.0.021 
1 
S£ ¡AUT GT P7500 SAMSUIIG-Android 250 2306-5 checkAppUpgrade Request 01 0 3.0.021 

431 iSKZ GT 19100 SAMSUIIG-Android 412 2306-0 checkAppUpgrade Request 20 0 2.6.148 
m 1XSG GT 19100 412 2350-0 getPushllotificationMessage Re 20 0 

m ,XSG GT-19100 412 2350-0 getPushllotiricationMessage Re 20 0 

Ul i 1XSG GT 19100 412 2309-0 getOownloadt-ist Request 20 0 
</>< 
m 

'xSG 
1 

GT 19100 412 2308-0 getKillList Request 20 0 

M2 IXSG GT 19100 412 2301-0 getUpgradellKillCount Request 20 0 

4» nXEU GT 19100 412 2301-0 getUpgradellKillCount Request 50 0 

SSI 1XEU GT 19100 412 2309-0 getOownloadList Request 50 0 

m 1THR GT B5512 SAMSUIIG-Android 412 2306-5 checkAppUpgrade Request 40 0 2.6.122 

HI 'XSG 1 GT 19100 SAMSUIIG-Android 412 2302-2 upgradeListEx Request 20 0 2.6.194 

li&S ,XSG GT 19100 412 2160-6 purchaseDetailEx Request 20 0 2.6.194 

1M3 'XSG GT 19100 SAMSUIIG-Android 2306-2 checkAppUpgrade Request 
412 1 M * tnccuppupyiaoe ncî u 

20 0 2.6.048 
i m lur aci.«(üMi* 

19100 checkAppUpgrade Request 
412 1 M * tnccuppupyiaoe ncî u 

20 

a TOP UCRETlfUMT MIT 05-11 06:41:2' 2012-05-11 04:41:22 412 412 2300« counUySe*rchE* Reqveit 20 0 
411 TOP SECRET'/SUT 201 415-13 02:32:35 2012-05-13 02:12:55 2200-1 countiyScareti Request i n 
4» TOP SECRET"SV/i 2012 05-11 Vi l l i* 2012-05-11 09:12:19 412 50*0-1 lermlnlornulwn Reque 1 20 0 2-6.048 

_ Pojooddtd. Pr*»»<Je<J_< Prelo»<Jed_»pps V 
com tec »ntjfod *pp f *msungipp>Q2 1 
corn.sec.android.app.samsungapp 1 
com.sec.android app.samsungapp 1 
com.sec.android app.samsungapp 1 
com.sec-android.app.samsungapp 1 
com.sec.android.app.samsungapp 1 
com.sec -android.app.samsungapp 1 
com. sec. android app.samsungapp 1 

com.sec-android.app.samsungapp 1 

android($2.3.S424||android tts(J2.3. 1 

com.sec-android.app.samsungapp f 

aridroKiÖ2.3.5®0||sndroid.lls©2.3. 1 

com.sec-android.app.samsungapp 1 

com sec.android.app.samsungapp 1 

androida2.3.5ÖO||android.llsÖ2.3. 1.04 

com.sec.android.app.samsungapp 1 

Actr.e U»«f/I Cttenouten 
ESOMLOOOOOMOOCO 

E 9 DHL00000 M0000 

E90HLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E9DHL00000M0000 

E 9 OHL00000 M 0000 

E9OHL00000M0000 

E 9 DHL00000 M 0000 

E9DHLOOOOOMOOOO 

E 9 DHL00000 M 0000 

E9DHLOOOOOMOOOO 

E 9 DHL 00000 M 0000 

NFDJROO000MO171 
MFDJROO0OOM0171 
E9DHLOOOOOMOOOO 

E 9 DHL00000 M 0000 

E 9 DHL 00000 M 0000 

E9DHL00000M0000 

E9DHLOOOOOMOOOO 

E90MLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E 9 DHL 00000 M 0000 

E9DHLOOOOOMOOOO 

E9DHLOOOOOMOOOO 

E 90HL00000M0000 
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CSE Workshop 
February 2012 

* 2 weeks 
* CSE, DSD, GCHQ, GCSB, 

N S A - everyone wanted to 
experience a Canadian 
winter! 
Build on the work started at 
DSD 

Winter Nirvan 
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CSE Workshop 
Outcomes 

Refinement of XKS fingerprints to identify mobile bearers, Samsung and 
Android Marketplace servers 

0 17 XKS fingerprints deployed 

Documentation of analytics in CRAFTY SHACK 
0 These analytics are now being implemented across the 5 Eyes 

Proving the tradecraft actually works! 
0 Scenario to test the tradecraft and analytics - Op IRRITANT HORN 
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Op IRRITANT HORN 
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Op IRRITANT HORN 
Does the tradecraft work? 

Another Arab Spring (only this time, different countries) 
Goal: identify aggregation points for the mobile networks in 
the countries of interest using the tradecraft developed during 
the workshops 
Did it work? YES -> the team was able to identify connections 
from the countries to application and vendor servers in non 5-
Eyes countries 
So what? We found some servers.... 
0 Potential MiTM 
0 Effects 
0 Harvesting data at rest 
0 Harvesting data in transit 
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Finding mobile application & 
vendor update servers 

• il m ti * P (fr t è ft a 100% 

TC Init Geolocation and Network Informati- in (ATLAS): Date Range. IP Range Reverse DNS (Of NAUS): IP Range 

Of 
IP ir put 

Row No 

Q> 

maliser 
Y 

Bitterness Filter 

Select valueslP-IP Communication Summaries (HYPERION): Date Range. IP Range Tradecraft Navigator Output 
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Finding mobile application & 
vendor update servers 

• il u t* * P lè to JJ- a 

Select valueslP-IP Communie; 

f r a n e e 

f r a n e e 

f r a n e e 

f r a n e e 

f r a n e e 

cuba 

cuba 

Senegal 

morocco 

Switzerland 

bahamas 

cuba 

n e t h e r l a n d s 

r u s s i a 

a n d r o i d - m a r k e t . 1 . g o o g l e . c o m 

a n d r o i d - m a r k e t . 1 . g o o g l e . c o m 

a n d r o i d - m a r k e t . 1 . g o o g l e . c o m 

a n d r o i d - m a r k e t . 1 . g o o g l e . c o m 

a n d r o i d - m a r k e t . 1 . g o o g l e . c o m 

s t o r e . c u b a v a . c u 

s t o r e . c u b a v a . c u 

s r v _ a p p l i s . s a r . s n 

b o u n g e o n t e l e p h o n e . c o m 

d o w n l o a d - f o r c e . c o m 

s u p p o r t a p p l e . c o m 

s t o r e . c u b a v a . c u 

m o b i l e . e r o - a d v e r t i s i n g . c o m 

l a d y . m a r k e t g i d . i n f o 
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C h a n g e v i e w p j c s e - c s t gc ca 

7 , « / / > / • 

¿MarÀ S e a r c h this wiki 

Idsnlify Sarvert commun*;« ing w*h a Mobte rwtwort 

P a g e D i s c u s s i o n H i s t o r y / Ed i t 

Identify Servers communicating with a Mobile network 

5 EYES CSEC D S D GCHQ QCSB NSA F a c t b o x 

O 
** Metadata 

W h a t does the t r a d e c r a f t a c h i e v e ? 

• Th is t radecra f t w i l l p rov ide a l is t o f s e r v e r s that have b e e n s e e n c o m m u n i c a t i n g wi th a m o b i l e n e t w o r k 

In w h a t si tuat ions w o u l d this t r a d e c r a f t be most usefu l? 

• To i d e n t i f y m o b i l e a p p l i c a t i o n se rvers for a spec i f i c n e t w o r k 

• To i d e n t i f y a n y s e r v e r t h a t m a y b e u s e f u l f o r c o l l e c t i o n p u r p o s e s 

D e s c r i b e any p r o b l e m s , c a v e a t s or things to w a t c h out for 

• T h e l ist o f s e r v e r s re tu rned d e p e n d s on the the IP range a n d co l l ec t i on s o u r c e s ut i l ized S u c c e s s of th is t radec ra f t m a y requ i re a d d i t i o n a l 

r e s e a r c h to iden t i f y o the r I P r a n g e s or r e q u e s t i n g o the r a g e n c i e s to c h e c k the i r co l l e c t i on to i den t i f y d i f fe ren t se rve rs 

Links that c a n help you to i m p l e m e n t this t r a d e c r a f t 

Difficulty: Ù Ù Ù 
A c c e p t a n c e ^ 

s ta te : 

Input(s): O n t o l o g y N e t w o r k b lock , O n t o l o g y l p a d d r e s s Output (s) : 

O n t o l o g y l p a d d r e s s , O n t o l o g y Ä S N , 

O n t o l o g y N e t w o r k b lock , O n t o l o g y H o s t n a m e , 

O n t o l o g y U s e r A g e n t St r ing. 

O n t o l o g y G e o g r a p h i c s e l e c t o r 

Invokes T radecra f t : 
1 F ind pub l i c IP s p a c e u s e d b y M o b i l e Dev i ces a n d R e l a t e d Se rve rs on the In ternet 
1 F i nd ing Mob i le In te rne t G a t e w a y s 

lnput(s): OntologyNetwork block, Ontologylp address Output(s): 

Ontologylp address, OntologyASN, 
OntologyNetwork block. OntologyHostname, 
OntologyUser Agent String. 
OntologyGeographic selector 

• Find public IP space used byfAibile Devices and Related Servers on the Internet 
Invokes Tradecraft: r , 

• Finding Mobile Internet Gateways 

• Identify Servers communicating with a Mobile network 

11 5 E Y E S T r a d e c r a f t S teps ( d o c u m e n t u n d e r l y i n g analyt ic , do n o t i n c l u d e too ls ) 

The IP ranges utilized for the initial implementation of tins tradecraft were the Inter PLMN Backbone IP ranges obtained from IR21 documents For 
other methods of identifying mobile IP blocks, see the invoked tradecraft listed above 

Step1)Take IPranges or individual addresses identified as being related to mobile network communications 
Step 2) Obtain geolocabon information and network ownership information for each IP address This should indude Network Owner name 
Carrier name. ASN. Continent. Country. Region. City.LatA.ong. and anyother related details that your system can obtain 
Step 3) Obtain Internet communication events related to the IP addresses These events should minim ally indude source information. To 
IP. From IP, TCP Direcbon. and HTTP User-Agent 
Step 4) Sort the results and dedup them This step depends on your collection sources 
Step 5) Filter out server communications thathave user-agents that aren't useful Further analysis is needed to identifythe non-useful 
user-agents (cheat sheet needed) Ex friendly-scanner 
Step 6) Check the TCP Direction field 

• If Server to Client, grab the From IP information 
• If Client to Server, grab the To IP information 
• If Serverto Seiver, grab both the To and From IP information 
• IfUnknown.capture in an error log 

Step 7) Sortand dedup again based on Server IP information TCPDirection info is no longerneeded 
Step 8) Obtain geolocation information and network ownership information for each Server IP This is done for the seivers that were not in 
the original IP Blocks 
Step 9) Remove any servers that are not useful This may include 5-Eyes servers 
Step 10) Output 

• List of Servers 
• List of related User Agents 
• List of related hostnames 

C o m m e n t s ( 2 ) | Show comments 

Category Tradecraft 

Average article quality based on 1 rating(s) Q 

i f * « rea 24/Z -2012 b, 

CRAFTY SHACK - It's not tradecreft until it's documented! - CSEC" |ed«i 
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Identifying servers 
communicating with an MNO 

• II • r* * I» Sr fi S 100% 

m Yi 
i JÄ 

Start Se lec t Input CSV Fi leCSV File Input T t ì p i t M a i n s t r e a m A d d S ^ u e n c e 

J4' 
R e m o v e ¿ > u p l i c a t e f j o t m a | | S e r SrclP DstifSelect Va lues L o o k u p S t r e a n N ^ E m i c h m e n t F o u n d Link 

A 8 
Demux Enr iched? Distr ibute Lookup DsdP Enr ichment B o b TDI Online Events (PEITHO) 

A T L A S G e o and Network Info D e d u p Is User Aûent f r ienahr tscanner? 

A T L A S G e o a, 
- • 

server? Initial IP a n d de le te extras U S » fr iendly-scanner 

J 

5-Eye p laces 

Goog leEar th 
conver t 2 R e v e r s e D N S (DANAUS) : IP R a n g e 
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Profiling mobile application 
servers 

This tradecraft will accept a CSV file of known apps server hostnames. It will then perform reverse ONS 
queries to obtain the IP addresses of the apps servers. With the IP addresses, geolocation and 
network provider queries will be performed on all app server IP addresses. The IP addresses are 
then used to search for TD1 events associated with those IP addresses. The result is a list of the apps 
servers with IP addresses, geolocation end provider details, as well as TDI events seen connecting 
to those apps servers. The TDI events are also queried to determine their geolocation and provider 
details. 

e d — n — w -
Start Define the input CSV file input TCImt Forward DNS (DANAUS) Hostname 

Filter to remove "too common* results in DNS e.g. google, bank, iTunes, etc. Hü 
Dummy (do nolhing) 

Geolocation and Network Informad in (ATLAS) Date Range. IP Range 

Sort the rows to pass only unique 

Results 
Just apps server details 

Sort rows Apps Sen/era with Hostname. Geo and Network Details 

TDI Online Events (PEITF 0) Date Range. IP Range 

Filter for CLIENT _TO_SERVER comms 

Results 
All TDI events for each app server 

I—^—m—v—•—s »—— it) i 
s 2 Filter lows 2 Geolocation and Network Information -Client to Server Comms Geo and Network of clients Results 

EVERYTHDIG! 
Each app server with IP address, geo and network details AND 
all TDI events for each app server with the geo and network details of the client side comms 

TDI Events for Apps Servers Dummy (do nothing) 2 
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Profiling mobile application 
servers 

tM L<* ¥*» Hqfcxy Bookm»rfo IooH tjdp 

itfaj C ^ Q hllp.//mjgnrto wg-nt 

P MoitViüUd NTAT Wikrt * XXfYSCOM — CSE(nttOWib . IntrfiWiki CEO | J GCHQWib » MSAWAi t i OSOWifa GCS8VWK3 CRAFTYSHACK NAC Training t.titeiut B SCORPlOfORE b 

0 Otwbk- JL Cocbe- / CSS- A form- CS bn*}ti- U WcotMtwo- Ü MncdUncout- Ootinc- l l Rra.-«- > Took- Vic« Sourer- A Optoore-

J* ApprntdFrn^ponto > Swth • S*i 

1 splunk 

p . Gtobi»CoovmHom«@PlffaO MASTERSHAß 61AZING SADOUS Q Splunk 

p B • © • 

/ O / 

Admauiif«lo> -PC • «»--»j*» 

Summary l*a>ct Sutw» • tU»hbcaid» A v<wt • Sejurv«» t Rrpom • 

n n i i n i M i l 

• 

o 

o 
a 

CbcniCoortry Icttrgonc Ji) 

Appeal» m MO*, ol inulti 

lilie/vIOP-J.e 

* iiot • £'*vOu-, » H.gM^ht|S M«£h 
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Profiling mobile application 

Field discovery is: 

01 Hide 

2 s e l e c t e d f i e l d s 

a HTTP_User_Agent 113 

a source 1t 

38 i n t e r e s t i n g f i e l d s 

a Application 11) 

* A S N 1 4 / 

a Carrier 4. 

a Case_Notation 11 

a City 5; 

# Cbent_ASN 11) 

a Cbent_Carrier 1 

a Chent_City I -

« Chent_Country 11 

a Client_Digraph 11 

a Chent_IP_Range • i . 

a. Client_Owner 

a Country 14, 

fl Digraph 4 

« host i 

a Hostname I 

<t HTTP_Via 1 

a Identifier (2100 

a mdex (1} 

a IP ,6 

a IP_From I 

18 results over all time 

; = m ^ y Options 

» Formatting options 

Nokia5310XpressMus.. 
WinWAP 3.2 Profile .. 

SAMSUNG-SGH-LI 70 .. 
SAMSUNC-SCH-F250 . 
SAMSUNC-SCH-D600. 

SAMSUNC-S3500 1 .0 . 
SAMSUNC-GT-S3653.. 
SAMSUNC-CT-E2121B. 
SAMSUNC-CT-C3303.. 
SAMSUNC-GT-C 3010. 

SAMSUNG-GT-B3210 .. 
SAMSUNG-C5212 C5.. 

SAMSUNG-B5702 B57.. 

Opera 9.80 (S60; Sy 
Nokia6300 2.0 (06.01.. 

Nokia6233 2.0 (04.5.. 
LG-GU230 V10i Obig. 

ZTE-G-S21 3 WAP2.0 
nfiguration CLDC-1.1 
nfiguration CLDC-1.1 
nfiguration CLDC-1.1 

... 1.101 (CUI) MMP 2.0 
1.101 (GUI) MMP 2.0 

nfiguration CLDC-1.1 
nfiguration CLDC-1.1 
.1.101 (GUI) MMP 2.0 

nfiguration CLDC-1.1 
.1.101 (GUI) MMP 2.0 

nfiguration CLDC-1.1 
nfiguration CLDC-1.1 
nfiguration CLDC-1.1 

.2.7.81 Version 11.00 
nfiguration CLDC-1.1 
nfiguration CLDC-1.1 
nfiguration CLDC-1.1 

Client_Owner (categorical) 

A p p e a r s in 100% of r e s u l t s 
Show only events with this field 
Select and show in results 

V a l u e s 

warid congo 

servers 

C h a r t s 
Top values by time 
Top values overall 

* % 

102 100% 

Results based on mobile application 
servers seen in CSE collection 
We have a list of the most popular 
smartphones for Warid Congo 
customers and their IMSIs 
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Success Stories 

UCWeb mobile browser identification 
* Discovered by GCHQ analyst during DSD workshop 

* Chinese mobile web browser - leaks IMSI, MSISDN, 
IMEI and device characteristics 
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UC Web 

Led to discovery of active comms channel from! 

(S//SI//REL TO USA, FVEY) The CONVERGENCE team helped discover an 
active communication channel oripinatinci fromWK^^^^Uthat is associated 
with the I 

| a s they are known within th^^^^fiierarchy area of responsibility is 
for covert activities in Europe, North America, and South America. The 
customer^^^^^leveraged a Convergence Discovery capability that 
enabled the discovery of a covert channel associated with smart phone 
browser activity in passive collection. The covert channel originates from 
users who use UCBrowser (mobile phone compact web browser). The 
covert channel leaks the IMSI, MSISDN, Device Characteristics, and 
IMEI to server(s) in^^^^^^^^^^H^^^^^^^lnitial 
investigation has determined thatperhap^inalware can be associated when 
the covert channel is established^J^^^^povert exfil activity identifies 
SIGINT opportunity where potentially none may have existed before. Target 
offices that have access to X-KEYSCQRE can search within this type of 
tmffin has&ri nn their IMSI nr IMFI tn determine tarnnt nmsenne 



UCWeb - XKS Microplugin 

UCWeb 

W Help Actions » Reports * View ' @ Map View 

State 0 Datetime * Highlights Datetime End Browser Version Sma it Address Handset Model ».IE! MSI Global Tile Platform Active User/I Casenotation 

1 • I 1 2012-05-13 02:29:20 fat 2012-05-13 02:29:23 8.0.3.107 §123movies nokiae90-1 9379900100 java E9DHL 00000 F.10000 

2 • —I 1 2012-05-13 06:00:69 fai 2012-05-13 06:01:00 8.0.3.107 |123movies nokiae90-1 9379900100 java E9DHL00000M0000 

3 • - I 4 2012-05-13 19:39:11 fat 2012-05-1319:39:11 7.9.3.103 HTC A510e android E9BDEOOOOOMOOOO 

4 • I 2 2012-05-14 12:29:53 % 2012-05-14 12:29:53 8.0.4.121 H l d j g o l NokiaE72-1 sis E9DHL00000M0000 

6 • . - I 5 2012-06-14 17:46:46 H ft 2012-05-14 17:46:46 8.0.4.121 Jmobiniasti MokiaX6-00 sis H5H125221450000 

6 • I 6 2012-05-15 16:28:19 % ft 2012-05-15 18:28:19 8.0.4.121 ^mobilitasti llokiaX6-00 93781090013 sis H5H125221450000 

7 • a Z 2012-05 -15 20:02:56 t i f t 2012-05-15 20:02:58 8.0.4.121 ^mobil i tasti NokiaX6-00 9 3 7 8 1 0 9 0 0 1 3 sis H5H1252214500C 
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* Shared convergence 
database with numerous 
different sources, 
methods & tradecraft 
feeding into it 
Ultimately correlating 
telephony and Internet 
TDIs with some degree 
of confidence 

TOP SECRET//SI 



Synergising Network Analysis 
Tradecraft 

Network Tradecraft Advancement Team 
(NTAT) 



1 



Overview 

What is the NTAT? 

2011 - 2 0 1 2 work anC 
* 

' i * accomplishments • •* * 
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Tradecraft? 
• < ~ 

Tradecraft Network Tradecraft 

"The development of methods, 
techniques, algorithms and 
processes in order to generate 

. and developing the 
ability to apply this knowledge either 
manually or through automation. 
Tradecraft is developed from 
experience, research, intuition and 
by the reapplication and redefinition 
of existing techniques. Industr ia l -
Scale Tradecraft involves data on a 
large scale." 

Usable knowledge about how to 
acquire intelligence FROM the 
netwo r l ' 
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Create repeatable. ^ ^ ^ w 
sustainable & shareable > V ^ V 
tradecraft to enable ^ 
network analysis < ^ 

Facilitate knowledge 
collaboration and 
interchange across the 5-
Eyes SIGDEV community 

y SK 
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The Process 

Stage 1 = 

Stage 2 (based on Fact 
Finding) 

Stage 3 Develop Tradecraft 

V 
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Network Convergence 
Tradecraft 

Technological convergence - where voice 
and data services interact with each other 
on a single device 

Tradecraft to enable the targeting of 
handsets in telephony space and CNE 
exploitation in IP space 

Improved algorithms for mobile gateway 
identification and implementation of these 
algorithms 
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DSD Workshop 
November 2011 

* 2 weeks 
* CSE, DSD, GCHQ 
* Virtually, via chat room, NSA & GCSB 

* Focus on data, techniques & analytic 
outcomes 

https://wiki.dsd/twikiy 
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DSD Workshop 
Outcomes 

Technique developed to identify wide variety of potential converged data, 
unique for specific country or mobile network operator 

Q potentially lead to convergence correlation dataset to help profile targets 
on-line activity 

Documentation of techniques to identify specific components of raw HTTP 
activity that alludes to the browsing, downloading and installation of 
smartphone applications 

0 identified the presence of application servers for mobile network operators 
and geographical areas 

DSD implementation of mobile gateway identification analytic based on 
FRETTING YETI 

0 three agencies now running the same analytic provides a richer dataset of 
mobile gateways 

CRAFTY SHACK trial 
0 NTAT now using CRAFTY SHACK for tradecraft documentation 



I XKS Microplugin: 1 
1 Samsung Protocol | 
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CSE Workshop 
February 2012 

ET//SI V 

weeks 
CSE. DSD, GCHQ. GCSB. 
N S A - everyone wanted to 
experience a Canadian 
winter! 
Build on the work started at 
DSD 

Winter 
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CSE Workshop 
Outcomes 

Refinement of XKS fingerprints to identify mobile bearers. Samsung and 
Android Marketplace servers 

0 17 XKS fingerprints deployed 

Documentation of analytics in CRAFTY SHACK 
O These analytics are now being implemented across the 5 Eyes 

Proving the tradecraft actually works! 
0 Scenario to test the tradecraft and analytics - Op IRRITANT HORN 

O 
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Op IRRITANT HORN 
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Op IRRITANT HORN 
Does the tradecraft work? 

Another Arab Spring (only this time, different countries) 
Goal: identify aggregation points for the mobile networks in 
the countries of interest using the tradecraft developed during 
the workshops 
Did it work? YES -> the team was able to identify connections 
from the countries to application and vendor servers in non 5-
Eyes countries 
So what? We found some servers.... 
0 Potential MiTM 
0 Effects 

0 Harvesting data at rest 
0 Harvesting data in transit 

TOP SECRET//SI 

MiTM - exploit the application server and use it as a MiTM platform for 
handset exploitation 

Effects - exploitation of the application servers could make it possible to 
provide selective misinformation to the targets handsets 

Harvesting data at rest - exploitation of the applications servers could provide 
access to a wealth of information at rest. The amount and usefulness of this 
information depends on the application in question 

Harvesting data in transit - mobile applications servers often send and receive 
data that SIGINT agencies find useful (e.g. the Samsung protocol sending 
client and handset details to a server in Germany) 

14 



Finding mobile application & 
vendor update servers 

TOP SECRET//SI 

The results above are from a tradecraft to find servers of applications and 
vendor updaters servers from given countries, The rationale behind this is to 
identify servers that target within those countries might visit which could be 
exploited by CNE to push a phone implant capability. 

The tradecraft relies upon 5 tuple data seen from the mobile gateways from 
target countries and to servers which have matching 'key words' in the 
hostname. The results above could then be scoped for CNE to see if they 
would be valid boxes to use an access platform. 



Finding mobile application & 
vendor update servers 
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The results above are from a tradecraft to find servers of applications and 
vendor updaters servers from given countries, The rationale behind this is to 
identify servers that target within those countries might visit which could be 
exploited by CNE to push a phone implant capability. 

The tradecraft relies upon 5 tuple data seen from the mobile gateways from 
target countries and to servers which have matching 'key words' in the 
hostname. The results above could then be scoped for CNE to see if they 
would be valid boxes to use an access platform. 

16 



17 



I Identifying servers 1 
1 communicating with an MNO | 

: - • - ' 4 * • 

• - y — - r 

4 j t «""My' 

t ' £ Y ' ' " 'f t -y~*-
t 1 -
• r r " - > - r - > f -T - •» - : -i * 

T 

i — 
V 'l 

i * * - ; * _ 
/ v - -"• 

* * 
TOP SECRET//SI 

5 
T 

f-~ 
X~ , 
ar m 

0 - : 

a s 
T " ~ r 

7 - - 5 

— S ] 

j t 

18 



Profiling mobile application 
servers 



Profiling mobile application 
servers 

H B H 
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Profiling mobile application 
servers 

Results based on mobile application 
servers seen in CSE collection 
We have a list of the most popular 
smartphones for Warid Congo 
customers and their IMSIs 

TOP SECRf V 
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Success Stories 

UCWeb mobile browser identification 
Discovered by GCHQ analyst during DSD workshop 

Chinese mobile web browser - leaks IMS!, MSISDN, 
IMEI and device characteristics 

OP S E C R E T / 
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UCWeb 

Led to discovery of active comms channel from I 

(S//SI//REL TO USA. FVEY) The CONVERGENCE team helped discover an 
active cq 
witMhe I 

(as they are known within the^^^Khierarchy area of responsibility is 
for covert activities in Europe. North America, and South America. The 
customer^^^^^everaged a Convergence Discovery capability that 
enabled the discovery of a covert channel associated with smart phone 
browser activity in passive collection The covert channel originates from 
users who use UCBrowser (mobile phone compact web browser). The 
covert channel leaks thelMSI^SISDN^evic^Chanicteristics, and 

to server(s) irJ^/^^ffj^^^^^^^^^^^^^nitial 
investigation has determined thatoerhaD^valware can be associated when 
the covert channel is established^^^^^^povert exfil activity identifies 
SIGINT opportunity where potentially none may have existed before. Target 
offices that have access to X-KEYSCQP.E can search within this type of 
trnffir- hionrf th r.ir IMCI ^r IMEI ^^rmiin nmmnr-n 
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UCWeb - XKS Microplugin 

»114^1» 7M75I 104171 r NWIJVÎMMOf 
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Vision of Success 
•l'-^iv: • • 

Shared convergence 
database with numerous 
different sources, 
methods & tradecraft 
feeding into it 
Ultimately correlating 
telephony and Internet 
TDIs with some degree 
of confidence 

»UCCH3, 

1 SECRET//SI 
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Synergising Network Analysis 
Tradecraft 

Network Tradecraft Advancement Team 
(NTAT) 
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