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Tradecraft

“The development of methods,
techniques, algorithms and
processes in order to generate

and developing the
ability to apply this knowledge either
manually or through automation.
Tradecraft is developed from
experience, research, intuition and
by the reapplication and redefinition
of existing techniques. Industrial-
Scale Tradecraft involves data on a
large scale.”

Network Tradecraft

Usable knowledge about how to
acquire intelligence FROM the
network



Create repeatable,
sustainable & shareable
tradecraft to enable
network analysis

Facilitate knowledge
collaboration and
interchange across the 5-
Eyes SIGDEV community



Stage 2 Define Focus (based on Fact
Finding) | 7 | ]

Stage 38 Develop Tradecraft - l

l Stage 4 = Document Tradecraft

Stage 5 = Test Documented Tradecraft and
Refine




* Technological convergence — where voice
and data services interact with each other
on a single device

" Tradecraft to enable the targeting of
handsets in telephony space and CNE
exploitation in IP space

Improved algorithms for mobile gateway
identification and implementation of these
algorithms



* 2 weeks
“ CSE, DSD, GCHQ
* Virtually, via chat room, NSA & GCSB

Focus on data, techniques & analytic
outcomes


https://wiki.dsd/twikH

Technique developed to identify wide variety of potential converged data,
unique for specific country or mobile network operator
& potentially lead to convergence correlation dataset to help profile targets
on-line activity
Documentation of techniques to identify specific components of raw HTTP
activity that alludes to the browsing, downloading and installation of
smartphone applications

(& identified the presence of application servers for mobile network operators
and geographical areas

DSD implementation of mobile gateway identification analytic based on
FRETTING YETI

() three agencies now running the same analytic provides a richer dataset of.
mobile gateways

CRAFTY SHACK trial
(& NTAT now using CRAFTY SHACK for tradecraft documentation
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* 2 weeks
* CSE, DSD, GCHQ, GCSB,
NSA — everyone wanted to
experience a Canadian
winter!
Build on the work started at
DSD

Winter Nirvan
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Refinement of XKS fingerprints to identify mobile bearers, Samsung and
Android Marketplace servers
@ 17 XKS fingerprints deployed

Documentation of analytics in CRAFTY SHACK
@ These analytics are now being implemented across the 5 Eyes

Proving the tradecraft actually works!
& Scenario to test the tradecraft and analytics — Op IRRITANT HORN
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Another Arab Spring (only this time, different countries)

Goal: identify aggregation points for the mobile networks in
the countries of interest using the tradecraft developed during

the workshops

Did it work? YES -> the team was able to identify connections
from the countries to application and vendor servers in non 5-
Eyes countries

So what? We found some servers....

@ Potential MiTM

& Effects

@ Harvesting data at rest

& Harvesting data in transit
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Identify Servers communicating with a Mobile netw ork

SEYES CSEC DSD GCHQ GCSB NSA  Factbox

Metadata

What does the tradecraft achieve?

e This tradecraft will provide a list of servers that have been seen communicating with a mobile network

In what situations would this tradecraft be most useful?

» Todentifymobile application servers for a specific network
« Toidentifyanyseiverthat maybe useful for collection purpases

Des cribe any problems, caveats or things to watch out for

o The istofservers returned depends on the the IP range and collection sources utlizzd Success of this tradecraft m ay require additienal
research to identify other [P ranges of requesting other agencies to check their collection to identfydiffesent servers

Links that can help you to implement this tradecraft

Difficulty: LI TF W ACceptanceL

state:

Ontologylp address, Ontology ASH,
Ontology Metwark black, OntologyHostname,
OntolagyUser Agent Stnng,

Ontolagy Geographic selector

Inpui{s ): OntologyNetwork block, Ontalogylp addiess  Qutput{s):

+ Find public IP space used byMabile Devices and Related Servers on the Internet

Invokes Tradecraft:
- Finding Mohile Internet Gateways

QOntologylp address, Ontology ASN
Ontalogytietwark block. OntalogyHostiname
OntologyUser Agent Stinng.

Ontalogy Geagiaphic selectar

Inpuifs): Onlalogy Network black, Ontologylp address ~ Oulput(s]:
9y 9y

o Find public IP space used hyMabile Devices and Related Servers on lhe Inlernet

Invokes Trad, h:
vokes Tradecral a Finding Mebile Intetnet Gateways

+ [dentify Servers communicating with a Mobile network

4§ EYES Tradecraft Steps (document underlying analytic, do not include taals)

The IP ranges utilized for 1he inital implementation of this tadecrafi were the Inter PLMN Backbone iP ranges obtained trom IR21 documents For
other methods ofidenbfying moble IP blocks. see the invoked tadecrafl listed above

Step 1) Take iP ranges or indmdual addresses identified as being related to mabile natwork communicatons
Step 2) Obtain geolacation information and network ownership information for each IP address This should indude Netwark Owner name
Carrier name ASN. Continent. Country, Region. City. Latd.ang. and anyothei relaled details that your syslem can obtain
Step 3) Obtain Intemetcommunication events related to the I[P addresses These avents should mnimallyindude source information. To
IP_From IP, TCP Direction. and HTTP User-Agent
Step 4) Sortthe results and dedup them This step depends on your collection sources
Step §) Fiter oul server communications thathave user-agents thal arentuseful Further analysis is needed to identifythe non-useful
user-agents {cheatsheet neaded) Ex fnendly-scanner
Step 6) Check the TCP Direction field
« ifSaverto Client. grab the From iP information
« ifClientto Server. grab the To IP information
= If Serverto Seiver, grab both the To and From IP infarmation
« [fUnknown. capture in an eiror log
Step 7) Sortand dedup again based on ServerIP information TCP Direchon infa1s no longerneeded
Step 8) Obtain geclocaton informaton and netwark ownership mnfarm ation for each Server IP This 1 done for the seivers thalwere notin
the oniginal IP Blocks
Step 9) Remave any servers that are notuseful This mayinclude 5-Eyes servers
Step 10) Output
e ListofServers
o Listofrelated User Agents
* Listofrelated hostnames

Comments {2)| Show com ments A.erage article qualitybased on 1ratngis: (3

o paatea 24220125,

Calegory Tradecaft
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This tradecraft will accept a CSV file of known apps server
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Results based on mobile application
servers seen in CSE collection

We have a list of the most popular
smartphones for Warid Congo
customers and their IMSIs



UCWeb mobile browser identification
* Discovered by GCHQ analyst during DSD workshop

* Chinese mobile web browser — leaks IMSI, MSISDN,
IMEI| and device characteristics



Led to discovery of active comms channel froml

(S//SI//REL TO USA, FVEY) The CONVERGENCE team helped discover an
active communication channel originating from NN hat is associated
with thel

Ias they are known within thg-ﬁerarchy area of responsibility is
for covert activities in Europe, North America, and South America. The
customer-/everaged a Convergence Discovery capability that
enabled the discovery of a covert channel associated with smart phone
browser activity in passive collection. The covert channel originates from
users who use UCBrowser. (mobile phone compact web browser). The
covert channel leaks the IMSI, MSISDN, Device Characteristics, and
IMEI back to server(s) in__/nitia/
investigation has determined that perhaps malware can be associated when
the covert channel is estab/ishedﬂcovert exfil activity identifies
SIGINT. opportunity where potentially none may have existed before. Target

offices that have access to X-KEYSCQRE can search within this type of
traffinr hased on their IMSI or IMFI to defermine taraet nresence
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* Shared convergence
database with numerous
different sources,
methods & tradecraft
feeding into it
Ultimately correlating
telephony and Internet
TDIs with some degree
of confidence
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Tradecraft

“The development of methods,
techniques, algorithms and
processes in order to generate

. and developing the
ability to apply this knowledge either
manually or through automation.
Tradecraft is developed from
experience. research. intuition and
by the reapplication and redefinition
of existing techniques. Industrial-
Scale Tradecraft involves data on a
large scale.”

Network Tradecraft

Usable knowledge about how to
acquire intelligence FROM the
networv




Create repeatable.
sustainable & shareable

o
>
tradecraft to enable §
network analysis {

Facilitate knowledge
collaboration and
interchange across the 5-
Eyes SIGDEV community




Stage 1 =

Stage 2 NDefine Foci:~ (based on Fact
Finding)

Stage 3 Develop Tradecraft




Technological convergence — where voice
and data services interact with each other
on a single device

Tradecraft to enable the targeting of

handsets in telephony space and CNE
exploitation in |P space

improved algorithms for mobile gateway

identification and implementation of these
algorithms




2 weeks
CSE, DSD, GCHQ
Virtually, via chat room, NSA & GCSB

Focus on data, techniques & analytic
outcomes



https://wiki.dsd/twikiy

Technique developed to identify wide variety of potential converged data.
unique for specific country or mobile network operator
potentially lead to convergence correlation dataset to help profile targets
on-line activity
Documentation of techniques to identify specific components of raw HTTP
activity that alludes to the browsing, downloading and installation of
smartphone applications
identified the presence of application servers for mobile network operators
and geographical areas
DSD implementation of mobile gateway identification analytic based on
FRETTING YET!
three agencies now running the same analytic provides a richer dataset of
mobile gateways
CRAFTY SHACK trial
NTAT now using CRAFTY SHACK for tradecraft documentation






weeks
CSE. DSD, GCHQ. GCSB.
NSA - everyone wanted to
experience a Canadian
winter!
Build on the work started at
DSD

Winter
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Refinement of XKS fingerprints to identify mobile bearers. Samsung and
Android Marketplace servers
17 XKS fingerprints deployed

Documentation of analytics in CRAFTY SHACK
These analytics are now being implemented across the 5 Eyes

Proving the tradecraft actually works!
Scenario to test the tradecraft and analytics - Op IRRITANT HORN
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Another Arab Spring (only this time, different countries)

Goal: identify aggregation points for the mobile networks in
the countries of interest using the tradecraft developed during
the workshops
Did it work? YES -> the team was able to identify connections
from the countries to application and vendor servers in non 5-
Eyes countries
So what? We found some servers....

Potential MiTM

Effects

Harvesting data at rest

Harvesting data in transit

MiTM — exploit the application server and use it as a MiTM platform for
handset exploitation

Effects — exploitation of the application servers could make it possible to
provide selective misinformation to the targets handsets

Harvesting data at rest — exploitation of the applications servers could provide
access to a wealth of information at rest. The amount and usefulness of this
information depends on the application in question

Harvesting data in transit — mobile applications servers often send and receive
data that SIGINT agencies find useful (e.g. the Samsung protocol sending
client and handset details to a server in Germany)
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The results above are from a tradecraft to find servers of applications and
vendor updaters servers from given countries, The rationale behind this is to
identify servers that target within those countries might visit which could be
exploited by CNE to push a phone implant capability.

The tradecraft relies upon 5 tuple data seen from the mobile gateways from
target countries and to servers which have matching ‘key words’ in the
hostname. The results above could then be scoped for CNE to see if they
would be valid boxes to use an access platform.



The results above are from a tradecraft to find servers of applications and
vendor updaters servers from given countries, The rationale behind this is to
identify servers that target within those countries might visit which could be
exploited by CNE to push a phone implant capability.

The tradecraft relies upon 5 tuple data seen from the mobile gateways from
target countries and to servers which have matching ‘key words’ in the
hostname. The results above could then be scoped for CNE to see if they
would be valid boxes to use an access platform.
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Results based on mobile application
servers seen in CSE collection

We have a list of the most popular
smartphones for Warid Congo

customers and their IMSIs ?
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UCWeb mobile browser identification
Discovered by GCHQ analyst during DSD workshop

Chinese mobile web browser - leaks IMSI, MSISDN,
IMEI| and device characteristics
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Led to discovery of active comms channel froml

(S/SI//REL TO USA. FVEY) The CONVERGENCE team helped discover an
active ca
with thel

as they are known within the hierarchy area of responsibility is
for covert activities in Europe. North America. and South America. The
customer everaged a Convergence Discovery capability that
enabled the discovery of a covert channel associated with smart phone
browser activity in passive collection. The covert channel originates from
users who use UCBrowser {(mobile phone compact web browser). The
covert channel leaks the IMSI. MSISDN_ Device Characteristics, and
to server(s) i nitial

investigation has determined that perhaps malware can be associated when
the covert channel is establishe overt exfil activity identifies
SIGINT opportunity where potentially none may have existed before. Target
offices that have access to X-KEYSCORE can search within this type of.

lraffic hasad an thair IMSH Az IMET in datarpung rargarnrasanca
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Shared convergence
database with numerous
different sources,
methods & tradecraft
feeding into it

Ultimately correlating
telephony and Internet
TDIs with some degree
of confidence
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