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(U) What is a VPN?

- (U) A Virtual Private Network or VPN is a
computer network that uses encryption to
securely connect remote users/networks over
an otherwise insecure network, usually the
public internet.

- (U) Common Types:
- PPTP, IPSec, SSL

* (U) Public Key Encryption
= Diffie-Hellman, RSA




(U) PPTP

- (U) Microsoft Point-to-Point Tunneling
Protocol

- (U) Control Channel
= TCP port 1723
- (U) Data Channel
= GRE-Next Protocol 47
- (U) RFC 2637, RFC 3078




(U) IPSec

- (U) Authentication
- Pre-shared key (PSK) or Public key certificates

- (U) ISAKMP/IKE packets are used for key exchange
and to establish the secure connection

= UDP port 500, 4500; TCP port 500
- (U) ESP packets contain the encrypted data
= |P Next Protocol 50; UDP port 500
- (U) RFC2402, RFC2406, RFC2409, RFC4306, RFC2408



(U) IPSec In a nutshell




(U) SSL/TLS

-+ (U) Secure Sockets Layer/Transport Layer
Security

- (U) WARNING! e-commerce = tons of
uninteresting SSL traffic

(U) Common ports: TCP ports 443, 995
- (U) RFC2246, RFC4346, RFC5246
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(TS//SI/REL) Who works VPNs?

(1s//sl//ReL) VPN Workin O vpn)

= S22, SSG, CES (OTTERCREEK, NSP, S31322, S3117,
S3112), TAO, etc.

as:
alias:
(Ts//s1//REL) Meets every other Thursday at 1300



(TS//SI/REL) Who works VPNs?

- S3117 + S3142 ’ J
-OTTERCREEK
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(TS//SI//REL) So you think your
target is using a VPN...



(TS//SI//REL) SigDev Tools

- BEEAKINQUHRY
DISCOROUTE
TOYGRIPPE

- MARINA

- MASTERSHAKE
- NKB

- PINWALE

- RENOIR

- TREASUREMAP
- TUNINGFORK

- XKEYSCORE







