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U.S. Department of ;Justice
Office of Legal Counsel

--------------~------------------------------------------ ~,
Wash~ngton.

Office of the Deputy Assistant Attorney General

D,C. 20530

January 4, 20,10

MEMORANDUM FOR CAME~ON F. KERRY
General Counsel, United States D~partment of Commerce

Re: Census Confidentiality and tfze Uniting and Strengthening America by
Providing ApjJr~priate Tools Required to Intercept and Obstruct Terrori~m Act of2001 .
You have asked whether the Uniting and ~trengthening America byProvidi,ng
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of2001, Pub. L. No. 10756, 115 Stat. 272 ("Patriot Act"j, as amended; may require the Secretary of Commerce to
disclose census information to federal law enforcement or national security officers where such
dis910sure would otherwise be prohibited by the Census Act, 13 U.S.C. §§ 8,9,214'(2006). We
have' identified no provisi9ns of the Patriot A9t that would compel the Secretary to disclose such
protected information. 1

I.
To help promote the public cooperation on which ap. accurate census largely depends,
federal census statutes have long p~9vided assurances of confidentiality to respondents. See
generally Baldrige v. Shapiro, 455 U.S. 345, 354, 356;-59 (1982). This Office has described the
current Census ACt confidentiality provisions as "the most recent codification of a statutory
confidentiality requiremeQt that dates bacIs more than a century and that bars the disclosure of
covered census information by census officials." Memorandum for Gel).eral Counsel,
Department of Commerce, fro~ Randolph D. Moss, Acting Assistant Attorney G~neral, Office
of Legal Counsel,'Re:' Relationship Between Illegal Immigration Reform and Immigrant
Respons~bility Act of 199Q and ~tatutory Requirementfor

f:onfidentiality ofCensus Information

at 1 (May 18, 1999) ("IIRIRA Opinion"), available at http://www.usdoj.gov/olc/opinions.htm.
The Census Act provides:
Neither the Secretary [of Commerce], nor any other officer or employee of.the
Department of Commerce or bureau or agency thereof; or local government
c~nsus liaison, may, except as provided in section 8 or 16 or chapter 10 of this
title or section 210 of the Departments of Commerce, Justice, and State, the
I We solicited views from the Federal Bureau ofinv~stigation ("FBI") and the Criminal, National Security, and
Civil Rights Divisions of the Department of Justice. TJte Grimin~vision, upon review, offered no vie'Ys. The
FBI and the Civil Rights Division concurred with the J?epart1)lent of Commerce in the view that no provisions of the
Patriot Act override the Census Act's protections for covered census information possessed by the Commerce
. Department. The National Security Division disagreed, contending that section 215 ofthe Patriot Act, as amended,
> may allow for a court order to compel the Secretary to disclose furnished census information. We address this
provision and the National Security Division's views in greater detail below.
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Judiciary, 'and. Related Agencies Appropriations f\,ct, 1998 or section Q(f}of the
Census of Agiiculture Act ,of 1991,~
"

"

, (1) use the infonriation furnished under the provisions of this title [the
Censu.s Act] for any purpose other than the statistic~l purposes for which it
,~ is suppli~d; or
(2).make any publication whereby the data furnish~d by any particuhir
estabifshment or individual'under this title can be identified;
-.. or
,

~..

, , '

'

·(3) permit anyone other than the sworn officers and ep1ployees oftlle, .
D~partnient or bureau or agency thereof to examine the individual'r~P9~.
13 U.S.C. § 9(a).
The'cross-referenced statutes iri section 9(a) presently'provide exceptions only for
disc.iosure of transcripts or reports containing inform.ation furnished by a,respondent when
reque~ted by that respondent (or his or her heir, successor, or authotized age~t), see 13 U.S.C. ,
§ 8(a); certain "tabulations and other statistical materials" that the Secretary may produce for
private parties or government agencies, provided that the disclosed materiais do not 'reveal '~the
information reported by, or on, behalf of, any particular respondent," id § 8(b); 'certain address
info~ation that n:tay be disclosed to local:government censu,s liaisons under section 16 of the
Census Act, id § 16; certain business ~ata and information on business enterprises that may be
'shared with the Bureau of Economic Analysis and the Bureau of Labor Statistics under sections
401 and 402 o>f the Cen~us Act, id §§ AO.!, 402;' certahi disclosures to the Census Monitoring' .
Board permitted by section 210 of the Dep¥tments of Commerce, Justice, and State; the
Judiciary, and Related {\gen9i,es Appropriations Act, 1998, ~ub. L. No .. 105-119,.111 Stat. 2471,
2487 (1997); and certain disclosures to th,e Departnient of Agriculture permitted by the 'Census of
Agricl.llture Act of 1997, Pub. b. 'No. 105-113, §§ 2(f): 4(a)(I), III Stat. 2274-76, for the,
purpo~e of facilitating tlie agriculture census. In addition,. section 9(b) of the Census Actexempts certain infonriationrelating to the census of gove~ents from section 9(a)'s
confidentiality protections, see 13 U.S.C.,§ 9(b), and certajn other provisions outside the Census
Act expressly address the con~dent~ality of covered census information undyr section 9. ~ee, ,
e.g., 42 U.S.C. § 11608 (2006) (establishing procedures with respect to information protected by
section 9 for purposes of implementing an international convention); 42 U.S.C. § 6274 (2006) .
(specific~lly pet:mitti~g di.sclosl}re of certain jnformation "without regard to" section 9); 44
U.S.C. § 2108(b) (2006) (regulating release of certain historic census records in the custody of
the Archivist oftJ.1eUnited States).
. '
, Reinforcing the confidentiality protections of section 9, section 8(c) of the Census Act
provides that "[i]n no case'shall information furnished under this section"-'which, as nojed,
:authorizes the, Secretary to furnish statistical tabulations of census data that "do not disclose die
'informationreporterlby, or on behalf of,any particular respondent;" as well as census tfans~ripts
and repo~ when requested by the respondent (or'the respondent's heir, successor, or authorized
agent)-"be used to the detriment of any respondent or other person.to whom such information
relates, excel?t in the prosecution of alleged violations oft\1is title." 13 U.S.C. § 8(c);'~ee also 15
C.F.R. § 80.5 (2009) (noting this statutory prohibition). Under section 214 of the Census Act,
'2
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violations of section 9 by any census employee, staff member, or local liaison are subject ~o
criminal punishment. See 13 U.S.C. § 214.
Enacted into law after the September 11, 2001 attacks, the Patriot Act made extensive
changes to existing statutes governing iJ:1Vestigations related to terrorism, intelligence, and
national security. Although some Patriot Act provisions were subject to a statutory sunset,
Congress reauthorized provIsions of the original Patriot Act, with amendments, in th~ USA
PATRIOT Improvement and Reauthorization Act of2005, Pub. L. No. 109-177, 120 Stat. 192
,("Reauthorization Act"). The Patriot Act, as amended, authorized a number of new or modified
forms of surveIllance, information-gathering, and information-sharing for federal law
enforcement and national security officers?
.
'

You identified for our review Patriot Act provisions establishing the following surveillaI}ce and information-'
gathering powers for certain federal officers: authority to obtain so-called "roving" wiretaps under foreign
intelligence surveillance provisions, see 50 U.S.C. § IS05(c)(2)(B) (2006) (containing language origiilating in
Patriot Act § 206); authority to conduct surveillance of certain agents of for~ign powers for longer periods than
previously authorized, see,50 U.S.C.A. § IS05(d) (West Supp.·2009) (containing language originating in Patriot Act
§ 207); authority for certain warrant-based seizures of voice mail messages, see IS U.S.C. §§ 2510(14), 2703(a)-(b)
(including provisions originating in Patriot Act § 209); authority to seek court orders for pro'duction ,Of "tangible
things" relevant to certain terrorism and intelligence investigations, see 50 U.S.C.A. § IS61 (2003 & We~t Supp.
2009) (including provisions originating in Patriot Act § 215); revised standards for obtaining certain electronic
surveilhince warrants, see 50 U.S.C.A. §§ IS04(a)(6)(B), IS23(a)(6)(B) (West 2003 & Supp. 2009) (containing
language originating in Patriot Act § 21S); and authority to seek court orders compelling production of certain
educational records possessed by~~ational agencies and institutions for use in certain terr<?rism-related
-investigations and prosecutions;"see 20 U.S.C. § 1232g(j) (2006) (originating in Patriot Act § 507). You also
identified one provision regarding information-sharing within the federal governmen~ section 50S, which authorized
the Attorney General or a designee above a specified rank to apply for an ex parte court order to obtain certai!t
confidential educational reports, records, and informat!on possessed by the Department of Education for use in
certain terrorism-related investigations and prosecutions. See 20 U.S.C. § 9573(e) (200.6) (containing language
originating in Patriot Act § 50S).
2

We have independently identified and reviewed several other Information-sharing provisions of the Patriot'

Act (as amended), including: provisions permitting disclosure within the federal government of certain intelligencerelated grand-jury matters, see Fed. R. Crim. P. 6(e)(3)(D) (containing language originating in Patriot Act § 203(a));
provisions permitting sharing within the federal government of ceI"t!lin intelligence-relat~d information contained in
certain electronic intercepts, see IS U.S.C. § 2517(6) (2006) (originating in Patriot Act § 203(b)); provisions
permitting sharing within the federal government of certain intelligence-related informatipn "ootained as part of a
criminal investigation," see 50 U.S.C.A. § 403-5d (West 2003 & Supp. 2009) (containing language originating in
Patriot Act § 203(d)); provisions authorizing the Secretary ofthe Treasury to share certain fmanciill records and
r~ports with other agencies, see 12 U.S.C. §§ 3412(a), 3420(a)(2) (2006) and 31 U.S.C. § 5319 (2006) (containing
provisions originating in Patriot Act § 35S); provisions requiring an entity in the Treasury Department to analyze,.
disseminate, and provide access to certain information relating to fmancial crimes, see 31 U.S.C. § 310 (2006)
(containing provisions originating in Patriot Act § 361); provisions requiring the AttorneY.General and FBI Directorto provide the State Department and Immigration and Naturalization Service with access, for visa-related purposes,
to criminal history record information In certain files, see S U.S.C. § 1105(b) (2006) (originating in Patriot A.ct .
§ 403(a)); provisions encouraging dissemination ~fiOforination collected Unaer certain statutory provisions "so it
may be used efficiently and effectively for national intelligenc'e purposes," see 50 U.S.C. § 403-1(1)(6) (2006)
(contairiing language originating in Patriot Act § 901); and provisions generally requiring "expeditious[]" disclosure
to intelligence officials, pursuant to established guidelines, offoreign intelligence acquired by federal law
enforcement officers "in the course <>fa criminal investigation," see 50 U.S.C. § 403-5b (2006) (containing language
originating in Patriot Act § 905).
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The Patriot Act includes certain express exceptions to otherwise applicable
confidentiality provisions. Section 508 of the Patriot Act p'rovided for authorized applications by
certain high:-ranking Justice Department officials for an ex parte court order ,requiring production
of certain educational records-<possesse~ by the Department of Education and otherwise subject
~o s~tutory confidentlality:requireni~nts~foi ~se in certain terrorism-related investigation~ and '
prosecutions. See Patriot Act § 508 (repealed by Pub. L. No. 107-279, §§ 401(a)(6), 403(1), 116
Stat. 1940, 1983, 1985 (2002)); 20 U.S.C. §'9573(e) (2006) (recodifying simil~ ~uthotiZatiOIi).
'I:his provision authorized cpurt orders "requiring" tht? Secretary of Education to permit the. '
Attorney General ~r hi~ designee to "collect" and. "re~ain, disse!llinate, and use" th~§~ re~or9s fo~
official purposes'relateo j6 coyered investigations ~d prosecutions, "[n]otwithstan.ding" ,
statutory disclosu~e .prohibitions that would otherwise apply to those sp~cific records. See Patriot
Act § 508; 20 U.S.C. § 9573(e). In addition, among numerous other changes, the Patriot Act,
'amended applicable laws to permit wider sharing of certain evidence'collected by giandjuries,
see Fed. R. Crim. P. 6(e)(3)(D), and broader disclosure within the governme,nt,
"[n]otwithstanding any other provision.oflaw," of certain iritelligence-rela~ed information
obtained as part of a criminal investigation. See 50 U.S.C.A. § 403-5d (West 2003 & Supp.
2009); see also. supra note 2. ':N6ne of the Patriot Act's provisions.expressiy references the
Census Act or its corifidentiality protections. '
,
'
. You have asked whether any of the information-gathering or information-sharing
pr6v(sions ot-thePatriot A~t, as amended, may override the confidential,ity requirements ofthe
. CensuS Act so as to require the Commerce Secretary to disclose otherWise covered. census
, information to federal law enforcement or national security officials. Our understanding from
you is that you are not asking us. to address what effect, if any, t,he Census Act confidentiality
provisions have on census-related information'or communications that could possibly be
o'btained through sur:ve.illance, interception, or other means apart from a direct request to the
·Commerce Department. !':Jor are you asking us to address the effect, if any, of Patriot Act
provisions on the confidentiality under the Census Act of census 'information possessed not by
the Commerc~ Department, but by third parties, such as those furnishing census informatio~.
We have reviewed the'Patriot Act provisions t!tat you have ide~tified; and·we have also
conducted an independent review of the statute. With'one ~xception, ~e conclude. that none of
the provisions appears on itS face to require the Secretary of Commerce to disclose census'
information otherwise subject to the ~onfidentiality protection mandated by the ,Census Act. We
therefore do not discuss the entirety of the Patriot Act in detail and instead turn to the one
'
provision that, in our judgment, warrants further analysis.
."
In section 215 of the Patriot Act, Congress amended provisions oftheFo~eign
Intelligence Surveillance Act ("FISA"), 50 U.S.C.A: § 1801-1885c (West 2003 & Supp. 2009),
that previously authorized court orders to obtain records from specified types of businesses, see
50 U.S.C. § 1862 (2000), to·permit qrders for production of "any tangiple things" for use in
ce$in terrorism andintelligenceinvestigations. See 50 U.S.C.A.§ 1861(a)(I) (West 2003 &
Supp.2009), As amended by the. Reauthorization Act and two other statutes, see
~~lithori.zation Act' §_1 06; USA PATRIOT ActAdditional·ReauthorizingAmendments Act of
2006, Pub. L. No. 109-178, §§ 3-4, 120 Stat. 278,278-81; Intelligence Authorization Act for
Fiscal Year 2002, Pub:,L. No. 107-108, § 314(a)(6), 115 Stat. 1394~ 1402, section 215 now
provides:
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Subject to paragraph (3) [which requires especially high-level approval within the
FBI for certail1 categories of records], the Director of the FederarBureau of
iqvestigation or' a designee ofthe D~rector (whos~ rank shall be no lower than .
Assistant Special Agent"in ~harge) may make an application for an Q~der
., requiring the production.ofany tangible things (including books, records, papers,
documents, and ot4er items). for an investigation to obtain foreign intelligence
information not conce~ing aUnited States person or to protect against
international t~rrqrism or dandestine intelligence activiti,es, provided, that such .
in~estigation of a United States person is not conduct~d soiely upon the basis of
activities protected by tIie fitst'runenariient to the Constitution.' ,
"

3

50 U.S.C.A. § 1861(a)(I).

II.

.

Section 415, by its plain terms, provides the FBI with broad authoritY to obtain ''tangible.
~hings (including.books, records"papers, documents, and other items)" for use in certain
terrorism 'and intelligence investigations.4 And., as a general matter, the Patriot Act and its
legislative history suggest im intention on the part of Gongress to provide the federal gove~ent
with substanti~l new powers to combat terrorism and protect national security. See, e.g., H.R.
Rep. No.1 09-174, at 7 (2005) (conference ~eport on Reauthorization Act describing Patriot Act
as inten.ded "[t]o better equip Federal law enforcement and th~ int,elligence communi,ty, with the
resources necessary to confrolJ,t ... ,modem threats"); H.R. Rep. NQ~ 107-236, pt. 1, at 41 (2001)
(committee report on p'redecessor bill to the Patriot Act describing legislation as "provid[ing]
enhanced 'hivestigative tools and Improv[ing] infoImation sharing for the law enforcement and.
intelligence
communities to combat terrorism and terrorist-related
crimes");
.
.
'

~

There is, however, a long history of congressional enactments providing broad
confidentiality protection to census information. The Supreme Court has construed sections 8
and 9 of the Census Act to "eI).1bodyexpliCit congressional intent to preclude all disclosure of
raw census data reported by or on behalfofindiyiduals," Baldrige, 455 U.S. at 361, ~d'lower '
courts'have.Iikewise deemed it "'abundantly cle'ar that Congress intended both a rigid i~unity
from publication or discovery and aJiberal construction of that.immunity that would assure
confide~tiality.'" Carey v. Klutz1Jick, 653. F.2d 732; 739 (2d Cir. 1981 ) (quoting McNichols v.
Klutznick, 64.4 F.2d 84:1-, 845 (10th. Cir. 1981)); see also United States v. Bethlehem. Steel Corp.,
The Reauthorization Act provided that the FISA provisions amended by section 215 would revert to their prePatriot Act form on December 31,2009, but would remain in effect "[w]ith respect to any particularforeign
intelligence investigation that began before the date on w~ich [these] provisions. :. cease to have effect, or'with
respect to any particular offense or potential offense that began or occurred before the date on which such provisions
cease to have effect.'" See Reauthorization Act § f02(b). Congress recently postponed the December 31,2009'
sunset in the Reauthorization Act until February 28, 2010. See, Department of Defense Appropriations Act, 2010,
Pub. L. No. 111-118, '§ 1004(a), 123 Stat. 3409~ 3470. Legislation penditlg in Con'gress 'Yo,uld further reauthorize
section 215 with certain'amendments. See, e.g.,S: 1692; 11lth Cong: ,CaS reported byS. COnlm., on the judfCiilry,
Oct. 13,2,009).
3

>

For purposes of this opini<:m, we assume without deciding that, even though section 215 is 'not expressly cast as an
intragovernmental information-sharing provision, section 215 orders may require "production" of "tangible things"
n~t only from parties oli'tside the feder~l governme,nt,' but also from agencies within it.
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21 F.R:b. 568, 569>-70, 57'1. (S.D.N.Y~ 1958)' (holding that "the purpose to,protect t4~ p~v~cy of
- the information furnis.hed to the Government is so clear and the publi~ policy underlying th~
purpose so compelling that absent a clear Congressional grant, there i$ no basis upon which to
dir~ct the I?epartment of Commerce to make available to the Department of Justice or to any
person the repoI1$ here sought'.'). Moreoyer, Congress; far from disavowing ~is judicial ",
construction, 'has amended the Census Act several times-including through the addition of
further express exceptions to s~ction 9-without limiting or repealing the courts' expansive
interpretation of the Act's prohibition (absent a clear exception) on disclosure.of covered census
"
infOl:mation possessed by the Conunerce Department. S •
The question, therefore, is whether the broad but g~l1erall~nguage i~ section 21 ~ should
be construed to o~erride the well-established, confiden~iality protectiops set forth in tlie Census
Act, eve~ though ~ecti,on 215 contains no express and,specific'statement indicating an intention
to do _so. Of course, strictly spe*ing~ the plain text of section 215 could,be 'read-to conflict with
the confidenti~lity provision of the Census Act, the phrase '~any ,tangible J1!ings" could 'be"
construed to encomp'ass census records. Nonetheless, we think section 21'5 is better read not to
have this significant consequence, and prior'executive branch precedent addressing when and
- whether-a'subsequent statute'should be construed to cut back on the confidentiality'ofcensus
records supports that conclusion.

as

.Indeed, fOl: more'~han sixty years, the Executive Br~ch has cons,istently employed a
strong presumption that statutes affecting access to information in general should not be
construed to overcome the-speCific protections afforde~ to covered census information by the
. Census Act. In a 1944 Attorney General ol?inion, for example, we c9ncluded.that,a statute
g~nerally requiring transfer of records to the National Archives did not remove statutory·
confidentiality p~otections.applicable to census recQrds. See Confidential Treatment ofCensus
Records, 40 Op. Att'y"Gen. 326, 328 (1944). The stat~t~ at issue there provided that "'[a]ll
archives or records belonging to the Government of the Unit¢d States (legislative, executive,.
l

r

,

'e.g., Dep-artments of Commerce, Justice, ~na State"the Judiciary, ana Related Agencies Appropriations Act,
1998, Pub.L. No. 105-119, 111 Stat. 2471, 2487 (1997); Census of Agriculture Act of 1997, Pub. L; No. 105-113"
§§ 2(f), 4(a)(I),111 Stat. 2274-76; Census Address List Improvement Act of 1994, Pub. L. No. 103-430, § 2(b), 108
·Stat. 4393, 4394; Foreign Direct Investment andInternational Financial Data Improvements Act of 1990, Pub. L~
No. 101-533, § 5(b)(2), 104.Stat. 2344, 2348; Act of Oct. 15, 1962, Pub. L. No. 87-813,76 Stat. 922. Indeea, the
legislative histQry of census-related enactments includes repeated acknowle~gments of a strongstatutory'policy of
'census confidentiality. See, e.g., S. Rep. 'No. 105-141', at 4 (1997) (describing express exception added to section 9
as "gnint[ing] the Secretary of Commerce the authority to provide iriformation [covered by that section] to the '
'Secretary of Agriculture");,H.R.'Rep.. No. 105-296, at 4 (1997) (same);'S. Rep. No. 93-1183, at 70 (1974)
(committee report 'on federal privacy legislation describing census statutes as "prohibit[ing] publication of data
gathere~ by the [Census] Bureau in identifiable form and strictly govern[ing] confidentiality"); H.R. Rep. No. 93141~, at 12 (1974) (committee report on federal privacy legislation describing-the "[l]~ws relating to the Bureau of
the Census" as "very strict, limiting access t~ such records only to Census employees");'~. Rep. No. 87-2218, at 1
(1962) (noting that "[o]riginal reports filed with the Bureau of the Census are confidential" under census statutes);'
.RR. Rep. No. 60-960, at 23 (1908)" (describing predecessor to section 9 as intended tO,provide "a more effective
guaranty than heretofore of the confidential character ofthe-returns as needed in many cases and desirable in all to
- enlist that public confidence without which census inquiries must fail"); seeaiso Proclamation No. '1898 (Nov: 22,
192~) (proclamation by President Hoover) ("No person can be harmed in any way by furnishing the information
required [by the census]. The Census has nothing to do ... with the enforcement of any national, state, or local law
or ordinatice.~'); see generally Baldrige, 455 U.S. at 356-58 (reviewing history of census statutes and concluding that
• the history "reveals a congressional intent to protect the confidentiality of census information by prohibiting.
disclosure of raw census' data reported by or on behalf of individuals").
S See,
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judicial, and other) shall be under the charge and superintendence of the Archivist ~o th[e]
extent" of, among other thi~gs, permitting the Archivist "to make regulations for the
arrangement, custody, use, and withdrawal of material deposited in the National Archives , .
Building.'" See id. at 327 (quoting Act of JUne 19, 1934, ch. 668, § 3, 48 Stat. 1122, 1122). The
statute further provided that "'[a]II Acts or parts of Acts relating to the charge and
superintendency, custody, preservation, and disposition of official papers and docUJpents of
executive departments and other governmental agencies inconsistent with the· provisions ofthis
Act are hereby repe~led.'" See id. (quoting Act of June 19, 1934, ch. 668, § 11, 48 Stat. 1122,
'1124). The Acting Attorney General ccjncluded that census records could be transferred to the
custody of the Archivist under these provisions. However, even in the face of language
expressly repealing "[a]/f' inconsistent federal s~tutes, the Acting Attorney.General determined
,that the Archivist lacked the disc~etion-otherwise provided as part of the authorizing statute
creating the Office of the Archivist-to allow for the dissemination and use of the transferred
census records. Census records transferred to the custody ofthe Archivist remained subject to
confidentiality statutes specific to census information, as "[i]t wou1.d require very Clear language
in a gene,ral statute relating to the custody of records to justify attributing to the Congress an '
intention fo depart from" the policy of census confidentiality. See id: at 328.6
,
~ In 1950, Congress amended the statutes governing the National Archives of the United States to provide, among

other things, tliat

'

[w]henever any records the use of which is subject to statutory limitations and restrictions are ...
transferred [to the National Archives], permissive and restrictive statutory provisions with respect'
to the examination and use of such records applicable to the head of the agency from which the.
records were transferred or to employees of that agency shall thereafter likewise be applicable to
the Adminstrator [of General SerVices, who oversaw the National Archives under the statute], t~e
Archivist, and to the employees of the General Services Administration.
'Federal Records Act of 1950, ch. 849, § 507(b), 64 Stat. 583, 587; ;ee also Pub. L. No. 90-620,82 Stat. 1238, 1288
(1968) (codifying similar,provision at 44 U.S.C. § 2104). The amended statute provided, howev~r, that such
statutory restrictions would remain in effect for fifty years unless the Administrator extended the restrictions for a
further peribd. See Federal Records Act § 507(b); see also Pub. L. No. 90-620, 82 Stat. 1238, 1288 (codifying
similar provision at 44 U.S.C. § 2104). In 1973, this Office advised that the "plain language" and,"history" of these
provisions expressly governing agency records "constitute[d]" the "very clear language" required to supersede
'census confidentiality imder the 1944 Attorney General opinion, and thus that th~ Archivist had authority under the
statute to disclose census records after fifty years notwithstanding a 1952 agreement between the Census Bureau and
the Archivist that barred disclosure of census records for seventy-two years. See Memorandum for William G.
Casselman II, General Counsel, General Services Administration, from Robert G. Dixon, Jr., Assis.tant Attorney
General, Office of Legal Counsel, at 7,8 (June 14, 1973).
In further amendments to these statutes in J 978, Congress generally shortened to thirty years the period
during which statutorily protected documents must remain confidential, but also provided specifically that "any
release" of "census and survey records of the Bureau of the Census containing data identifying individuals
enumerated in p~pulation censuses" would be"governed by the 1952 agreement and any amendments to that
agreement "now or hereafter entered into between the Director of the Bureau of the Census and the Archivist of the
United States." See Pub. L. Np. 95-416,92 Stat. 915 (1978) (amending 44 U.S.C. § 2104); see also 44 U.S.C.
.§ 2108 (2006) (codifying similar provisions).. Consistellt wid! COllgr~ss's longstanding policy of census
confidentiality, the House Committee on Government Operations explained the need for a specific protection for
census records by noting that "[t]he committee believes that the right of American citizens to !lssert a right of
privacy over information provided in census questionnaires far outweighs the general public's right to have access to
that information during the lifetime of the individual citizen." H.R. Rep. No~ 95-1522, at 3 (1978); see als.o S. Rep.
No. 95-7..1 0, at 2 (1978) (explaining that this provision "addresses the issu~ of premature release of census records
information").
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, The expectation that Congress would not cut back on the confidentiality of census
records ~tho~t doing so in a very clear manner has' governed executiv.e branch interpretation in
su~sequent decades. For example;the Acting Attorney General concluded in' 196f that section
9's confidentiality protections applied to certain surVeys then authorized by the Census'Act but
exempt from Census Act provisions penalizing false responses and failures to respond (and thus
,considered "voluntary"). See Confidentiality of 'Voluntary' Reports Und~r the Census Laws, 42
Op. Att'y Gen. 151, 151-52 (1962). Although pre-1954 census statutes had expressly provided
that such· surveys were subject to st~tutory confidentiality provisions and ,the 1954 census statute'
(which included section 9(a) in s~hstahtially similar form to the Census Act today) included no
such express cross-reference, the' A,cting At~orney General observed that "a change in the law so
far-reachipg as to deprive voluntary reports of their confidential nature certaiply would have
been pointed out and'explained in" the legislative history: See id. at ISS, Indeed, the Acting
Attorney General found "no uncertainty" in the language of section 9. See id. Noting that
section 9 included other efCpress exc,eptions but otherWise applied to all information furnished
",under tliis title," the Acting Attorney General concluded that "[i]f COI1gress had sought to
exempt the replies to voluntary surveys' from the operation of 13 U.S.C. 9(a), it certainly would
have done ~o expr~ssly." ld.
,

Finally, in a more recent opinion, this Office determined that a statute plainly intended to
enhance the ability of government officials to share immigration status information with
immigration authorities did not override the Census Act's protections for covered census
information possessed by the Commerce Departme~t. See IIRIRA Opinion. The statute at issue
prohibited any federal, state, or local government entity or official from restricting any
government entity or official from ~'sending to, or receiving from, the Immigration and
Naturalization Service informati~n regardiI;lg ·the citizenship or immigration status, lawful or
unlawful, of any individu~l." See id at 4 (quoting 8 U.S.C.:A: § 1373(a) (West 1999». Altliough
·the opinio,n rested primarily on a reading of the statute that construed the restrictions on
"government entities" as not encompassing ~ongres,s's enactment of c~nsus confidentiality
provisions, see id. at 6, this Office, in support of this conclusion, reiterated that "[i]n light of the
federal government's longstanding commitment to confidentiality in this area, there is every
reason to ~xpect that Congress would have spoken with particul¥ clarity if it had intended to cut
back on the scope of 13 U.S.C. § 9(a) in enacting" a new statute. lcf: at 11. We thus concluded,
that "the absence of a reference in either statute to the other suggests that the text of 13 U.S. C.
§ 9(a) should pe construed to mean just what it says, and that [the immigration statute] should be
understood to have left in place the confidentiality requirement that 13 U.S.C. § 9(a)
establishes." ld at 8-9 (footnote omitted).
'

.

In'light of this consistent precedent, we would construe section 215 to override t!Ie
preexisting Census Act protections for covered census information possessed by the Commerce
Department only if the evidence of congressional intention compelled such a conclusiOl;l.. Here,
however, the evidence does not compel such a conclusion.
Section 215 makes no reference to the census or the Census Act. And although Congress
has amended section 9 of the Census Act on several occasions to establish exceptions, it has not
added an express exception' for section 215 orders in the wake of that provision's enactment.
Nor is there language in section 215 like that contained in the statute addressed in the 1944
8
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Attorney General opinion concernIng the archiyist's ;ole as custodi~ of goveinn!entitl records. ,
'There, the statute expr~ssly stated,'that the,at}thority of the archivist to take cus!ody of records ,
extended to all records "belonging 'to the Government ofthe United States (legislativ~, executive,
judicial, aI!d other)".and for purposes of carrying out ~hat authority, "all" inconsi,sten~ federal
statutes were repealed. See Confidential Treatment o/CensUs Records, 40 Op. Att'y Gen. at 327.
By contrast, s~ction 215 not only 'doe~ not expressly encompass "all" g9vernm.ental records (it
simply permits orders requiring production of "tangible things" in gen~r~l); italso includes no
express repeal of ~y federaLstatute proh,ibiting disclosure' of such inf9rmation: Similarly,
section 21-5 contains po language l,ike that-identified in this Office's !999 opinioll on the
'relationship between the immigration disclosure provision and the Census Aqt's c,qnfidentialiiy
provisions" in which we noted the absence of express ,language suqh as "notwithstanding any
. provision: of law ... [this provision provides for the disclo~ure of information] ,without ..
restriction" that could indicate an,intehtion to override the longstandfng statutory protections for
c~nsus informati9n possessed by the Departmeht o~Co'm~erce. See II~RA Opinion at.5~
;ot

i

The Patriot Act does include a severability clause requiring that Patriot Act provisions be
given "maximum effect" if deemed invalid or unenforceable jn profor ,as applied, but this '
provision does not indicate congression~l '~intenf that [section 215] be construed broadly to give
it maximum effect," as the National Security Divisi9n has suggested to us in its yiews. Tl],e full "
text of this provisio.n states: .
'
Any provision of this Act held to be invalid or'unenforceab~e by i~ terms, or as
applied to any person or circumstance, shall be construed so as to,give it the
maximum .effect pel1l1itted by law, unless such holding shall be one of utter
.invalidity or unenforceability, in :which event'such provision shall be deemed
severable from this Act and shall riot affect the remainder thereof or the
'
application of s~ch proyision to 9ther persons not similarly situated o,r to other,
dissimilar circumstances.
Patriot Act § 2 (reprinted at 18 U.S.C. § 1 note (2006»). By its plain terms,.this provision
applies'only when Patriot Act provisions are "held to be invalid or t}nenforceable" in
whole or in P3:rt; it does not ot~erwise establish any special rule of construction for the
Patriot Act or manifest an intention to rep'eal, absent judicial invalidation, any provision .
of prior law. See also, e.g., 147 Congo Rec. 20,685 (2001) (section-by-sectionanalysis of
Patriot Act conference report included in the record by Sen. Leahy describing this
provision as "provid[ing]tha(any portion of this Act found to be invalid or unenforceable
by its terms;'or as applied to any person or circumstance; shall be constru~d to give it the
maximum effect permitted by law and that any portion found inv~lid or unenforceable ih
!ts entirety shaH b,e severable from the rest of the Act").
' '
Given the established interpretive app~oach to repeal of the Census Act's confidentiality
provisions, the absence of any express repeaI-ianguage in sectioIl 2 i 5 is significant, especia~ly
because oth~r sec!i~l!~ ~f!!!~J>~JriQti~&t expr~ssly revise statutory_restrictions 'on certain other
categories of confidential information.
,

Section 508'provides a striking comparison. Much like secti'on 215, this provision
authoriz~d applications by certairi high-rapKing Justice Department officials for'an ex parte court
9

0,

0·-

·.

order requiring production of certain information (specifically, certain educational recor~s
possessed by the Department of Education) for use in certain'terrorism-related investigations.
See Patriot Act § 508 (repealed by Pub. L. No. 107-279,. §§ 401(a)(6), 403(1), 116 Stat. 1940,
1983, 1985 (200 f )); 20 U.S.C. § 9573(e) (recodifying similar authorization). But in contrast to
section 215, which simply authorizes orders for "production" of tangible things in genera',
section 508 expressly established a mechanism for informatio~-sharing between federal
agencies, and expressly repealed applicable confidentiality statutes, using precisely the sort of
language-"notwithstanding [othe~ specified provisio~s]," see Patriot Act § 508; 20 U.S.C. ~
§ 9573(e)-that we suggested in our I1RIRA .opinion would indicate congressional intent to
repeal confidentiality protections of the Census Act. See Patriot Act § 508; 20 U.S.C. § 9573(e);
IRIRIA,Opinion at 5. Moreover, at least one other Patriot Act provision likewise applies
"[n]otwithstand,ing" other specified provisions oflaw. See Patriot Act § 507 (codified at 20
U.S.C. ,§ 1232gG) (2006)) (authorizing.court orders to obtain certain records from educational
institutions or agencies "[n]otwithstanding subsections (a) through (i) of this section or any
provision of State law"). And, as noted, the Patriot Act explicitly modified certain other
confidentiality protections, such as grand jury secrecy, to permit wider sharing of certain
categories of sensitive information within the federal government. ,See, e.g., Patriot Act
§ 203(a)(I) (similar provision now codified at Fed:R.·Crim. P. 6(e)) (permitting disclosure of
certain intelligence-related· grand jury matters); id. § 203(d) (including. language codified at 50
U.S.C.A. § 403-5d (West 2003 & Supp. 2009)}cpermitting sharing of certain information
obtained as part of a criminal investigation). Section 508 and such other provisions explicitly
modifying restrictions on information-sh,aring or disclosure sho\y at the very least that Congress
was aware of specific.federal confidentiality provisions and could have-drafted explicit authority,
to overcome Census Act prohibitions on information-sharing had it wished to do S().7
Our conclusion; is further reinforced by, prior Office precedent construing generally
applicable-information-shanng statutes. In these instances, we applied a similarly' strong
presumption of confidentiality in concluding that such measures did not overiide more specific
confidentiality protections, even though as a matter of plain text'the terms of the purportedly
, overriding statute could have been construed to be inconsistent with the confidentiality
provisions at issue, just as is' arguably the case here.
In GAO Access to Trade Secret Information, 12 Op. O.L.C. 181, 182 (1988); for example,
we considered, whether the Food and Dl1lg Administration ("FDA") could.provide trade secret
.
information to the Comptroller·Generai. . The potentially overriding statute required "[e]ach
agency" to "give the Comptroller General information the Comptroller requires about the du~ies,'
powers, activities, organization, and financial transactions of the agency," see id. (quoting 31
U.S,C. § 716(a}(1982)). A separate statute, however, barred the FDA from "revealing, other
than to the Secretary [of Health and Human Services] or officers or employees of [the
'Department of Health and Human Services], or to the courts when relevant in any judicial
proceeding under [other provisions of the ,same statute], any information acquired under
[specified sections ofthat statute] concerning any method or process which as a trade secret is
~ntitled to protection," see i~ at 181 (quoting 2~ U.S.C. §.331G) (1982)). At the outset, we
We do not consider here whether and to what extent section 215 orders may also'reach educational records
(whether or not subject to production under section 508) or any other confidential information not protected by the
Census Act.
•
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observed that the FDA trade secrets statutew~ "clear on,itS face~' and "expressly.provide~ that'
trade secret infonnation may I}ot be disClo,sed outsi~e [the Department of Health ?I1d Human
· Services] with one exception:. suc~ infonnation may be dIsclosed-to a court in ajudicial
proceeding under the [statute].~' 12 Op. O.-L.C. at 181~ We then observed that a prior ,Attorney
·General opinion cC)llcluded, baseq. in part on longstanding executive,branch interpretation,.t~at
the FDA trade secrets sta~te did not allow for an implied exception for dis,closure of covered
infonnation to Congress. See id at 18 1'-82 (discussing Federal Food, Drug & Cosmetic Ai:tPrphibition on Disclosur~ o/Trade Secret Information to, a Congressional Committee, 43 Gp.
Att'y Gen. 116'(1978)). Accordingly, we concluded that the statute generally req~iring
disclosure of infonnation to the Comptroller General did not supersede the statute specifically
- protecting the confiden!iality of trade secrets. See id at 182. "Since [the trade,secrets statute] is
a spe'cific statute directly addressing on,e executiv~b~anch agency's handli!1g of trade s~cret
inf9nnatioI)-, while[the ~o.l~np~r..oll~r Genera1.statute] is a·genera1.statute addres~ed.to ~ll kinds of
'inforrilation in poss,ession of the executiye br~ch, [the tradesecr,ets statute] controls in the
absence of congressional intent to the contrary." Id. at 182-83.
'
Similarly, in Disclosure o/Confidential Business Records Obtained Under the Nationqi
Traffic and Motor Vehicle Safety Act, 4B Op. O.L.C. 735 (1980), we considered whether
provisions in the FederafReports Act, 44 U.S.C. § 3508 (1976), dealing with "the general'matter
· of the intragovernmental exchange oflnfonnatioh," see 4B Op. O.L.C. at 736, were applicable to
confidential infonnation an<i'trade secretS protected by the National Traffic and Motor Vehicle
Safety Act ("Safety Act"), 15 U.S:C.1401 (1976). The Safety Act subjected the mandatory
reporting of certain safety-related infonnation to c9nfident~ality guarantees by providing that
officers and ~mpioyees of the ~afety agency could not "publish[], divulge[], disclose[],' or make[]
known" such ,infonnation "in any manner or to any extent not 'authorized by law." See 4B Op.
O.L.C. at 735-36 & nn. 1-2. In concluding that the general provisions of the Federal ReportsAct
did not override the specific protections of the Safety Act, see id at 738, we analogized the
Safety Act reports to census records; observing that confidentiality served the purposes of the
statute because Safety Act respondents, like-census respondents, may "fear, possibiy even more
,[than disclosure to'the pub~ic or c'orripetitcirs], the discl6sur~ of [reported] infonnation t9
regulatory or law-enforcing agencies.~' Id. at 737 .• rhus,·we.observed, it "may be anticipated t~at
finns will be less willing to submit correct an~ ~omplete itlfonnation under the Safety Act if they
must expect that this information will be shared with [fedet:al regul~tory] agencies." Id. at 73738.
'
"
Much like the trade'secrets statute addressed hi qur (TAO Access opinion,section 9 of the
Census Act·"expressly" protects covered census infonnation from,disclosure and has long been
understood to bar the dissemination by the Commerce Department of such information outside
the Com!llerce Department except-when a)lthorized by a clear statutory exception. 120p.
O.L.C. at 181. Moreover, much as the trade se~rets statute at issue in our GAO Access opinion
specifically 'addressed "one executive branch agency's handling of' a specific category of
infonnatiori, while the Comptroller General statute broadly covered "all kinds ()finfonnation in
'" posse~sion oftre exectitiv~ bra~ch" tha! 'Yould be uSyfulJor~particular iI!ve~t!g~!iQ~~, i4~ at l~~:83, so, too, here the Census Act's protecHons are spedfic to very-narrow subset cifrecords'-.
covered census information-'relative to the broad categ()ry of "tangible things" covered by
· section 215. Likewise, the compliance concerns our Business Records oP!nion relied upon in
concluding ~hat disclosure "woul~ be contrary to the statutory intent and contrary to the pUl1.'0ses

a

11

.

o

o

. [the statute] .was,designed to.achieve" seem equally applicable-as' the Business Records ,opinio,n
itself recognized-to census information pr9tected by the Census Act. See 4B Op. O.L.G. at
738.
'
In copcluding that section 215 does not override ..the relevant census provisions, we do
not mean to suggest that section 215 may not be'read to repeal any fed~ral statute that protects
the confidentiality of informati9n.Our analysis is limited· strictly to the case of ce,nsus
·information in the possession of the Commerc~ Department, in light of the strong presumption
ag~insfrepeal of those confideI)tiality p'rotectio.ns that has long been applied to that category of
informatiQn. Indeed,' we note that we have identified nothing in the l~gislative history of section
215 indicating any intent on ·the part of Congress to touch upon protected census information,
even though other types· of sensitive 'information encompassed by the terms of seqtion 215 were
spe~ific~lly addressed and iden!ified as potentially covered by the prqvision. '
.

.

,

.

.For'example, in the'Reauthorization Act Cpngress amended section 215 tO'require
especially high-level approval within the FBI for applications relating to certain categories of
r~cords~specifically, "library circulation records, library patron lists, book sales r~cords, book
customer lists, firearms sales records, tax'return records, educational records, or medical records
coritaining information that would !dentify a persQn," 50U.S.C.A. § '186Ha)(3). The
.
Reauthorization Act conference. report de~cribes *ese protections as applying to '~certain
sensitive'cat'egories of records." .See H.R. Conf. Rep. No. 109-333, at 91 (2005). Notably,
however, the report does not mention ~ensus records, even t40ugh ~he long history of statutory
c~mfidentiality protectio!ls for census records posses~ed by the Commerce Department suggests
that Congress would also have considered such records "sensitive" had it had them in mind as
being subject
to disclosure
under section'215.
,t
" ..
Simihrrly, in debates rega~ding the original Patriot Act, 'there is no mention of census
even though v~rious other types of records are mentioned. In particular, Senator
,Feingold.uIi~uccessfully offered a floor amendment th~t would hav~li~itedsection 215's scope'
to tec'ords held by a "busi~ess" and expre~sly pre~ented disclosure under section 215 'of records
"prQtected by any Federal or State law governing access to the records for intelligence or law
enforcement.p~lfposes." See 147 Congo ~ec. 19,530-31 (2001). Although supporters of Senator
Feingold's ap1endment raised concerns that section 215 could require the disClosure of other
fomis of sensitive personal information, they did not mention census information in.their floor
. "statements, much less suggest that without the proposed amepdment section 215 would repeal
Census Act confidentiality protections. See, e.g., id (statement ofS~n. Feingold) (expressing'
concern that without the amendment "all business records can be 'compelled to be produced
[under section 215], including those contairiing seI)sitive personai information such as medical
records fr~m hospi~ls,or doctors, or edl!catio.nal records; or records ofwh~t books someone has'
taken out of the library") (emphasis added);id. at 19;532 (statement of Sen. Cantwell) (';this
.
legislation could circumvent or supersede Federal and State privacy laws that protect stu~ent
records;'library records, and'health records not previously admissible under·FISA"). And in afloor statement opposing. this ?me~dme~k~enator ,Hatch ljk~wi~e mad~ n~ r~fer~!!c~ !Q tJ!t? .
Census Act (of indeed' ariy other specific federal confidentiality statu~e). He simply observed
that the amendment would "allow[] a host oJ state-law provisions to stand in the vyay of national
security needs" and "condition the issuance, of the court order [under section 215] on a myriad of
federal and state-law provisions," thus "making investigations to protect against intern~tional
.

r~cords,
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terrorism more difficult than investigations of certain domestic criminal violations." See id. at
19;532 (statement of Sen. Hatch)~ The silence as to the statutory protections for the
.
confidentiality-of censu~ inforinatiOIi is significant, as we think it fair to say here what the Acting
Attorney General·said with respect to the confidentiality ofvo'untary census records in his 1962
opinion-that ~'a ch'ange' iIi th~ law so far-reaching as to deprive vo~untary reports of their
confide.ntial n,ature certainly would have been poiri~ed out and explained in" the legislative
hist0l1". Confidentiality of 'Voluntary' Reports, 42 Op. Att'y Gen. at 155.

*

*

* *

'!'

We therefore cO!1cl~de that section 215 should not be construed to'repeal otherwise
applicable Census Act protections for covered census ihfoiniation,such that they ~ould require
their disclosure by the Departqlent of Commerce.. Because no other Patriot-Act provision that
you have, identified, nor any such prov!sion that we have separately r~viewed, would ~ppear JOhave that,effect, we agree, that the Patriot Act, as amended, does not alter the. confidenti~lity
protections in sections 8, 9, and 214 of the Census Act in· a manner that could require the
Secretary of Commerce to disclose such information.
Please let us know if we may be <af further assistance.

J annie S. Rhee,

.
Deputy Assistant Attorney General
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