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Summary

This paper describes standard analysis techniques
that have been used to both discover iPhone
target end point machines and implant target
iPhones directly using the QUANTUM system. It
shows that the iPhone Unigue Device Identifier
(UDID) can be used for target tracking and can be
used to correlate with end point machines and
target phone. It highlights the exploits currently
available and the CNE process to enable further
targeting.
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B. BACKGROUND

1.

Every Apple iPhone, iPad and iPod touch has a unique hardware
identifier called the Apple UDID. The UDID is a 40 character hex string
(160 bits) that seems to be a SHA-1 hash of the IMEI, serial number and
the Bluetooth and WiFi MAC addresses. The UDID is available to
developers of applications for these devices, and it is used to identify a
given device. As highlighted in [a], the UDID is seen in multiple apps and
can be used to allow target tracking or be used to correlate with other
personal identifiers.

The Mobile Theme has invested a large amount of research into iPhone
apps and metadata analysis over the last year accumulating with a
detailed report done by [c] in October 2009 and 29 SEM rules
created by ICTR-MCT [b]. These rules have used to extract iPhone
metadata for a number of apps and in particular the Unigue Device
Identifier (UDID) from any carrier being processed using DEBIT CARDs.
Further TDI rules are being developed by GTE that will in the future
extract UDID events from carriers processed through the MVR system.
The resulting events have then been used to populate both research and
corporate QFDs (Query Focused Datasets) such as MUTANT BROTH
and AUTOASSOC and will eventually form the basis of mobile
correlations in HARD ASSOC.

Initially, an exploit was developed by the Joint CNE/TECA Maobile
Exploitation Team for iPhone that was to be delivered to the target
phone when syncing with an exploited end point machine. This was
successful for a BROKER target and resulted in the extraction of SMS,
call logs and contact details. After this initial trial, CNE and SD undertook
work to discover other single end points seen syncing with iPhones.

At HANDEX 2010 (handset exploitation workshop) in August, various
aspects of the iPhone OS were investigated for potential vulnerabilities.
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Using an open source PDF vulnerability when using the Safari browser,
Joint CNE/TECA Mobile Exploitation Team were able to develop an
exploit to deliver a WARRIORPRIDE implant to a target test phone.
Further, investigation, liaison and testing with the CNE QUANTUM team
resulted in approval for the implant to be deployed against QUANTUM
iPhone targets.

DESCRIPTION OF ANALYSIS

CNE Endpoint

As part of the SD Mobile Exploitation theme to identify further end point
machines that had been seen syncing with iPhones, a survey was
undertaken by CNE and TAO to scan all target end point machines for
the appropriate iPhone registry keys. Scanning of all CNE stored single
end point (SEPS) registry keys on particular process IDs resulted in 9
CNE endpoints seen this year sync’d with iPhones. The resulting Unique
Device Identifiers (UDID) were extracted from the registry keys and ran
in MUTANT BROTH and AUTOASSOC, resulting in 6 correlations with
either iPhone Safari user agents or the iPhone Mail app seen in passive
collection.

A CNE end point operation against
EPILSON) had resulted in access to a windows end point machine

A scan of this machine’s registry keys resulted in UDID

As can be seen, the

UDID has been seen with the Admob SEM rule type and with the Apple-
IMEI-URI TDI type. Admob is the largest mobile advertising network
allowing games publishers to embed adverts and therefore receive
revenue from a number of different brands. The target iPhone OSis 3 0
as shown in the User Agent profile in figure 2.

TOf twpe Tof value
w ee_somonseun
[#] EAUTO_apple-imei-LURY
[w]  ErP_Admuoh-X-Admob-Isu
Figure 1 — MUTANT BROTH Matching Identifiers
User-Agent %) CouRt
|
Mazilla/5.0 (iPhane: U: CPU iPhone 05 3_0 like Mac OS5 ¥ HW iPhonel,2; en us) AppleWebKit/525.18.)
(KHTML, like Gecko) (AdMah-1SDK-ZABI0ZO3)
iPhane Mail {7Aa41) 11 (62 %)
razillaf5.0 (iPhone; U; CPU IPhone 05 3_0 like Mac O X; HW iPhonel Z; en_us) ApplewebKit/5Z5.18.1 2412 )
(KNTML, like Gecko) (AdMob-iSDK-20090609)
Figure 2 |iPh0ne UDID User agent profile
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7. The target UDID can be used track the iPhone seen with ASBOLINE
EPILSON end point machine. In this particular case the target UDID has
been seen 16 times, the last time off IP on the
24/10/10 using the inbuilt iPhone Mail client to access his yahoo
account. The user agent for this is shown in Figure 3. In this case the
EAUTO Apple-imei-URI TDI rule was used to extract the specific UDID

value.
TDI-Scope ~uto Route
User-Agent iPhone Mail (7A341)
Labelled-Ro ute
Figure 3 — iPhone Mail client user agent
Eaarar Sigad Pddg Ssdg Othar o
GWWCEDOL ne Machine Ruute

| Source CPC_DEBITCARD
rormat-Transform SEM-=TDI
User-Agent Mozillads .o (iPhone; U; CPU
iFhane 05 3_0 ke Mac OS5 X; HW
iPhonel,2; en_uUs) AppleWeblkit/525.18.1
(KHTML, like Gecko) (AdMob-
ISDKE-20090609) AS-IP-Src NO_MATCH
AS-TP-Dstlll 1 abelled. Route

Figure 4 — iPhone Admob user agent profile

8. The UDID for all 6 targets were run through AUTOASSOC. The result for
is shown in Figure 5. As can be seen there is a clear
correlation with the [ Y2h00-Y-cookie.

Known TD! Putative TOI CORINTH Score Events Most
tasking? recent
. " ’ o s
vYahoo-Y¥-Cookie: - 0.500 1 23/08/10
vahoo-Y-Cookie: - 0.500 1 14/11/09
Yahoo-Y-Cooiie: - 0.500 1 14/11/09
Yahoo-Y-Cooiie: - 0.500 1 19/06/10
vYahoo-Y-Cookie: - 0.500 1 10/12/09
vahoo-Y-Cookie: - 0,500 1 19/08/100
Yahoo-Y-Cookie: - 0.500 1 23/08/10
Yahoo-Y-Cookie: - 0.500 1 10/12/09
Yahoo-Y-Cookie! - 0.500 1 19/06/10
vYahoo-Y-Cookie: - 0.500 1 15/11/09
EXP Admob-isu-URI: EXP_Adrmob-k-Adrmob-Tsu: D.500 i 19/09/10
EXP_Admob-X-Admob-Isu= EXP Adrmob-isu-URI: 0.500 i 19/09/10

Figure 5 — AUTOASSOC results for ABSOLINE EPSILON

9. The IP address, identifier type, bearer and user agent type for all 6
targets was extracted and formed the basis of further target development
work. Running the resulting 6 UDIDs through AUTOASSOC, resulted in
two correlations with a high enough score. These were
and I - d confirmed to be correct after discussing with
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Checking BROADOAK tasking revealed that both targets
had known associated iPhone IMEIs already tasked.

A recent rescan of all currently active CNE SEPs resulted in only 5 of the
9 identified CNE machines actually being available for exploit. The other
4 implants having been removed. Of these five UDIDs, four returned with
correlated UDIDs that had recently been seen in passive collection.
These are contained in the iPhone target list [f].

Analysis of all TAO SEPs resulted in 116 UDIDs being identified. Of
these UDIDs, 15 were correlated with iPhone user agents and the
resulting identifier type, project name, case notation and |P noted. A full
list is available in the iPhone target list [f]. Of these four had the Cydia
user agent as shown in Figure 6 indicating the target had jailbroken their
phone. All four end points were located

Thi-Scope Maching Raute

CPZ DEBITCARD
Farmat-Transfarm SEM. =TDi
User-Agent Moailla/s.0 Rocképp/2.60.1
{iPhone: U} CPU ike Cydiad1.0.3172-68)
AppleWebkit/S1B.18 (KHTML, like Gecko)
Version/d.0 Mobile/7D11 Safari/528.16
aA5-10-Src [ A -oe- - ]
Labelled-Route
tvent-U'sL FEUSCE SEream-
EFOFCa0000000000000000000000000020

Figure 6 — iPhone jailbroken user agentin MUTANT BROTH

The same 15 TAO UDIDs were run through AUTOASSOC and resulted
in three good correlations with yahoo selectors

were in
turn confirmed to be correct correlations with TAO target end points and
two showed associated target iPhone IMEIs. Further, analysis of the
Yahoo mail used via the Safari browser clearly showed the resulting
UDID was transmitted in traffic.

One of these TAO end point machines, SOLARSHOCK116
Iranian), has been seen syncing with iPhone
was
with [ - I si"J
AUTOASSOC. The UDID was last seen on 23/10/10 at 03:46:36z on
using the EAUTO_Apple-imei-URI TDI.
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Figure 7- SOLARSHOCK116 UDID AUTOASSOC correlations
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QUANTUM EXPLOIT

After extensive testing of the QUANTUM tipping and redirection to the
SHORTSHEET exploitation server by the Joint CNE/TECA Mobile
Exploitation Team, further target development work was needed to
identify iPhone targets recently seen active on the appropriate user
agents. Bulk extraction of targets over a three-week period from
BLACKHOLE by ICTR resulted in a large number of iPhone targets and
further queries in Xkeyscore resulted in others. Others were passed from
discussions with various IPTs and two were also passed from TAO
contacts.

In total 44 selectors were checked to verify that the correct user agent
was present. Of these 44 selectors, 41 were yahoo selectors and 3 gmail
selectors. Of these 26 were seen with a valid iPhone Safari user agent
as shown in Figure 8. A summary of OS versions seen with target
phones is shown in Table 1 with OS highlighted in red currently
exploited. Theseare3_1 2,3 1 3and4 0 1. In all 26 cases, the target
analysts were contacted with details regarding their targets use of an
exploitable iPhone.

iPhone OS Number

30 4
3.1 2
312 6
3.1.3 15
40 3
401

402 1

Table 1 — iPhone target OS summary

One particular case was alJJll target. N vith yahoo

selector || that was seen active on a iPhone OS
3 1 2, as shown in Figure 8. The resulting Yahoo-B cookie is
land as can be seen the target has been active off

). Running the resulting Yahoo-
B cookie through MUTANT BROTH resulted in 171 events primarily on
case notations GWUKGO005, GWVCB003 and IRUKC036. The resulting
information was then forwarded to the analysts in the [Jjjjjilijteam for
tasking by the standard CNE process as outlined in the Good
Penetration Guide [d].
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TDI-5rnpe-trer Rantc S ourc = CFC_DERITCARD Forinat-Trans >TO1 ‘Euhnn-B—Cnnkicm Yahno-¥-Caokie
er-Agent Mozilla/S.0 (Phone; U; CPU Phana 053 1 2 ks Mac OF ¥: en-usl faWebeit/D28.18 (KHTML, ke Gecko) Version/d.0 Mobile/7D11
FIn =210 15 KG=1p=in 40 tanrce s 5=1p=] i s an e leddron [ - = - £ 5. cF07CE Streami-C5L SFOCA
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Figure 8 —Valid iPhone Safari user agent in MB

The target with target selector

was seen active on different iPhone OS
and more recently on an iPad. Three other targets were seen active on
iPads and two others on iPods but with no other associated iPhone
device. Of the 44 targets seen, 16 were seen using the iPhone Malil
client that comes by default with all OS. A total of 7 targets were seen
using the Yahoo Mobile Messenger app.

For all target selectors seen with valid Safari user-agents, further
MUTANT BROTH, AUTOASSOC and MARINA queries were performed
to discover any other possible OS versions seen with the selector.
MARINA profile queries were performed resulting in the OS version
being returned within the MachinelD field. The resulting user-agents,
time/date, bearer, IP and any other associated selectors are shown in
the iPhone target list [f]. Associated selectors are either from MUTANT
BROTH, AUTOASSOC or seen directly as stated in BROADOAK. Al
Yahoo B-cookies as shown in Figure 8 were run in MUTANT BROTH to
confirm their uniqueness with the iPhone and target yahoo selectors.

OPERATIONAL OUTCOME

The QUANTUM redirect and PDF Safari browser exploit was developed
towork against3_1 2,3 1 3and 4 0_1 Safari OS versions. Of the 26
targets seen with valid exploitable OS version, 5 were added to the
QUANTUM system for targetting.

Once notified, GCHQ IPTs either added the target to existing CNE
section 7 warrants as defined in [e] or developed targetting aids as
defined in [d] and wrote the appropriate warrant. The resulting section 7
warrants were approved by IPT team leaders and signed off by the CNE
Legal Team. Three NSA targets were discovered and were added by
CNE Legal Team to the Partner Agreement Forms to allow exploitation.

Initially, yahoo selector and B-
cookie was put on cover on QUANTUM. was not seen
active recently on a iPhone Safari browser to access his yahoo account,

preferring instead to use the inbuilt iPhone Mail client or his iPad. Three
QUANTUM attempts resulted in no redirect to SHORTSHEET server for
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