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I, James J. Gilligan, hereby declare:

Declaration of James J. Gilligan in Support of Gov’t Defs.’ Reply Br. Regarding Compliance with Preservation
Orders, Jewel v. National Security Agency (4:08-cv-4373-JSW), Shubert v. Obama (4:07-cv-693-JSW)
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Division, Federal Programs Branch, and attorney of record for the official capacity Government
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Defendants in the above-captioned cases. The statements made herein are based on my personal

4

knowledge, and on information made available to me in the course of my duties and
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responsibilities as counsel for the official capacity Government Defendants in these cases.
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2.
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Defendants’ Reply Brief Regarding Compliance with Preservation Orders, are true and correct
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copies of the following documents:
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I am the Special Litigation Counsel for the United States Department of Justice, Civil

Filed with this declaration, as Exhibits A through F in support of the Government

a.

Exhibit A, NSA Director of Civil Liberties and Privacy Office Report, NSA’s
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Implementation of Foreign Intelligence Surveillance Act Section 702 (“Civil
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Liberties and Privacy Office Report”), dated Apr. 16, 2014;
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b.

Foreign Intelligence Surveillance Act (“IC’s Collection Programs”);

13
14

c.
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d.

Exhibit D, Facts on the Collection of Intelligence Pursuant to Section 702 of the
Foreign Intelligence Surveillance Act (“ODNI Fact Sheet”), dated June 8, 2013;

e.
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Exhibit C, Office of the Director of National Intelligence, Statistical Transparency
Report Regarding use of National Security Authorities, dated June 26, 2014;

17
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Exhibit B, Intelligence Community’s Collection Programs under Title VII of the

Exhibit E, The National Security Agency: Missions, Authorities, Oversight and
Partnerships, dated Aug. 9, 2013; and

f.

Exhibit F, Minimization Procedures Used by the National Security Agency in
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Connection with Acquisitions of Foreign Intelligence Information Pursuant to
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Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended,
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dated Oct. 31, 2011 (“Minimization Procedures”).
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Declaration of James J. Gilligan in Support of Gov’t Defs.’ Reply Br. Regarding Compliance with Preservation
Orders, Jewel v. National Security Agency (4:08-cv-4373-JSW), Shubert v. Obama (4:07-cv-693-JSW)
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I declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct. Executed on June 27, 2014, at Washington, D.C.
/s/ James J. Gilligan
JAMES J. GILLIGAN
Special Litigation Counsel
james.gilligan@usdoj.gov
U.S Department of Justice
Civil Division, Federal Programs Branch
20 Massachusetts Ave., N.W., Room 6102
Washington, D.C. 20001
Phone: (202) 514-3358
Fax: (202) 616-8470
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EXHIBIT A
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NSA Director of Civil Liberties and Privacy Office
Report

NSA's Implementation
of
Foreign Intelligence Surveillance
Section 702

April16 2014
J

Act

Case4:08-cv-04373-JSW Document253-2 Filed06/27/14 Page3 of 12

National Security Agency, Civil Liberties and Privacy Office
Report
NSA's Implementation of Foreign Intelligence Surveillance Act Section 702

This report was prepared by the National Security Agency (NSA) Civil Liberties and
Privacy Office as part of its responsibilities to enhance communications and transparency with
the public and stakeholders. Its Director is the primary advisor to the Director ofNSA when it
comes to matters of civil liberties and privacy. Created in January 2014, the Office is also
charged with ensuring that civil liberties and privacy protection are integrated into NSA
activities. The intent of this paper is to help build a common understanding that can serve as a
foundation for future discussions about the existing civil liberties and privacy protections.
The mission ofNSA is to make the nation safer by providing policy makers and military
commanders with timely foreign intelligence and by protecting national security information
networks. NSA collects foreign intelligence based on requirements from the President, his
national security team, and their staffs through the National Intelligence Priorities Framework.
NSA fulfills these national foreign intelligence requirements through the collection, processing,
and analysis of communications or other data, passed or accessible by radio, wire or other
electronic means.
NSA's authority to conduct signals intelligence collection for foreign intelligence and
counterintelligence purposes is provided primarily by Section 1.7(c)(1) of Executive Order
12333, as amended. The execution ofNSA's signals intelligence mission must be conducted in
conformity with the Fourth Amendment. This includes NSA's acquisition of communications to
which a U.S. person is a party under circumstances in which the U.S. person has a reasonable
expectation of privacy. The Foreign Intelligence Surveillance Act of 1978 (FISA) further
regulates certain types of foreign intelligence collection, including that which occurs with
compelled assistance from U.S. communications providers.
This Report describes one way in which NSA meets these responsibilities while using
Section 702 of FISA, as amended by the FISA Amendments Act of 2008. Although multiple
federal agencies participate in Section 702 collection, this paper describes the process by which
NSA obtains, uses, shares, and retains communications of foreign intelligence value pursuant to
Section 702. It also describes existing privacy and civil liberties protections built into the
process.
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The NSA Civil Liberties and Privacy Office (CLPO) used the Fair Information Practice
Principles (FIPP) I as an initial tool to describe the existing civil liberties and privacy protections
in place for collection done under Section 702 authority?

Section 702 of FISA was widely and publicly debated in Congress both during the initial
passage in 2008 and the subsequent re-authorization in 2012. It provides a statutory basis for
NSA, with the compelled assistance of electronic communication service providers, to target
non-U.S. persons reasonably believed to be located outside the U.S. in order to acquire foreign
intelligence information. Given that Section 702 only allows for the targeting of non-U.S.
persons outside the U.S., it differs from most other sections ofFISA. It does not require an
individual determination by the U.S. Foreign Intelligence Surveillance Court (FISC) that there is
probable cause to believe the target is a foreign power or an agent of a foreign power. Instead,
the FISC reviews annual topical certifications executed by the Attorney General (A G) and the
Director of National Intelligence (DNI) to determine if these certifications meet the statutory
requirements. The FISC also determines whether the statutorily required targeting and
minimization procedures used in connection with the certifications are consistent with the statute
and the Fourth Amendment. The targeting procedures are designed to ensure that Section 702 is
only used to target non-U.S. persons reasonably believed to be located outside the U.S.
The minimization procedures are designed to minimize the impact on the privacy on U.S.
persons by minimizing the acquisition, retention, and dissemination of non-publicly available
U.S. person information that was lawfully, but incidentally acquired under Section 702 by the
targeting of non-U.S. persons reasonably believed to be located outside the U.S. Under these
certifications the AG and the DNI issue directives to electronic communication service providers
(service providers) that require these service providers to "immediately provide the Government
with all information ... or assistance necessary to accomplish the acquisition [of foreign
intelligence information] in a manner that will protect the secrecy of the acquisition .... " The
Government's acquisition of communications under its Section 702 authority thus takes place
pursuant to judicial review and with the knowledge of the service providers.
NSA cannot intentionally use Section 702 authority to target any U.S. citizen, any other
U.S. person, or anyone known at the time of acquisition to be located within the U.S. The statute
also prohibits the use of Section 702 to intentionally acquire any communication as to which the
1 The FIPPS are the recognized principles for assessing privacy impacts. They have been incorporated into
E013636, Improving Critical Infrastructure Cybersecurity and the National Strategy for Trusted Identities in
Cyberspace. These principles are rooted in the U.S. Department of Health, Education and Welfare's seminal 1973
report, "Records, Computers and the Rights of Citizens." The FIPPs have been implemented in the Privacy Act of
1974, with certain exemptions, including ones that apply to certain national security and law enforcement activities.

NSA CLPO will continue to refine its assessment tools to best suit the mission ofNSA, as a member of the
Intelligence Community, and to protect civil liberties and privacy.

2
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sender and all intended recipients are known at the time of acquisition to be located inside the
U.S. Similarly, the statute prohibits the use of Section 702 to conduct "reverse targeting" (i.e.,
NSA may not intentionally target a person reasonably believed to be located outside of the U.S.
if the purpose of such acquisition is to target a person reasonably believed to be located inside
the U.S.). All acquisitions conducted pursuant to Section 702 must be conducted in a manner
consistent with the Fourth Amendment. NSA's FISC-approved targeting procedures permit
NSA to target a non-U.S. person reasonably believed to be located outside the U.S. if the
intended target possesses, is expected to receive, and/or is likely to communicate foreign
intelligence information concerning one of the certifications executed by the AG and DNI.
Although the purpose of Section 702 is to authorize targeting of non-U.S. persons outside the
U.S., the statute's requirement for minimization procedures recognizes that such targeted
individuals or entities may communicate about U.S. persons or with U.S. persons. For this
reason, NSA also must follow FISC-approved minimization procedures that govern the handling
of any such communications.
NSA must report to the Office of the Director of National Intelligence (ODNI) and the
Department of Justice (DOJ) any and all instances where it has failed to comply with the
targeting and/or minimization procedures. In addition, ODNI and DOJ have access to
documentation concerning each ofNSA's Section 702 targeting decisions and conduct regular
reviews in order to provide independent oversight ofNSA's use of the authority. The FISC
Rules of Procedure require the Government to notify the Court of all incidents of noncompliance with applicable law or with an authorization granted by the Court. The Government
reports Section 702 compliance incidents to the Court via individual notices and quarterly
reports. In addition, the Government reports all Section 702 compliance incidents to Congress in
the Attorney General's Semiannual Report. Depending on the type or severity of compliance
incident, NSA may also promptly notify the Congressional Intelligence Committees, as well as
the President's Intelligence Oversight Board of an individual compliance matter.
Existing Privacy and Civil Liberties Protections: Each of the three branches of federal
government oversees NSA's use of the Section 702 authorities. NSA provides transparency to
its oversight bodies (Congress, DOJ, ODNI, DoD, the President's Intelligence Oversight Board
and the FISC) through regular briefings, court filings, and incident reporting. In addition, DOJ
and ODNI conduct periodic reviews ofNSA's use of the authority and report on those reviews.
More recently, at the direction ofthe President, the Government has provided additional
transparency to the public regarding the program by declassifying FISC opinions and related
documents. Although FISA surveillance is normally kept secret from the targets of the
surveillance, there are exceptions. For example, if the Government intends to use the results of
FISA surveillance, to include Section 702 surveillance, in a trial or other proceeding against a
person whose communications were collected, the Government must notify the person so the
person can challenge whether the communications were acquired lawfully. These protections
implement the general Fair Information Practice Principle (FIPP) of transparency.
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Before an analyst gains access to any NSA signals intelligence data, the analyst must
complete specialized training on the legal and policy guidelines that govern the handling and use
of the data. Additional training is required for access to Section 702 data. These annual
mandatory training requirements include scenario-based training, required reading, and a final
competency test. The analyst must pass this test before being granted access. Furthermore, if a
compliance incident involves a mistake or misunderstanding of relevant policies, the analyst is
re-trained in order to continue to have access to the data acquired pursuant to Section 702.

Next in the Section 702 process is for an NSA analyst to identify a non-U.S. person
located outside the U.S. who has and/or is likely to communicate foreign intelligence
information as designated in a certification. For example, such a person might be an individual
who belongs to a foreign terrorist organization or facilitates the activities of that organization's
members. Non-U.S. persons are not targeted unless NSA has reason to believe that they have
and/or are likely to communicate foreign intelligence information as designated in a certification;
U.S. persons are never targeted.
Once the NSA analyst has identified a person of foreign intelligence interest who is an
appropriate target under one of the FISC-approved Section 702 certifications, that person is
considered the target. The NSA analyst attempts to determine how, when, with whom, and
where the target communicates. Then the analyst identifies specific communications modes used
by the target and obtains a unique identifier associated with the target - for example, a telephone
number or an email address. This unique identifier is referred to as a selector. The selector is
not a "keyword" or particular term (e.g., "nuclear" or "bomb"), but must be a specific
communications identifier (e.g., e-mail address).
Next the NSA analyst must verify that there is a connection between the target and the
selector and that the target is reasonably believed to be (a) a non-U.S. person and (b) located
outside the U.S. This is not a 51% to 49% "foreignness" test. Rather the NSA analyst will check
multiple sources and make a decision based on the totality of the information available. If the
analyst discovers any information indicating the targeted person may be located in the U.S. or
that the target may be a U.S. person, such information must be considered. In other words, if
there is conflicting information about the location of the person or the status of the person as a
non-U.S. person, that conflict must be resolved before targeting can occur.
For each selector, the NSA analyst must document the following information: (1) the
foreign intelligence information expected to be acquired, as authorized by a certification, (2) the
information that would lead a reasonable person to conclude the selector is associated with a
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non-U.S. person, and (3) the information that would similarly lead a reasonable person to
conclude that this non-U.S. person is located outside the U.S. This documentation must be
reviewed and approved or denied by two senior NSA analysts who have satisfied additional
training requirements. The senior NSA analysts may ask for more documentation or
clarification, but regardless must verify that all requirements have been met in full. NSA tracks
the submission, review, and approval process through the documentation and the senior NSA
analysts' determinations are retained for further review by NSA's compliance elements, as well
as external oversight reviewers from DOl and DONI. Upon approval, the selector may be used
as the basis for compelling a service provider to forward communications associated with the
given selector. This is generally referred to as "tasking" the selector.
Existing Privacy and Civil Liberties Protections: NSA trains its analysts extensively through a
variety of means to ensure that analysts fully understand their responsibilities and the specific
scope of this authority. If the analyst fails to meet the training standards, the analyst will not
have the ability to use the Section 702 authority for collection purposes. If the analyst fails to
maintain ongoing training standards, the analyst will lose the ability to use the Section 702
authority for collection purposes and all ability to retrieve any data previously collected under
the authority. NSA requires any authorized and trained analyst seeking to task a selector using
Section 702 to document the three requirements for use of the authority - that the target is
connected sufficiently to the selector for an approved foreign intelligence purpose, that the target
is a non-U.S. person, and that the target is reasonably believed to be located outside the U.S.
This documentation must be reviewed, validated, and approved by the senior analysts who have
received additional training. These protections implement the general FIPPs of purpose
specification, accountability and auditing, and minimization.
ACCESSING AND ASSESSING COMMUNICATIONS
702 AUTHORITY

OBTAINED

UNDER SECTION

Once senior analysts have approved a selector as compliant, the service providers are
legally compelled to assist the government by providing the relevant communications. Therefore,
tasking under this authority takes place with the knowledge of the service providers. NSA
receives information concerning a tasked selector through two different methods.
In the first, the Government provides selectors to service providers through the FBI. The
service providers are compelled to provide NSA with communications to or from these selectors.
This has been generally referred to as the PRISM program.
In the second, service providers are compelled to assist NSA in the lawful interception of
electronic communications to, from, or about tasked selectors. This type of compelled service
provider assistance has generally been referred to as Upstream collection. NSA's FISCapproved targeting procedures include additional requirements for such collection designed to
prevent acquisitions of wholly domestic communications. For example, in certain circumstances
NSA's procedures require that it employ an Internet Protocol filter to ensure that the target is
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located overseas. The process for approving the selectors for tasking is the same for both
PRISM and Upstream collection.
Once NSA has received communications of the tasked selector, NSA must follow
additional FISC-approved procedures known as the minimization procedures. These procedures
require NSA analysts to review at least a sample of communications acquired from all selectors
tasked under Section 702, which occurs on a regular basis to verify that the reasonable belief
determination used for tasking remains valid.
The NSA analyst must review a sample of communications received from the selectors to
ensure that they are in fact associated with the foreign intelligence target and that the targeted
individual or entity is not a U.S. person and is not currently located in the U.S. If the NSA
analyst discovers that NSA is receiving communications that are not in fact associated with the
intended target or that the user of a tasked selector is determined to be a U.S. person or is located
in the U.S., the selector must be promptly "detasked." As a general rule, in the event that the
target is a U.S. person or in the U.S., all other selectors associated with the target also must be
detasked.
Existing Privacy and Civil Liberties Protections: In addition to extensive training, the analyst is
required to review the collection to determine that it is associated with the targeted selector and
is providing the expected foreign intelligence shortly after the tasking starts and at least annually
thereafter. This review allows NSA to identify possible problems with the collection and
provides an additional layer of accountability. In addition, NSA has technical measures that alert
the NSA analysts if it appears a selector is being used from the U.S. These protections implement
the general FIPPs of purpose specification, minimization, accountability and auditing, data
quality, and security.
NSA PROCESSING AND ANALYSIS OF COMMUNICATIONS
SECTION 702 AUTHORITY

OBTAINED UNDER

Communications provided to NSA under Section 702 are processed and retained in
multiple NSA systems and data repositories. One data repository, for example, might hold the
contents of communications such as the texts of emails and recordings of conversations, while
another, may only include metadata, i.e., basic information about the communication, such as the
time and duration of a telephone call, or sending and receiving email addresses.
NSA analysts may access communications obtained under Section 702 authority for the
purpose of identifying and reporting foreign intelligence. They access the information via
"queries," which may be date-bound, and may include alphanumeric strings such as telephone
numbers, email addresses, or terms that can be used individually or in combination with one
another. FISC-approved minimization procedures govern any queries done on Section 702derived information. NSA analysts with access to Section 702-derived information are trained in
the proper construction of a query so that the query is reasonably likely to return valid foreign
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intelligence and minimizes the likelihood of returning non-pertinent U.S. person information.
Access by NSA analysts to each repository is controlled, monitored, and audited. There are, for
example, automated checks to determine if an analyst has completed all required training prior to
returning information responsive to a query. Further, periodic spot checks on queries by NSA
analysts are conducted.
Since October 2011 and consistent with other agencies' Section 702 minimization
procedures, NSA's Section 702 minimization procedures have permitted NSA personnel to use
U.S. person identifiers to query Section 702 collection when such a query is reasonably likely to
return foreign intelligence information. NSA distinguishes between queries of communications
content and communications metadata. NSA analysts must provide justification and receive
additional approval before a content query using a U.S. person identifier can occur. To date,
NSA analysts have queried Section 702 content with U.S. person identifiers less frequently than
Section 702 metadata. For example, NSA may seek to query a U.S. person identifier when there
is an imminent threat to life, such as a hostage situation. NSA is required to maintain records of
U.S. person queries and the records are available for review by both OOJ and ODNI as part of
the external oversight process for this authority. Additionally, NSA's procedures prohibit NSA
from querying Upstream data with U.S. person identifiers.
Existing Privacy and Civil Liberties Protections: In addition to the training and access controls,
NSA maintains audit trails for all queries ofthe Section 702 data. NSA's Signals Intelligence
Directorate's compliance staff routinely reviews a portion of all queries that include U.S. person
identifiers to ensure that all such queries are only conducted when appropriate. Personnel from
DOJ and OONI provide an additional layer of oversight to ensure that NSA is querying the data
appropriately. These protections implement the general FIPPs of security, accountability and
auditing, and data quality.
NSA DISSEMINATION OF INTELLIGENCE
DERIVED FROM COMMUNICATIONS
OBTAINED UNDER SECTION 702 AUTHORITY
NSA only generates signals intelligence reports when the information meets a specific
intelligence requirement, regardless of whether the proposed report contains U.S. person
information. Dissemination of information about U.S. persons in any NSA foreign intelligence
report is expressly prohibited unless that information is necessary to understand foreign
intelligence information or assess its importance, contains evidence of a crime, or indicates a
threat of death or serious bodily injury. Even if one or more of these conditions apply, NSA may
include no more than the minimum amount of U.S. person information necessary to understand
the foreign intelligence or to describe the crime or threat. For example, NSA typically "masks"
the true identities of U.S. persons through use of such phrases as "a U.S. person" and the
suppression of details that could lead to him or her being successfully identified by the context.
Recipients ofNSA reporting can request that NSA provide the true identity of a masked U.S.
person referenced in an intelligence report if the recipient has a legitimate need to know the
identity. Under NSA policy, NSA is allowed to unmask the identity only under certain
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conditions and where specific additional controls are in place to preclude its further
dissemination, and additional approval has been provided by one of seven designated positions at
NSA. Additionally, together DOl and ODNI review the vast majority of disseminations of
information about U.S. persons obtained pursuant to Section 702 as part of their oversight
process.
Existing Privacy and Civil Liberties Protections: As noted above, NSA only generates signals
intelligence reports when the information meets a specific intelligence requirement, regardless of
whether the proposed report contains U.S. person information or not. Additionally, NSA's
Section 702 minimization procedures require any U.S. person information to be minimized prior
to dissemination, thereby reducing the impact on privacy for U.S. persons. The information may
only be unmasked in specific instances consistent with the minimization procedures and NSA
policy. These protections implement the general FIPPs of minimization and purpose
specification.

RETENTION OF UNEVALUATED COMMUNICATIONS
SECTION 702 AUTHORITY

OBTAINED UNDER

The maximum time that specific communications' content or metadata may be retained
by NSA is established in the FISC-approved minimization procedures. The unevaluated content
and metadata for PRISM or telephony data collected under Section 702 is retained for no more
than five years. Upstream data collected from Internet activity is retained for no more than two
years. NSA complies with these retention limits through an automated process.
NSA's procedures also specify several instances in which NSA must destroy U.S. person
collection promptly upon recognition. In general, these include any instance where NSA
analysts recognize that such collection is clearly not relevant to the authorized purpose of the
acquisition rior includes evidence of a crime. Additionally, absent limited exceptions, NSA must
destroy any communications acquired when any user of a tasked account is found to have been
located in the U.S. at the time of acquisition.
Existing Privacy and Civil Liberties Protections: NSA has policies, technical controls, and staff
in place to ensure the data is retained in accordance with the FISC-approved procedures. The
automated process to delete the collection at the end of the retention period applies to both U.S.
person and non U.S. person the information. There is an additional manual process for the
destroying information related to U.S. Persons where NSA analysts have recognized the
collection is clearly not relevant to the authorized purpose of the acquisition nor includes
evidence of a crime. These protections implement the general FIPPs of minimization and
security.
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NSA is subject to rigorous internal compliance and external oversight. Like many other
regulated entities, NSA has an enterprise-wide compliance program, led by NSA's Director of
Compliance, a position required by statute. NSA's compliance program is designed to provide
precision in NSA's activities to ensure that they are consistently conducted in accordance with
law and procedure, including in this case the Section 702 certifications and accompanying
Section 702 targeting and minimization procedures and additional FISC requirements. As part of
the enterprise-wide compliance structure, NSA has compliance elements throughout its various
organizations. NSA also seeks to detect incidents of non-compliance at the earliest point
possible. When issues of non-compliance arise regarding the way in which NSA carries out the
FISC-approved collection, NSA takes corrective action and, in parallel, NSA must report
incidents of non-compliance to ODNI and DO] for further reporting to the FISC and Congress,
as appropriate or required.
These organizations, along with the NSA General Counsel, the NSA Inspector General,
and most recently the Director of Civil Liberties and Privacy have critical roles in ensuring all
NSA operations proceed in accordance with the laws, policies, and procedures governing
intelligence activities. Additionally, each individual NSA analyst has a responsibility for
ensuring that his or her personal activities are similarly compliant. Specifically, this
responsibility includes recognizing and reporting all situations in which he or she may have
exceeded his or her authority to obtain, analyze, or report intelligence information under Section
702 authority.
Compliance: NSA reports all incidents in which, for example, it has or may have
inappropriately queried the Section 702 data, or in which an analyst may have made
typographical errors or dissemination errors. NSA personnel are obligated to report when they
believe NSA is not, or may not be, acting consistently with law, policy, or procedure. IfNSA is
not acting in accordance with law, policy, or procedure, NSA will report through its internal and
external intelligence oversight channels, conduct reviews to understand the root cause, and make
appropriate adjustments to its procedures.
IfNSA discovers that it has tasked a selector that is used by a person in the U.S. or by a
U.S. person, then NSA must cease collection immediately and, in most cases must also delete the
relevant collected data and cancel or revise any disseminated reporting based on this data. NSA
encourages self-reporting by its personnel and seeks to remedy any errors with additional
training or other measures as necessary. Following an incident, a range of remedies may occur:
admonishment, written explanation of the offense, request to acknowledge a training point that
the analyst might have missed during training, and/or required retesting. In addition to reporting
described above, any intentional violation of law would be referred to the NSA Office of
Inspector General. To date there have been no such instances, as most recently confirmed by the
President's Review Group on Intelligence and Communications Technology.

Case4:08-cv-04373-JSW Document253-2 Filed06/27/14 Page12 of 12

External Oversight: As required by the Section 702 targeting procedures, both DOl and
ODNI conduct routine oversight reviews. Representatives from both agencies visit NSA on a bimonthly basis. They examine all tasking datasheets that NSA provides to DOl and ODNI to
determine whether the tasking sheets meet the documentation standards required by NSA's
targeting procedures and provide sufficient information for the reviewers to ascertain the basis
for NSA's foreignness determinations. For those records that satisfy the standards, no additional
documentation is requested. For tho~e records that warrant further review, NSA provides
additional information to DOl and ODNI during or following the onsite review. NSA receives
feedback from the DOl and ODNI team and incorporates this information into formal and
informal training to analysts. DOl and ODNI also review the vast majority of disseminated
reporting that includes u.S. person information.
Existing Privacy and Civil Liberties Protections: The compliance and oversight processes
allow NSA to identify any concerns or problems early in the process so as to minimize the
impact on privacy and civil liberties. These protections implement the general FIPPs of
transparency to oversight organizations and accountability and auditing.

This Report, prepared by NSA's Office of Civil Liberties and Privacy, provides a comprehensive
description ofNSA's Section 702 activities. The report also documents current privacy and civil
liberties protections.
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Statistical Transparency Report Regarding use of National Security Authorities
June 26, 2014
Introduction.
In June 2013, President Obama directed the Intelligence Community to declassify and make
public as much information as possible about certain sensitive U.S. Government surveillance
programs while protecting sensitive classified intelligence and national security information.
Over the past year, the Director of National Intelligence (DNI) has declassified and authorized
the public release of thousands of pages of documents relating to the use of critical national
security authorities. Today, and consistent with the DNI’s directive on August 29, 2013, we are
releasing information related to the use of these important tools, and will do so in the future on
an annual basis. Accordingly, the DNI has declassified and directed the release of the following
information for calendar year 2013.
Annual Statistics for Calendar Year 2013 Regarding Use of Certain National Security Legal
Authorities.
Titles I, III, IV, and VII of FISA.
Annual Number
of Orders
FISA Orders based on probable cause 1,767 orders
(Title I and III of FISA, Sections 703
and 704 of FISA)
Section 702 of FISA
1 order
FISA Pen Register/Trap and Trace
131 orders
(Title IV of FISA)
Legal Authority

Estimated Number of Targets
Affected
1,144
89,138
319

It is important to provide some additional context to the above statistics.
•

Targets. Within the Intelligence Community, the term “target” has multiple meanings.
For example, “target” could be an individual person, a group, or an organization
composed of multiple individuals or a foreign power that possesses or is likely to
communicate foreign intelligence information that the U.S. government is authorized to
acquire by the above-referenced laws. Some laws require that the government obtain a
Court order specifying the communications facilities used by a “target” to be subject to
intelligence collection. Although the government may have legal authority to conduct
intelligence collection against multiple communications facilities used by the target, the
user of the facilities - the “target” - is only counted once in the above figures.
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•

702 Targets. In addition to the explanation of target above, in the context of Section
702 the term “target” is generally used to refer to the act of intentionally directing
intelligence collection at a particular person, a group, or organization. For example, the
statutory provisions of Section 702 state that the Government “may not intentionally
target any person known at the time of the acquisition to be located in the United
States” (emphasis added), among other express limitations. Under Section 702, the
Foreign Intelligence Surveillance Court (FISC) approves Certifications as opposed to
individualized orders. Thus, the number of 702 “targets” reflects an estimate of the
number of known users of particular facilities (sometimes referred to as selectors)
subject to intelligence collection under those Certifications. This estimate is based on
the information readily available to the Intelligence Community to identify unique
targets – users, whose identity may be unknown, but who are reasonably believed to
use the particular facility from outside the United States and who are reasonably
believed to be non-United States persons. For example, foreign intelligence targets
often communicate using several different email accounts. Unless the Intelligence
Community has information that multiple email accounts are used by the same target,
each of those accounts would be counted separately in these figures. On the other
hand, if the Intelligence Community is aware that the accounts are all used by the same
target, as defined above, they would be counted as one target.

•

Relationship of Orders to Targets. In some cases, one order can by its terms affect
multiple targets (as with Section 702). Alternatively, a target may be the subject of
multiple orders, as noted below.

•

Amendments and Renewals. The FISC may amend an order one or more times after it
has been issued. For example, an order may be amended to add a newly discovered
account used by the target. To avoid redundant counting, these statistics do not count
such amendments separately. Moreover, some orders may be renewed multiple times
during the calendar year (for example, the FISA statute provides that a Section 704 FISA
Order against a U.S. person target may last no longer than 90 days but permits the order
to be renewed). The statistics count each such renewal as a separate order.

Title V of FISA (Business Records).
We are reporting information about the Government’s use of the FISA Business Records
provision (Title V) separately because this authority has been used in two distinct ways –
collection of business records to obtain information about a specific subject and collection of
business records in bulk. Accordingly, in the interest of transparency, we have decided to
clarify the extent to which individuals are affected by each use. In addition, instead of reporting
on the number of Business Record orders, the government is reporting on the number of
applications submitted to the Foreign Intelligence Surveillance Court because the FISC may
issue several orders to different recipients based upon a particular application.
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Legal Authority
FISA Business Records (Title V
of FISA)

Annual Number of
Applications
178

Estimated Number Affected
172: The number of
individuals, entities, or foreign
powers subject to a business
records application to obtain
information about a specific
subject
423: The number of selectors
approved to be queried under
the NSA telephony metadata
program
248: The number of known or
presumed U.S. persons who
were the subject of queries of
information collected in bulk or
who were subject to a business
records application.

National Security Letters.
Finally, we are reporting information on the Government’s use of National Security Letters
(NSLs). On April 30, 2014, the Department of Justice released its Annual Foreign Intelligence
Surveillance Act Report to Congress. That report, which is available here reports on the number
of requests made for certain information concerning different United States persons pursuant
to NSL authorities during calendar year 2013. In addition to those figures, today we are
reporting (1) the total number of NSLs issued for all persons, and (2) the total number of
requests for information contained within those NSLs. For example, one NSL seeking subscriber
information from one provider may identify three e-mail addresses, all of which are relevant to
the same pending investigation and each is considered a “request.”
We are reporting the annual number of requests rather than “targets” for multiple reasons.
First, the FBI’s systems are configured to comply with Congressional reporting requirements,
which do not require the FBI to track the number of individuals or organizations that are the
subject of an NSL. Even if the FBI systems were configured differently, it would still be difficult
to identify the number of specific individuals or organizations that are the subjects of NSLs.
One reason for this is that the subscriber information returned to the FBI in response to an NSL
may identify, for example, one subscriber for three accounts or it may identify different
subscribers for each account. In some cases this occurs because the identification information
provided by the subscriber to the provider may not be true. For example, a subscriber may use
a fictitious name or alias when creating the account. Thus, in many instances, the FBI never
identifies the actual subscriber of a facility. In other cases this occurs because individual
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subscribers may identify themselves differently for each account, e.g., inclusion of middle
name, middle initial, etc., when creating an account.
We also note that the actual number of individuals or organizations that are the subject of an
NSL is different than the number of NSL requests. The FBI often issues NSLs under different
legal authorities, e.g., 12 U.S.C. § 3414(a)(5), 15 U.S.C. §§ 1681u(a) and (b), 15 U.S.C. § 1681v,
and 18 U.S.C. § 2709, for the same individual or organization. The FBI may also serve multiple
NSLs for an individual for multiple facilities, e.g., multiple e-mail accounts, landline telephone
numbers, cellular phone numbers, etc. The number of requests, consequently, is significantly
larger than the number of individuals or organizations that are the subjects of the NSLs.
Annual Number of
NSLs Issued

Legal Authority
National Security Letters issued
pursuant to 12 U.S.C. § 3414(a)(5),
15 U.S.C. §§ 1681u(a) and (b), 15
U.S.C. § 1681v, and 18 U.S.C. § 2709

19,212

Annual Number of
Requests for
Information
38,832

This information will be available at the website of the Office of the Director of National
Intelligence (ODNI); and ODNI’s public website dedicated to fostering greater public visibility
into the intelligence activities of the Government, ICOntheRecord.tumblr.com.
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D I R ECT O R

OF

N AT I O N AL I NT EL L I G E NC E

WASHINGTON, DC 20511
June 8, 2013

Facts on the Collection of Intelligence Pursuant to Section 702
of the Foreign Intelligence Surveillance Act


PRISM is not an undisclosed collection or data mining program. It is an internal government
computer system used to facilitate the government’s statutorily authorized collection of
foreign intelligence information from electronic communication service providers under
court supervision, as authorized by Section 702 of the Foreign Intelligence Surveillance Act
(FISA) (50 U.S.C. § 1881a). This authority was created by the Congress and has been widely
known and publicly discussed since its inception in 2008.



Under Section 702 of FISA, the United States Government does not unilaterally obtain
information from the servers of U.S. electronic communication service providers. All such
information is obtained with FISA Court approval and with the knowledge of the provider
based upon a written directive from the Attorney General and the Director of National
Intelligence. In short, Section 702 facilitates the targeted acquisition of foreign intelligence
information concerning foreign targets located outside the United States under court
oversight. Service providers supply information to the Government when they are lawfully
required to do so.



The Government cannot target anyone under the court-approved procedures for Section 702
collection unless there is an appropriate, and documented, foreign intelligence purpose for the
acquisition (such as for the prevention of terrorism, hostile cyber activities, or nuclear
proliferation) and the foreign target is reasonably believed to be outside the United States.
We cannot target even foreign persons overseas without a valid foreign intelligence purpose.



In addition, Section 702 cannot be used to intentionally target any U.S. citizen, or any other
U.S. person, or to intentionally target any person known to be in the United States. Likewise,
Section 702 cannot be used to target a person outside the United States if the purpose is to
acquire information from a person inside the United States.



Finally, the notion that Section 702 activities are not subject to internal and external oversight
is similarly incorrect. Collection of intelligence information under Section 702 is subject to
an extensive oversight regime, incorporating reviews by the Executive, Legislative and
Judicial branches.
1
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The Courts. All FISA collection, including collection under Section 702, is overseen and
monitored by the FISA Court, a specially established Federal court comprised of 11 Federal
judges appointed by the Chief Justice of the United States.
o The FISC must approve targeting and minimization procedures under Section 702
prior to the acquisition of any surveillance information.
 Targeting procedures are designed to ensure that an acquisition targets nonU.S. persons reasonably believed to be outside the United States for specific
purposes, and also that it does not intentionally acquire a communication
when all the parties are known to be inside the US.
 Minimization procedures govern how the Intelligence Community (IC) treats
the information concerning any U.S. persons whose communications might
be incidentally intercepted and regulate the handling of any nonpublic
information concerning U.S. persons that is acquired, including whether
information concerning a U.S. person can be disseminated. Significantly, the
dissemination of information about U.S. persons is expressly prohibited
unless it is necessary to understand foreign intelligence or assess its
importance, is evidence of a crime, or indicates a threat of death or serious
bodily harm.



The Congress. After extensive public debate, the Congress reauthorized Section 702 in
December 2012.
o The law specifically requires a variety of reports about Section 702 to the Congress.
 The DNI and AG provide exhaustive semiannual reports assessing
compliance with the targeting and minimization procedures.
 These reports, along with FISA Court opinions, and a semi-annual report by
the Attorney General are provided to Congress. In short, the information
provided to Congress by the Executive Branch with respect to these activities
provides an unprecedented degree of accountability and transparency.
o In addition, the Congressional Intelligence and Judiciary Committees are regularly
briefed on the operation of Section 702.



The Executive. The Executive Branch, including through its independent Inspectors General,
carries out extensive oversight of the use of Section 702 authorities, which includes regular
on-site reviews of how Section 702 authorities are being implemented. These regular
reviews are documented in reports produced to Congress. Targeting decisions are reviewed
by ODNI and DOJ.
o Communications collected under Section 702 have provided the Intelligence
Community insight into terrorist networks and plans. For example, the Intelligence
2
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Community acquired information on a terrorist organization’s strategic planning
efforts.
o Communications collected under Section 702 have yielded intelligence regarding
proliferation networks and have directly and significantly contributed to successful
operations to impede the proliferation of weapons of mass destruction and related
technologies.
o Communications collected under Section 702 have provided significant and unique
intelligence regarding potential cyber threats to the United States including specific
potential computer network attacks. This insight has led to successful efforts to
mitigate these threats.

3
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9 August 2013

National Security Agency

The National Security Agency: Missions, Authorities, Oversight and Partnerships
³7KDW¶VZK\LQWKH\HDUVWRFRPHZHZLOOKDYHWRNHHSZRUNLQJKDUGWRVWULNHWKHDSSURSULDWH
balance between our need for security and preserving those freedoms that make us who we are.
That means reviewing the authorities of law enforcement, so we can intercept new types of
communication, but also build in privacy protections to prevent abuse´
--President Obama, May 23, 2013
In his May 2013 address at the National Defense University, the President made clear that we, as
a Government, need to review the surveillance authorities used by our law enforcement and
intelligence community professionals so that we can collect information needed to keep us safe
and ensure that we are undertaking the right kinds of privacy protections to prevent abuse. In the
wake of recent unauthorized disclosures about some of our key intelligence collection programs,
President Obama has directed that as much information as possible be made public, while
mindful of the need to protect sources, methods and national security. Acting under that
guidance, the Administration has provided enhanced transparency on, and engaged in robust
public discussion about, key intelligence collection programs undertaken by the National
Security Agency (NSA). This is important not only to foster the kind of debate the President has
called for, but to correct inaccuracies that have appeared in the media and elsewhere. This
document is a step in that process, and is aimed at providing a VXFFLQFWGHVFULSWLRQRI16$¶V
mission, authorities, oversight and partnerships.
Prologue
After the al-4D¶LGDDWWDFNVRQWKH:RUOG7UDGH&HQWHUDQGWKH3HQWDJRQWKH&RPPLVVLRQ
found that the U.S. Government had failed to identify and connect the many ³dots´ of
information that would have uncovered the planning and preparation for those attacks. We now
know that 9/11 hijacker Khalid al-Midhar, who was on board American Airlines flight 77 that
crashed into the Pentagon, resided in California for the first six months of 2000. While NSA had
LQWHUFHSWHGVRPHRI0LGKDU¶VFRQYHUVDWLRQVZLWKpersons in an al-4D¶LGDVDIH house in Yemen
during that period, NSA did not have the U.S. phone number or any indication that the phone
Midhar was using was located in San Diego. NSA did not have the tools or the database to
search to identify these connections and share them with the FBI. Several programs were
developed to address the U.S. GovernPHQW¶VQHHGWRFRQQHFWWKHGRWVRILQIRUPDWLRQDYDLODEOHto
the intelligence community and to strengthen the coordination between foreign intelligence and
domestic law enforcement agencies.
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Background
NSA is an element of the U.S. intelligence community charged with collecting and reporting
intelligence for foreign intelligence and counterintelligence purposes. NSA performs this
mission by engaging in the collection of ³VLJQDOVLQWHOOLJHQFH´ZKLFKTXLWHOLWHUDOO\LVWKH
production of foreign intelligence through the collection, processing, and analysis of
communications or other data, passed or accessible by radio, wire, or other electromagnetic
means. Every intelligence activity NSA undertakes is necessarily constrained to these central
foreign intelligence and counterintelligence purposes. 16$¶VFKDOOHQJHLQDQLQFUHDVLQJO\
interconnected world -- a world where our adversaries make use of the same communications
systems and services as Americans and our allies -- is to find and report on the communications
of foreign intelligence value while respecting privacy and civil liberties. We do not need to
sacrifice civil liberties for the sake of national security ± both are integral to who we are as
Americans. NSA can and will continue to conduct its operations in a manner that respects both.
We strive to achieve this through a system that is carefully designed to be consistent with
Authorities and Controls and enabled by capabilities that allow us to Collect, Analyze, and
Report intelligence needed to protect national security.
NSA Mission
16$¶VPLVVLRQLVWRhelp protect national security by providing policy makers and military
FRPPDQGHUVZLWKWKHLQWHOOLJHQFHLQIRUPDWLRQWKH\QHHGWRGRWKHLUMREV16$¶VSULRULWLHVDUH
driven by externally developed and validated intelligence requirements, provided to NSA by the
President, his national security team, and their staffs through the National Intelligence Priorities
Framework.
NSA Collection Authorities
16$¶VFROOHFWLRQDXWKRULWLHVVWHPIURPWZR key sources: Executive Order 12333 and the Foreign
Intelligence Surveillance Act of 1978 (FISA).
Executive Order 12333
Executive Order 12333 is the foundational authority by which NSA collects, retains, analyzes,
and disseminates foreign signals intelligence information. The principal application of this
authority is the collection of communications by foreign persons that occur wholly outside the
United States. To the extent a person located outside the United States communicates with
someone inside the United States or someone inside the United States communicates with a
person located outside the United States those communications could also be collected.
Collection pursuant to EO 12333 is conducted through various means around the globe, largely
from outside the United States, which is not otherwise regulated by FISA. Intelligence activities
conducted under this authority are carried out in accordance with minimization procedures
established by the Secretary of Defense and approved by the Attorney General.
To undertake collections authorized by EO 12333, NSA uses a variety of methodologies.
Regardless of the specific authority or collection source, NSA applies the process described
below.

2
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1. NSA identifies foreign entities (persons or organizations) that have information
responsive to an identified foreign intelligence requirement. For instance, NSA works
to identify individuals who may belong to a terrorist network.
2. NSA develops WKH³QHWZRUN´ZLWKwhich that SHUVRQRURUJDQL]DWLRQ¶Vinformation is
shared or the command and control structure through which it flows. In other words,
if NSA is tracking a specific terrorist, NSA will endeavor to determine who that
person is in contact with, and who he is taking direction from.
3. NSA identifies how the foreign entities communicate (radio, e-mail, telephony, etc.)
4. NSA then identifies the telecommunications infrastructure used to transmit those
communications.
5. NSA identifies vulnerabilities in the methods of communication used to transmit
them.
6. NSA matches its collection to those vulnerabilities, or develops new capabilities to
acquire communications of interest if needed.
This process will often involve the collection of communications metadata ± data that helps NSA
understand where to find valid foreign intelligence information needed to protect U.S. national
security interests in a large and complicated global network. For instance, the collection of
overseas communications metadata associated with telephone calls ± such as the telephone
numbers, and time and duration of calls ± allows NSA to map communications between terrorists
and their associates. 7KLVVWUDWHJ\KHOSVHQVXUHWKDW16$¶VFROOHFWLRQof communications content
is more precisely focused on only those targets necessary to respond to identified foreign
intelligence requirements.
NSA uses EO 12333 authority to collect foreign intelligence from communications systems
around the world. Due to the fragility of these sources, providing any significant detail outside
of classified channels is damaging to national security. Nonetheless, every type of collection
undergoes a strict oversight and compliance process internal to NSA that is conducted by entities
within NSA other than those responsible for the actual collection.
FISA Collection
FISA regulates certain types of foreign intelligence collection including certain collection that
occurs with compelled assistance from U.S. telecommunications companies. Given the
techniques that NSA must employ when conducting 16$¶Vforeign intelligence mission, NSA
quite properly relies on FISA authorizations to acquire significant foreign intelligence
information and will work with the FBI and other agencies to connect the dots between foreignbased actors and their activities in the U.S. The FISA Court plays an important role in helping to
ensure that signals intelligence collection governed by FISA is conducted in conformity with the
requirements of the statute. All three branches of the U.S. Government have responsibilities for
programs conducted under FISA, and a key role of the FISA Court is to ensure that activities
conducted pursuant to FISA authorizations are consistent with the statute, as well as the U.S.
Constitution, including the Fourth Amendment.
FISA Section 702
Under Section 702 of the FISA, NSA is authorized to target non-U.S. persons who are
reasonably believed to be located outside the United States. The principal application of this

3
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authority is in the collection of communications by foreign persons that utilize U.S.
communications service providers. The United States LVDSULQFLSDOKXELQWKHZRUOG¶V
telecommunications system and FISA is designed to allow the U.S. Government to acquire
foreign intelligence while protecting the civil liberties and privacy of Americans. In general,
Section 702 authorizes the Attorney General and Director of National Intelligence to make and
submit to the FISA Court written certifications for the purpose of acquiring foreign intelligence
information. Upon the issuance of an order by the FISA Court approving such a certification and
the use of targeting and minimization procedures, the Attorney General and Director of National
Intelligence may jointly authorize for up to one year the targeting of non-United States persons
reasonably believed to be located overseas to acquire foreign intelligence information. The
collection is acquired through compelled assistance from relevant electronic communications
service providers.
NSA provides specific identifiers (for example, e-mail addresses, telephone numbers) used by
non-U.S. persons overseas who the government believes possess, communicate, or are likely to
receive foreign intelligence information authorized for collection under an approved
certification. Once approved, those identifiers are used to select communications for acquisition.
Service providers are compelled to assist NSA in acquiring the communications associated with
those identifiers.
For a variety of reasons, including technical ones, the communications of U.S. persons are
sometimes incidentally acquired in targeting the foreign entities. For example, a U.S. person
might be courtesy copied on an e-mail to or from a legitimate foreign target, or a person in the
U.S. might be in contact with a known terrorist target. In those cases, minimization procedures
adopted by the Attorney General in consultation with the Director of National Intelligence and
approved by the Foreign Intelligence Surveillance Court are used to protect the privacy of the
U.S. person. These minimization procedures control the acquisition, retention, and
dissemination of any U.S. person information incidentally acquired during operations conducted
pursuant to Section 702.
The collection under FAA Section 702 is the most significant tool in the NSA collection arsenal
for the detection, identification, and disruption of terrorist threats to the U.S. and around the
world. One notable example is the Najibullah Zazi case. In early September 2009, while
monitoring the activities of al Qaeda terrorists in Pakistan, NSA noted contact from an individual
in the U.S. that the FBI subsequently identified as Colorado-based Najibullah Zazi. The U.S.
Intelligence Community, including the FBI and NSA, worked in concert to determine his
relationship with al Qaeda, as well as identify any foreign or domestic terrorist links. The FBI
tracked Zazi as he traveled to New York to meet with co-conspirators, where they were planning
to conduct a terrorist attack. Zazi and his co-conspirators were subsequently arrested. Zazi pled
guilty to conspiring to bomb the New York City subway system. The FAA Section 702
collection against foreign terrorists was critical to the discovery and disruption of this threat to
the U.S.
FISA (Title I)
NSA relies on Title I of FISA to conduct electronic surveillance of foreign powers or their
agents, to include members of international terrorist organizations. Except for certain narrow
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exceptions specified in FISA, a specific court order from the Foreign Intelligence Surveillance
Court based on a showing of probable cause is required for this type of collection.
Collection of U.S. Person Data
There are three additional FISA authorities that NSA relies on, after gaining court approval, that
involve the acquisition of communications, or information about communications, of U.S.
persons for foreign intelligence purposes on which additional focus is appropriate. These are the
Business Records FISA provision in Section 501 (also known by its section numbering within
the PATRIOT Act as Section 215) and Sections 704 and 705(b) of the FISA.
Business Records FISA, Section 215
Under 16$¶VBusiness Records FISA program (or BR FISA), first approved by the Foreign
Intelligence Surveillance Court (FISC) in 2006 and subsequently reauthorized during two
different Administrations, four different Congresses, and by 14 federal judges, specified U.S.
telecommunications providers are compelled by court order to provide NSA with information
about telephone calls to, from, or within the U.S. The information is known as metadata, and
consists of information such as the called and calling telephone numbers and the date, time, and
duration of the call ± but no user identification, content, or cell site locational data. The purpose
of this particular collection is to identify the U.S. nexus of a foreign terrorist threat to the
homeland
The Government cannot conduct substantive queries of the bulk records for any purpose other
than counterterrorism. Under the FISC orders authorizing the collection, authorized queries may
only begin with DQ³LGHQWLILHU´VXFKDVDWHOHSKRQHQXPEHUWKDWLVDVVRFLDWHGZLWKRQHRIWKH
foreign terrorist organizations that was previously identified to and approved by the Court. An
LGHQWLILHUXVHGWRFRPPHQFHDTXHU\RIWKHGDWDLVUHIHUUHGWRDVD³VHHG´6pecifically, under
Court-DSSURYHGUXOHVDSSOLFDEOHWRWKHSURJUDPWKHUHPXVWEHD³UHDVRQDEOHDUWLFXODEOH
VXVSLFLRQ´WKDWa seed identifier used to query the data for foreign intelligence purposes is
associated with a particular foreign terrorist organization. When the seed identifier is reasonably
believed to be used by a U.S. person, the suspicion of an association with a particular foreign
terrorist organization cannot be based solely on activities protected by the First Amendment.
7KH³UHDVRQDEOHDUWLFXODEOHVXVSLFLRQ´UHTXLUHPHQWSURWHFWVDJDLQVWWKHLQGLVFULPLQDWHTXHU\LQJ
of the collected data. Technical controls preclude NSA analysts from seeing any metadata unless
it is the result of a query using an approved identifier.
The BR FISA program is used in cases where there is believed to be a threat to the homeland.
Of the 54 terrorism events recently discussed in public, 13 of them had a homeland nexus, and in
12 of those cases, BR FISA played a role. Every search into the BR FISA database is auditable
and all three branches of our government H[HUFLVHRYHUVLJKWRYHU16$¶VXVHRIWKLVDXWKRULW\.
FISA Sections 704 and 705(b)
FISA Section 704 authorizes the targeting of a U.S. person outside the U.S. for foreign
intelligence purposes if there is probable cause to believe the U.S. person is a foreign power or is
an officer, employee, or agent of a foreign power. This requires a specific, individual court order

5
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by the Foreign Intelligence Surveillance Court. The collection must be conducted using
techniques not otherwise regulated by FISA.
Section 705(b) permits the Attorney General to approve similar collection against a U.S. person
who is already the subject of a FISA court order obtained pursuant to Section 105 or 304 of
FISA. The probable cause standard has, in these cases, already been met through the FISA court
order process.
Scope and Scale of NSA Collection
According to figures published by a major tech provider, the Internet carries 1,826 Petabytes of
information per day. In its foreign intelligence mission, NSA touches about 1.6% of that. However,
of the 1.6% of the data, only 0.025% is actually selected for review. The net effect is that NSA
DQDO\VWVORRNDWRIWKHZRUOG¶VWUDIILFLQFRQGXFWLQJWKHLUPLVVLRQ± WKDW¶VOHVVWKDQRQH
part in a million. Put another way, if a standard basketball court represented the global
FRPPXQLFDWLRQVHQYLURQPHQW16$¶VWRWDO collection would be represented by an area smaller than a
dime on that basketball court.

The Essential Role of Corporate Communications Providers
Under all FISA and FAA programs, the government compels one or more providers to assist
NSA with the collection of information responsive to the foreign intelligence need. The
government employs covernames to describe its collection by source. Some that have been
revealed in the press recently include FAIRVIEW, BLARNEY, OAKSTAR, and LITHIUM.
While some have tried to characterize the involvement of such providers as separate programs,
that is not accurate. The role of providers compelled to provide assistance by the FISC is
identified separately by the Government as a specific facet of the lawful collection activity.
The Essential Role of Foreign Partners
NSA partners with well over 30 different nations in order to conduct its foreign intelligence
mission. In every case, NSA does not and will not use a relationship with a foreign intelligence
service to ask that service to do what NSA is itself prohibited by law from doing. These
partnerships are an important part of the U.S. and allied defense against terrorists, cyber threat
actors, and others who threaten our individual and collective security. Both parties to these
relationships benefit.
One of the most successful sets of international partnerships for signals intelligence is the
coalition that NSA developed to support U.S. and allied troops in Iraq and Afghanistan. The
combined efforts of as many as 14 nations provided signals intelligence support that saved U.S.
and allied lives by helping to identify and neutralize extremist threats across the breadth of both
battlefields. The senior U.S. commander in Iraq credited signals intelligence with being a prime
reason for the significant progress made by U.S. troops in the 2008 surge, directly enabling the
removal of almost 4,000 insurgents from the battlefield.
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The Oversight and Compliance Framework
NSA has an internal oversight and compliance framework WRSURYLGHDVVXUDQFHWKDW16$¶V
activities ± its people, its technology, and its operations ± act consistently with the law and with
NSA and U.S. intelligence community policies and procedures. This framework is overseen by
multiple organizations external to NSA, including the Director of National Intelligence, the
Attorney General, the Congress, and for activities regulated by FISA, the Foreign Intelligence
Surveillance Court.
NSA has had different minimization procedures for different types of collection for decades.
$PRQJRWKHUWKLQJV16$¶VPLQLPL]DWLRQSURFHGXUHVWRLQFOXGHSURFHGXUHVLPSOHPHQWHGE\
United States Signals Intelligence Directive No. SP0018 (USSID 18), provide detailed
instructions to NSA personnel on how to handle incidentally acquired U.S. person information.
The minimization procedures reflect the reality that U.S. communications flow over the same
communications channels that foreign intelligence targets use, and that foreign intelligence
targets often discuss information concerning U.S. persons, such as U.S. persons who may be the
intended victims of a planned terrorist attack. Minimization procedures direct NSA on the
proper way to treat information at all stages of the foreign intelligence process in order to protect
U.S. persons¶privacy interests.
In 2009 NSA stood up a formal Director of Compliance position, affirmed by Congress in the
FY2010 Intelligence Authorization Bill, which monitors verifiable consistency with laws and
policies designed to protect U.SSHUVRQLQIRUPDWLRQGXULQJWKHFRQGXFWRI16$¶VPLVVLRQ. The
program managed by the Director of Compliance builds on a number of previous efforts at NSA,
and leverages best practices from the professional compliance community in industry and
elsewhere in the government. Compliance at NSA is overseen internally by the NSA Inspector
General and is also overseen by a number of organizations external to NSA, including the
Department of Justice, the Office of the Director of National Intelligence, and the Assistant
Secretary of Defense for Intelligence Oversight, the Congress, and the Foreign Intelligence
Surveillance Court.
,QDGGLWLRQWR16$¶VFRPSOLDQFHVDIHJXDUGV16$SHUVRQQHODUHREOLJDWHGWRUHSRUWZKHQWKH\
believe NSA is not, or may not be, acting consistently with law, policy, or procedure. This selfreporting is part of the culture and fabric of NSA. If NSA is not acting in accordance with law,
policy, or procedure, NSA will report through its internal and external intelligence oversight
channels, conduct reviews to understand the root cause, and make appropriate adjustments to
constantly improve.

7

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page1 of 14

EXHIBIT F

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page2 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page3 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page4 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page5 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page6 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page7 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page8 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page9 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page10 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page11 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page12 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page13 of 14

Case4:08-cv-04373-JSW Document253-7 Filed06/27/14 Page14 of 14

