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The first step must be to recognize that a country which routinely collects data on its own 
citizens puts at risk all of the freedoms we enjoy, and therefore puts at risk the very 
reasons our country should be defended.  There needs to be immediate, fundamental 
reform of the collection and analysis process. These reforms will require greater 
transparency and oversight, however, transparency and oversight without fundamental 
reform is essentially meaningless. 
 
The facts, whether the members of the review group wish to acknowledge them or not, is 
that Congress and the American people have been lied to by government officials and 
that the Constitution has been violated.  This must change.  A truly independent 
commission needs to be established, including significant representation from civil 
liberties groups, as a first step.  The Review Group, as currently established, can 
contribute, but is simply not a credible group for recommending serious reform. 
 
Specific reforms that are needed include: 
• Stop bulk collection of domestic data and data on U.S. citizens.  Only information on 

specific, targeted individuals or identifiers (such as an email address) or a small, 
specific group, should be collected, after obtaining appropriate court 
authorization.  Data should not be collected on individuals or records that are 
more than one hop away without additional court authorization.  Legal protections 
must begin with collection, not with use. 

• Metadata, today, is far more than was originally envisioned when courts ruled that 
telephone numbers dialed were not secure.  In addition, the data analytics that 
exist today did not exist at that time. Reform is needed to restrict access to this 
meta-data.  It should not be collected or analyzed in bulk, nor collected without 
court authorization.  This includes location data. Congress must act to make clear 
that records held by third parties does NOT remove all assumptions of privacy. 

• In order to avoid additional damage to U.S. Information and Communications 
Technologies companies, the right to challenge violations of the law should apply 
to non-U.S. persons who have data or communications residing on or flowing 
through U.S. systems, as well as U.S. persons. 

• Courts must be allowed to hear challenges to illegal surveillance.  Established 
procedures already exist to handle cases regarding classified information.  In 
addition, standing must be broadened, so that those with a reasonable suspicion 
that they may have been subject to surveillance are allowed to bring suit. Given 
the recent revelations, practically ALL U.S. citizens have been the subject of data 
collection, and therefore should have standing as an involved party.  In a similar 
vein, sovereign immunity should not be used to prevent such lawsuits. 

• Finally, those who have headed the NSA's surveillance program over the past 15 years 
or so must step down. They have irretrievably lost the trust of the American 
people. 

 



 

 


