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Sirs 
 
I write fiction. 
 
I keep my work on a US-based "cloud" service which provides an 
off-site back-up and enables sharing between different computers. 
 
My fiction is mostly rather lurid adventure, including the activities 
of spies and soldiers, sometimes on covert/clandestine operations 
within the USA. While not set in the present day, it isn't hard to see 
how some of the text could trigger alarms under the claimed NSA 
surveillance systems. I may be regularly wasting some human's time. I 
hope they find my efforts entertaining. 
 
I am one of those people who would be classed as a false-positive, 
caught up by the reported indiscriminate recording of encrypted 
traffic on the internet, carried out by an organisation which appears 
beyond the control of the law, and unable to keep its own secrets. 
 
Since the NSA attacks are reported to break, subvert, or bypass the 
cryptosystems used on the web to maintain privacy, assuring parties of 
protections akin to using a sealed envelope to post a cheque or 
letter, and providing a signature to such documents, I feel it is only 
a matter of time before such "backdoors" are discovered by criminals. 
I get regular updates to software I use, fixing errors and security 
breaches, and now I have reason to think that there are security 
breaches which were put there at the behest of the NSA, and which will 
never be fixed. 
 
The NSA, in its public statements, does not seem to realise that the 
internet needs cryptosystems just to match the sealed-envelope and 
signature safeguards of a letter delivered by the postal service. They 
talk about cryptography as if it has no legitimate use, and assume 
that all users are suspects. Whether by accident or design, they have 
set themselves up to be the Secret Police of an authoritarian state, 
with surveillance abilities unrivalled by the KGB or Stasi, and nobody 
appeared to have noticed. 
 
It is at least consistent with the evidence that they have either lied 
to the politicians supposed to supervise them, or somehow bought their 
acquiescence. 
 
I am now actively testing alternatives to the American computer 



software and services which I use. Apple, Google, Microsoft: can I 
trust any of them any more? 
 
 
 


