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Press Release
 | November 18, 2005

              EFF Media Advisory - Announcement Monday on EFF's Plans re: Sony BMG

            
    
  
  
  
    
San Francisco - The Electronic Frontier Foundation (EFF) will have an announcement on Monday about EFF's plans regarding the First4Internet XCP software and the SunnComm MediaMax software that Sony BMG included in 24 million copies of their music CDs. The software has affected the computers of unsuspecting customers when they...
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Deeplinks Blog
 by Kevin Bankston
 | November 18, 2005

               Revolt in Congress Against PATRIOT "Compromise"

            
    
  
  
  
    
Earlier this week, when the legislative conference tasked with reconciling the House and Senate versions of the PATRIOT renewal bill started circulating drafts of its so-called "compromise", a vote seemed certain by the end of the week. But the civil liberties community recognized the conference report for what it...
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Press Release
 | November 17, 2005

              Diebold Attempts to Evade Election Transparency Laws

            
    
  
  
  
    
EFF Goes to Court to Force E-voting Company to Comply With Strict New North Carolina Law Raleigh, North Carolina - The Electronic Frontier Foundation (EFF) is going to court in North Carolina to prevent Diebold Election Systems, Inc. from evading North Carolina law. In a last-minute filing, e-voting equipment maker...
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Press Release
 | November 17, 2005

              Guide for Student Bloggers Helps Kids Speak Out

            
    
  
  
  
    
Legal Blogging Tips from EFF San Francisco - Millions of students across the country are speaking their minds in Internet blogs, and some kids are getting punished for it despite their right to free expression. School administrators in one New Jersey district disciplined a student for his website that was...
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Deeplinks Blog
 by Kevin Bankston
 | November 17, 2005

               PATRIOT Update:  Civil Liberties Concerns Have Stalled the Bill, For Now

            
    
  
  
  
    
Thanks to everyone who called Congress yesterday to voice opposition to the draft PATRIOT renewal bill, which we expect a vote on soon. It looks like our voices were heard--the Associated Press is reporting that because of civil liberties concerns, the draft conference report was *not* filed last...
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Deeplinks Blog
 by Rebecca Jeschke
 | November 17, 2005

               Finally! Full List of CDs Infected with XCP Rootkit

            
    
  
  
  
    
Sony BMG has released list of all 52 CD titles that have used the XCP software. If you have used one of the CDs listed in your computer running Windows, you are likely infected with the rootkit that opens you up to security vulnerabilities. If you haven't yet...
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Deeplinks Blog
 by Kurt Opsahl
 | November 16, 2005

               US-CERT: Never Install Audio-CD DRM Software

            
    
  
  
  
    
The United States Computer Emergency Readiness Team (US-CERT) is a part of the Department of Homeland Security that is charged with the task of "protecting the nation's Internet infrastructure" by coordinating the "defense against and responses to cyber attacks across the nation." In response to the Sony XCP...
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Deeplinks Blog
 by Danny O'Brien
 | November 16, 2005

               Final Vote to Renew PATRIOT Act is Here--Take Action Now!

            
    
  
  
  
    
Last week, as Senators and Congresspersons met in conference to negotiate the final PATRIOT reauthorization bill, we had high hopes that they would add meaningful new checks and balances to the USA PATRIOT Act.
 But EFF has obtained a draft of the final conference report (in three parts: ...
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Deeplinks Blog
 by Kurt Opsahl
 | November 15, 2005

               Help EFF Help You!

            
    
  
  
  
    
Now is the time for all good bloggers to come to the aid of their legal rights!
 
 Here at EFF, we're fighting hard for bloggers' rights. We've created the Legal Guide for Bloggers, we're litigating the reporter's privilege for online journalists and we are...
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Deeplinks Blog
 by Danny O'Brien
 | November 15, 2005

               Fair Use Goes to Washington

            
    
  
  
  
    
This Wednesday, at 10AM EST, the 
 href="http://energycommerce.house.gov/108/subcommittees/Commerce_Trade_and_Consumer_Protection.htm">House
 Subcommittee on Commerce, Trade, and Consumer Protection will hear from witnesses discussing 
 href="http://energycommerce.house.gov/108/Hearings/11162005hearing1716/hearing.htm">"Fair
 Use: Its Effect on Consumers and Industry."
 It should make for a fine contrast to the arguments made so forcefully by
 the...
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Deeplinks Blog
 by Rebecca Jeschke
 | November 15, 2005

               Sony-BMG Spyware: SunnComm Stories

            
    
  
  
  
    
EFF has been collecting stories from EFF members and supporters who have purchased Sony-BMG CDs that contained the "rootkit" copy protection software. Thanks to all who have responded, and keep the stories coming!
 EFF is also collecting stories from EFF members and supporters who have purchased Sony-BMG CDs that...
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Deeplinks Blog
 by Seth Schoen
 | November 15, 2005

               Kaminsky: Rootkit Causing Widespread Infection

            
    
  
  
  
    
This morning, security researcher Dan Kaminsky announced an ingenious method for gauging the extent of the Sony XCP CD rootkit infection. His findings suggest that at least hundreds of thousands of computers are likely already infected, and that Sony probably has data that would show exactly how many computers...
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Deeplinks Blog
 by Seth Schoen
 | November 14, 2005

               Warning: Sony XCP Uninstaller Creates Security Holes

            
    
  
  
  
    
Many people have been concerned about the security risks of the XCP copy restriction software bundled on several recent Sony/BMG music CDs. Sony has made available a remarkably difficult-to-obtain uninstall program, which is not even capable of uninstalling all the components of the XCP system. However, Finnish security researcher...
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Press Release
 | November 14, 2005

              Sony-BMG Should Recall Infected CDs, Repair Damage Done

            
    
  
  
  
    
EFF Issues Open Letter on Rootkit Controversy San Francisco - Sony-BMG's damaging secret rootkit technology has potentially infected millions of computers around the world. Now, the Electronic Frontier Foundation (EFF) is asking Sony-BMG to publicly commit to fixing the problems it has caused for its music fans and take steps...
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Deeplinks Blog
 by Seth Schoen
 | November 10, 2005

               Passing the Buck: or, The Printer as a Fine French Wine

            
    
  
  
  
    
Xerox has responded to our  href="http://www.eff.org/Privacy/printers/">research on how printers made by Xerox and other companies track the origin of documents you print. Its new "Xerox Statement on Counterfeit Detection" contains some bizarre suggestions. The most prominent of these is that Xerox's invasions of privacy are OK because other...
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