
  Skip to main content
    

  
    
            	About	Contact
	Press
	People
	Opportunities


	Issues	Free Speech
	Privacy
	Creativity and Innovation
	Transparency
	International
	Security


	Our Work	Deeplinks Blog
	Press Releases
	Events
	Legal Cases
	Whitepapers
	Podcast
	Annual Reports


	Take Action	Action Center
	Electronic Frontier Alliance
	Volunteer


	Tools	Privacy Badger
	Surveillance Self-Defense
	Certbot
	Atlas of Surveillance
	Cover Your Tracks
	Crocodile Hunter


	Donate	Donate to EFF
	Giving Societies
	Shop
	Other Ways to Give
	Membership FAQ


	Donate	Donate to EFF
	Shop
	Other Ways to Give


	
      Search form

    
  Search 
 











    

  

  

  
    Email updates on news, actions,

    and events in your area.
  

  
    Join EFF Lists
  

  
    
            	Copyright (CC BY)
	Trademark
	Privacy Policy
	Thanks

    

  





  
    
      
            Electronic Frontier Foundation    

    


    


    
      Donate
    

  





  
            [image: ]Podcast Episode: Antitrust/Pro-Internet
[image: ]    





  
    
      
        
          
            Electronic Frontier Foundation    

        

        
          
            
            	About	Contact
	Press
	People
	Opportunities


	Issues	Free Speech
	Privacy
	Creativity and Innovation
	Transparency
	International
	Security


	Our Work	Deeplinks Blog
	Press Releases
	Events
	Legal Cases
	Whitepapers
	Podcast
	Annual Reports


	Take Action	Action Center
	Electronic Frontier Alliance
	Volunteer


	Tools	Privacy Badger
	Surveillance Self-Defense
	Certbot
	Atlas of Surveillance
	Cover Your Tracks
	Crocodile Hunter


	Donate	Donate to EFF
	Giving Societies
	Shop
	Other Ways to Give
	Membership FAQ


	Donate	Donate to EFF
	Shop
	Other Ways to Give


	
      Search form

    
  Search 
 











    

          

          
                      

        

      

    

  




  
  





  
    
            Deeplinks Blog

    

  



  
    
            
    

  


  
    
          


          
            
            Deeplinks Blog

    


            
  
    
            
        
      
      
  
          
                  
            Filter by type:          
                        
          
 All
Deeplinks Blog
Event
Legal Case
Podcast
Press Release
Whitepaper




        

              

                      
        
  Offset 
 


      

        
          

      





    

  
  
      
        
    
      
      [image: 2023 Year in Review (text animated to change colors)]



Deeplinks Blog
 by Bill Budington, Alexis Hancock
 | December 23, 2023

              Sketchy and Dangerous Android Children’s Tablets and TV Set-Top Boxes: 2023 in Review

            
    
  
  
  
    
In a series of investigations this year, EFF researchers confirmed the existence of dangerous malware on set-top boxes manufactured by AllWinner and RockChip, and discovered sketchyware on a tablet marketed for kids from the manufacturer Dragon Touch.
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Deeplinks Blog
 by Matthew Guariglia
 | December 23, 2023

              Artificial Intelligence and Policing: Year in Review 2023 

            
    
  
  
  
    
Machine learning, artificial intelligence, algorithmic decision making–regardless of what you call it, and there is hot debate over that, this technology has been touted as a supposed threat to humanity, the future of work, as well as the hot new money-making doohickey. But one thing is...
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Deeplinks Blog
 by José Martinez, Christopher Vines
 | December 22, 2023

              Electronic Frontier Alliance Comes Back Strong: 2023 in Review

            
    
  
  
  
    
The Electronic Frontier Alliance (EFA) is a loose network of local groups fighting for digital rights in the United States, chaired by EFF. Members’ efforts have been recovering from the limitations put on local organizing caused by the pandemic. More EFA members have been holding in-person workshops and meet-ups that...
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Deeplinks Blog
 by Mario Trujillo
 | December 22, 2023

              EFF Continues Fight Against Unconstitutional Geofence and Keyword Search Warrants: 2023 Year in Review

            
    
  
  
  
    
EFF continues to fight back against high-tech general warrants that compel companies to search broad swaths of users’ personal data. In 2023, we saw victory and setbacks in a pair of criminal cases that challenged the constitutionality of geofence and keyword searches. These types of warrants—mostly directed at Google—cast a...
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Deeplinks Blog
 by Joe Mullin
 | December 21, 2023

              Stupid Patent of the Month: Selfie Contests

            
    
  
  
  
    
Patents are supposed to be an incentive to invent. Too often, they end up being a way to try to claim “ownership” of what should be basic building blocks of human activity, culture, and knowledge. This is especially true of software patents, an area EFF has been speaking out...
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Press Release
 | December 21, 2023

              EFF Urges Supreme Court to Set Standard for How Government Can and Can’t Talk to Social Media Sites About Censoring Users’ Posts

            
    
  
  
  
    
WASHINGTON, DC—The Supreme Court should clarify standards for determining if the government permissibly advised or convinced social media companies to censor content from 2020 to 2022, or impermissibly coerced or threatened sites in violation of the First Amendment, the Electronic Frontier Foundation (EFF) said in a...
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Deeplinks Blog
 by Aaron Jue
 | December 21, 2023

              EFF Has a Guiding Star 🌠

            
    
  
  
  
    
To live in the modern world is to interact with technology in ways that are wonderful—and others that are an absolute pain in the butt. It's not fair to trade in your dignity or safety, and that’s why people like you stand with the Electronic Frontier Foundation. Will you keep...
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Deeplinks Blog
 by Cory Doctorow
 | December 21, 2023

              The Great Interoperability Convergence: 2023 Year in Review

            
    
  
  
  
    
It’s easy to feel hopeless about the collapse of the tech sector into a group 0f monopolistic silos that harvest and exploit our data, hold our communities hostage, gouge us on prices, and steal our wages.But all over the world and across different government departments, policymakers...
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Deeplinks Blog
 by Saira Hussain
 | December 21, 2023

              Surveillance and the U.S.-Mexico Border: 2023 Year in Review

            
    
  
  
  
    
The U.S.-Mexico border continues to be one of the most politicized spaces in the country, with leaders in both political parties supporting massive spending on border security, including technological solutions such as the so-called "virtual wall." We spent the year documenting surveillance technologies at the border and the impacts on...
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Deeplinks Blog
 by Cindy Cohn
 | December 21, 2023

              2023 Year in Review

            
    
  
  
  
    
Digital rights started as a niche, future-focused issue that we would struggle to explain to nontechnical people. Now it's deeply embedded into all of our lives. This movement is possible thanks to the strong partnership of EFF's members, supporters, and all of you who stood up and took action to...
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Event
 | December 21, 2023

              EFF Year-End Challenge

            
    
  
  
  
    
To live in the modern world is to interact with technology in ways that are wonderful—and others that are an absolute pain in the butt. It's not fair to trade in your dignity or safety, and that’s why people like you stand with the Electronic Frontier Foundation. Will you keep...
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Deeplinks Blog
 by Hayley Tsukayama
 | December 20, 2023

              FTC’s Rite Aid Ruling Rightly Renews Scrutiny of Face Recognition

            
    
  
  
  
    
The Federal Trade Commission on Tuesday announced action against the pharmacy chain Rite Aid for its use of face recognition technology in hundreds of stores. The regulator found that Rite Aid deployed a massive, error-riddled surveillance program, chose vendors that could not properly safeguard the personal data the chain...
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Deeplinks Blog
 by Andrew Crocker
 | December 18, 2023

              Victory: Utah Supreme Court Upholds Right to Refuse to Tell Cops Your Passcode

            
    
  
  
  
    
The Utah Supreme Court’s opinion is the latest in a thicket of state supreme court opinions dealing with whether law enforcement agents can compel suspects to disclose or enter their passwords.
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Deeplinks Blog
 by Cindy Cohn
 | December 18, 2023

              Does Less Consumer Tracking Lead to Less Fraud?  

            
    
  
  
  
    
Here’s another reason to block digital surveillance: it might reduce financial fraud. That’s the upshot of a small but promising study published as a National Bureau of Economic Research (NBER) working paper, “Consumer Surveillance and Financial Fraud. Authors Bo Bian, Michaela Pagel and Huan Tang investigated the relationship between...
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Deeplinks Blog
 by Christian Romero
 | December 18, 2023

              Digital Rights Updates with EFFector 35.16

            
    
  
  
  
    
Have no fear, it's the final EFFector of the year! Be the digital freedom expert for your family and friends during the holidays by catching up on the latest online rights issues with EFFector 35.16. This issue of our newsletter covers topics including: the surveillance one could be gifting another...
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            Check out our 4-star rating on Charity Navigator.
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