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Deeplinks Blog
 by Seth Schoen
 | October 29, 2010

              The Message of Firesheep: "Baaaad Websites, Implement Sitewide HTTPS Now!"

            
    
  
  
  
    
Co-authored by Richard Esguerra
 The Firesheep Firefox extension has been scaring users across the Internet since itsintroduction at the Toorcon security conference this past weekend by security researchers Eric Butler and Ian Gallagher. Firesheep demonstrates a security flaw that the computer security community has been ...
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Press Release
 | October 28, 2010

              Government Withholds Records on Need for Expanded Surveillance Law

            
    
  
  
  
    
San Francisco - The Electronic Frontier Foundation (EFF) filed suit against three agencies of the Department of Justice (DOJ) today, demanding records about problems or limitations that hamper electronic surveillance and potentially justify or undermine the Administration's new calls for expanded surveillance powers.
 The issue has been in the...
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Deeplinks Blog
 by Tim Jones
 | October 28, 2010

              An Upgrade for MyTube: Protect Your Drupal Website's Visitors from Tracking

            
    
  
  
  
    
Students at the Ohio State University Open Source Club have made some excellent and much-needed upgrades to EFF's MyTube software.
 Real privacy risks are presented by all of the Web's solutions for embedded video — from user-generated-content sites like YouTube to proprietary sites like ...
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Deeplinks Blog
 by Eva Galperin
 | October 25, 2010

              EFF Urges EU Data Protection Authorities to Call for the Repeal of the EU Data Retention Directive

            
    
  
  
  
    
This week, EFF is taking part in the 32nd Annual Conference of Data Protection and Privacy Commissioners, where we urged the Privacy Authorities to call for the repeal of the European Union's 2006 Data Retention Directive, which requires Internet service providers operating in Europe to retain telecom and...
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Deeplinks Blog
 by Rebecca Jeschke
 | October 21, 2010

              Mom Asks Court to Declare Universal Violated Law in "Dancing Baby" Case

            
    
  
  
  
    
Back in 2007, Stephanie Lenz posted a video to YouTube of her children dancing and running around in her kitchen. Stephanie wanted to share the moment with her family and friends. But they weren't the only ones watching: a few months later, Universal Music Corp. had the video removed...
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Deeplinks Blog
 by Rebecca Jeschke
 | October 20, 2010

              EFF Advises California PUC on Smart Grid Privacy Protections

            
    
  
  
  
    
California and other states are moving towards a "Smart Grid" -- touted by the federal government as a way to boost reliability, security, and conservation in America's electrical systems. But while a Smart Grid has great potential for consumers, there are still critical questions unanswered about the privacy...
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Deeplinks Blog
 by Cindy Cohn
 | October 20, 2010

              Eight Epic Failures of Regulating Cryptography

            
    
  
  
  
    
They can promise strong encryption. They just need to figure out how they can provide us plain text. - FBI General Counsel Valerie Caproni, September 27, 2010
 [W]e're in favor of strong encryption, robust encryption. The country needs it, industry needs it. We just want to make sure we...
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Press Release
 | October 19, 2010

              Transparency Activist, Public Domain Scholar, Legal Blogger, and Imprisoned E-Voting Researcher Win Pioneer Awards

            
    
  
  
  
    
San Francisco - The Electronic Frontier Foundation (EFF) is pleased to announce four winners of its 2010 Pioneer Awards: transparency activist Steven Aftergood; public domain scholar James Boyle; legal blogger Pamela Jones and the website Groklaw; and e-voting researcher Hari Krishna Prasad Vemuru, who was recently released on bail after...
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Deeplinks Blog
 by Richard Esguerra
 | October 18, 2010

              Facebook's Broken Promises: Facebook Apps Leaking Private Data to Advertisers and Trackers

            
    
  
  
  
    
The Wall Street Journal is reporting today on yet another major Facebook privacy blunder. Despite Facebook's various polices and promises about users' privacy when using apps, apps have been feeding Facebook users' information to advertisers and Internet tracking companies regardless of the individual user's Facebook privacy settings.
 Internet...
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Deeplinks Blog
 by Kevin Bankston
 | October 18, 2010

              In Jewel v. NSA Warrantless Wiretapping Appeal, Government Still Singing Same Old State Secrecy Tune

            
    
  
  
  
    
Last Friday, in a brief filed with the Ninth Circuit Court of Appeals, the Obama Administration continued the government's half-decade-long battle to ensure that no judge ever rules on the legality of the National Security Agency's warrantless dragnet surveillance program, a program first revealed in 2005 by the ...
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Press Release
 | October 18, 2010

              Targets of Predatory Lawsuits Fight Copyright Troll in Washington, D.C.

            
    
  
  
  
    
Washington, D.C. - The Electronic Frontier Foundation (EFF) has asked a judge in Washington, D.C., to dismiss copyright infringement claims against two defendants wrongfully ensnared in mass movie-downloading lawsuits.
 In an amicus brief filed Friday, EFF argues that the copyright troll behind the suits -- a law firm calling...
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Event
 | October 20, 2010

              2020 Foresight: Business Trials in the New Millennium 

            
    
  
  
  
    
EFF Senior Staff Attorney Kevin Bankston joins a panel discussing "Legal Issues Arising from New Media" at the Association of Business Trial Lawyers 37th Annual Seminar.
 When: Saturday, October 23, 2010
 10:35a.m. - 11:30a.m.
 Where: Mauna Lani Bay Hotel & Bungalows
 Kohala Coast, Hawaii 
...
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Deeplinks Blog
 by Eddan Katz
 | October 13, 2010

              Holding Nokia Responsible for Surveilling Dissidents in Iran

            
    
  
  
  
    
EFF has long pointed out that technology companies are complicit in human rights violations when they knowingly sell customized human surveillance technologies to repressive regimes that are then used to target people for arrest, torture, and disappearance. Now a lawsuit filed recently against Nokia Siemens in Virginia by...
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Deeplinks Blog
 by Jennifer Lynch
 | October 13, 2010

              New FOIA Documents Reveal DHS Social Media Monitoring During Obama Inauguration

            
    
  
  
  
    
As noted in our first post, EFF recently received new documents via our FOIA lawsuit on social network surveillance, filed with the help of UC Berkeley’s Samuelson Clinic, that reveal two ways the government has been tracking people online: Citizenship and Immigration’s surveillance of social networks to...
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Deeplinks Blog
 by Seth Schoen
 | October 13, 2010

              Search Engines Protect Privacy with Outbound HTTPS Links

            
    
  
  
  
    
One great trend for Internet users' privacy and security has been that search engines — among other popular sites — are making their services available in a secure HTTPS form.
 But users can still run into a privacy problem when they click on search results: the destination page could...
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