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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONKC FRONTER
FOUNDATION,

Plaintiff,
y Civil No. 06-1708 (CKK

DEPARTMENT OFJUSTICE,

Defendant.

MEMORANDUM OPINION
(May 7, 2007)

This casecomes bfore the Court on a motion dyefendant Dpartment of Justice
(OBDJO or Defendant}) on behk of the Federl Bureau of Investigation (OBIO), br a stay
pursuant tdDpen Arerica v. Watergate Speal Prosecution 547 F.2d 6050.C. Cir. 1976).
Plaintiff Electronic Fontier Foundation (OBF), se&s agncyrewrds pursuant to the&alom
of Information A¢ (OPIAO) 5 U.S.C. a 552, and opposes &wdant®requst for a stay The
requested records pertain to DCS-3000 and Red Hook, two tools that the FBI has developed to
conduct &ectronicsurveillance Pursuant to the instant mani, DOJ seeks a stay 27 months B
through May of 2009 B which DJassetis would provide the Bl sufficient time to complete the
necessaryreviev and elease of ecods. Upon seahingconsidertion of DefendantOs Motion,
memorandaand supportingleclaation, PlaintiffOs Opposition and supportiieglaation,
Defendant©Reply and the elevant casdaw, the Court shallrgnt-inpart DéendantOs motion
for an Open Arericastay Specificlly, the Court shall stathe proeeding in this natter br

one ear, until May 9, 2008, with the possibiii that the Court magrant an extension of the stay
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if DOJ demonstrates that such atiemsion is warnated. h addition, duringhe pendecy of the
stay, DOJ shall makeinterim releaes of mateal responsive EFEs FO\ request evey four (@)
weeks, and shall file statusperts with the Court evgQ0 day re@rdingthe oveall progess of
its review and release of records.
I. BACKGROUND

Plaintiff Electronic Frontier Foundation is a not-for-profit corporation that works to
inform policymakes and the gneal public about civil liberties issueda#d to technolog
Compl. } 3. Accoding to EFF, in July 2000, the Wall Sed Journal rgported that the Bl had
deployed a sweillancesystem, known as OévoreCand latelas DCS-000, which monitored
traffic at Interné serviceprovider fcilities to intercpt information in the elémonic mail of
criminal suspets. Id. ! 5. EFF further @serts that this sfem Oised substantial conges on
the pat of Congess and theemeal public about the potential aveollection of pesonal
information in the course of FBI surveillance;Ohowever, reports subsequently submitted to
Congess regealal that the FBdid not use DCS-1000 to conduatdrné surveillancan fiscal
yeas 2002 or 2003ld. }; 5- 6; Ans | 6. h Mard 2006, the DOJspector @neal issued a
repot concening the implementation of the Communications Assistancédw Enbrcement
Act (CCALEAQ, which contained information about two other eectronic surveillance systems
developed by the FBI, stating:

System DCS-3000. The FBas spent nelg $10 million on this sgtem. The

FBI developd the sgtem as an inten soluion to intercept psonal

communications serves deliveed via energng digtal technologes beingused

by wireless carers in @avanceof anyCALEA solutions being qdoyed. Law

enforcemant continues to utiie this echnolog as cariers continue to introduce
new features and services.

* * *
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Red Hook. The Bl has spent ove$1.5 million to develop a sgem to collect

voice and data calls and then process and display the intercepted information in

the absece ofa CALEA solution.

Compl. | 7; Ans. | 7.

By letter dated August 11, 2006, EFF submitted a FOIA request to the FBI, seeking Gill
agency records (including, but not limited to, éectronic records) concerning dectronic
surveillancesystems known as DCS-3000 and Red Hoak/@07 Decl. of Bvid M. Hady
(herinater ®lardy Ded.O), Ex. A (8/11/06 étter fom M. Hoffman to D. Hady).! By letters
dated Augst 22, 2006, the ABxcknowedged reeipt of EF@ FORA request and ssignel
sepaate numbes to EFBs mguests for daements regrdingDCS-3000 and Red Hook. Hiy
Ded., Ex. B (8/22/06 letters fom D. Hady to M. Hoffman) The BI seached themain files of
its Central Records System (GCRSQ for records responsive to EFF@ request a FBI

headquarters,? and located no records responsive to EFF@ DCS-3000 request and one file

responsive to B8 Red Hook rguest. Haly Ded. ! 36.° In addition, the FBcirculated an

. 1,Mr. Hardy is the Section Chief of the R&d/Information Dissemination Section
(ORDSO), Rawrds Manaement Division (ORMD)t FB headqueers in Washingpn, D.C.
Hardy Ded. | 1.

2 Defendant®©Motion, and Mr. HatyOs Ddaration in support of that Motion each
contain sigificant deail recardingthe FBOs sstem for maintainingeords. SeeDef.Os Mot. at
8-9; Hady Ded. |} 29-34. As the details of this syem arenot pertinent to the instant motion
for an Open Amarica tay, it suffices to note that the CRS is primarily an investigative tool that is
also searhed in esponse to BIA requests to the ABvia the Automated Ga& Support Stem
(OACSO). DeDs Mot. at 8-9; Hdy Ded. !! 29-30. Data is rérieved throup the ACS using the
Geneal Indices, whib arearranged in alphabiical orde, and inéude both Omain@tees and
Oréerence® enies. DefOs Mot. at 9; Hardyed. !! 31-34.

% By letter dated August 30, 2006, the FBI advised EFF that no main files responsive to
its DCS 3000 rguest wee locded at Bl headqueers. HardyDed., Ex. C (8/30/06 letter fom
D. Hardy to M. Hoffman). In its Opposition, Plaintiff asserts that it did not receive this letter via
mail, but does not dispute that it was sent, and fugtd@owledgs that the @equag of the

3



Case 1:06-cv-01708-CKK  Document 16  Filed 05/07/2007 Page 4 of 16

eledronic communicaon to the divigons and offies within FB headqueers tha weredeemd
most lkely to possess potentialtgsponsiveaecods, and individuals within thesdivisions and
offices acordingy seached thé files for remrds responsive to EFBs mguest. Id. | 37.* Asa
result of thesseach eforts, the Bl has locted appoximately 20,000 pags of ecods
potentiallyresponsive to BF® requst. Id.

On October 3, 2006, having failed to receive any documents responsive to its FOIA
request within the 20-working-day time frame mandated by the FOIA, EFF filed its Complaint in
this action. Compl. | 11; FOs OppOnh% EFFwas subsequly notified of the volume of
reards potentiallyresponsive to its F@Irequest and, on embe 16, 2007 and Januagy
2007, counsel foEFFspoke with a RDS repreentative bout the possibily of EFF@
narowing its FOIA request. Hady Ded., Ex. D (1/9/07 letter fom D. Hady to M. Hoffman)
3/14/07 Decl. of Mecia Hoffman (heeinater ®loffman Ded.O) | 3; Def.@ Mot. at 10. The
RIDS reprsentative brodly descibed the ctegories of potatially responsiveacods and aska
whetherEFFwould be willing to nerow its FOIA request byremovinganyof these ategries

from the scope of its request. Hoffman Decl. || 4-6; Hardy Decl., Ex. D. Counsel for EFF

FBIOs seeh is not at issue baase thé=Bl subsequentliocatgd pprogimatelyZ0,000 pags of
potentiallyresponsive ntarials throuy furtherseaches. Pl.Os Opp®4 a.1.

* These dices included: Criticalrncident Responser@up, Criminal distice hformation
Services, Counterintelligece, Countaerroiism, Crimnal Investigtive, Cyer, Orectorate of
Intelligence, Gfice of the Gaerd Counsel, hspection, nformation Tehnology Progam
Management, Oprtional Tehnolog, Law Enbrcanent Coordination, and Redsr
Management Division. Harded. | 37.

®> Ms. Hoffman apeas to have goneouslydated heDeclaration Mard 14, 2006;
howeve, the Delaration clealy dates fom 2007 beaase it discusses heomverséion with a
RIDS reprsentative on JanuaBy 2007. Hoffma Ded. | 3.

4
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declined to do sob®caise the numbesf potentiallyresponsive mges wa so indefinite, and
becaise [she] was unwiltig to remove bwad céegories of doaments from the scops the
request without a better undstandingof their ontent.0 Héfan Del. | 8; Hardy Ded., Ex. D.
On February 9, 2006, DOJ moved this court for a stay pursuant to the grounds set forth in
Open Ararica, 547 F.2d 6051n support of its motion, DOJ claims that athough the FBI is
exercisingdue diligeice in espondingo EFFOs FOA request, exceptional ciamstances
prevent it from procasing the equest within the statutotyme limit. Def.® Mot. at 1. DOJ
further asserts that the FBI is processing EFF@ request in accordance with its established first-
in/first-out policies; and that Bl is making substantiafferts to reduce® and haschievel
significant reluctions in B its backlogd procssing time fof~OIA requests.ld. at 2, 12-13
(citing Hady Ded. !! 5-7) . DOJ specificallyclaims that it is preventeddm procssing EFG
request more quickly because the FBI experienced a significant increase in FOIA requests in
2006,id. at 12-13 (¢ting Hardy Ded. | 7), and beauseRIDS is facingseveal urgent and
competingfedeal district cout liti gation deadlinessawell as a hilg volume of administrative
appeals, both of which require the diversion of resources from the processing of FOIA requests

such as EFQ, id. at 16-17 (iting Hardy Ded. !! 10, 15-20).

¢ Defendant®Motion and Mr. HaiyOs Ddaration both contain considesie desdptions
of the BIOs FO\ processingsystem. SeeDef.Os Mot. at 2-8; Hdy Ded. !! 21-24. In geneal
terms, RIDS, the section a FBI headquarters responsible for responding to FOIA requests,
currently employs approximatel203 personravithin 11 unis. Def.©Mot. at 3; Hardyed. !
22. Two of these units, the Work Process Units, handle the various tasks required to perfect a
FOIA request and, oreca equest is péeded, it is placed in thep®rfectal backlo® for
assigiment to a FOA DisclosureUnit for proessing DefOs Mot. at 4-5; Hay Ded. | 22.
Reguests are placed in one of three queues, based on the total anount of material responsive to
the rguest, andra assignel to one of the Bclosure Units (whic perbrm the atual procasing
of records)based on thdate oftheir arival within the appropate queue DefOs Mot. at 5-6;
Hardy Ded. | 22.
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In addition, DOJ asserts that the FBI is facing unprecedented personnel shortages as a
result of the phsical réocation of aportion of RDSO opetians to Fredgck County Virginia.
Id. a 14-16 (citing Hardy Decl. |} 9-14). According to DOJ, the FBI has undertaken two efforts
that it expects will evatually redue@ its procssing times foFOIA/PrivacyAct requests byl0%:
(a) development ofhe eletronic investigtive cae file the OSentinel Proj€d) ad (b)
establishment of anB* Central Reords Complex Id. a 14 (citing Hardy Decl. | 9). The FBI
has begn desiging axd building a n& Central Reards Complexn Frederidk County Virginia,
and has bgun reloatingRMD sections b including thosensisting othe most senior and
experienced RIDS employees Bto interim sites within Frederick County, which is gpproximately
90 miles outside of Washington, D.@l. at 14-15 (ting Hardy Ded. |} 10-13). Howeve,
many RIDS employees have decided not to transfer with their unit function to Frederick County,
and a total 068 formerRIDS emploges hae eitherresigqied, réired, or bund other jobs in the
Washington, D.C. &a, atherthan réocate. Id. at 15 (¢ing Hardy Ded. | 13). DOJ asserts that
the FB is en@ged in agressive ad intensive rewitment efbrts in Freleridk County Virginia,
but that RDS remains 115 positions under its fundedfistgfievel, and mgnot be able to hire
anynew employees in the immediateiture dueto a felerd govenment hiringfreeze. Id. at 15-
16 (citingHady Ded. | 14). In anyevent, DQ notes, newmployees t&e an aeraye of thre
yeas to be able to wéras eficiently as experierexd emploges. Id. at 16 (¢ing Hardy Ded. ;
14). DOJ additionallargues that EF@ reiisal to nammw the scopef its FOI request weibs
in favor ofgrantinga stay DefOs Mot. at 22-23.

Plaintiff opposes a@pen Ararica stay arguing tha DOJhas fded to show exceptional

circumstances stiffient to justifya stay PI.Os OppOn at 9-Iid that the FB has not exercised



Case 1:06-cv-01708-CKK  Document 16  Filed 05/07/2007 Page 7 of 16

due diligace in pocessingEFFOs mguest,id. at 12-13. EF @sserts that, ther than bimg
granted a stay, the FBI should be ordered to complete processing of EFF@ FOIA request within
sixty (60) dys. Id. a 13-14. EFF dso argues that, if the Court permits DOJ additional time to
process EFBs mguest, the Bl should be orded to make intém releaes of reponsive materia
ever four (4) weeks and to makperiodic eports to the Court on its pnags towed completing
its processingf EFF® requst. Id. at 14 n.5.
II. DISCUSSION

A Legal Sandard

UnderSection 552 (¢%)(C)(I) of the FOIA, the Govenment mayobtain a stapf
proceedings O[if the Govenment ca show exceptional cimmstancesxst and that the amcy
is exerdsing duediligene in responding to theequest.(5 U.S.C. = 552(a)(63)(I). In Open
America the D.C. Circuit addssed Section 552(®)(C)(l) and bund that an ancyis entitled
to additional time under FOIAG @xceptiona circumstancesOprovision when the agency:

is deluged with a volume of requests for information vastly in excessof that

anticipatedy Congesswhentheexiding resouresare inadejuateto ded with the

volumeof suchrequestisrvithin thetime limits of sqbsectior(G)(A), and whenthe

agency can show that it Qs exercising due diligenceOin processing the requests.
547 F.2d 8616 (quoting 5 UB.C. & 552 (a)(§)). Efective October2, 1997, as paof the
ElectronicFreedom ofinformation Amendmets of 1996, Congss adde the followingtwo
subsections to Section 552(a)(6)(C):

(i) Forpurposesf thissubpaagaph theterm Gxceptional circumstancesdbes

not include a delay that resultsfrom a predidable agency workload of
requests under this section, unless the agency demonstrates reasonable

progress in reducing its backlog of pending requests.

(i)  Refusabyapeisontoreasonbly modify thescopeof arequesbrarrangean



Case 1:06-cv-01708-CKK  Document 16  Filed 05/07/2007 Page 8 of 16

alternaive time framefor processingarequest (or amodifiedrequestunde

clause(ii) after beinggiven anopportunityto do soby theagencyto whom

the personmadethe requestshall be consideredss a factor in detemining

whetherexceptional ciramstances»ast for purposes ahhis subparagph.
5 U.S.C. & 552 (a)(6E)(ii), (iii). The legslative historyof the 1996 mendments rexas that
Congess, havingonsiderd the detsion inOpen Armerica, intended thermendments to be
Oconsistent with the holdiigOpen Arerica,O and sotng onlyto Oclafy that routine,
predidable agncybacklog for FOIA requests do not constitute @ptional @cumstance.O
H.R. Rep. 104-795 at 24 (1996¢printed in 1996 U.S.C.C.A.N. 3448, 3467. Howeyvtre
amendmentslealy contemplate thaother ciremstances, siicas an gencys eforts to redue
the number opendingrequests, the amount of classified tadal, the size andomplexty of
other rguests procsed bythe agncy the resources beingdevoted to the adassificaion of
classified meerial of public inteest, and the numbef requests forewrds bycourts or
administrative tribunals, ardevant to the cowsO detatination as to whethexeeptional
circumstances»ast. Id.

When considering request for a Open Anarica stay O[a]gengaffidavits are acorded a
presumption of god faith, which annot be ebutted bypurelyspeculéive claims about the
exigenceand discovebility of other doaments.CBafecard Swices, Inc. v Securities and
Exchange Commissio26 F.2d 1197, 120@(C. Cir. 1991) (citations and inteal quotation
marks omitted).

B.  EFFGRefusal to Narrow its Request

In arguing for anOpen Arerica stay, DOJ initially notes that EFF declined to narrow its

FOIA request, whendvised of the numbeaf potentiallyresponsive dagnents andigen the
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opportunityto do so. Defg€Mot. at 22. Accatingly, DOJ arges that EF should not be
allowed to complain that theBF requires additional time to process E® requet. Id. at 2-3.
Pursuant to the 1996 Amendments td &QD[r]efusal by peson to reasordy modify the
scope ofa reuest or aange an #ernative time fame br proessinga rejuest (or anodified
request) . . . afte beinggiven an oppdunity to do so bythe agncyto whom the person madae
request shall be considedeas a &ctorin determiningvhetherexceptional ciramstances»ast . .
..0 5U.S.C. o 552(8)(C)(iii). DOJ therdore argues that EF@ unwillingness to modifthe
scope ofits FOIA request duringonvesations with a RDS repraentative should welgin favor
of grantinganOpen Amaricastay Def Mot. at 13-15.

EFFresponds byustifying its rdusal to narow the sope of its rquest b asdéarg that
the FBI did not provide a definite number of potentially responsive pages and only broadly
descibed the ctegories of potatially responsive dagnents. PI.Os OppOn at GtingcHoffman
Ded. !! 8-9) . In addition, EFFOstressethat it remains open to discussimays to narrowthe
scope ofits request or joritize the elease of matgal at issue onethe amount and substance of
the responsive reords ae clarly defined.Old. a 7.” The Court understands EFFQ response to

argue that it did not refus® OrasonablymodifyO the supe of its FDA request, but rathehat

" The heading of EFF@ Opposition that discusses its refusal to narrow the scope of its
FOIA request states that DOJ has Onoiexhits burde of showingthat it is entiled to anOpen
Americastayby offering Plaintiff an opportunityo narrowits request.0 PI1.Os Opp®n &0J
believes this satement represents a misunderstanding of the FOIA on the part of EFF, correctly
noting that the state does not requarthat an gencygrant arequetor an opportunityo narrow
its search. Def.@ Reply & 2-3; seealso 5 U.S.C. @ 552(a)(6%)(ii)). Although the langage of
EFFG heading may be read to suggest a mistaken belief that DOJ bears a burden of offering a
requestor an opportunityo narrowits request, it magilso be rad as asertingthat DOJ cannot
show that it is entidd to arOpen Arnarica stay smply by noting that EFF declined to narrow its
FOIA request when igen an oppdunity to do so. The gument that follows EF6s heting
corresponds with the latter interpretation, as it attempts to justify EFFG refusal.

9
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the FB did not provide EFRvith sufficient infomation to allow an informed d&sion that
modification was appropriate. It therefore appears that EFF@ refusal to narrow the scope of its
FOIA request, in and of itself, would not justifige gantingof anOpen Ararica stay
Nevatheless, a discussed below, the Court Blgaant anOpen Arerica staybecaise DOJ has
otherwise dmonstrated that it is approptgato do so.

C. Exceptional Circumstances

In seekinga stayof the proeeding in this action, DOgontends that it is opdénag unde
exceptional ciramstancesDef. Mot. at 23-25. Specifically, DOJ points to the increase in FOIA
requests in 2006, from an axege of 911 pemonth in 2005 to an avege of 1,277 pemonth,
which DOJ asserts has led tbacklogof requests in RDS as of Deembe 31, 2006 of
approximatelyl,672 requsts. Id. at 23 (@ing Hardy Ded. |} 6-7) . DOJ further agues that the
FBI Ohas teen all possible steps to aid in the stnéiaing and eduction of thé=OIA/Privacy
Act backlog,0and that these steps include devel oping the Sentinel Project and establishing a
Central Records Complex. Unfortunately, however, those initiatives, which are expected to
reduce the FBI FOIA request processing time in the long-run, have led to a short-term deficit in
FBI FOIA processingresouces D most strikingiy RIDSO staffingevel. Id. (citing Hardy Decl.
Il 8- 9, 13-14). h addition, DOJoints to he Ougent and ompeting &deal district court
litigation deallinesO feed byRIDS and the OHigvolume of administrativeppeals that iguire
review and esponse bthe RDS personnel@s futher exceptional @cumstancs. Id. at 24
(citing Hardy Ded. |} 16-18, 20).

EFFchallengs eah of thereassons DO Jroffers in support of its claim that exceptional

circumstances exist sufficient to justify a stay, and the Court shall address each in turn. With

10
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respet to DOJOs claim that it facegant federd district court litigation dedlines, EFFargues
that Qhere is little evidence that the litigation deadlines cited by Defendant will significantly
affect the [FBOs] abilit to proces PlaintifG FOR request in a timelynanner® PI.Os Opp®n a
10. DOJ responds to thesgument bynoting that whe the FB is require to complywith a
court-ordered deadline, it must divert personnel who would otherwise be available for FOIA
requests such as EFF@. Def.@ Reply a 5n.2. DOJ@ argument islogical in the abstract,
howeve, the two spdiic litigation deadlines to which D&points have aledypassed, DOhas
not indicated a p#cular dexdline fora third litigdion, and DOJ has not inthtal the scopef
records reuiring processing in adurth litigation. SeeDef.Os Mot. at 16; Hardded. !! 16-19.
As such, thedct that the Bl faces obligtions in other litigations is not, in and of itself,
sufficient to establish eceptional @acumstancs.

Nor does DOJ sicceed in demonstratingxceptional ciramstances bglaimingthat the
high volume ofadministrative apgs fa@d byRIDS repreents Oanothsignificant dran on
resources.O Def.@ Mot. a 17-18; Hardy Decl. ! 20. DOJ asserts that during 2006, the FBI
reeived atotal of 1015 administrative apgle and that,saof Anuay 31, 2007, 525
administrative apgas wee pendingesolution. Id. DOJ aso acknowledges, however, that Qhis
number dos not repreent an inaaseO Id. DOJ herdore has not shown that the numladr
administrative apps faéng theFBlI is anyhing otherthan a pedictableand rgular cntributor
to its backlog of FOIA requests.

Nevetheless, DO has shown that the stiag shortag fecing RIDS constitutes
Oexceptional @umstanceO undeDpen Arerica. EFF responds to DOJ® daims regarding its

staffingshortag byarguing tha Oan gencyOs other pcessingcommitments and persorine

11
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difficulties are insuffident to justfy anOpen ArericastayO Pl.Os Opp®8-40. h support of
this assertion, EFF cites Leadership Conferenaan Civil Rightsv. Gonzalez404 F. Supp. 2d 246
(D.D.C. 2005), in whih the courdeclined to G involved in defedants® peonnel and projs
managment diffialties.Old. at 259. h that casehoweve, it appeas that the agncyattempted
to demonstratexeeptional acumstance bypointing to a lage ba&log of FOIA requests, court
ordess requiringmaximum manpower onreemegencybasis, and unspiied Opesonnel
issues,O which tlwurt found epresented onlyDa prdictablebacklogof FOIA requests.Qd.
Here, Mr. HadyOs Ddaration establishes that durirgp06, the FBreeived oughly an
additional 1/3 as mamgquests per month as it retved in 2005. Haly Ded. | 7. Moreove,
Mr. HardyOs Ddaration establishes that this incredses bee coupled with a sigjficant and
unexpected deease in the staféivailableto procas those requets, as a mult of the reloation
of catain RDS sections to interim locations in Bexidk County Virginia. Id. |} 9- 14. As
such, DOJ has established that the FBI is facing more than just a routine backlog of FOIA
requests or ordinarypersonnkproblems. Mr. HatyOs Ddaration constitues suffitent evidene
for the Court to find that DOJ has been Qleluged with a volume of requests for information vastly
in excess of that anticipatdy Congess,Oral that its Oesiing resource areinadequge to deal
with the volume of suchequests within the time linstOOpen Arerica, 547 F.2d 8616.

D. Due Diligene

In support of its motion for a@pen Amarica stay DOJ argies that the Bl is exerdsing
due diligace in pocessingEFFOs mguest, both at the stemic level ad with respeicto EFFOs
particular FOIA request. Specifically, while the FBI® backlog of FOIA and Privacy Act requests

jumped to ahigh of over 16,000 requests in 1996, the FBI has devoted sgnificant resources to

12
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reduang tha backlogand has swealed in relucingit to 1,672 requests at thedeof 2006.
Def.Os Mot. at 26 (citingardy Ded. !! 5-6) . The BI has ahieved this signitant reluction by
seeking additional funding for the creation of new FOIA positions and moving to paperless
processing ofFOIA requests.ld. In addition to reducing the number of pending FOIA requests,
the FB has reuced its proessingtimes for small and medium F®requests byl0% and 16%
respetively. Id. at 27 (éting Hardy Ded. ! 7). While DOJacknowedges that the BIOs
processing time for large FOIA requests has increased by 22%, DOJ explains that this increase
was dudo an efedive effort to redue the baklog of older, lager ases.ld. Futhermorg as
discussed aboyéhe FB continues to makefferts to reducehe baklog and procesing time for
FOIA requests, bylevelopinghe Sentinel Project angdtablishing the Centr&ecords
Complex Id. a 27 (citing Hardy Decl. !! 8-9). Finaly, DOJ employs a Qirst-in, first-outO
policy for handling FOIA requests, which has ba Odopted bythe D.C. Circuit as [a]uficient
showingof due dili;enceO Edmond v. Wited States Attorne®59 F. Supp 1, 3 (D.B. 1997)
(citing Open Arerica, 547 F.2d 8614-16).

With respet to EFFOs spéfic FOIA request, the Bl has identified pproximately20,000
pages of ecods potentiallyresponsive to B3 requst based on arleztroniccommunication
to the divisions and offices within FBI headquarters deemed most likely to possess potentially
responsiveecods. Def.®Mot. 28 (citing HirdyDed. | 38). As of its Replythe FB was in the
process of scanninghese dogments into electroniofmat forreview, and stimated that EFBs
request would reach the top of the large-processing queue for assignment to an analyst in early
May 2007. DefOs Replgt 6 (dting Hardy Ded. | 39).

EFF makes no effort to challenge any of DOJ® assertions regarding the FBI® systemic

13
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due diligence. hstead, EF asserts that theB has not exercised duidigene from the outset
with respect to EFF@ FOIA request because the FBI (has not yet even assigned [the potentially
responsive dagments] b a FOIA/PrivacyAct proessinganalyst for reviewO ad becase it has
taken the Bl Omorehanseven (7) months to merely collect documents that maybe responsive
to Plaintff& requet.0 P1.Os OppOn at tdtesis in origind. However, @gencyaffidavits are
acorded gpresumption of god faith,Bafecard Swices, Inc, 926 F.2d 1200, and Mr.
HardyOs Ddaration establishes that EES FO\ request has beehandled pisuant to the FEDs
standardifst-in/first-out proceure br assiging requests forevienv within ead siz-baed
queue, lrdyDed. | 21(b)(ii). The Court finds nom@unds upon which to ject the &ctua
assetions set forth in Mr. HatyOs Ddaraion, which sufficietly establishes that theBFhas
exercised due diligence on both a systemic level and with respect to EFF@ FOIA request.

As EFFnotes, under IT. Circuit law, arOpen Arerica staymaybe gantel O(1when
an agency is burdened with an unanticipated number of FOIA requests; and (2) when agency
resources are inadeguate to process the requests within the time limits set forth in the statute; and
(3) when the agency shows that it is exercising @ue diligenceQin processing the requests; and (4)
the agncyshows OasonablerogessO ireducingits backlogof requests.OMlderness Soc..v
Dep®of the Interior Civ. A. No. 04-650 (CKK)2005 U.S. Dist. EXIS 20042, at *31-32
(D.D.C. Sept. 12, 2005)ifmg Williams v. Fed. Bureau of Imstigation Civ. A. No. 99-3378
(AK), 2000 U.S. Dist. EXIS 17493, at *4 (D.D.C. Nov. 30, 200@n@phasis in origal) and
Summers MDep©of Justice 925 F.2d 450, 452 n.B(C. Cir. 1991) (notingirst threefadors)).
Here, DOJ has sucssfully demonstratedaeh ofthese fators, and thebyestablished that an

Open Arerica stayis waranted.
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E. The Scope of the Stay

In its moton, DOJseeks a Open Amarica stayof appoximately27 months:Hree
months for EFF@ FOIA request to rise to the top of the FBI® backlog queue for large requests,
and 24 months for pressingof EFF®@ requet, at a ree of @proximately800 pags evey four
(4) weeks. Dé&.Os Mot. at 1-2 , 1titing HardyDed. !! 4, 39). Rouchly threemonths have
passed sincBOJ filed itsmotion for anOpen Arerica stay, such that EFF@ FOIA request
should now be a or near the top of the queue for large requests and processing of EFFG request
should bem shortly As discussed aboyPOJ has established that@pen Ararica stay is
warrantea in this natter, ad the Court is cagzant of DO®s estimates as to the time it will take
the FBI to process EFF3 FOIA request. However, the Court is aso desirous that EFF@ FOIA
request be procesed asxpeditiouslyas possible. The Court shall tHere grant DQJ a stayof
one yearb until May9, 2008 B and shall considee possibiliy of extending thiastayat the end
of the year, if DOJ isable to demonstta that suchxension is warnated.

In the interim, DOJ has indicated that during the pendency of the stay, the FBI will
release doaments approximatelgvel four (4) weeks on aalling basis, rther than day the
release until the BIOs entirproduction is redy. Id. at 11-12 (iting Hardy Ded. ! 39); Def.Os
Reply a 8. Although EFF generally opposes the say, it is anenable to Band in fact seeks B
interim releases of responsive material. PI.3 Opp® a 14 n.5. EFF dso requests that the FBI
provide peodic status repts to the Court onstprogess towed completinghe proessingof
EFFOs FOA request. Id. The Court shall thefere orderthe FB to make interim feass of
records rsponsive to EFEs FOA request duringhe pendecy of theOpen Arericastay. In

addition, the FBI shall file status reports with the Court every ninety (90) days regarding its
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progress in processing EFF@ FOIA request.
III. CONCLUSION

For the forgoing reasons, the Court dhgrant-in-pat DOJOs math for an Open
Americastay, finding that DOJ has demonstrated that the FBI is exercising due diligence in
respondingo and proessingEFFOs FOA request but that exceptional circumstasreent the
FBI from doingso within the tine limits set forth in the F@l. The instant @eon shall be stasd
for oneyearb until May9, 2008, with the possibiyi of a further extension of the stayDuring
the pendecy of the stayDOJ shall rakeinterim releases of material responsive EFF@ FOIA
request everyfour (4) weeks, and shEfile status reports with the Court eaye90 dag re@rding
the oveall progess of its reiew and eleae of ecods, as set foin in the acompanyng Order.

Date: May 7, 2007

COLLEEN KOLLAR-KOTELLY
United States District Judge
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