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COMMENTSOF THE ELECTRONIC FRONTIER FOUNDATION
By notice of proposd rulemaking (ONPRMQ* and notice to establish a system of
records ((BORNQ? published on Augus 23,2007,the Department of Homeland Security
(HSQ, Trangportation Security Administration (OT'SAQ proposes to implement the GBecure
Flight RecordOsystem (CBecure FlightQ and exempt portionsof it from mog of the
protectionsprovided by the Privacy Act of 1974 Asdescribed by TSA, Secure Flight will
enable the agency to Qeceive passenge and certain non-traveler information from aircraft
opeaators, condud watch list matching, and tranamit watch list matching results back to aircraft
opeaators.0

TheElectronic Frontier Founddion (EEFFQ notes at the outset that TSA has favorably

revised many aspects of the Secure Flight system since the agency announed thetest phase of

' Notice of Proposd Rulemaking, 72 Fed. Reg. 48307 (Aug. 23,2007)
> Notice to Establish System of Records 72 Fed. Reg. 48392(Aug. 23, 2007)

> Notice of Proposd Rulemaking, 72 Fed. Reg. 48366 (Aug. 23,2007)



the program three years ago.* We bdieve tha thefollowing aspects of TSAG revised Secure
Flight propos are stepsin theright direction:
¥ TSA will requiretravelersto submit only ther full names when booking tickets, thus
enabling them to choo® whether or notto providethe government more extensve

persond information for watch list matching®

¥ TSA will destroy travelersOdata within seven days after completion of travel provided
that the data subjects were notidentified as potential watch list matches®

¥ TSA will notclam any Privacy Act exemptionsfor information provided directly by
individuds when they make airlinereservationsor seek access to secured areas
covered by the Secure Flight program.”

While EFF commendsTSA for these postive measures, we nondhdess bdieve tha the
system continues to violate theintent of the Privacy Act and lacks fundanental assurances of due
prooess because TSAG notices unnecessarily exempt certain information in the system from
crudal safeguadsintended to promote record accuracy and secure the privacy of certain
individuds whose information is maintained within the system N protectionstha the Privacy
Act isintendeal to provide  Amongother things TSA will beunde nolegd obligationto inform
the public of the sources of records contained in the system or providethe ability to access and
correct recordstha are irrelevant, unimely or incomplete. The system may also contain
informationtha is unnecessary and wholly irrelevant to the determination of whether an
individud poses athreat to aviation security.

Pursuant to the agency® notices, EFF submits these comments to address the subdantial

privacy issues raised by the proposd Privacy Act exemptions to request tha TSA provide

* See Notice to Establish System of Records 69 Fed. Reg. 5734 (Sept. 24, 2004).
> 72 Fed. Reg. 48356,48359.
®|d. at 48363

7 72 Fed. Reg. 48397,483909.



greater trangparency aboutthe sources of information in the system before adoping the proposd
exemptions and to urge TSA to provide an additiond oppotunity for pudic comment once
additiond information about Secure Flight has been made public.

Badkground

TheU.S. Supreme Court haslongrecognized tha citizensenjoy a conditutiond rightto
travel within thecounty. In Saazv. Roe, the Court noted tha the Gonditutiond rightto travel
from oneState to another isfirmly embedded in our jurisprudence. Likewise, former DHS
Deputy Secretary Admiral James Loy once observed tha Qhefoundngfathers. . . had mobility
as oneof theindienable rights they were talking about 3 For this reason, any govenmental
initiative tha conditionstheright to interstate travel uponthe surrende of privacy rightsrequires
seriousscrutiny.

The govenment® attempts to impose information-based prescreening uponpassengers
seeking to exercise therightto travel within the United States have been controversial and
unauccessful over theyears. For ingance, the Computer Assisted Passenge Prescreening
Program (GCAPPS 11Q, proposed in 2003,would have examined commercial and govanment
databases to assess therisk posed by airline passengas.’® The system undestandably was the

focusof conaern within Congress™ and amongthegeneral public? dueto its congitutiond

®526U.S. 489(1999, quoing United States v. Guest, 383U.S. 745(1966)(internd quotation
marks omitted).

’ Testimony of Admiral James Loy before House Government Reform Subacmmittee on
Technology, Information Policy, Intergovenmental Relationsand the Census(May 6, 2003.

' Notice, 68 Fed. Reg. 2101 (Jan. 15, 2003).

" In Homeland Security appropriationshbill (H.R. 2555), Congress blocked deployment of
CAPPS I until the GAO studied the program@ implications The GAOG enauing report found
tha seven of eight concernsvoiced by Congress had not been addressed. General Accouning

3



implicationsand massive scope (which soughtto collect information abouttensof millionsof
individuds). It also engendered strongoppostion abroad, where foreign govenments and ther
citizensressted the demandsof the U.S. government to provideddailed air passenge dadaasa
condition of flightinto the United States.** Much of the controversy surrounding CAPPS 11
centered on the system@ secrecy and thelack of public information concerning the manne in
which the system would assess the security risks particular individuds are deemed to po<, as
well asthetypes of daatha TSA would use to make such assessments. When the Generd
Accouning Office (nowthe Government Accouniability Office) (GBAOQ issued areport on
CAPPS || at Congress@ request in February 2004 the GAO conduded tha TSA had failed to
address concerns about, among other things privacy and provision of adegquae redress.*

After TSA abandonal CAPPS|1 in 200, the agency introducd Secure Flightas a
replacement. Asenvisionad by TSA, Secure Flight would have compared Passenger Name

Records ((PNRsQ againg watch list information compiled by the Terrorist Screening Center

Office, Aviation Security: Computer Assisted Passenge Prescreening Program Faces
Significant Implementation Challenges, GAO-04-385 (Feb. 2004) (hereinater GGAO ReportQ).
Congress@ conaern about CAPPS || was also evident in Press Release, Office of Senaor Ron
Wyden, Wyden Wins Commerce Committee Approvd to Require Oversightof CAPPS 11
AirlinePassengea Screening System (Mar. 13, 2003); Press Release, Office of Senaor Patrick

L eahy, Reaction of Senaor Leahy to GAOG Report on Flaws in the CAPPS |1 Program (Feb. 13,
2004) Press Release, Senae Governmental Affairs Committee, Senaors Collins Lieberman
Ask TSA: Wha Othe Airlines Have Been Contacted and Asked for Passengea Information?
(Apr. 14,2004)

' Editorials on CAPPS |1 published in major newspapers induded Editorial, Sde Skies,
Washington Pog, Mar. 21, 2003,at A12; and Editorial, Airport Saeening System More Minus
ThanPlus Atlanta Joumd Conditution, Mar. 25, 2004,at 14A.

Y See, e.g., SaraKehaulani Goo, U.S, EU Will Shae Passenge Records, Washington Pog,
May 2004,at A02

'* GAO Report, supranll.



(Orscq, induding expanded GelecteeOand (ho flyOlists.® TSA aso planned to try to identify
Gugicious indicators assodated with travel behaviorOin passengasOPNR data, aswell as
explore the use of commercial datawithin theprogram.® Like CAPPS 1, this early version of
Secure Flightfoundeed duein part to privacy concerns’

Unfortunaely, the revamped Secure Flight continues to present some of the same
problems as past TSA prescreening proposls. When it enacted thePrivacy Actin 1974
Congress soughtto restrict theamountof persond information tha federal agendes could collect
and, significantly, required agendes to betrangparent in their information practices.”® The
Privacy Act isintended Qo promote accouniability, responsbility, legislative oversight, and open
govenment with respect to the use of computer technology in the persond information systems
and data banks of the Federal Government[.]&° Adherence to these requirementsis critical for a
system like Secure Flight

[ Secure Flight Continuesto Lack Adequate Transparency

In asecond NPRM published conaurrently with the two notices at issuein these
comments, TSA professed a commitment to Qoroviding trangparency aboutthe Secure Flight

program.3° However, TSA has donelittle to inform the public aboutthe databases uponwhich

> Notice to Establish System of Records, 69 Fed. Reg. 57345,57346(Sept. 24,2004)

e d.

' See Marilyn Geewax, Air Security Plan Delayed, Atlanta Jouma-Conditution, Feb. 10, 2006
at 1F; Air Passenge Saeening Plan Supended Over Security Conagerns San Jose Mercury
News, Feb. 9, 2006

18 S, Rep. No. 931183 at 1 (1974)

2 1d.
29 72 Fed. Reg. 48356,48372.



Secure Flightmay rely, asidefrom the TSC@ Terrorist Screening Database (O SDBQ), which has
had well documented problems.?* Furthermore, in an effort to obtain the public release of
additiond information concerning the TSC@ watch list matching opeations EFF submitted a
Freedom of Information Act (JFOIAQ request to the Federal Bureau of Investigation (GFBIQ),
which manages the TSC, on Augug 30, 2006 More than ayear later, the FBI has notrespondel
to therequest. Because the TSDB continuesto have seriousshortcomings and because the FBI
has not provided any information aboutthe current state of the TSDB, EFF urges TSA to dday
implementation of Secure Flight until the publc isableto verify that the TSDB has been
significantly improved.

In additionto the TSDB, TSA intendsto rely on other government daabases to perform
its watch list matching fundion. AsTSA explains

In the course of carrying out the Secure Flight Program, TSA will review

information from Federal Bureau of Investigaion (FBI) systems of records and

from systems of records of other law enforcement and intelligence agencies if

necessary to resolve an appaent match to a Federal watch list. Thee may

indudeclassified and unclassified govanmental terrorist, law enforcement, and

intelligence daabases, induding daabases maintained by the Department of

Homeland Security, Department of Defense, Nationd Counterterrorism Center,

and FBI. Recordsfrom these systems are exempt from certain provisionsof the

Privacy Act because they contain law enforcement investigdive information and

classified information??

It isundear fromthis explanation which daabases TSA intendsto use within Secure

21 72 Fed. Reg. 48392,48393. See Government Accountbility Office, GAO-05-356, Aviation
Seurity: Secure Flight Developrrent and Testing Unde Way, but Risks Shout Be Managel as
System Is Further Developed 31 (March 2005) Department of Judice, Office of the Ingpector
Generd, Audit Division, Audit Report No. 05-27, Review of the Terrorist Saeening Center 66
(June2005) Depatment of Judice, Office of thelngpector General Audit Division, Audit
Report No. 07-41, Follow-up Audt of the Terrorist Saeening Center ii (Sept. 2007) EFF will
thoroughly discuss the TSDB@ shortcomingsin comments on an Augus 22, 2007 Federal
Register notice, which announed the FBI& intention to expand that system.

2 72 Fed. Reg. 48392,48393.



Flight, much less how individuds could possibly learn thisinformation, since TSA propossto
exempt Secure Flightfrom 5 U.S.C. @ 552¢¢€)(4)(l) (requiring agendes to pulish the
categories of sources of recordsin a system).?® We thusbdieve tha the public lacks sufficient
informationto fully comprehend what information Secure Flight would use to make
assessments about people within the system, or what ther rights would bewith respect to
information maintained in those variousdatabases.

Thecontinuing lack of trangparency surrounding the interrelated screening systems
undelying Secure Flight requires TSA to 1) dday implementation of the proposd Privacy Act
exemptionsfor Secure Flight, 2) make additiond details concerning the state of the conlidated
watch list available to thepublic; and 3) providefurther oppotunity for public comment on
Secure Flightonce details aboutthe undelying systems are revealed.

[. TSA® Bases For Claiming Privacy Act Exemptions for Secure Flight
Contravenethe Intent of the Privacy Act

The Privacy Act was passed to guad citizensprivacy interests agang govenment
intruson. Congress foundtha Qhe privacy of an individud is directly affected by the collection,
maintenance, use, and dissemination of persond information by Federal agendes,Oand
recognized tha Qheright to privacy is apersond and fundamental right protected by the
Conditution of the United States.* It thussoughtto Qprovide certain protectionsfor an
individud agang an invasion of persond privacyOby establishing a set of procedural and

subgantive rights.®

23 72 Fed. Reg. 48397,48399.TSA provides no explanaion for claiming this exemption.
# Pub.L. No. 93-579(1974.

#1d.



Asaninitial matter, TSA reliesupon5 U.S.C. ea5524])(2), (K)(1) & (k)(2) asthebases
for its extensve Privacy Act exemptionclaims.?® Each subsection raises different issues, which
we addressin turn.

First, subection (j)(2) provides that a system of recordsmay be exempted from certain
provisionsof thePrivacy Act if thesystem is

maintained by an agency or component thereof which peforms as its prindpd
fundion any activity pertaining to the enforcement of crimind laws, induding
police efforts to prevent, control, or reduce crime or to apprehend criminds, and
the activities of prosecutors, courts, correctiond, probaion, padon, or paole
authorities, and which conssts of (A) information compiled for the purpose of
identifying individud crimind offende's and alleged offende’s and conssting
only of identifying daa and notations of arrests, the naure and disposition of
crimind charges, sentendng, confinement, release, and paole and probaion
status (B) information compiled for the purmpos of a crimind investigaion,
induding reports of informants and investigators, and assodated with an
identifiable individud; or (C) reports identifiable to an individud compiled at any
stage of the process of enforcement of the crimind laws from arrest or indictment
throughrelease from supavision.

Secure Flight, as described in TSAG Augug 23 natices, does not meet these criteria
Noneof thethree specified categories of information accurately describes the persond data of
thevast mgjority of themillionsof law-abiding citizensaffected by Secure Flight Inde=d, for
the exemption to apply broadly to indvidudsin the system, TSA would effectively be asserting
that millionsof innocent citizensare @rimind offendes and aleged offenda's,Othat those
citizensare the subjects of Grimind investigation[s],Oor tha information concerning those
citizenswas Gompiled at any stage of the process of enforcement of thecrimina laws from

arrest or indctment throughrelease from supavision O Indeed, it is clear that subsection (j)(2)

does not contemplate a wholesale exemption for the system, but is intended to apply to

26 72 Fed. Reg. 48397,48398.



individuds who are the specific subjects of criminal investigation or enforcement.?” To the
extent tha thisrationde is used to judify any greater exemption, itsinvoctionisimprope.
Second, subsection (k)(1) applies only where the system of recordsis Gubject to the

provisionsof section 552()(1) of this section,Oi.e., if the system containsofficialy classified
information. TSA has designaed the (Becurity ClassificationQof the system of recordsas
(Qu]ndassified; Sendtive Security InformationG® Therefore, this system of records cannotbe
exempt unde (K)(1).

Findly, subsection (K)(2) applies only where the system of recordsis Onvestigaory
material compiled for law enforcement purposes,Oand further provides that

if any individud is denied any right, privilege or benefit that he would otherwise

beentitled by Federal law, or for which hewould otherwise be eligible, as aresult

of the maintenance of such material, such material shdl be provided to such

individud . . .
Given that TSA seeks to exempt portionsof Secure Flightfrom the Privacy Act@ access
provisions subsection (k)(2) does notauthorize the agency@ action. Undoubedly, some
individuds will bedenied therightto travel (and many theright to travel free of unwarranted
interference) Cas a result of the maintenance of such material.O In a speech ddivered late last

year, Secretary Chertoff discussed the consequences of an individud® name being ona 0ist,0

and explained that once the agency transmits a person@nameto an airline, the carrier is

27 (Yo the extent practicable, records permitted to be exempted from the[Privacy] Act should be
separated from those which are not Further, while thelanguaye permits agency headsto exempt
systems of records, agendes should exempt only portionsof systems whenever it is possible.O
Office of Management and Budgd, Privacy Act Implementation: Guiddines and
Responsbilities, 40 Fed. Reg. 28948,28971(July 9, 1975)

26 72 Fed. Reg. 48392,48394.



Cuectudly legdly obliged to deny people the oppotunity to fly.3° Unde such circumstances, the
Privacy Act clearly requires thematerial to Gbe providedOto the affected individud.

In short, therationdes cited by TSA for claming Privacy Act exemptionsare limited,
and can only possibly apply to asmall number of therecordsin thesystem. ThePrivacy Act
would therefore alow any exemptionsdiscussed bdow to propealy apply to only avery small

percentage of therecordsin Secure Flight

A. TSA® Notices Fail to Provide M eaningful Citizen Accessto Personal
Information

Inits Augug 23 notices, TSA has exempted portionsof Secure Flightfrom all Privacy
Act provisionsguaanteeing citizenstheright to access records containing information about
them. ThePrivacy Act provides, anongother things tha
¥ anindividud may request access to records an agency maintains abouthim or he;*°
¥ theagency mud publish anotice of the existence of recordsin the Federal Register,
alongwith the categories of records maintained in the system, and the procedures an
individud may follow to obtain notice of and access to a record maintained about

him;** and

¥ theagency mug, uponrequest, provide an individual with an accouning of
disclosures abouthim tha have been madeto othes.®?

In place of the Privacy Act@ access mandaes, TSA has subdituted a highly discretionary

access procedure that makes TSAG Freedomof Information Act and Privacy Act Office

2 Remarks by the Secretary of Homeland Security Michael Chertoff at the Federalist Sodiety®
Annud Lawyers Convention, November 17,2006 (http://www.dhsgoviknews/

speeches/sp 1163798467433htm).

¥5U.S.C. v 5524d)(1).

%5 U.S.C. ou5524€e)(4)(G)-(1), (f).

*2 5 U.S.C. ar 5524¢)(3).
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responsble for handling access requests.®® An individud wishing to access her information
contained in the system tha Gs not exempt from disclosureOmust write to this office and provide
her Gull name, current address, and date and place of birth. The request must be signed and
either notarized or submitted unde pendty of perjury.8* TSAG notices, however, fail to
indudeany time linefor the govenment to respord to requests, any guaantee tha requests will
even beconsdered or granted, or arightto appeal adverse deermindions If appropriate steps
are followed to make an access request, an individud may be able to access information she
provided directly to airline opeators, but Gecure Flight will not make available information on
theindividud, such aswatch list matching results or andyses tha were not supplied by that
individud.3® Such limited, discretionay accessis far weaker than the access provisionsset
forth in thePrivacy Act, and TSA offers no explanaion as to why such restricted accessis
necessary in the context of Secure Flight TSA® subditute access provisionsare in direct
conflict with the gods of the Privacy Act, which isintended to provide citizenswith ajudicially
enforceable right of accessto persond information maintained by govenment agendes.

B. The Notices Do Not Provide I ndividuals Any M eaningful Redressin
Secure Flight

A naura corollary to therightto accessinformationistherightto correct it. However,
TSA ignaesthe statutory rightto amend or correct inaccurate, irrelevant, untimely and

incomplete records Theagency has exempted pottionsof Secure Flightfromthelegd

3 72 Fed. Reg. 48392,48396.
|,

*> 72 Fed. Reg. 48397,48398;Privacy Impact Assessment for the Secure Flight Program = 7.1
(Aug.9, 2007 (emphasis added).
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requirements tha definethe government@ obligation to allow citizensto chalengethe accuracy
of information contained in ther records such as:

¥ anagency mus correct identified inaccuracies promptly;

¥ an agency mus make notes of requested amendments within therecords®” and

¥ an agency mug establish procedures to handle disputes between the agency and
individud asto theaccuracy of therecords*®

Therights of access and correction were central to wha Congress soughtto achieve
throughthePrivacy Act:

The committee bdieves tha this provision is essential to achieve an important

objective of the legidation: Ensuring tha individuals know wha Federa records

are maintained aboutthem and have the oppotunity to correct those records The

provison should aso encourage fulfillment of another important objective:

maintaining govenment records aboutindividuds with such accuracy, relevance,

timeliness, and completeness as is reasonably necessary to assure fairness to

individuds in making determinaionsaboutthem.*

Ingead of thejudcially enforceable rightto correction set forth in the Privacy Act,
however, TSA has established its own discretionay set of procedures for passengea's to contest
the accuracy of thar records TSAQ natices state that the methodfor contesting recordsis to

submit persond information and identification doauments to the DHS Traveler Redress Program

(ORIPQ N a process that remains unacceptably vaguewhen, as the Privacy Act recognizes,

% 5 .S.C. 8 5524d)(2)(B), (d)(3).
¥ 5U.S.C. & 5524d)(4).
* 5 .S.C. & 5524f)(4).

* H.R. Rep. N0.93-1416 at 15(1974)
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individuds should have theright to ensure the accuracy of information being used to make
important determinaionsaboutthem.*

Unde thenotice, TSA may correct erroneousinformation upona passenge® request, but
isnotrequired to doso. Significantly, TSA has specifically exempted portionsof the Secure
Flight system of recordsfrom 5 U.S.C. & 5524q), which grants therightto judicial review, as
well as from access, correction, and relevance requirements.** In place of judicia review, DHS
will providea correction process tha offers atoken nodto the prindples embodied in the
Privacy Act, butdoes not providea meaningful avenueto pursue correction and can changeat
TSAG whim. It remainsundear what recourse atraveler hasif heisidentified as a potential
watch list match throughSecure Flight based on fa se or inaccurate information, especidly if he
cannotaccess therecordsthat produced such adeerminaion. Even worse, erroneous
information abouttravelers could be maintained indefinitely in variousdaabases, since Secure
Flightinformationis available to others throughthirteen routine uses.*?

Thefact tha Secure Flightwill draw much of itsinformation from other systems of
records makes the redress process even more Kafkaesque because those systems may aso be
exempt fromthe protectionsof the Privacy Act. To illudrate the point, oneneed look no further
than the FBIG@ TSDB. The TSC isamajor daa source feeding information into Secure Flight,*®

and yet provides abolutely no redress process for aggrieved individuds. In an Augug 22,2007

% Privacy Impact Assessment for the Secure Flight Program o2 7.1-7.2.
' 72 Fed. Reg. 48397,48399.
2 72 Fed. Reg. 48392,483956.

* 72 Fed. Reg. 48392,48396;72 Fed. Reg. 48397 48398.
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SORN for the Terrorist Screening Records System, which indudes the TSDB, the FBI stated as
follows:

Because this system contains classified intelligence and law enforcement
information related to the government@ counterterrorism, law enforcement and
intelligence programs, recordsin this system are exempt from notfication, access,
and amendment [unde] thePrivacy Act (5 U.S.C. 5529.

If, however, individuds are expeiendng repeated ddays or difficulties during a
govenment screening process and believe tha this might be related to terrorist
watch list information, they may contact the Federal agency tha is conduding the
screening process in question (Gcreening agencyQ. . . . By contacting the
screening agency with a complaint, individuds will be able to take advantage of
the procedures available to hdp misdentified persons and othe's expeiendang
screening problems.*

Here, of course, the Gcreening agencyOP TSA Bhas also exempted its system from theredress
provisionsof the Privacy Act. The govanment® handling of theredress issueis fundanentally
dishonest and violates the mos basic notionsof due process.

C. TSA® Notice F,ailsto Assur e Collection of Information Only for ORJevant
and NecessaryOUse

Findly, TSA has exempted portionsof Secure Flight fromthefundamental Privacy Act
requirement that an agency Onaintain in its recordsonly such information aboutan individud as
is relevant and necessaryOto achieve a stated purpose required by Congress or the President.*®
This daa collection approach plainly contradicts the objectives of the Privacy Act andraises
seriousquestionsconcerning thelikely impact of Secure Flight program ontravelers. In
adopingthePrivacy Act, Congress was clear tha the govanment should not collect and store

datawithouta specific, limited purpose. The Qelevant and necessaryOprovision

** Notice to Amend System of Records 72 Fed. Reg. 47073, 47078(Aug. 22,2007)

% 72 Fed. Reg. 48397,48399.
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reaffirms the basic prindples of good management and public administration by

assuring that the kinds of information about people which an agency seeks to

gaher or solicit and the criteria in programs for investigaing people are judgel

by an official a the highest level to be relevant to the needs of the agency as

dictated by statutes . . . . This section is designed to assure observance of basic

prinaples of privacy and due process by requiring tha where an agency delves

into an area of personal privacy in the course of meeting govenment@ needs its

actionsmay not be arbitrary[.]*®
Asthe Office of Management and Budge noted in its Privacy Act guiddines, Qt]heauthority to
maintain a system of recordsdoes not give the agency the authority to maintain any information
which it deems useful.&’

The Privacy Act@ Oelevant and necessaryOprovision thusseeks to protect individuds
from overzealous arbitrary and unnecessary daa collection. It embodies the common sense
prindple tha govenment daa collectionwill spiral out of control unlessit islimited to
informationtha is likely to advance the government( stated (and legdly authorized) objective.
The Oelevant and necessaryOexemption will serve only to increase the likelihoodtha Secure
Flightwill become an error-filled, invasive repostory of all sorts of information bearing no
relationghip to its stated gods of expediting the pre-boading process for travelers and improving
trangportation security.*®

It isworth noting tha in 2003, TSA gave notice of its plansto exempt CAPPS || fromthe

Oelevant and necessaryOrequirement.*® The Generd Accouning Office, in a February 2004

report on CAPPS 11 to Congress, articulated seriousconaerns aboutthis decision:

4 S, Rep. No. 93-3418 at 47 (1974)
*7 40 Fed. Reg. 28948,28960.
*® See Interim Find Privacy Act Notice, 68 Fed. Reg. 45265(Augus 1, 2003)

“1d.
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These plans reflect the subodinaion of the use limitation and data quality
practice (persond information should be relevant to the purpose for which it is
collected) to other gods and raises concerns tha TSA may collect and maintain
more information than is needed for the purpose of CAPPS |1, and perhgos use
thisinformation for new purposesin thefuture.>®

(Emphasisinorigind.) In exempting portionsof Secure Flightfrom the fundamental Privacy
Act requirement tha information collected aboutcitizens berelevant and necessary for agiven
program, TSA could midead the public aboutthe scopeand use of information collected, which
isogendbly intended to enhance aviation security and facilitate the pre-boading process.
Conclusion

For theforegoing reasons EFF bdievestha TSA mus dday theimplementation of its
proposd Privacy Act exemptionsfor Secure Flight, and that the agency mug providethe public
more details aboutthe system@® sources of information prior to its implementation. We further
urge TSA to provide an additiond oppotunity for public comment onae this additiond

information aboutthe system is made publc.
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