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AZRACK, United States Magistrate Judge:

The United States Attorney for the Eastern District of New York (the “Government”) has
made an ex parte application for the installation and use of a pen register under the Pen/Trap Statute,
18 U.S.C. §§ 3121-3127. In the application, the Government requested access to all dialed digits,
including post-cut-through dialed digits, even if such digits may contain the contents of a telephone

communication. This Court granted the applicationin part, but denied access to any post-cut-through

dialed digits. In response to the Government’s request, I agreed to reconsider the partial denial.
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Federal Defenders of New York was requested to file an amicus brief on the issue and did so.
This issue 1s a matter of first impression in this Circuit, although courts in Texas and Florida
have addressed it and ruled that post-cut-through dialed digits (“PCTDD”) may not be obtained with

a pen register order. See In the Matter of the Application of the United States of America, 441 F.

Supp. 2d 816, 818 (S.D. Tex. 2000) (“Inre U.S. (S.D. Tex.)”), In the Matter of the Application of

the United States of America, No. 06-MJ-1130 (M.D. Fla. June 20, 2006) (“Inre U.S. (M.D. Fla.)”),

affirming Inre U.S., No. 06-MJ-1130 (M.D. Fla. May 23, 2006). This Court agrees with the decision

rendered by both those courts, but for different reasons. Insofar as the issue has been addressed in
dicta by the D.C. Circuit and a Massachusetts district court, those references also lend support to my

decision. See United States Telecom Ass’nv. F.C.C., 227 F.3d 450, 462 (D.C. Cir. 2000); In re

Application of the United States, 396 F. Supp. 2d 45, 48 (D. Ma. 2005).
I. BACKGROUND
In layman’s terms, a pen register is a device capable of recording all digits dialed from a
particular telephone. In 1979, the Supreme Court held that Government installation and use of such
a device does not constitute a search within the meaning of the Fourth Amendment. Smith v.
Maryland, 442 U.S. 735 (1979). The Court reasoned that pen registers do not implicate the Fourth

Amendment because there is no legitimate expectation of privacy in the information they collect. Id.

"In its July 16, 2007 Supplemental Memorandum of Law, amicus added an additional
contributor as a signatory, the Electronic Frontier Foundation (“EFF”). The Government notes
EFF’s appearance on the brief in its July 31, 2007 Sur Reply and states that: “EFF has not sought
permission to appear as amicus in this case, nor did Federal Defenders make any such request on
EFF’s behalf” (Gov. Sur Reply dated July 31, 2007 (“Gov. Sur Reply”) at 1.) Although amicus
surely should have petitioned the Court to add EFF as a signatory to its brief, the Court sees no
harm in allowing the submission, especially considering EFF’s appearance as amicus in at least
one similar case in another district. See Inre U.S. (S.D. Tex.), 441 F. Supp. 2d at 818.
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at 744. After Smith v. Maryland, Congress enacted laws to govern Government use of pen registers.

See Electronic Communications Privacy Act (“ECPA”) of 1986, Title I11, § 301 (codified as amended
at 18 U.S.C. §§ 3121-3127 (“Pen/Trap Statute”).” The statute has since been amended twice.

Telephone use has expanded rapidly since the constitutionality of pen registers was examined
in 1979. Today, Americans regularly use their telephones not just to dial a phone number, but to
manage bank accounts, refill prescriptions, check movie times, and so on.

Dialed digits can now be categorized in a number of ways. “Post-cut-through dialed digits”
(“PCTDD?”), the subject of the instant application, “are any numbers dialed from a telephone after the
call 1s initially setup or ‘cut-through.”” Inre U.S. (S.D. Tex.), 441 F. Supp. 2d at 818. In most
instances, any digit dialed after the first ten is a PCTDD. “Sometimes these digits transmit real
information, such as bank account numbers, Social Security numbers, prescription numbers, and the
like.” Id. In such circumstances, PCTDD contain the “contents of communication.” Id. (citing U.S.
Telecom, 227 F.3d at 462). At other times, PCTDD “are other telephone numbers, as when a party
places a credit card call by first dialing the long distance carrier access number and then the phone
number of the intended party,” id., or when an extension number is dialed.

At issue are the parameters of the federal statute governing pen registers. The Government
contends that pen register authorization entitles it to all digits dialed from a target telephone,

including PCTDD that may include content. The Government maintains that federal law requires it

* Although this opinion addresses Government use of pen registers, it should be noted that
the Pen/Trap Statute also applies to trap and trace devices. A trap and trace device functions
much like a pen register, but it records information passing in the opposite direction. That is, a
trap and trace device shows what numbers call a specific telephone, i.e. all incoming phone
numbers. A pen register, on the other hand, shows what digits a phone has dialed, 1.e. all
outgoing phone numbers.
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only to minimize the collection of content using reasonably available technology. If no technology
exists that can sort content from non-content, the Government argues it is entitled to access all digits
dialed subject only to Department of Justice (“DOJ”) guidelines, which forbid the use of content
gathered with a pen register absent extenuating circumstances, and federal wiretap laws. (See Gov.
Supp. Mem. of Law 12-16.) For the sake of clarity, I will refer to the Government’s position as the
“minimization theory.” Because the Government’s position belies statutory interpretation and would

violate the Fourth Amendment, the application is denied.

II. DISCUSSION
A. The Statutory Scheme
In order to examine the Pen/Trap Statute as it exists today, it is helpful to understand its

genesis. In 1986, seven years after Smith v. Maryland upheld the constitutionality of pen registers,

Congress enacted legislation which set forth the procedure the Government must follow and the
burden it must meet to install and use one. 18 U.S.C. § 3122(a). The statute continues to express
a general prohibition against the installation or use of a pen register without a court order. 18 U.S.C.
§ 3121(a). The standard for obtaining a court order is far from burdensome. An attorney for the
Government must make an application for authorization to install and use a pen register “in writing
under oath or equivalent affirmation, to a court of competent jurisdiction.” 18 U.S.C. § 3122(a)(1).
Such an application need only contain: “(1) the identity of the attorney for the Government or the
State law enforcement or investigative officer making the application and the identity of the law
enforcement agency conducting the investigation; and (2) certification by the applicant that the
information likely to be obtained is relevant to an ongoing criminal investigation being conducted by

that agency.” 18 U.S.C. § 3122(b). Upon a finding that this burden has been met, the court “shall
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enter” such an order. Id. This minimal requirement seems to reflect the premise that pen registers
were once unable to record the contents of any communication, and instead could record only call

processing information, which, pursuant to Smith v. Maryland, was deemed to encompass a less

important privacy interest. 442 U.S. at 741.
1. The Original Pen/Trap Statute

Although the authorization procedure has not changed since the Pen/Trap Statute was initially
enacted, the relevant definitions have. The original Pen/Trap Statute defined a pen register as
follows: “a device which records or decodes electronic or other impulses which identify the numbers
dialed or otherwise transmitted on the telephone line.” ECPA § 301, enacting 18 U.S.C. § 3126(3),
recodified at 18 U.S.C. § 3127(3) by P.L. 100-690, § 7092 (1988). On its face, this statute
authorized the recording of all digits dialed. That it was possible for the content of communications
to beincluded in that definition was likely not contemplated. See H.R. Rep. No. 99-647, at 78 (1986)
(A pen register “does not [record] the contents of a communication, rather it records the numbers
dialed.”); S. Rep. 99-541, at *10 (1986) (“[Pen registers] capture no part of an actual telephone
conversation, but merely the electronic switching signals that connect two telephones.”); see also

People v. Bialostok, 610 N.E.2d 374, 378 (N.Y. 1993) (“The traditional pen register was, to a large

extent, self-regulating. Neither through police misconduct nor through inadvertence could it reveal
to anyone any information in which the telephone user had a legitimate expectation of privacy.”); In

re U.S. (S.D. Tex.) at 821.

2. CALEA
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In 1994, Congress enacted the Communications Assistance for Law Enforcement Act
(“CALEA”), which amended the Pen/Trap Statute. The purpose of CALEA was “to make clear a
telecommunications carrier’s duty to cooperate in the interception of communications for Law
Enforcement purposes, and for other purposes.” 141 Cong. Rec. H113-05 (Oct. 25, 1994). CALEA
was intended “to preserve the Government’s ability, pursuant to court order or other lawful
authorization, to intercept communications involving advanced technologies such as digital or
wireless transmission modes, or features and services such as call forwarding, speed dialing and
conference calling, while protecting the privacy of communications and without impeding the
introduction of new technologies, features and services.” H.R. Rep. 103-827(1), 103d Cong., 2d
Sess. at 9 (Oct. 4, 1994).

CALEA added a new provision to the Pen/Trap Statute that imposed a limitation on the
Government’s use of a pen register. The new provision mandated that “[a] Government agency

authorized to install and use a pen register . . . shall use technology reasonably available to it that

restricts the recording or decoding . . . to the dialing and signaling information utilized in call

processing.” 18 U.S.C. § 3121(c) (1994) (emphasis added).

After CALEA was enacted, the Government argued that a pen register order authorized alaw
enforcement agency to receive all PCTDD, subject only to CALEA’s requirement that the agency use
“technology reasonably available to it” to avoid processing digits that are content. 18 U.S.C. §
3121(c) (1994). In 2000, the D.C. Circuit noted in dicta that “[n]o court has yet considered that

contention . . . and it may be that a Title III [wiretap] warrant is required to receive all post-cut-
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through digits.” U.S. Telecom, 227 F.3d at 462

3. The USA PATRIOT Act

After September 11, 2001, Congress passed the USA Patriot Act, which amended the
Pen/Trap Statute to read as it does today. See Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism (USAPATRIOT) Act of 2001 (“the
“Patriot Act”), Pub. L. No. 107-56, 115 Stat. 272. The Patriot Act modernized the Pen/Trap Statute
to accommodate wireless and internet-based technology. Instead of “a device which records or
decodes electronic or other impulses which identify the numbers dialed or otherwise transmitted on
the telephone line,” the definition of a pen register now reads: “a device or process which records or
decodes dialing, routing, addressing, or signaling information transmitted by an instrument or facility
from which a wire or electronic communication is transmitted . . . .” Patriot Act § 216 (amending
18 U.S.C. § 3127(3)). Moreover, the Patriot Act added a clause at the end of the definition which

reads, “provided, however, that such information shall not include the contents of any communication

....7 Id. (emphasis added).

The § 3121(c) limitation provision was also amended by the Patriot Act. The limitation now

commands the Government to use “technology reasonably available to it that restricts the recording

or decoding of electronic or other impulses to the dialing, routing, addressing, and signaling

> This case was an appeal of a 1999 Federal Communications Commission (“FCC”) ruling
on CALEA’s proposed technical standards (referred to as the “J-Standard”), finding among other
things that the J-Standard must include the capability for “post-cut-through dialed digit
extraction.” Inre U.S. (S.D. Tex.), 441 F. Supp. 2d at 820 (citing In the Matter of
Communications Assistance for Law Enforcement Act, 1999 WL 674884, 14 F.C.C.R 16794
(1999).
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information utilized in the processing and transmitting of wire or electronic communications so as not

to include the contents of any wire or electronic communications.” 18 U.S.C. § 3121(c) (emphasis

added). Thus, as the statute now reads, there are two specific proscriptions against the recording of
communications content. Moreover, the Patriot Act amendments explicitly incorporated the Title
[T definition of “contents,” as described below. See 18 U.S.C. § 3127(a) (referencing 18 U.S.C. §
2510).
4. Title 11T

Unlike pen registers, Government-conducted wiretaps are governed by Title III of the
Omnibus Crime Control and Safe Streets Act of 1968 (“Title I11I”’), as amended, 18 U.S.C. § 2510

et seq. Federal wiretaps implicate the Fourth Amendment; thus, a showing of probable cause is

required for their installation. See Katz v. United States, 389 U.S. 347, 353-54 (1967). In addition,
Title 111 sets out specific procedures and requirements for their use.

Title III requires that the Government obtain a court order (known as a “Wiretap Order”)
before its agents are permitted to “intercept” the “content” of an individual’s “wire communications”
with an “electronic, mechanical or other device.” 18 U.S.C. § 2510 (definitions); 18 U.S.C. § 2511
(generally prohibiting interception); 18 U.S.C.A. § 2518 (describing application and court order for
interception). The term “contents” of communication is defined as “includ[ing] any information

concerning the substance, purport, or meaning of that communication.” 18 U.S.C. § 2510(8).

A federal court may issue a Wiretap Order “if it determines, on the basis of the facts submitted
by the applicant, that there is probable cause to believe (1) that an individual was committing, had
committed, or is about to commit a crime; (2) that communications concerning that crime will be

obtained through the wiretap; and (3) that the premises to be wiretapped were being used for criminal
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purposes or are about to be used or owned by the target of the wiretap.” United States v. Diaz, 176

F.3d 52, 110 (2d Cir. 1999) (citing 18 U.S.C. § 2518(1)(b)(1), (3)(a), (b), (d)). The applicable
standard for probable cause is the same as the standard for a search warrant, which is established if
the “totality-of-the-circumstances” indicates a probability of criminal activity. Id. (citations omitted).
The applicant must also demonstrate the inadequacy of other investigative procedures. 18 U.S.C.
§ 2518(1).

Title III also contains an exclusionary rule that prohibits the Government from making use
of the contents of a communication obtained in violation of Title ITII. 18 U.S.C. § 2515. Under the
Government’s minimization theory, any content obtained with a pen register is suppressible subject
to Title III’s exclusionary rule.

B. Statutory Interpretation

To determine the parameters of the Pen/Trap Statute, statutory interpretation is necessary.

As in all statutory construction cases, the language of the statute is the starting point. Barnhart v.

Sigmon Coal Co., Inc., 534 U.S. 438, 450 (2002). Legislative history and canons of statutory

interpretation will also be utilized.*
1. Statutory Text
“The first step [in statutory construction cases] is to determine whether the language at issue

has a plain and unambiguous meaning with regard to the particular dispute in the case. The inquiry

* Ordinarily a court will seek to interpret an ambiguous statute using established canons of
statutory interpretation before resorting to legislative history. See, e.g., U.S. v. Boccagna, 450
F.3d 107, 114 (2d Cir. 2006) (citing Daniel v. Am. Bd. of Emergency Medicine, 428 F.3d 408,
423 (2d Cir. 2005) (“Only if we conclude that statutory language is ambiguous “do we resort . . .
to canons of construction and, if the meaning [still] remains ambiguous, to legislative history.”)).
Canons of construction will be utilized, but for the sake of organization, I will first look to
legislative history.
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ceases if the statutory language is unambiguous and the statutory scheme is coherent and consistent.”
Id. (internal citations and quotation marks omitted).
There are two pertinent definitions to be examined. A pen register is defined by statute as “a

device or process which records or decodes dialing, routing, addressing, or signaling information

transmitted by an instrument or facility from which a wire or electronic communication is transmitted,

provided, however, that such information shall not include the contents of any communication.” 18

U.S.C. § 3127 (emphasis added). On its own, this provision appears unambiguous in its proscription
against the collection of any content.

Section 3121(c) of the Pen/Trap Statute clouds this lucidity. Section 3121(c) is labeled a
“limitation” to the above definition. It reads: “A government agency authorized to install and use a

penregister . . . shall use technology reasonably available to it that restricts the recording or decoding

of electronic or other impulses to the dialing, routing, addressing, and signaling information utilized

in the processing and transmitting of wire or electronic communications so as to not include the

contents of any wire or electronic communications.” 18 U.S.C. § 3121(c) (emphasis added). It is

undisputed that PCTDD can and often do include such content. SeeU.S. Telecom, 227 F.3d at 462,

Inre U.S. (S.D. Tex.), 441 F. Supp. 2d at 823. The Government has successfully demonstrated that
no technology exists which would enable the Government to separate all PCTDD containing content
from that not containing content while giving the Government access only to the former.’

Read together, these provisions are ambiguous. The definition provision unconditionally

> On December 13, 2006, this Court held an ex parte hearing in which the Government
convinced the Court that no technology is reasonably available which is capable of sorting
PCTDD containing content from those not containing content without giving the Government
access to content.

10
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forbids the collection of content, while the limitation provision seems to mandate only the use of
“reasonably available technology” in order to prevent its collection. Read together, a contradiction
arises: if no content can be collected, then what is the purpose of the reasonably available technology
requirement?
2. Legislative History

Because the statute in question is ambiguous, a court may also look to legislative history to

determine the intent of Congress.® Auburn Hous. Auth. v. Martinez, 277 F.3d 138, 144 (2d Cir.

2002). Both the Government and amicus refer the Court to a variety of isolated passages in support
of their respective interpretations of the statute.

The Government argues that legislative history from both 1994 and 2001 supports its
minimization theory. Their position is that the 1994 “technology reasonably available” provision
establishes only a content minimization requirement and that the 2001 Patriot Act amendments do
not alter that scheme. The Government thus contends that the phrase was “intended to permit access
to dialed-digit content incidental to the recording of dialed-digit non-content, provided that the
[G]overnment keeps the recording of such content to a practical minimum by means of ‘technology
reasonably available’ to it.” (Gov. Mem. of Law 26.) In support of this argument, they offer the
following statement by CALEA bill sponsor Senator Patrick Leahy:

“[This subsection] requires government agencies installing and using pen register

¢ Because In re U.S. (M.D. Fla.) found the “plain” interpretation of the Pen/Trap Statute
to “flatly prohibit[] the interception of communication content by pen registers,” it did not
examine legislative history. No. 06-MJ-1130, at 5. Inre U.S. (S.D. Tex.) examined the
legislative history and found that it supported its view that the statute unambiguously forbids the
collection of any PCTDD that may contain content. 441 F. Supp. 2d at 824-26 (finding the
“minimize content, but allow all non-content” reading of the statute to be “admittedly one possible
way to read § 3121(c),” but ultimately finding it implausible).

11
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devices to use, when reasonably available, technology that restricts the information

captured by such device to the dialling [sic] or signaling information necessary to

direct or process a call, excluding any further communications conducted through the

use of dialled [sic] digits that would otherwise be captured.”

140 Cong. Rec. S11045-05, *S11059. In addition, the Government cites the 1994 Senate and House
reports, which contain the following sentence: “the bill requires law enforcement to use reasonably
available technology to minimize information obtained through pen registers.” S. Rep. 103-402, at
18; HR. Rep. 103-827(1) at 17.

Viewed in isolation, particularly the word “minimize,” these statements do appear to support
the Government’s theory. Yet, adjacent comments by Senator Leahy point to a different conclusion.
Senator Leahy’s 1994 statements repeatedly describe the bill as one that stringently protects privacy:
“The bill []protects privacy by requiring telecommunications systems to protect communications not
authorized to be intercepted and by restricting the ability of law enforcement to use pen register
devices for tracking purposes or for obtaining transactional information.” 140 Cong. Rec. 11055,
at 11056.

The priority of privacy is further evidenced in Senator Leahy’s statements concerning the
2001 Patriot Act amendments. Rather than endorsing the Government’s view, Senator Leahy’s
statements express concern that courts will erroneously grant the Government access to content with
only pen register authorization. Senator Leahy specifically states that he is “concerned about the FBI
and Justice Department’s insistence over the past few years that the pen/trap devices statutes be
updated with broad, undefined terms that continue to flame concerns that these laws will be used to

intercept private communications content.” 147 Cong. Rec. S10990, *S11000 (Oct. 25, 2001).

Although he worries that courts have been left with “little or no guidance of what is covered by

12



