
REPORT ON THE USE OF PEN REGTSTERS ÀI.TD
TRÀP ÀìIÐ TRjÀCE DSVICES BT THE LÀw ENFORCEDÍEIIT ÀeENCTES/OFFTCES

OF THE DEPÀRTMENT OF iIUSTICE FOR CÀLEIÍDÀR YEÀR 2OO3

PEN REGTSTERS

Original Orders

Extensions

Number of
Investigations

FBT DEÀ

2020 2976

2473 302

7448 839

usMs

922

34

922

922

INSP GBV

4

1

4

BATFE3

xx

xx

xx

TOT.ATS

5922

2810

32L3

Number of Persons 4493

Facilities Were Affected

297 6

TRÀP ÀND TRÀCE
DgVICES

FBT DEÀ

207

23

105

207

usMs

**

**

**

**

INSP GEN

l_

o

I

2

BATFE

xx

xx

xx

xx

TOTAI,S

1_336

1335

920

,2649

Original Orders II-ZB

Extensions A3]-2

Nurnber of 914
ïnvestigations
Nurnber of persons Z44O
I,ilhose Telephone
Facilities l¡Iere Affected

! -)l
t/3 with the passage of the Horner.and .security Birl in earry2oo3, the Bureau of Alcohol, robacco,--Ëir""rrn=,' .rrJuxplosives"BATFE")becan¡e a DepartmenÈ of ,fustiåe ageney. BATFE has not yetprovided rheir srarísrt"= f::_!li:. råfort.- er such rime as rheyare received, we wiLl suppl.ement this report..
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Memorandum

Assistant AÈtorney General Dae February 25, ZOO4criminal Division (Attettiiorr: Maureen Kir_lion,Director, Office of EFforãement Operations)AssistanÈ Director XAïnvestigaÈ ive rechnoYógy Divis ion
pEN REGISTER ÀtID lRAp/TRACn DEVrcEsLEcrsr,ATroN aNo ngpoRT REQUIREMENTS

Reference is made to AssisÈant Àt..orney General,crirninal- Division, rettei dated ñ;;*Ë'r 24, !gB7 , ritred ,,pen
å:iii::å.åi$. T'.o and rrace Devices-¡uew Lesisrariån-and Reporr

From :

Subject :

rn accordance with the referenced communication and theprovisions of the gLectronic c"tnrn"r,i"liiorrr.privacy Act of r.9g6,the Federal Bureau of tnvlstigation-i"-p=o.riding the encr.osedreport.

As a point of "1ii+fl:ation, the phrase, ¡,number of .persons whose terephone faeilitieÀ-wäíe affèctàãi'r"" inr.erpretedas the number of lines iniereepted. The category ,,number oforiginaJ' applications anâ-exteñsions fãr this viãtation,, contains;i:rliffi: of orisinar an¿ exrensions of tinãs ior-ir,.t

EncLosure



AGENCY: Federal Bureau of InvesÈ.igation

PenRegisterÀpp1ieations.-.Ca].endarYear.20.03
(,January J_ - Decembê¡:

Number of' OriginaL Orders
Number of Extensions
Number of Investigations fnvolved
Number. of persons lrthose felephoneFaciLities rÂ/ere AffecÈed

2020
2473
1-448
4493

31,2003)

(448)

( 54)

( 22)

( ls)
( gg)
( 18)

Statutory

! (zt usc

2 (ra usc

3 (re usc

4 (18 USC
5 (18 USC
6 (26 USC

7 (18 USC
I (18 USC
9 (18 USC

1o (rB .usc

11 (18 USC

12 (18 USC
(a) ,37!

1g (rB usc 1951

14 (18 USC

15 (re usc

16 (re usc

LÏST OF THE VIOLATIONS FOR I^IHICH
PEN REGISTERS I{ERE SOUGHT

¡tunxer ef gr#
Appl_icatj.ons ãnd
Extensions for this
Viol_ation

Citation

S 801 et seq.)

s 1073 )

s 100s )

Chap. 4\ )s 2113 )s 5861, 5871 )

s 1343 )s 1201-L203 )s 231_4-23Ls )

s 1gss )

s 1es2 )

s 32 (a) (L) )

PrincipaL VioLation
Organized Ciime Drug

Enforcernent Task Force
Unl_awfuL Flight ro Avoiã' Prosecutioi,
Financial. fnstitution

Fraud
Extortion
Bank Robberv
ÀctuaL and .ä,ttempted

Pg*Þt"g and exþlosive
Violence

Foreign police Cooperation( 1)Kidnapping ( 30)fnterstate Transportationi 5i
_ of StoLen eropèrtyIl].egat cambì.in! ( rr)Business

Interstate TransportaÈion.( 1 g3 )in Aid of Rackèreerinj--''rnternational Terrorism-_ ( 60)Other
Hobbs ÀcÈ - Com¡nercial ( ZI .fnstituÈions
RackeÈelTing Enterprise ( 30)

InvesÈigaÈion
fntersÈaÈe TrarjsporÈation( 5)9f - Srolen uoLor verriãi"Animal Enterprise - --( 

1)ProÈection

( 46s)

(7)

( :-z)

(z)
(' 2)
(q)

o)
r.)
7)

s)

208)

es)

.9)

.4)
1)':

3)

s

s

4962,

23L2

3L23

Le63 )

)

)

(

(

'. (

(

(

t



L7 (tB USC S 559, 23:-5, )
31,22, 3A23

18 (rs USc Chap. 73 )19(rg.usc s 1L5, '37t, 
)

844 (F) 13 61 , rg-tL_72,
1 958

20(78 USC S 3123 )

21(tB Usc S 2339 (a) )22(t8 USC S 201 , 37r )
1001,
27 USC S 841_, 846

23(1_8 USC S 1952, 1956,)
1,957 ,3122
27 USc S 841(a) (1),
843 (d) , 946

24 (18 USC s 1951, 1955
1961,
2t usc
846

2s (1.7 USc S so6 (a) )

26(ta usc s 1341, 1343,)
1344, t932, Lg5t,
1956 , 3122, 3]23, 37r

27 (18 usc s 1343, 3:-2:- )
28 (18 USC S 19s8 )

29(re usc s 312t-3t26, )
2703 (d)

30(rg usc s 1341, 1343 )

31(18 USC S 844 (i) )

32 (re usc s 3121.-3L25 )

33 (21 USC S 846 )
34 (rs usc s 1029, 1030, )25Lr, 27O\, 3],22, 31-29
3-5 (18 USC S 666, 1341_ )1343, 84J. (a) (1),

8!6, 503, 3]-22(re USÇ S 24L, 242(re use s 2tL3(re usc s.3L23, .3].24(18 USC S 2-- 225L,
2252
(re usc s 1112, 1951,
1952, 2384

Theft from Interstate
Shipment

Obstruction of rÏustice
Àcts of Terrorism in the

United SEates
f nternatíonal Terrorism

AcÈs of Terrorism in the
United SÈates-
Domestic Terrorism

Passport and Visa MaÈter
Corruption of Federal

Public Officials
Executive Branch

Money Laundering

anized Crime (368) (4e6)

1) (0)

( 8)
(sos')

(117)

( e)
( 1B)

( 40)

( 4)
(308)

( 84)

( 1)( rs)

( 34)

3122, 3123
s B4t, 843,

Investigations

fPR Infringement - (

Copyrighr
Other Wire & Uail (

Schemes

- Internet Fraud (
Domestic Police (

Cooperation/Fugutive
Investigation
Miscell.aneous Other

Neutrality MatÈers (

Securities and (
Commodities Fraud

Conspiracy to Impede (
Or Injure a Federal
Officer

Fraud & Related Actiwity_ (
fdenÈ Documents

Drug Related Homicide (.CompuÈer fntrusion (

Heal-Èh Care Fraud (

qivil Righrs-Col_or .of Law ( .
g--rrk Burglary (
WhiÈe Sl.ave. Traffic AeE aïnnocent Images NaÈional (

InitiaÈive
Terrorism Enterprise (

. InvestÍgations

2)

22)

4)
2)

( 4)

( 38)

'( 2)

( -0)

(0)

(1)

(44')

-0)

.3)
4)
4)

1e)

(1)
( 1)

0)

1_1 )

3)

2)

1)
6)

4)

2,J
3)
2)
e)

10)

(0)
(1)

36
37
38
39

40

)
)
)
)

)



41 (18 USC S 3122

42 (ts Usc S 2332 (a)

43 (18 USC S 186, 1962

44 (tB USC S 3123, 924
45 (l-B USC S 111, 11.5,

1958 , Ar!4, 757
46(tB USC S 195L, 3124
47 (t B usc s 1343, 2

48 (r8 USC S 245, 247
49(18 USC S 3r-23

InvoLuntary Servitude
and Slavery

Use, Possession,
Transfer, Production,
Transport of 'VûI"lD. .

Corruption of State and' Loca1 Public Official-s
Usama Bin Laden/el eaeda
Assaulting or Killing a.

Federal- Officer
CT Preparedness
OÈher Security/

Commodities Fraud
Matters

Racial Discrimination
Corruption Federal

Publ-ic Officials
Judicial Branch

)

)

)

)
)

)

)

( 20)

( 6)

( 121)

6)
3)

4)
1)

3 14)

2)
6)

0)
0)

1.)

0)

( 0)

( le)

(

(

(

(

(

0) (

1) (

1
2

5
5
5

(re usc
(rs usc

195 6
t96a

Espionage
Tampering with
Consumer Products

( .1)( re)
o)
0)



AGENCY: Federal Bureau of Investigation

Trap and Trace Àpplications - cal-endar year 2003
(.Ianuary 1- - Ðecember 3J., 2003)

Number of Original_ Orders
Number of Extensions
Number of InvesÈígations Involved
Number of Persons l{hose TeLephone

Dialing were Affected

t72B
13]-2
8r4

2440

LIST OF THE VTOI,ATIONS FOR VTHICH
TRAP .AND TRÀCE }ilERE SOUGHT

, NumÞgr o{ original
Applications and
Extensions for Èhis
VioLation

Statutory Citation
1 (21 USC S 801 et seg- )

2 (18 USC S 1073 )

(18 USC Ctrap . 4i-
(18 USC S 2113
(18 usc S 1117, 1951,
1-952, 2384

(r.8 usc s 12oL-1203
(18 USC S 2314 -23Ls

B (18 USC S 19s2 )

e (t_B usc s l1s )

10 (re usc 134L , 1_343, )L344, 1932, lg5!,
1956, 3122, 3].'23, 37L

r-r_ (1_8 USC S t gss )

iz (re usc s 3123 )

13 (rB -USC S 10Os )

14 (r8 USC S 559, 231,5,
3L22, 3L23

1S (26 USC S 5861 , 587L

Principal Violacion
Organized Crime Drug (267) (260)

EnforcemenÈ Task Þorce
UnLawful FLighr Èo Avoid ( 42) ( 18)Prosecution ..

Extortion (15) ( 4)
lank Robbery ( 32i i ;iTerrorism EnÈerprise ( 7) i rgjInvestigaEions ,
Kidnaping
fnterstaÈe Transportation

of Stolen property
ïnÈerstate Transporiat ionin Aid of Raclieteering
Assau_lting or Killing a

Federal_ Officer
Other tfire & Mail

Fraud Sóhemes

Illegal Gambting
Business

Àcts of Terrorism in the
UniEed States
Ðómestic Terrori.srir

Financial fnstitution
Fraud.Theft from fnÈerstate
ShipmenÈ

Actual and Àttempted
Bombing and Explosives
VioLence

3
4
5

6
7

(
(

(

(

le) ( 2)
2)- ( 4)

6o) .(l-o2)

B) ( 2)

e) ( 26)

s) ( 
1)

111)' (Bs)

a2) ( 0)

l-) ( o)

16) ( 2)

(

(

(

(

(

)

)



16(18 USC S 1.L5, 37r, )
844 (F) 1361, tB7!=72
195 B

17 (r8 usc s 2312 )

18 (rB usc s 1952 , tg56 )t957, 3122
21 Usc S 841 (a) (1),
843 (d) , 846

19 (r8 usc s 1951 , )
1955 , 7961,, 3122,
3 123
2I USC S B4T, 843,
846

20 (re usc s 201 )

.Aets of Terrorism in tfre
United. States

( r:e ) Q7t)
International Terrorism

ïnterstate Transportation.( t_) ( 0)'of Stolen Motor Vehicle
Money Laundering ( ro) ( l_0)

Organized Crime Drug
Investigations

( r+r) (2o1)

Corruption of Federal ( 9)Publ_ic Officiats
Exeeutive Branch

( t2)

- ( 4)
21 (18 USC Chap. 7322(te usc s 1962, 1963

23(18 USC S 1341, 7343,
3I2L-3I23

24 (te usc s 3123 , 924
25 (re usc s 2703 (d) ,3r2r-3726
26(tB usc s 1341

27 (te usc s l_961

28 (t8 usc s 1512 , 242
2g (t8 usc s 666 , r34L,

841 (a) (1) , 846,
503, 3t22

RackeÈeering EnÈerprise
ïnvestigation

ïnternet Fraud

Usama Bin Laden/a] eaedaNeutrality MaE.ters

Securities and
Commodities Fraud

Tampering with Consumer
Products

Civil Rights Color of LawHeal-th Care Fraud

)

)

)
)

)

)

)
)

I

(

(

(

(

(

(

(

17) ( 1)

4) ( 1)

4)(2)
0)(2)

e)(o)
14) ( o)

1)(o)
2) Ío)

s)(1)
40) ( 72)

1)(2)
2)(4)
2)(0)

56) (rg:)

13) ( 0)

5)(0)

Bi i ot

2) ( 3)0) ( 3)1)(0)
L) ( 0)

30(rB usc s 1_.029, t_030,)
25It_, 270]-; 3tZZ, 3:-23

31-(18 Usc S 32 (a) (r) )(5) , 37r
32(+z usc -s 3631 )33 (re usc s 2422 t34 (LB usc s 2tt3 i35(l_8 usc s 186, tg62 t

36(rB usc s 248, 844, ). 875, 924
37 (26 USC S 5.861, 587r )

3e (r8 usc s 2, 225L, )2252
3g(r8 usc s 1029, 25:.,2 )40(re usc s 1s46; 3123 t4r (r8 usc s 1s12 t42(t8 usc s 3122 , i841(a) (1) , 846

Computer fntrusion (

fnternaÈionaf Terrorism _ (
Other

Raeial Discrimination (I,Ihite Slave Traffic Àct (Bank Burglary (Corruption of State and (Loeal public Officials
Face Àct Violations (

CT_Preparedness - Special (
EvenÈs

I"t"gglt rmages Narional (.fniÈiaÈive
I*PR CopyrighÈ Infringement (Passport & Visa Mattãr (Religious DiscriminaÈion (fnvolunÈary Servitude (and SLavery



:
't,

43 (t B USC
44 (L8 USC

45 (18 USC S

L343, 2703
844 (i)

111 (a) (1)

(
(

)
)

s
s

ÀntitrusÈ
Conspiracy tg Impede

Or Injure a
Federal Officer

Crimes AgainsÈ
Famiì.y Members

( rg)
3)

1)

0)
0)

0)



Pen Register Applications

Nurnber of Original Orders

Number of Fxtensions

Number of Investigations Involved

Number of Persons Whose
Telephone Dialings 'Were Affected

AGENCY D*e Enforr**r Adri"ir ion

Calendar Year 2003

(January I -December 31, 2003)

2976

302

R?A

2976

Stan:tory Citation

r (2r usc 841 )
2 (2r USC 846 )
3 (2r USC 952 )
4 (t8 USC 1es6)

( lele) (30e)
( s67 ) (l7s)
( 135) (41)
( e2) (40)

LIST OF TIIE VIOLATIONS FOR WHICH
PEN REGISTERS WERE SOUGHT

Distribution of Narcoti cs_
Conspiracy to Distribute_
Importation of Narcotics_
Money laundering

Principal Violation Number of Original
Applications & Extensions



AGENCY D*e Enfotæmrnt Ad-inisffiion

Trap & Trace Applications - Calendar Year 2003

(January I - December 31, 2003)

NurnberofOriginal Orders 207

Number of Extensions 23

Nurnber of Investigations Involved l!5

Number of Persons 'Whose

Telephone Dialings'Were Affected

LIST OF THE VIOLATIONS FOR WHICH
PEN REGISTERS VVERE SOUGHT

Statutory Citation., Principal violation Number of Original
Applications & Extensions

I (21 USC 841 ) Distribution ofNarcotics_ ( ttz) ( Zt)
2 (21USC846 ) ConspiracytoDistribute ( 46) ( 19)
3 (21 USC 1956) Monev launderinq ( Zt ) ( I l)



Aggnqn Unitø States lvfarsba[ Service

Pen Register þpl ications

Number ofOriginal Orders yzz

Number ofExtensions 34

Number oflnvestigation fnvoþed gLz

Number ofPerrcns Wbose Telephone
Dalings were affected gZz

Caleadar YærZOO3
January I -December jl,Z}üj

List ofthe Violuions for\Uhich
Pen Registers were sought

Statutory Citation

(18 usc 0e02)
(t8 usc 0903)
(18 USC 0904)
(18 usc oeoT)
(18 usc oen)
(rE usc oerz)
(18 usc oeee)
(18 usc 1002)
(t8 usc 1004)
(r8 usc roos)
(lE usc 1006)
(18 usc l0l0)
(18 usc ror 1)
(r8 usc roee)
(18 usc r tot)
.(r8 usc rrv2)
(t8usc l¡03)
(18 usc lrr2)
(r8 usc'r n4)
(r8 usc llee)
(r8 usc r2ol)
(r8 usc 

'2az>(r8 usc 1209)
(18 USC t2rr>

Principal Volation

HornicidelVillfi¡l Kitl-Famityweap
Homicid e-Wil|fu ¡ K¡ll-Nonfr mCrun
Homici deWillfi ¡l lel-NonfamWeap
Homici de-Wilh¡l Kill-pol Oßür*b
W'rIIful Kill- Cn¡n
Willfu¡ Kill- Weapon
Homicide
Kidnap Adult for Ransosr
Kid*p Adult to Sexrally Asslt
KidnaP Mnor
Selr Assh - Sodomy-Girt-Grn

9_T attb- Sodomy-Gírt-lVeapon
Kìdnap lvfinor-Nonpareotal
Kidnapping
Rape-GuD
RapewithtVeapon
$,ape'Srongarm
S ex Asslr-S odomy-B oy-Strongarm
S ex Asslt-Sodomy-Girl-Stgrrn
Sex Assar¡lt
Robbery- Businessûm
Robbery-Business-Weapon
Robbery-Resièstrorgarm
Robbery-B.anking-T)e Insr

Number of Original
Applicatiors & Exer¡sions

(4)
(loe)
(r2)
(e)
(le)
(2)
(r47)
a)
(5)
a)
(r4)
(2)
(2)
(2)
(2)
(3)
8)
(?)
(t0)
(2)
(13) 

.
(2)
(r)
(2e)

(l)

(4)

(r)

(6)



¡UJ É9J JC.¿J 
'L' 

>¿¿'¿ÞIÞÞ¿)Þ r. ttÞ

(18 usc r2e9)
(18 usc t3oz)
(18 usc 1304)
(r8 usc 13 t t)
(t8 usc r3r4)
(18 usc l3ee)
(18 usc 1602)
(I8 USC t7o2)
(r8 usc zr01)
(rr usc 22V2)
(r8 usc 2203)
(18 USC 22ee)
(rr usc 2so2)
(18 usc 2so3)

Robbery

$gBrav Asss¡¡tr-Famiþ-Weapon
fugrav Asslt-Nonñmil¡Grn
Aggav Asslt- pol Off-Weapon
AggravAsslt - Gù¡
As.çauh
Threar-Terrorisric-State Ofeases
Fdera]-I4alerial Witoess
Exto¡t-Threa¡ Injure person
BnrgfForced Entry-Resíd
Burgl-Forced Entry-nonresi d
Burglary
Forgery of
Counterfeiting Of

@)
(l)
(l 8)
(8)
(23)
(5)
(4)
(6)
(2)

Q)
(Ð
(l)
(2)

0

(r8 usc 26os)
(18 usc 2608)
(18 usc 26e9)
(¡8 USC 3see)
(18 usc a60t)
(IE USC i6u4")
(ls usc a6ss)
(r8 usc 3so2)
(t8 usc 40p4)
(18 usc 49ol)
(lE usc sOot)
(18 usc soo2)
(18 usc 501l)
(t8 usc s0t2). (18 usc 5013)
(r8 usc sot5)
(r8 usc s2r0)
(t8 usc s2u)
(r8 usc 52rs)
(t8 usc szee)
(t8 usc s3oe)
(t8 uscl{So3)
(2t usc E4r)
(2t usc s46). (2r usc 3sto)
(2r usc 35r r)
(2¡ USC 35t2)
(21 USC 3sr3)
(21 usc 3s3o)
(21 usc 3s32)
(2r usc 3533)

Fraud nþ Use Credit Cards
Fraud byWire
Danage property

. Dangerous Drugs
Soc Offe¡sc-Against Child_Fondling
Incest with Mnor
Sex Otrense
Cruelty Towards Child
Prostitr¡tion
Escapc
Bafl - Seo¡red Bond

_Bai-Personal Recog
Parole Volation
.Probæion Violation
Condit Release Violæions
Faih¡rero AppearSeeMs

5?"". s-lggsratíon tVeapon
Explosives-Posscssng
Tlreat to Bomb
Weapon Ofeûse
Harassing Comnn¡nic¿tion
Consp toAid inEscape
I{anuåcûrre,Distr Conroltcd Sub
_C_onsp to di$r¡'hfe Cortrolled Sub
Heroin-Selt
Heriorr.smuggl
Heroin-Possess
Herion
Cocai¡e-Sell
Cocaino-possess
Cocaine

(t l)
(4)

Q7)
(le)
a)
(3)
(5)
(l)
(6)
(s6)
(3)
(2)
(13)
(26)
(4)
(r l)
(2)
a)
(2)
(22)
(2)
(2)
(r t)
(3)
(5)
(2)
(r0)

(73)
'(8)

(4e)

(6)

(4)

(8)

a)

(2)



(21 usc 3s4z>
(2r usc 35so)
(21 usc 3560)
(21 usc 3561)
(2r usc 3563)
(2r usc 3s7r)
(21 usc 3sT2)

Sy-ntb Narcotic-Possess
Narcotic EquipPossess
Màrijuana-Seil
lvfarijuana-Smuggf e
Marijuana-Producing
Amphaamine.Sell
Arnphetamine-Possess

(z)
(6)
(4)
(3)
(2)
(4)
(ó)

x¡¡ TOTÍI- pÊGE,ãZ xx


