U.S. Department of Justice

Executive Office for United States Attorneys
Freedom of Information/Privacy Act Staff

600 E Street, N.W., Room 7300

Washington, D.C. 20530

202-616-6757 Fax 202-616-6478 VAN 11 2007

Requester:__Marcia Hoffmann Request Number:__ 06-3203

Subject of Request: Pen Register Guidance

Dear Requester:

Your request for records under the Freedom of Information Act/Privacy Act has been
processed. This letter constitutes a reply from the Executive Office for United States Attorneys, the
official record-keeper for all records located in this office and the various United States Attorneys'
Offices.

To provide you the greatest degree of access authorized by the Freedom of Information Act and
the Privacy Act, we have considered your request in light of the provisions of both statutes.

The records you seek are located in a Privacy Act system of records that, in accordance with
regulations promulgated by the Attorney General, is exempt from the access provisions of the Privacy
Act. 28 CFR § 16.81. We have also processed your request under the Freedom of Information Act and
are making all records required to be released, or considered appropriate for release as a matter of
discretion, available to you. This letterisa [ X ] partial [ ] full denial.

Enclosed please find:

58 page(s) are being released in full (RIF);
page(s) are being released in part (RIP);
page(s) are withheld in full (WIF). The redacted/withheld documents were reviewed to
determine if any information could be segregated for release.

The exemption(s) cited for withholding records or portions of records are marked below. An
enclosure to this letter explains the exemptions in more detail.

Section 552 Section 552a
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[ ] Inaddition, this office is withholding grand jury material which is retained in the District.
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[ ] Areview of the material revealed:

[ X ]_149  page(s) originated with another government component. These records were
found in the U.S. Attorney’s Office files and may or may not be responsive to your request.
These records will be referred to the following component(s) listed for review and direct response to

you:_Office of Information & Privacy (120 Pages) & Criminal Division (29 Pages).

[ 1 There are public records which may be obtained from the clerk of the court or this
office, upon specific request. If you wish to obtain a copy of these records, you must submit a new
request. These records will be provided to you subject to copying fees.

[ ] Please note that your original letter was split into separate files (“requests™),
for processing purposes, based on the nature of what you sought. Each file was given a separate
Request Number (listed below), for which you will receive a separate response:

[ 1 Seeadditional information attached.

This is the final action on this above-numbered request. You may appeal this decision on this
request by writing within 60 days from the date of this letter to the Office of Information and
Privacy, United States Department of Justice, 1425 New York Avenue, Suite 11050, Washington,
D.C. 20530-0001. Both the letter and envelope should be marked “FOIA Appeal.” If you are
dissatisfied with the results of any such administrative appeal, judicial review may thereafter be
available in U.S. District Court, 28 C.F.R. §16.9.

am (7 Stewart 11
fig’ Assistant Director

Enclosure(s)
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Requester: Marcia Hoffmann
FOIA #: 06-3203

Continuation Sheet:

Please note that your original letter have been split into four separate files (‘requests™), for processing
purposes, depending on the nature of what you sought. Each file will have a separate Request Number
(listed below), for which you will receive a separate response: 06-3201, 06-3202, 06-3203, & 06-3204.

This response is to FOIA No. 06-3203 only and does not include search results associated with the
other requests listed above.



EXPLANATION OF EXEMPTIONS

FOIA: TITLE 5, UNITED STATES CODE, SECTION 552

) (1) (A) specifically authorized under criteria established by and Executive order to be kept secret in the in the interest of national
defense or foreign policy and (B) are in fact properly classified pursuant to such Executive order;

(b)) related solely to the internal personnel rules and practices of an agency;

®)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires
that the matters be withheld from the public in such a manner as to leave no discretion on the issue, or (B) establishes
particular criteria for withholding or refers to particular types of matters to be withheld,;

(b)4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

®)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in
litigation with the agency;

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy;

&) records or information compiled for law enforcement purposes, but only the extent that the production of such law
enforcement records or information (A) could reasonably be expected to interfere with enforcement proceedings, (B) would
deprive a person of a right to a fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an
unwarranted invasion of personal privacy, (D) could reasonably be expected to disclose the identity of a confidential source,
(E) would disclose techniques and procedures for law enforcement investigations or prosecutions, or would disclose guidelines
for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of
the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual.

(b)8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency
responsible for the regulation or supervision of financial institutions; or

(b)9) geological and geophysical information and data, including maps, concerning wells.
PRIVACY ACT: TITLE 5, UNITED STATES CODE, SECTION 552a
d)(5) information complied in reasonable anticipation of a civil action proceeding;

(GX2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or
reduce crime or apprehend criminals;

&)1 information which is currently and properly classified pursuant to Executive Order 12356 in the interest of the national defense
or foreign policy, for example, information involving intelligence sources or methods;

&)(2) investigatory material complied for law enforcement purposes, other than criminal, which did not result in loss of a right,
benefit or privilege under Federal programs, or which would identify a source who furnished information pursuant to a
promise that his/her identity would be held in confidence;

)3 material maintained in connection with providing protective services to the President of the United States or any other
individual pursuant to the authority of Title 18, United States Code, Section 3056;

k)(4) required by statute to be maintained and used solely as statistical records;
k)5) investigatory material compiled solely for the purpose of determining suitability eligibility, or qualification for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who

furnished information pursuant to a promise that his identity would be held in confidence;

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal
Government service the release of which would compromise the testing or examination process;

&)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of
the person who furnished the material pursuant to a promise that his identity would be held in confidence.
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Bepartment of Justice

FOR IMMEDIATE RELEASE AG
FRIDAY, OCTOBER 26, 2001 (202) 616-2777
WWW.USDOJ.GOV TDD (202) 514-1888

ATTORNEY GENERAL ASHCROFKT DIRECTS LAW ENFORCEMENT
OFFICIALS TO IMPLEMENT NEW ANTI-TERRORISM ACT

WASHINGTON, D.C. — Attorney General John Ashcroft today directed all 94 U.S.
Attorneys’ offices and 56 FBI field offices to implement the new anti-terrorism legislation
overwhelmingly passed by Congress and today signed by President Bush. The new offensive
against terrorism will require law enforcement to make use of new powers in intelligence
gathering, criminal procedure and immigration violations. With these enhanced provisions, the
- fight against terrorism will have the full force of the law while protecting Constitutional civil
liberties. ‘

“Law enforcement is now empowered with new tools and resources necessary to disrupt,
weaken, and eliminate the infrastructure of terrorist organizations, to prevent or thwart terrorist
attacks, and to punish the perpetrators of terrorist acts,” said Ashcroft. “The American people
can be assured law enforcement will use these new tools to protect our nation while upholding
the sacred liberties expressed in the Constitution.”

The new provisions have two over-arching principles: airtight surveillance of terrorists
and speed in tracking down and intercepting terrorists. Law enforcement has had many of these
provisions to fight drug trafficking and organized crime, but previously they did not apply for
terrorism. The Department’s objective of preventing terrorist acts before they happen is
strengthened dramatically and, therefore, the war on terrorism is escalated to a degree
commensurate with the threat posed by terrorism. The legislation enacted today provides these
new weapons in the war on terrorism:

® - Prosecutors will seek judicial authority to intercept communications related to an
expanded list of terrorism-related crimes such as: the development, possession, or
use of chemical or biological weapons; financial transaction with a terrorist
government; or providing material support to terrorists or terrorist organizations.
Investigators will use “roving” wiretaps to intercept communications and thereby
thwart the ability of terrorists to evade surveillance by switching phones or
communication devices.

. Investigators will now aggressively pursue terrorists on the Internet. The
legislation permits investigators to obtain senders’ and receivers’ e-mail addresses
just as it is done with telephone surveillance. Terrorists employ sophisticated
technologies to evade detection and the legislation updates the law to the
technology. Investigators will use search warrants to obtain unopened voice-mail
and email.

. New subpoena power will enable authorities to obtain payment information, such
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as credit card or bank account numbers, of suspected terrorists on the Internet.
This will allow investigators to identify the terrorist who hides behind a fictitious
Internet name.

. Investigators will be able to use a single court order to trace a communication
nationwide, even when it travels beyond the judicial district that issued the order.
The scope of search warrants for unopened e-mail and other evidence will also be
nationwide. This improved efficiency will save hours or days in investigations
where seconds matter.

L Law enforcement and intelligence communities will share information on terrorist
activities and thus better coordinate their efforts to prevent terrorism.

These new tools for law enforcement are the products of hundreds of hours of
consultation and careful consideration by the Administration, members of Congress, and state
and local officials. They are careful, balanced, and long overdue improvements in law
enforcement’s capacity to prevent terrorism.
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Final Bill
Section-by-Section Analysis

Bill Bill
Provision Description
No.

1 Title and table of contents.

2 Construction and severability clause.

101 Establishes a fund to reimburse DOJ components for costs incurred to rebuild facilities,
investigate and prosecute terrorism, and to reimburse other Federal agencies for detaining
individuals in foreign countries accused of terrorist acts.

102 Sense of Congress condemning discrimination against Arab and Muslim Americans.

103 Authorizes $200M for each of FY 2002, 2003 and 2004 for the FBI Technical Support
Center (established by AEDPA).

104 Broadens Attorney General's authority to request assistance of Secretary of Defense in
emergency situations involving weapons of mass destruction.

105 Directs the Secret Service to develop a national network of electronic crime task forces
modeled on the New York task force.

106 Grants President the power to confiscate and take title to enemies’ property, when United
States has been attacked or is engaged in military hostilities; also authorizes courts to
consider classified evidence, without making it public, in lawsuits that challenge the
government’s seizure of property.

201 Adds terrorism statutes—including chemical weapons offenses under 18 U.S.C. 22—as
predicate offenses for which Title III wiretap orders are available.

202 Allows voice wiretaps in computer hacking investigations.

203(a) Permits sharing of grand jury information regarding foreign intelligence and
counterintelligence with federal law-enforcement, intelligence, protective, immigration,
national defense and national security personnel; must notify court that disclosure has
taken place. Can share grand jury information with state officials upon court order.

203(b) Sharing of wiretap information regarding foreign intelligence, counterintelligence, and
foreign intelligence information with federal law-enforcement, intelligence, protective,
immigration, national defense and national security personnel.

203(c) Requires AG to establish procedure for information sharing in 203(a) and (b).

203(d) Permits sharing of information regarding foreign intelligence, counterintelligence, and
foreign intelligence information with federal law-enforcement, intelligence, protective,
immigration, national defense and national security personnel notwithstanding other law.

204 Assures that foreign intelligence gathering authorities are not disrupted by changes to pen
register/trap and trace statute.

205

Employment of translators by the FBL




206

Allows court to authorize roving surveillance under FISA where court finds that the
actions of the target may have effect of thwarting the identification of a target.

207

Initial authorization for surveillance and search of officers/employees of foreign powers
changed to 120 days; can be extended for one year period. All other searches authorized
for 90 day period. :

208

Increases the number of judges on the FISA Court to 11, no Jess than 3 of whom must live
within 20 miles of Washington, D.C:

209

Allows voice mail stored with a third party provider to be obtained with a search warrant,
rather than a wiretap order.

210

Broadens the types of records that law enforcement can subpoena from communications
providers, including the means and source of payment.

211

Clarifies that statutes governing telephone and internet communications (and not the
burdensome provisions of the Cable Act) apply to cable companies that provide internet or
telephone service in addition to television programming.

212

Allows computer-service providers to disclose communications and records of
communications to protect life and limb; and clarifies that victims of computer hacking
can disclose non-content records to protect their rights and property.

213

Amends 18 U.S.C. 3103a to permit delayed notice of search warrants where court
determines that immediate notice would have an “adverse result”; officers may seize
property if court finds “reasonable necessity.”

214

To get pen register/trap and trace order under FISA, must certify that information likely to
be obtained is relevant to an ongoing investigation to protect against international
terrorism or clandestine intelligence activities; investigations of US persons may not be
conducted upon the basis of First Amendment protected activities.

215

Business records provision allows any designee of FBI director no lower than Assistant
Special Agent in Charge to apply to FISA court or a magistrate designated by Chief Justice
for an ex parte order requiring production of any tangible things for an investigation to
protect against international terrorism or clandestine intelligence activities; investigation
must be conducted under AG Guidelines under EO 12333, and investigation of a US
person cannot be based on First Amendment protected behavior; also requires semijannual
reporting to Congress.

216

Amends the pen register/trap and trace statute to apply to intemet communications, and to
allow for a single order valid across the country.

217

Allows victims of computer-hacking crimes to request law enforcement assistance in
monitoring trespassers on their computers; “computer trespasser” does not include persons |
who have a contractual relationship with the hacked computer’s owner.

218

Allows law enforcement to conduct surveillance or searches under FISA if “a significant
purpose” is foreign intelligence

219

Permits courts to issue search warrants that are valid nationwide for investigations involving
terrorism.

220

Permits courts to issue search warrants for communications stored by providers anywhere in
the country; court must have jurisdiction over the offense.

221

Authorizes President to impose sanctions relating to the export of devices that could be
used to develop missiles or other weapons of mass destruction. Also expands President’s
ability to restrict exports to the portions of Afghanistan controlled by the Taliban.




Protects communications providers from having to develop or deploy new technology as a

323

222
result of the Bill, and assures that they will be reasonably compensated.

223 Creates a cause of action and authorizes money damages against the United States if
officers disclose sensitive information without authorization.

224 Provides that all changes in Title II sunset after four years (except sections 203(a), 203(c),
205, 208,210, 211, 213, 216, 219, 221, and 222).

225 Grants immunity from civil liability to persons who furnish information in compliance
with a FISA order.

301 Title of money-laundering act.

302 Congressional findings.

303 Sunset provision; money-laundering provisions will expire in 2005 if Congress enacts joint
resolution.

311 Authorizes the Treasury Secretary to require that financial institutions undertake a variety
of special measures to prevent money laundering, such as recording certain transactions
and obtaining information about correspondent accounts.

312 Imposes special due diligence requirements for private banking and correspondent
accounts that involve foreign persons.

313 Prohibits domestic financial institutions from maintaining correspondent accounts with
foreign shell banks.

314 Requires Treasury Secretary to promulgate regulations to encourage cooperation among
financial institutions, regulators, and law enforcement; allows financial institutions to share
information regarding persons suspected of terrorism-related money laundering.

315 Includes various foreign-corruption offenses—including bribery and smuggling—as
“specified unlawful activities” under the money-laundering statute.

316 Allows persons to contest confiscations of their property in connection with antiterrorism
investigations.

317 Authorizes long-arm jurisdiction over foreign money launderers; also allows courts to
restrain foreign-money launderers’ assets before trial.

318 Essentially a technical amendment, defines “financial institution” to include a “foreign
bank.”

319 Permits forfeiture of funds held in United States interbank accounts; upon the request of
federal banking agencies, requires financial institutions to disclose information about anti-
money laundering compliance.

320 Authorizes the civil forfeiture of property related to certain offenses against foreign
nations, including controlled-substances crimes, murder, and destruction of property.

1321 Includes various entities in the definition of “financial institution,”, including futures
commission merchants and the Commodity Futures Trading Commission.

322 Provides that a statute preventing fugitives from using court resources in forfeiture actions,
also applies to claims brought by corporations whose officers are fugitives. [typo in bill;
refers to title 18; should be title 28]

Allows courts to issue restraining orders to preserve the availability of property subject to

| forfeiture by a foreign govemment.







