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FOREWORD

This manual was prepared by the Electronic Surveillance
Unit, Office of Enforcement Operaticns, Criminal Division, and is
designed primarily tco assist federal prosecutors and
investigative agents in the preparation of electronic
surveillance applications made pursuant to Title 18, United
States Code, Sections 2510-2522 (2001) ("Title III"} and
associated statutes. It is not intended to confer any rights,
privileges, or benefits upon defendants, nor does it have the
force of a United States Department of Justice directive. Sece
United States v. Caceres, 440 U.S, 741 (1979). 1In addition to
outlining and discussing the statutory requirements of Title III
applications, this manual alsc sets forth the Department’s
authorization process, provides guidance in filing Title III
pleadings before the court, and discusses the applicable case law
as well as both novel, and frequently arising, legal issues
involved in Title III litigation. Samples of the most commonly
filed pleadings follow the text.




INTRODUCTION

This manual sets forth the procedures established by the
Criminal Division of the Department of Justice to obtain
authorization to conduct electronic surveillance pursuant to
Title 18, United States Code, Sections 2510-2522 (2001) (Title TIII
of the Omnibus Crime Control and Safe Streets Act of 19%68, as
amended by the Electronic Communications Privacy Act of 1986
(ECPA), the Communications Assistance for Law Enforcement Act of
1994 (CALEA), the Antiterrorism and Effective Death Penalty Act
of 1996 (Antiterrorism Act)), the USA-Patriot Act of 2001, and
the Homeland Security Act of 2002 and discusses the statutory
requirements of each of the pleadings. Throughout this manual,
the above federal wiretap statutes will occasionally be referred
to collectively as "Title III."

This manual is divided into two sections. The first section
provides an overview of the procedures to follow when applying
for authorization to conduct electronic surveillance, and
discusses format, statutory and policy requirements, and
pertinent case law concerning specific electronic surveillance
issues. The second section provides sample forms pertaining to
electronic surveillance involving wire, oral and electronic
communication interceptions, pen register/trap and trace
procedures, access to transactional data and stored wire and
electronic communications, and the use of tracking devices.
These forms are intended only to provide general guidance in
drafting the most frequently used pleadings and do not prohibit
alternative approaches.
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I. THE ELECTRONIC SURVEILLANCE UNIT

The Electronic Surveillance Unit (ESU) operates within the
Office of Enforcement Operations (QOE0QO), Criminal Division, and
handles all requests made pursuant to Title III to conduct
non-consensual, domestic surveillance of wire, oral, and
electronic communications for law enforcement purposes. The ESU
does not handle state wiretaps or requests to conduct domestic
national security electronic surveillance pursuant to the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. §§ 1801, et
seg.) (FISA). Questions concerning FISA taps should be directed
to the Office of Intelligence and Policy Review at (202)
514-5600.

Attorneys in the ESU are responsible for reviewing and
processing all Title IIT requests, and are available to assist in
the preparation of Title III applications and to answer guestions
on any Title III-related issue. All such inquiries should ke
directed to (202) 514-6809. ESU attorneys will also provide
assistance in responding t¢ suppression motions and preparing
briefs on Title III issues. For assistance in this area, contact
the Chief or Deputy Chief of the ESU at the above number.

IT. TITLE TIT AUTHORIZATION PROCESS

The following is a brief explanation ¢f the Department of
Justice's procedures for reviewing and authorizing Title III
applications.

1. A copy of the proposed order, application, and affidavit
is submitted to the ESU and to the Washington, D.C., office of
the investigative agency handling the case. Those pleadings
should be sent to the Office of Enforcement Operations,
Electronic Surveillance Unit, 1301 New York Avenue, N.W., 12%°
Floor, Washington, D.C. 20005, and should be sent via overnight
mail. If the documents are short enocugh, they may be faxed
directly to the ESU at (202} 616-8256. For security reasons,
these pleadings may not be sent via e-mail.

Except in the case of genuine emergencies, discussed below,
most original applicaticens require approximately one week to
review and process from the time the ESU receives the affidavit.
Spinoff requests (i.e., applications to conduct electronic
surveillance at a new location or over a new facility that are
related to an ongoing or previously conducted interception
reviewed by the ESU) are considered original applications and are
reviewed and processed in the same manner described below, and
require agency approval. Extension requests (i.e., applications



to continue intercepticons over the same facility or premises)
require review only by the ESU, and not the investigative agency.
Because the ESU is presently reviewing approximately 1,700 Title
IIT applications per year, it is imperative when coordinating an
investigation or planning extension requests that sufficient time
is allowed for the Title III application to be reviewed by both
the ESU and, when appropriate, the investigative agency.

2. When an application is received in the ESU, it is logged
in and assigned to one of the reviewing attorneys. This attorney
will be responsible for reviewing all spinoffs and extensions
arising from the original application. The attorney will discuss
with the Assistant United States Attorney (AUSA) handling the
case any necessary changes or additions to the affidavit, and
will coordinate the processing of the request with the
investigative agency's QOffice of Legal Counsel or, in the case of
the FBI, the appropriate section within the Criminal
Investigative Division. Once the affidavit has been reviewed by
both the ESU attorney and the investigative agency's counsel and
is in final form, the head of the investigative agency will send,
through the ESU, a memorandum to the Assistant Attorney General
{(or Acting Assistant Attorney General) for the Criminal Division
requesting that electronic surveillance be autherized in this
case. Because it is the investigative agency that has the
ultimate responsibility for conducting the requested electronic
surveillance, the ESU cannot recommend approval of a Title III
until this agency memorandum has been finalized. (The agency
memorandum is reguired only for original applications and spinoff
applications involving a new facility or location; it 1s not
required for an extension request.) Minor changes or additions
to the affidavit can usuvally be faxed to the ESU and the
investigative agency for insertion in the original; however, in
those cases when an affidavit needs substantial revision, a new
copy must be submitted. Generally, an AUSA's only contact person
will be the ESU attorney assigned to the case. Aany problems or
changes requested by the investigative agency's counsel will be
communicated to the affiant by the agency after consultation with
the ESU attorney.

3. After reviewing the application, the ESU attorney will
write an action memorandum to the Assistant Attorney General
(AAG), Criminal Division, summarizing and analyzing the relevant
facts and legal issues as they pertain to the proposed electronic
surveillance, and discussing the application's compliance with
the statutory requirements of Title III. This memorandum also
contains the ESU's recommendation of approval or disapproval of
the application. Once the reviewing attorney has written the
action memorandum, a package is prepared containing the



memorandum and the pleadings. This package, together with the
requesting memorandum from the head of the investigative agency,
is then sent to the AAG's office for final review and
authorization.

4. 1If the application is authorized, the ESU will fax the
AUSA the following items: the authorizaticn document, which is a
memorandum from a properly designated official to the Director of
OEC, authorizing the application for Title III surveillance, and
a copy of the Attorney General's most recent delegation order,
which identifies those individuals to whom the Attorney General
has delegated auvthority to authorize Title III applications. The
designated official’s authorization memorandum and the copy of
the Attorney General’s delegation order should be filed with the
pleadings.

I1IT. THE ELECTRCNIC SURVEILLANCE PLEADINGS

Discussed below are the requirements for each cof the three
documents comprising a Title III application: the Application,
the Affidavit, and the Order. These requirements, which are set
forth in 18 U.S.C. § 2518, are applicable to requests for oral,
wire and electronic communications. Samples of each of these
pleadings are found in the Forms section.

1. The Application

a. It must identify the applicant (an AUSA) as a law
enforcement or investigative officer, and must be in writing,
signed by the AUSA and made under ocath., 18 U.5.C. § 2518(1). It
must be presented to a federal district court or court of appeals
judge, and be accompanied by the Department's authorization
memcrandum signed by an appropriate Department of Justice
official. See 18 U.S.C. §§ 2516(1) and 2510(9) (a); In re United
States, 10 F.3d 931 (2d Cir. 19%3) (explaining that "“judge of
competent jurisdiction" does not include magistrate judges),
cert. denied sub nom. Korman v. United States, 513 U.S. 812
(1994) .

b. It must identify the type of communications to be
intercepted. 18 U.3.C. § 2518(1) (b) (iii). "Wire communications"
are "aural transfers" (involving the human voice) that are
transmitted, at least in part by wire, between the point of
origin and the point of reception, i.e., telephone calls. 18
U.5.C. & 2510¢(1). This includes voice communications conducted
over cellular telephones, ccrdless telephones and voice pagers,
as well as over traditional landline telephones. "Oral
communications™ are only treated as such by Title III when they



involve utterances by a person exhibiting a reasonable
expectation of privacy, such as conversations within a person's
residence, private office, or car. 18 U.S.C. § 2510(2). An
"electronic communication™ most commonly involves digital display
raging devices and electronic facsimile machines, but also
includes electronic mail and computer transmissions. It does not
include communications made through tone-only paging devices,
communications from a tracking device, or electronic funds
transfer information. 18 U.5.C. § 2510¢{(12).

c. It must identify the specific federal offenses for which
the affidavit sets forth probable cause to believe have been, are
being, or will be committed. 18 U.S.C. § 2518(1) (b} (I). The
offenses that may be the predicates for a wire or an oral
intercepticn order are limited to those set forth in 18 U.S.C. §
2516¢{l). 1In the case of electronic communications, a request for
interception may be based on any federal felony, pursuant to 18
U.5.C. & 2516(3).

d. It must provide a particular description of the nature
and location of the facilities over which, or the place where,
the interception is to occur. 18 U.S.C. § 2518(1) (b) (ii).
Specifically excepted from the particularity reguirement of 18
U.S5.C. § 2518(1) (k) (ii) are the roving interception provisions
set forth in 18 U.S.C. § 2518(11). See also 18 U.S.C. §

2518 (12)y. The specific requirements of the roving provisions are
discussed in detail below., Briefly, in the case of a roving oral
interception, the application must show, and the order must
state, that it is impractical to specify the locations where the
oral communications of a particular named subject or subiects are
to be intercepted. 18 U.S.C. & 2518(11} {(a) (ii), (iii). In the
case of a roving wire or electreonic interception, the applicatiocn
must show, and the order must find, that there is probable cause
to believe that the acticns of the particular named subject {or
subjects) could have the effect of thwarting interception from a
specified facility. 18 U.S.C. & 2518(11l) (b) {(ii}, (iii). In the
case of a roving interception, the accompanying DOJ authorization
document must be signed by an official at the Assistant Attorney
General or acting Assistant Attorney General level or higher. 18
U.S5.C. & 2518(11) (a) (I}, (b)Y {(I).

e. It must identify the person(s), if known, committing the

offenses and whose communications are to be intercepted. 18
U.5.C. § 2518(1) (b) (iv); United States v. Donovan, 429 U.S. 413
{1977). It is the Department's policy to name in the pleadings

all persons as to whom there is probable cause to believe are
committing the offenses ("viclators"), and then to delineate who
amcng the violators will be intercepted over the target



facilities discussing the offenses ("interceptees"). {(Typically,
the list of interceptees is nothing more than a subset of the
larger list of vieolators.,) It is also Department pclicy to name
individuals in Title IIT pleadings even if their invelvement does
not rise to the level of probable cause. See United States v.
Ambrosio, 898 F. Supp. 177 (S$.D.N.Y. 1995) ("since nothing in the
statute restricts the government from naming in the affidavit
individuals as to whom it may not have prcbable cause, the
statute's goal of providing [inventory] notice [of the wiretap
pursuant to 18 U.S.C. § 2518(8) (d)] is actually furthered by
naming more, rather than fewer, persons"). See also United
States v. Martin, 599 F.2d 880 (9th Cir.), cert. denied, 441 U.S5.
962 (1979) (same) . '

f. It must contain a statement affirming that normal
investigative procedures have been tried and failed, or are
reasonably unlikely to succeed, or are toc dangerous toc employ.
18 U.3.C. & 2518(1)®. The applicant may then state that a
complete discussion of attempted alternative investigative
techniques is set forth in the accompanying affidavit.

g. It must contain a statement affirming that the affidavit
contains a complete statement of facts concerning all previous
applications that have bheen made to intercept the oral, wire, or
electrconic communications of any of the named persons or
inveolving the target facility or location. 18 U.S.C. &
2518 (1) (e); United States v. Bianco, 998 F.2d 1112 (2d Cir.

1993) (holding that the duty to disclose prior applications covers
all persons named in the application and not just those
designated as "principal targets"), cert. denied, 511 U.S. 1069
(1294); United States v. Ferrara, 771 F. Supp. 1266 (D. Mass.
1991} (when "the government has decided to name in its Application
individuals believed to be co-conspirators of the proposed
principal targets of an interception corder, it has an obligation
£o inform the issuing judge of all prior requests for authority
to intercept communicaticns of those individuals"™).

h. ITf involving an oral (and occasionally a wire cr an
electronic) interception, it must contain a request that the
court issue an order authorizing investigative agents to make
surreptitious and/or forcible entry to install, maintain, and
remove electronic interception devices in or from the targeted
premises. In effecting this, the applicant should notify the
court as soon as possible after each surreptitious entry.

I. If involving a wire interception (and an electronic
interception involving, for example, a facsimile machine), it
must contain a request that the authorization apply not only to



the target telephone number, but to any changed telephone number
subsequently assigned to the same cable, pair, and binding posts
used by the target landline telephone within the thirty (30) day
interception period. With regard to cellular telephones, the
language should read:

IMSI/ESN Combo

The authorization given is intended to apply not only to the
target telephone numbers listed above, but to any other telephone
numbers or telephones accessed through the international mobile
subscriber identification (IMSI) number used by the one target
cellular telephone, to any other IMSI numbers accessed through
that target cellular telephone number, and to any other telephone
numbers subsequently assigned to the instrument bearing the same
electronic serial number as the other target cellular telephone,
within the thirty-day period. The authorization is alsc intended
to apply to the target telephone numbers referenced above
regardless of service provider, and to background conversaticns
intercepted in the vicinity of the target telephones while the
telephones are off the hook or otherwise in use.

ESN

The authorization given is intended to apply not only to the
target telephone number listed above, but tec any other telephone
number subsequently assigned to the instrument bearing the same
electronic serial number used by the target cellular telephone
within the thirty-day period. The authorization is also intended
to apply to the target telephone number referenced above
regardless of service provider, and to background conversations
intercepted in the vicinity of the target telephone while the
telephone is off the hook or otherwise in use.

See United States v. Duran, 189 F.3d 1071 (9th Cir. 1999} (Title
IIT order remained valid when cell phone MIN change was followed
by an ESN change a few days later); United States v. Baranek, 903
F.2d 1068, 1071-72 (6th Cir. 1990} (aural versicn of the "plain
view" doctrine applied).

3. If involving a wire (and sometimes an electronic)
interception, it must alsc contain a request that the court issue
an corder directing the service provider, as defined in 18 U.S.C.
§ 2510(15%), to furnish the investigative agency with all
information, facilities, and technical assistance necessary to
facilitate the ordered interception. 18 U.S.C. §§5 2511(2) (a) {ii)
and 2518{(4). The application should alsc request that the court
order the service provider and its agents and employees not to
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disclose the contents of the court order or the existence of the
investigation. 18 U.S5.C. § 2511(2) (a) (ii).

k. It should contain a request that the court's order be
issued for a period not to exceed thirty (30) days, measured from
the earlier of the day on which the interception begins or ten
(10) days after the order is entered, and that the interception
must terminate upecn the attainment of the authorized objectives.
18 U.S.C. § 2518(L) (&), (5).

1. It should contain a statement affirming that all
interceptions will be minimized in accordance with Chapter 119 of
Title 18, United States Code, as described further in the
affidavit.

m. It should disclese any plans tc use civilian menitors in
the execution of the order. U.S8. v. Lopez, 300 F.3d 46 {(1st Cir.
2002y .

2. The Affidavit

a. It must be sworn and attested to by an investigative or
law enforcement officer, as defined in 18 U.S8.C. § 2510(7).
Department policy precludes the use of multiple affiants except
in rare circumstances. (When the use of multiple affiants is
deemed appropriate by the ESU, it must be indicated clearly which
affiant swears to which part of the affidavit, or that each
affiant swears to the entire affidawvit.) If a state or local law
enforcement cofficer is the affiant for a federal electronic
surveillance affidavit, he must be deputized as a federal cfficer
0of the agency with responsibility for the offenses under
investigation. See 18 U.S5.C. § 2516(1) (interceptions are to be
conducted by the federal agency responsible for the offenses for
which the applicaticn is made); United States v. Lyons, 695 F.2d
802 (4th Cir. 1982) (judge was aware that state and local law
enforcement officials were part of a DEA task force and that they
would be monitoring the wire under the supervision of the DEA,
the federal agency ordered to conduct the interception). Section
2518 (5) permits non-officer "Government personnel" or individuals
acting under contract with the government to monitor
conversations pursuant to the interception crder. These
individuals must be acting under the supervision of an
investigative or law enfeorcement officer authorized to conduct
the interception when monitoring communications, and the
affidavit should note the fact that these individuals will be
used as monitors pursuant to section 2518(5). The First Circuit
holds that the government must disclose in the application its
intention to use civilian monitcrs in the execution of the order,




U.S. v. Lopez, 300 F.3d 46 (lst Cir. 2002). Civilian Department
of Defense personnel would appear tc qualify as "Government
personnel™ and could, therefore, without deputization, assist in
the Title III monitoring process {(e.q., as translators), if such
assistance does ncot violate the Posse Comitatus laws ("PCA"), 10
U.5.C. & 375 and 18 0.8.C. § 1385, and related regulations, 32
C.F.R. § 213.10(a){(3), (7). An opinion issued by the QOffice of
Legal Counsel ("OLC"), Department of Justice, dated April 5,
1994, concluded that such assistance by military personnel would
not violate the PCA., The OLC analysis did not extend to National
Guard personnel, who are considered state employees rather than
Federal Government personnel. Consequently, use of members of
the National Guard will require that they be deputized as law
enforcement cfficers or placed under contract. A copy c¢f the OLC
opinion may be obtained from the ESU. See generally United
States v. Al-Talib, 55 F.3d 923 (4th Cir. 1995); United States v.
Khan, 35 F.3d 426 (9th Cir. 19%94); United States v. Yunis, 924
F.2d 108¢ (D.C. Cir. 1991); Haves v. Hawes, 921 F.2d 100 (7th
Cir. 1990).

b. It must identify the subjects, describe the facility or
location that is the subject of the proposed electronic
survelllance, and list the alleged offenses.

c. It must establish probable cause that the named subjects
are using the targeted telephone(s) or location(s} to facilitate
the commission of the stated offenses.

Any background information needed to understand the instant
investigation should be set forth briefly at the beginning of
this section. The focus, however, should be on recent and
current c¢riminal activity by the subjects, with an emphasis on
their use of the target facility or lcocation to facilitate this
activity. This is generally accomplished through information
from an informant, cooperating witness, or undercover agent,
combined with pen register information or other telephone records
for the target telephone, or physical surveillance of the target
premises. It is Department policy that pen register or telephone
toll information for the target telephone, or physical
gurveillance of the target premises, standing alone, is generally
insufficient to establish probable cause.

Probable cause to establish criminal use of the facilities
or premises requires independent evidence of use in addition to
pen register or surveillance information, £.g. informant or
undercover informaticn. (It is preferable that all informants
used in the affidavit to estaklish probkable cause be qualified
according to the "Aguilar-Spinelli"™ standards (Aquilar v. Texas,




378 U.S. 108 {(1964) and Spinelli v. United States, 393 U.S. 410
(1969)), rather than those set forth in the more recent Supreme
Court decision of Illinois v. Gates, 463 U.S. 1237 (1983). On
rare occasions, criminal use of the target facilities or premises
may bhe established by an extremely high volume of calls to known
or suspected coconspirators or use of the premises by them that
coincides with inc¢idents of illegal activity. It is Department
policy that the affidavit reflect use of the target telephone or
premises within twenty-one days of the date on which the
Department authorizes the filing of the application. The
subjects' use of the target facilities or premises within the
twenty-one-day period may be evidenced through pen register
information and/or physical surveillance that updates earlierx
use. Historical information (i.e., information older than six
months from the date of the application), combined with pen
register information or physical surveillance alone, is generally
insufficient to establish probable cause. Pen register
information and physical surveillance not only serve to update
the probable cause as to the criminal use of a telephone or
premises, but also are required {(in the absence of other
information) to establish the need for the proposed electronic
surveillance by demonstrating what types of criminal
communications are expected tc be intercepted over the telephone
or within the premises during the thirty-day authorization
period.

d., 1t must explain the need for the proposed electronic
surveillance and provide a detailed discussion of the other
investigative procedures that have been tried and failed, are
reasonably unlikely to succeed, or are toc dangerous to employ in
accomplishing the goals of the investigation. It need not be
shown that no other normal investigative avenues are available,
only that they have been tried and proven inadequate or have been
considered and rejected for the reasons described. There should
alsc be a discussion as to why electronic surveillance is the
technique most likely to succeed. When drafting this section of
the affidavit, the discussion of other investigative technigques
should be augmented with facts particular to the specific
investigation and subjects. General declarations about the
exhaustion of alternative techniques will not suffice. It is
most important that this section be tailored to the facts of the
specific case and be more than a recitation of boilerplate
language. The affidavit must discuss the particular problems
inveolved in the investigation in order teo fulfill the requirement
of section 2518(1)©®. It should explain specifically why
investigative technigues, such as physical surveillance or the
use of informants and undercover agents, are inadequate in the
particular case. For example, 1f physical surveillance is



impossible or unproductive because the suspects live in remote
areas or will likely be alerted to law enforcement's presence,
the affidavit should set forth those facts clearly. If the
informants refuse to testify or cannot penetrate the hierarchy of
the criminal organization involved, the affidavit should explain
why that is the case in this particular investigation. If
undercover agents cannct be used because the suspects deal only
with trusted associates, the affidavit must so state and include
the particulars. It is not enough, for example, to state that
the use of undercover agents is always difficult in organized
crime cases because organized crime families, in general, deal
only with trusted associates. While the affidavit may contain a
general statement regarding the impossibility of using undercover
agents in organized crime cases, it must alsc demonstrate that
the subject or subjects in the instant case deal only with known
associates. The key is to tie the inadequacy of a specific
investigative technique to the particular facts underlying the
investigation. U.S. v. Canales-Gomez, 358 F.3d 1221 (9th Cir.
2004) (Judge Stephen Trott, former Assistant Attorney General of
the Justice Department’s Criminal Division, authored a Ninth
Circuit opinion reversing a district court’s “necessity”-based
suppression of wiretap evidence in a major drug conspiracy case.
“We are unable to discern anything missing from the affiant's
affidavit, and we see nothing in it that justifies the district
court's characterization of any part of it as ‘boilerplate.” A
judicially-imposed requirement that the government attempt to use
all potential informants before securing a wiretap would be
impractical and ceontrary to investigatory experience and the
force of our precedent. The government need not prove that
informants would be totally useless.” Trott's opinion is
comprehensive and unequivocal in its holding that the agent’s
Title III affidavit contained a full and complete statement of
the facts and that the necessity for the wiretap was clearly
established in light of the government’s interest in establishing
the full scope of the conspiracy, the added difficulty, expense
and danger involved in the use of informants to investigate and
prosecute persons engaged in clandestine criminal activity, and
the critical role wiretap evidence plays in corrcborating
informant testimony and in ensuring that what investigators are
told by the informants is accurate. See also U.S. v. Fernandez,
388 F.3d 1199 (9th Cir. 2004) (recognizing the “common sense
appreoach” to the necessity issue adopted by the Ninth Circuit in
Canales-Gomez); United States v. Aviles, 170 F.3d 863 {9th Cir.
1998) (DEA agent working on task force with FBI agent had a duty
to disclose to the FBI agent all information material to the FBI
agent’s application for a wiretap); United States v. Blackmon,
273 F.34 1204 (9th Cir. 2001) (wiretaps suppressed because
government failed to make a particularized showing of necessity);
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United States v. London, 66 F.3d 1227 (lst Cir. 1995) (the
government must make "a reasonable good faith effort to run the
gamut of normal investigative procedures before resorting to"
electronic surveillance), cert. denied, 116 S. Ct. 1542 (1%96};
United States v. Mondragon, 52 F.3d 291 (l10th Cir. 19%95) (because
the affidavit contained no alternative investigative need
statement, the evidence was suppressed); United States v. Ashely,
876 F.2d 1069 (lst Cir. 1989) ("conclusory statements that normal
investigative techniques would be unproductive, based solely on
an affiant's prior experience, do not comply with the
requirements of section 2518(1)©"}; United States v. Santora, 600
F.2d 1317 (9th Cir. 1979) (evidence was suppressed because the
government failed to show exhaustion of alternative investigative
techniques for each new facility to be tapped).

e. It must contain a full and complete statement of any
prior electronic surveillance involving the persons, facilities,
or locations specified in the application. 18 U.S5.C. §

2518(1) (e). This statement should include the date,
jurisdiction, and disposition of previous applications, as well
as their relevance, if any, to the instant investigation. In

addition to any known prior applications, the agency conducting
the investigation should run an "ELSUR" check of its own
electronic surveillance indices, the indices of any other
participating agency, and the indices of any agency which would
likely have investigated the subjects in the past. In narcotics
investigations, it is the Department's policy that the Drug
Enforcement Administration, the Federal Bureau of Investigation,
and the United States Customs Service conduct an ELSUR check to
determine if any prior related electronic surveillance has been
conducted,

f. It must ccontain a statement of the period of time for
which the interception is to be maintained. 18 U.S.C. §
2518(1) {d). Section 2518(5) provides that an order may be
granted for no longer than is necessary to achieve the cbjectives
of the investigation, or in any event no longer than thirty (30)
days, whichever occurs first. The statute further provides that
the thirty-day periocd begins on either the day on which
investigative officers first begin to conduct the interception or
ten days after the order is entered, whichever is earlier. This
ten-day grace period is intended primarily for the installation
of oral monitoring equipment (microphones}), allowing
investigators time to break and enter, 1f necessary, and set up
the equipment before the thirty-day period begins toc be
calculated. This provision may also be used when delays arise in
installing monitoring devices used in wire or electronic
interceptions. In either case, the provision is not intended to
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provi de an additional ten-day start-up period on a regular basis
t hroughout the investigation; any delays that are encountered
should be real and defensible if challenged. Accordingly, the
ten-day grace period would normally apply only to the initial
installation of equipnment and should not be invoked in the
followi ng circunmstances: 1) when an extension order has been
obtai ned and the equi pnent has remained in place; 2) for an
original application when the equi pnent has al ready been
installed; or 3) in wire or electronic interception cases when a
pen register or other device permtting alnost imedi ate access
to the target facility is already in place. The time will then
run from the earlier of the day on which the interceptions begin
(the time at which the nonitoring equipnent is installed and
activated), or ten days after the order is entered. Wth
extensi on applications, because the nonitoring equipment is
already in place and can be easily activated, the thirty-day
period should be calculated from the date and tine the order is
signed. Because of conflicting court decisions regarding the
counting of the thirty-day period for purposes of Title Il

i nterceptions, the supervising attorney should ensure that the
met hod of conputing tinme is set forth in the court order and made
known to nonitoring personnel. See United States v. Gangi, 33 F
Supp.2d 303 (S.D.N.y. 1999) (counting cal endar days rather than
24- hour periods, unless order provides otherw se) and United
States V. Smith, 223 F.3d 554 (7th Cir. 2000)(Fed.R CrimP. 45,
m nus weekend and holiday exception, applies.) Notw thstanding
the nethod used, communications should not be intercepted for

I onger than a strict counting of thirty days.

g. It nust contain a statenment affirmng that nonitoring
agents will minimze all interceptions in accordance with Chapter
119 of Title 18, United States Code, as well as other |anguage
addressing any specific, anticipated mnimzation problenms, such
as the interception of privileged attorney-client comunications,
or conversations in a foreign |anguage or code. 18 U S.C. §
2518(5); United States v. Scott, 436 U.S. 128 (1978)(m nim zation
efforts nust be objectively reasonable); United States v. London,
66 F.3d 1227 (1st Cir. 1995) (three factors should be considered
to determ ne whether mnim zation was reasonable: 1) the nature
and conplexity of suspected crines; 2) the governnent's efforts
to mnimze; and 3) the degree of supervision by the judge),
cert, denied, 116 S. Ct. 1542 (1996).

If any of the naned subjects are facing pending state or
federal crimnal charges, these persons and the nature of their
pendi ng charges should be identified in the affidavit, and both
the m nim zation |anguage in the affidavit and the instructions
given to the nonitoring agents should contain cautionary | anguage
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