U.S. Department of Homeland Security
Washington, DC 20528

Homeland
Security

Privacy Office, Mail Stop 0550

November 7, 2007

Mr. David L. Sobel

Electronic Frontier Foundation
1875 Connecticut Avenue, N.W.
Suite 650

Washington, DC 20009

Re: DHS/OS/PRIV 07-160/Sobel request
Dear Mr. Sobel:

This is our eighth partial release to your Freedom of Information Act (FOIA) requests to the Department of
Homeland Security (DHS), dated November 7, 2006 and December 6, 2006, requesting DHS records
concerning the Automated Targeting System (ATS). These two requests were aggregated to simplify
processing. The following is a consolidated list of records requested:

1. All Privacy Impact Assessments prepared for the ATS system or any predecessor system that served
the same function but bore a different name.

2. A Memorandum of Understanding executed on or about March 9, 2005 between Customs and
Border Protection (CBP) and the Canada Border Services Agency to facilitate the Automated
Exchange of Lookouts and the Exchange of Advance Passenger Information.

3. All records, including Privacy Act notices, which discuss or describe the use of personally-
identifiable information by the CBP (or its predecessors) for purposes of screening air and sea
travelers.

4. All System of Records Notices (SORNS5) that discuss or describe targeting, screening, or assigning
“risk assessments” of U.S. citizens by CBP or its predecessors.

5. All records that discuss or describe the redress that is available to individuals who believe that the
ATS contains or utilizes inaccurate, incomplete or outdated information about them.

6. All records that discuss or describe the potential consequences that individuals might experience as a
result of the agency’s use of the ATS, including but not limited to arrest, physical searches,
surveillance, denial of the opportunity to travel, and loss of employment opportunities.

7. All records that discuss or identify the number of individuals who have been arrested as a result of
screening by the ATS and the offenses for which they were charged.

8. All complaints received from individuals concerning actions taken by the agency as a result of ATS
“risk assessments” or other information contained in the ATS, and the agency’s response to those
complaints.

9. All records that discuss or describe Section 514 of the Department of Homeland Security
Appropriations Act, 2007, P.L. 109-295 (H.R. 5441) and its prohibition against the development or
testing of “algorithms assigning risk to passengers whose names are not on Government watch lists.”

10. All records that address any of the following issues:

a. Whether a system of due process exists whereby aviation passengers determined to pose a
threat are either delayed or prohibited from boarding their scheduled flights may appeal such
decision and correct erroneous information contained in the ATS;



b. Whether the underlying error rate of the government and private databases that will be used
in the ATS to assign a risk level to an individual will not produce a large number of false
positives that will result in a significant number of individuals being treated mistakenly or
security resources being diverted;

c. Whether the agency has stress-tested and demonstrated the efficacy and accuracy of all
search tools in the ATS and has demonstrated that the ATS can make an accurate predictive
assessment of those individuals who may constitute a threat;

d. Whether the Secretary of Homeland Security has established an internal oversight board to
monitor the manner in which the ATS is being developed and prepared;

e. Whether the agency has built in sufficient operational safeguards to reduce the opportunities
for abuse;

f. Whether substantial security measures are in place to protect the ATS from unauthorized
access by hackers or other intruders;

g. Whether the agency has adopted policies establishing effective oversight of the use and
operation of the system;

h. Whether there are no specific privacy concerns with the technological architecture of the
system;

i. Whether the agency has, pursuant to the requirements of section 44903(i)(2)(A) of Title 49,
United States Code, modified the ATS with respect to intrastate transportation to
accommodate states with unique air transportation needs and passengers who might
otherwise regularly trigger a high risk status; and

j.  Whether appropriate life-cycle estimates, expenditure and program plans exist.

Our November 1, 2007 letter summarized our processing of your request. Our searches directed to the DHS
Office of the Executive Secretariat (ES), DHS Office of Policy (PLCY), DHS Privacy Office (PRIV), DHS
Office of General Counsel (OGC), the Transportation Security Administration (TSA), and the U.S. Customs
and Border Protection (CBP) have thus far produced a combined total of 1,072 pages. Out of those 1,072
pages, we provided you with a combined total of 620 pages with certain information withheld pursuant to the
FOIA. We have continued to process your request within CBP.

A search directed to CBP has produced an additional 223 pages of records responsive to your request. We
have determined that 74 pages are releasable to you in their entirety, and 149 pages are releasable to you with
certain information withheld pursuant to Exemptions 2, 5, 6, 7C and 7E of the FOIA.

We further notified you in our November 1, 2007 letter that while processing FOIA request number
DHS/OS/PRIV 07-90/Hofmann request, documents originating with PLCY were found to be responsive to
this request. We are continuing our consultation with other offices concerning the additional supplemental
PLCY documents and will respond to you regarding those documents once our consultations are completed.

Enclosed are 223 pages of releasable information. The withheld information, which will be noted on the
Vaughn index when completed, consists of names, telephone numbers, email addresses, deliberative
material, legal opinions, law enforcement information, and homeland security information. I am withholding
this information pursuant to Exemptions 2, 5, 6, 7C and 7E of the FOIA, 5 U.S.C. §§ 552 (b)(2), (b)(5),
(b)(6), (b)(7)(C) and (b)(7)(E). Exemption 2(high) protects information applicable to internal administrative
matters to the extent that disclosure would risk circumvention of an agency regulation or statute, impede the
effectiveness of an agency’s activities, or reveal sensitive information that may put the security and safety of
an agency activity or employee at risk. Included within such information may be operating rules, guidelines,
manuals of procedures for examiners or adjudicators, and homeland security information. Exemption 2(low)
protects information applicable to internal administrative personnel matters to the extent that the information
is of a relatively trivial nature. Exemption S exempts from disclosure certain inter- and intra-agency
communications protected by deliberative process privilege, attorney work-product privilege, and attorney-



client privilege. Exemption 6 exempts from disclosure records the release of which would cause a clearly
unwarranted invasion of personal privacy. Exemption 7C protects records or information compiled for law
enforcement purposes that could reasonably be expected to constitute an unwarranted invasion of personal
privacy. Exemption 7E protects records compiled for law enforcement purposes, the release of which would
disclose techniques and/or procedures for law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law.

This completes our processing of your request as it relates to DHS and CBP, except for supplemental
documents found in PLCY, the CBP Office of Chief Council, and the CBP Office of Information
Technology. Our office continues to process your request as it pertains to those entities. If you have any
questions regarding this matter, please refer to DHS/OS/PRIV 07-160/Sobel request. This office can be
reached at 866-431-0486. Thank you for your patience as we proceed with your request.

Associate Director, Disclosure & FOIA

Enclosures: 223 pages
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MEMORANDUM FOR: DIRECTORS, FIELD OPERATIONS

FROM: Executive Director
National Targeting and Security
SUBJECT: Verification of User Roles in ATS-P Due to Restrictions on

Access to Passenger Name Record (PNR) Data (TC # 07-1631)

Following the recommendation of a recent audit by the DHS Office of the Inspector General
(OIG), National Targeting and Security (NTS) is conducting a comprehensive audit and
verification of user accounts within the Automated Targeting System — Passenger (ATS-P). In
support of this effort, NTS will be removing ATS-P access for users whose accounts have been
inactive for the past 90 days. The remaining users must have their accounts verified to determine
if the level of access for each user remains appropriate.

CBP has created “user roles” within the Automated Targeting System — Passenger (ATS-P) for
accessing PNR information. “User roles” determine the types of data an officer may access and
the length of time the data is available for viewing in the automated system. Four user roles are
designated for officers who currently require access to ATS-P. OFO-NTS will send each Field
Office a list of their officers who have this access. Each Field Office will be responsible for
ensuring those officers who currently have access to ATS-P are placed into one of the following
four applicable categories:
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Please review the attached list for your Field Office and verify if the data is accurate, or indicate
if correction is necessary. Please send responses to . ( a0 "~ )by COB
October 12, 2007. Should you or your staff have any questions, please contact (  [op  dat
( & D.email ( __8&Po  Jor( o St{ b2 ) email
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Office of Field Operations
National Targeting and Security
February 14, 2007
ATS Data Retention

Issue: Recommended Policy Modifications for Retention of ATS Data

Background: The Automated Targeting System (ATS-P) Passenger is a proven
powerful too! that enables designated users to identify high-risk individuals for
possible involvement in all types of transnational crime, including terrorism,
money laundering and other related crimes. The ATS system includes
information from TECS such as Advanced Passenger Information System data,
border crossing and subject records. The system also contains Passenger
Name Records directly transmitted by the airines. The information derived from
these sources both current and accumulative provides essential research
information.

Recently, CBP and the DHS Privacy Office issued a System of Record Notice
and Privacy Impact Assessment on the Automated Targeting System. During the
official comment period on the SORN, various congressional committees and
privacy advocate groups have expressed concern at the retention period and
access of individuals and agencies to data contained within ATS. Discussions
within CBP have focused on modifications to the SORN and PIA in order to
address the areas of strongest concem.

Justification: The Anti-Terrorism Enforcement Report, FY 2006 Year-In-Review
prepared by CBP's Office of Anti-Terrorism contains vital information on CBP's
encounters with (bah; 5& 3-{p71E. ) This report on terrorist and terrorist related
activities confirmed that the age of a terrorist suspect could range from the late
teens to approximately 70. A timeframe of 40 years would cover the potential
lifespan of individuals associated with terrorism or other serious criminal
activities. Information exists from other sources that some persons espousing
terrorist sympathies often remain active for decades as fundraisers, recruiters or
as other type of participants in support of terrorist organizations.
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Issue: TSA Access to the Automated Targeting System — Passenger

Background: The Automated Targeting System (ATS) is a tool used to enhance
and improve border-targeting capabilities. ATS-P is used for targeting high-risk
travelers for risks that might be related to terrorism and combating or preventing
other types of serious transnational crimes. Since data acquired from the ATS-P
system is considered both sensitive and confidential, access is controlled and
made available only to Customs and Border Protection (CBP) personnel and
government employees of other agencies with a need-to-know in connection with
their official duties.

Access to ATS-P is contingent upon the government employee obtaining access
to CBP mainframe applications, which in turn requires a current successfully
adjudicated background investigation. ATS-P access is given pending completion
of the following:

¢ A prospective user’s supervisor submits an access request to a
designated CBP/OFO manager. The submitted request includes the
requesting supervisor's name and hash identification in addition to the
prospective user's social security number, hash identification, port code,
e-mail address, and job title and employee status. The request must
include the module or modules needed for access.

e The submitted request is reviewed by an OFO/NTS designated manager,
who reviews the request and determines the user role appropriate for the
requestor’s job function. The ATS-P module contains several unique user
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¢ The approving OFO/NTS manager advises ATS Security of the approved
request. ATS security reviews the new user request to verify the user's
background investigation and access to mainframe applications. ATS
Security then notifies the new user of the access.

e ATS audits and reviews are conducted. Users no longer requiring access
are deleted from the system.

Current Status: Access to ATS-P is not provided to non-government personnel,
except for contractors responsible for developing and maintaining the database.
Each contractor who has been given ATS-P access has signed a non-disclosure
agreement with CBP. This policy was reiterated by the Commissioner in a
recent response to a letter from Congressman Bennie Thompson regarding ATS-
P. Congressman Thompson is the Chairman of the House Homeland Security
Committee.
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Prepared by: |
Verified by: b(o - l

Date: February 6, 2007



Z28 BOB M JACKSTA To: e
3 01/25/2007 12:33 PM .
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Subject: Re: AQQ/Development Meeting Cancelled today 1/25[1

Based on an Executive meeting with TSA yesterday they will have access to ATS-P. OIT is now working
that issue.
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Mr. Jacksta:

TSA was advised a while back that they were not receiving ATS-P access as it is not necessary for their
process. Contacted OIT this moming and they are working with TSA on upgrading connectivity. The

( o h\%h % bIC ), therefore, no ATS-P Is necessary.
Several meetings have been held with TSA discussing this issue.
Thanks,

( bo O

Watch Commander
National Targeting Center
( rg)

W@ING: This document is LAW ENFORCEMENT SENSITIVE and is designated for OFFICIAL USE
ONLY.

It contains information that may be exempt from public release under the Freedom of Information Act
(5USC552). This document is to be controlled, handled, transmitted, distributed, and disposed of in
accordance with DHS policy relating to FOUO information, and is not to be released to the public or
personnel who do not have a valid "need-to-know" without prior approval from OFO National Targeting
Center Security at 703.621.7700
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Please see NTC updates highlighted in red.
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Subject Re: AQQ/Development Mesting Cancelled today 1/25[1
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Subject: Re: AQQ/Development Mesting Cancelled today 1/25[1)




Thank you,
( d

Wat mmander
National Targeting Center
( b2 )
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WARNING: This document is LAW ENFORCEMENT SENSITIVE and is designated for OFFICIAL USE
ONLY.

it contains information that may be exempt from public release under the Freedom of Information Act
(5USC552). This document is to be controlied, handled, transmitted, distributed, and disposed of in
accordance with DHS policy relating to FOUO information, and is not to be released to the public or
personnel who do not have a valid “need-to-know" without prior approval from OFO National Targeting
Center Security at 703.621.7700

ROBERT M NEUMANN/NE/USCS
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Subject AQQ/Development Meeting Cancelled today 1/25

Due to conflicting schedules, today's (1/25 - 1600hrs) AQQ/Development meeting has been cancelled. if
there are any updates to the Matrix | will forward the most recent version.

( bbb D
Program Manager
(%ustoms and 3?mvder Protection
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