U.S. Department of Homeland Security
Washington, DC 20528

% Homeland

Privacy Office, Mail Stop 0550
October 1, 2007

Mr. David L. Sobel

Electronic Frontier Foundation
1875 Connecticut Avenue, N.W.
Suite 650

Washington, DC 20009

Re: DHS/OS/PRIV 07-160/Sobel request
Dear Mr. Sobel:

This is our sixth partial release to your Freedom of Information Act (FOIA) requests to the Department of
Homeland Security (DHS), dated November 7, 2006 and December 6, 2006, requesting DHS records
concerning the Automated Targeting System (ATS). These two requests were aggregated to simplify
processing. The following is a consolidated list of records requested:

1. All Privacy Impact Assessments prepared for the ATS system or any predecessor system that served
the same function but bore a different name.

2. A Memorandum of Understanding executed on or about March 9, 2005 between Customs and
Border Protection (CBP) and the Canada Border Services Agency to facilitate the Automated
Exchange of Lookouts and the Exchange of Advance Passenger Information.

3. All records, including Privacy Act notices, which discuss or describe the use of personally-
identifiable information by the CBP (or its predecessors) for purposes of screening air and sea
travelers.

4. All System of Records Notices (SORNS) that discuss or describe targeting, screening, or assigning
“risk assessments” of U.S. citizens by CBP or its predecessors.

5. All records that discuss or describe the redress that is available to individuals who believe that the
ATS contains or utilizes inaccurate, incomplete or outdated information about them.

6. All records that discuss or describe the potential consequences that individuals might experience as a
result of the agency’s use of the ATS, including but not limited to arrest, physical searches,
surveillance, denial of the opportunity to travel, and loss of employment opportunities.

7. All records that discuss or identify the number of individuals who have been arrested as a result of
screening by the ATS and the offenses for which they were charged.

8. All complaints received from individuals concerning actions taken by the agency as a result of ATS
“risk assessments” or other information contained in the ATS, and the agency’s response to those
complaints.

9. All records that discuss or describe Section 514 of the Department of Homeland Security
Appropriations Act, 2007, P.L. 109-295 (H.R. 5441) and its prohibition against the development or
testing of “algorithms assigning risk to passengers whose names are not on Government watch lists.”

10. All records that address any of the following issues:

a. Whether a system of due process exists whereby aviation passengers determined to pose a
threat are either delayed or prohibited from boarding their scheduled flights may appeal such
decision and correct erroneous information contained in the ATS;

b. Whether the underlying error rate of the government and private databases that will be used
in the ATS to assign a risk level to an individual will not produce a large number of false



positives that will result in a significant number of individuals being treated mistakenly or
security resources being diverted;

c. Whether the agency has stress-tested and demonstrated the efficacy and accuracy of all
search tools in the ATS and has demonstrated that the ATS can make an accurate predictive
assessment of those individuals who may constitute a threat;

d. Whether the Secretary of Homeland Security has established an internal oversight board to
monitor the manner in which the ATS is being developed and prepared;

e. Whether the agency has built in sufficient operational safeguards to reduce the opportunities
for abuse;

f.  Whether substantial security measures are in place to protect the ATS from unauthorized
access by hackers or other intruders;

g. Whether the agency has adopted policies establishing effective oversight of the use and
operation of the system;

h. Whether there are no specific privacy concerns with the technological architecture of the
system,

i. Whether the agency has, pursuant to the requirements of section 44903(i)(2)(A) of Title 49,
United States Code, modified the ATS with respect to intrastate transportation to
accommodate states with unique air transportation needs and passengers who might
otherwise regularly trigger a high risk status; and

j-  Whether appropriate life-cycle estimates, expenditure and program plans exist.

Our September 1, 2007 letter summarized our processing of your request; however, we failed to take into
account records released to you in our August 1, 2007 letter. Therefore, our searches directed to the DHS
Office of the Executive Secretariat (ES), DHS Office of Policy (PL.CY), DHS Privacy Office (PRIV), DHS
Office of General Counsel (OGC), the Transportation Security Administration (TSA), and the U.S. Customs
and Border Protection (CBP) have thus far produced a combined total of 648 pages. Out of those 648 pages,
we provided you with a combined total of 235 pages with certain information withheld pursuant to the FOIA.
We have continued to process your request within PRIV, PLCY, OGC, the DHS Office of the Inspector
General (OIG), and CBP.

Upon further review of a December 18, 2006 memorandum for Secretary Chertoff, which was released to
you in our second partial response, we have decided that additional information is available for release.
Accordingly, that 3-page document is enclosed with revised redactions made pursuant to Exemption 7E of
the FOIA.

A search directed to PRIV has produced an additional 47 pages of records responsive to your request. Of
those 47 pages, we have determined that 1 page is releasable to you in its entirety, 18 pages are releasable to
you with certain information withheld pursuant to Exemptions 2, 5, 6, and 7E of the FOIA, and 28 pages are
withheld in their entirety pursuant to Exemptions 2, 5, and 7E of the FOIA. PRIV has completed its search
for documents, and no other responsive documents were located.

A search directed to PLCY has produced an additional 24 pages of records responsive to your request. Of
those 24 pages, we have determined that 5 pages are releasable to you in their entirety, 13 pages are
releasable to you with certain information withheld pursuant to Exemptions 2, 5, and 6 of the FOIA, and 9
pages are withheld in their entirety pursuant to Exemption 5 of the FOIA. PLCY has completed its search for
documents, and no other responsive documents were located.

A search directed to OGC has produced an additional 18 pages of records responsive to your request. Of
those 18 pages, we have determined that 2 pages are releasable to you in their entirety, 10 pages are
releasable to you with certain information withheld pursuant to Exemptions 2, 5, 6 and 7E of the FOIA, and
6 pages are withheld in their entirety pursuant to Exemption 5 of the FOIA. OGC has completed its search
for documents, and no other responsive documents were located.



A search directed to OIG has produced 641 pages of records responsive to your request. Of those 641 pages,
we have determined that 13 pages are releasable to you in their entirety, 66 pages are releasable to you with
certain information withheld pursuant to Exemptions 2, 5, 6, 7C, and 7E of the FOIA, and 562 pages are
withheld in their entirety pursuant to Exemption 5 of the FOIA. For your information, in the redacted final
report entitled, “Review of CBP Actions Taken to Intercept Suspected Terrorists at U.S. Ports of Entry,” an
asterisk has been placed next to information pertaining to ATS. OIG has completed its search for documents,
and no other responsive documents were located.

A search directed to CBP has produced an additional 97 pages of records responsive to your request. Of
those 97 pages, we have determined that 18 pages are releasable to you in their entirety, 53 pages are
releasable to you with certain information withheld pursuant to Exemptions 2, 5, 6, and 7E of the FOIA, and
26 pages are withheld in their entirety pursuant to Exemptions 2, 5 and 7E of the FOIA.

Enclosed are 202 pages of releasable information. The withheld information, which will be noted on the
Vaughn index when completed, consists of names, telephone numbers, email addresses, deliberative
material, legal opinions, law enforcement information, and homeland security information. I am withholding
this information pursuant to Exemptions 2, 5, 6, 7C, and 7E of the FOIA, 5 U.S.C. §§ 552 (b)(2), (b)(5),
(b)(6), (b)(7)(C), and (b)(7)(E). Exemption 2(high) protects information applicable to internal administrative
matters to the extent that disclosure would risk circumvention of an agency regulation or statute, impede the
effectiveness of an agency’s activities, or reveal sensitive information that may put the security and safety of
an agency activity or employee at risk. Included within such information may be operating rules, guidelines,
manuals of procedures for examiners or adjudicators, and homeland security information. Exemption 2(low)
protects information applicable to internal administrative personnel matters to the extent that the information
is of a relatively trivial nature. Exemption 5 exempts from disclosure certain inter- and intra-agency
communications protected by deliberative process privilege, attorney work-product privilege, and attorney-
client privilege. Exemption 6 exempts from disclosure records the release of which would cause a clearly
unwarranted invasion of personal privacy. Exemption 7C protects records or information compiled for law
enforcement purposes that could reasonably be expected to constitute an unwarranted invasion of personal
privacy. Exemption 7E protects records compiled for law enforcement purposes, the release of which would
disclose techniques and/or procedures for law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law.

Our office continues to process your request as it pertains to CBP. If you have any questions regarding this
matter, please refer to DHS/OS/PRIV 07-160/Sobel request. This office can be reached at 866-431-0486.
Thank you for your patience as we proceed with your request.

Sincerely, ,» .~
3 L s

s

/i
Vamg T. Lockett
Associate Director, Disclosure & FOIA Operations

Enclosures: 202 pages
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*'EMCRANDUM FOR SECRETARY CHERTOFF
FROIVE Commissioner
SUJECT: Automatec Targeting Syster for Passengers Uodats
ar~ writing to provide you an update on the performance of L' S. Customs and
Borde- Protection’s (C3P) Automated Targeting System for Passengers (ATS-P)

anc its role in preventing known national security -isks and serious criminal
vioiaters from entering the United States.

)

On a daily basis, ATS-P generates a significant number of referrals for further
fcliow-up by CBP Officers. The encounters described below underscore how :~e
use of automated tools is critical to identifying traver3rs who present potentia
security threats while al the same tims keeping the vast majority of 'ne travelirg
aublic safe and moving expeditiously.

« At the Minneapolis-St. Paul Airpart in September 2006, CBP Officers used
ATS-P to select a high-risk passenger for further examination. As a result
of the examination CBP determined that the ndividual was in possession
of video clips of various improvised Explosive Devices (IEDs) being used
against soldiers and vehicles. The subject was also carrying a manusi on

how to make IEDs and a video on martyrdom. ( ,

=

L DTE i

) On December 6, 2006, the subjsct agreed to plead
guilty to Visa Fraud and agreed to not contest his prompt removal from the
United States.

= In October 2008, 2 CBP Officer using ATS-P identiiied an individual
traveling into Atlanta-Hartsfield Airport as a subject of interest.
Intelligence reports linked this person to earlier attempts to observe
security practices at a U. S. Embassy, as well as the surveillance of other
sensitive sites. ( o~ j
SN v

E ) Allthree

' The U.S. Customs Service began Jsing automated largeting systems as a law en‘”-cament
100! "~ the early 1990's lo help Customs Inspectors identify cargo antering the Uniled States in
violaiion of U.S. law. These early targeting systems were expanded to the Jassenger
envirg~ment in the mid-198"'s and the wab-basec ATS-P became operational in Qctata- 2000.

Sevv--



subjects were ‘raveling separately and aoplied for admission as tourisis.
CBP Officers con®rmed during their interviews of the individuals that they
knew each other and were traveling together Al three were refusec
admission.

In May 2005, ATS-P enabled CBP to identify th-ee sassengers with travei
histor ss inc cating that they might be using fraudulent travel documer’s t¢
enter the LU -ited States. CBP alertad the air car+ia-, which performed 3
thorov a4 review =f all three travelers’ documents prior to boarc ~3. "he
airline denisd one passenger boarding because he was in possession of 3
fraudulent travel Zacument Ths two others were referred for an aczitional
axamination upcn arrival in the United States. 3oth subjects were
Jatermined to be part of a human smuggling organization and ““ey were
oraparing to smuggc'e the first victim. Additionally, one of the smuggle-s
was identified as a member of a Japanese crime syndicate.

At Boston's Logan Airport in April 2006, CBP Officers used ATS-? io

identify "2 passengers ( — )
r bTE ]
L ) The examination of the

subject’s baggage revealed images of armed men, one of which was
labeled "Mujahad:n.” Both nassengers were refused admission.

In May 2006, ATS-P identified a high-risk traveler arriviag at Atlanta
Hartsfield airport from Europe. CBP Officers determined that the
individual's visa was issued one week prior to September 11, Z001. yet he
had never traveled to the United States. The subject’s nassport listed him
as a “flight instructor” and his reasons for traveling to the United States
included the plan to “see a man in New York for two days.” The individua!
was ultimately linked to numerous individuals who 'J.S. law enforcement
regards as security risks and immigration violators. The passenger was
denied admission.

n May 2006, C8- Officers at Minneapolis St. Paul used ATS-P 1o identi’,
2 mgh-nsk passenger { b7 &£ > Upon
arrival the subject requested political asylum. During the course of the
interview by the CBP Officer, the subject admittec to being associated with
a terrorist organization, which had led to a criminai convictio~ and
incarceration 3 years prior. The subject also admitted to having lied on his
U.S. visa application regarding his conviction and terrorist associaiions.
The subject eventually abandoned his request for political asylum and was
expeditiously removed from the United States.

'1 June 2003, CBP Officers, using ATS-P, identified Ra'ed Mansour
Al-3anna as a subject of interest prior to nis flight's aisival at Chicago



O'Hare Airport. Upon arrival, Al-Banna was referred to secondary for
further inspection. As a result of further research in ATS-P and through
the CBP interview, CBP Officers determined Al-Banna to be inacmissible
and he was reiused en'y into the United States. On February 28, 2003.
Ra'ed Mansour Al-Banna carried out a svicide borrb attack in Hilla. iraq,
killing 32 peop’=.

Annually, 87 million ai- travelers and 26 million cruise ship passengers and crew
arrive in the United States, the majority of which arrive during an thres-hour
wincaw. In each of the cases detailed above, the intensive work of CB® Officers
in identifying and 1 ite~viewing :he incrviduals was conducted and comniztac
while a huge flow of 'agitimaie and law-abiding travelers. both U.S. citizens and
non-citizens, transited the intemational arrival a~eas within minimal delav.

My staff and ! are available to provide additional info-mation or answer any
questions you may have regarding this update.
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From: Teufel, Hugo
Sent:  Friday, November 03, 2006 1:37 PM

To: Richards, Rebecca; Mortensen, Kenneth; Levin, Toby
Subject: FW: JUST THE FACTS
( s )
From: Knocke, Willlam R (mailto: { b o)

Sent: Friday, November 03, 2006 1:19 PM

To: Sweet, Chad; ( _ D ) ; Baker, Stewart; Teufel, Hugo; Perry, Phil; Coldebella, Gus; Rosenzwelg,
Paul

Ce: Agen, Jarrod; Gonzalez, Joanna

Subject: RE: JUST THE FACTS

The WashPost is contemplating a correction. We have firm ground on the points below. Please let me
know, by 3:30 PM, if there are any other pomts that we can raise with them and correct with fact based
data. Thanks.

1) "The federal government disclosed details yesterday of a border-security program to screen all
people who enter and leave the United States, create a terrorism risk profile of each individual
and retain that information for up to 40 years."

Corrcction:

o "This system of records notice does not identify or create any new collection of
information, rather DHS is providing additional notice and transparency of the
functionality of these systems.” (DHS Notice of Privacy Act System of Records, Vol. 71,
No. 212, Nov. 2, 2006)

2) "While long known to scrutinize air travelers, the Department of Homeland Security is seeking
to apply new technology to perform similar checks on people who enter or leave the country ‘by
automobile or on foot.'"

Correction:
e “CBP has used the advance submission of traveler information to aid in screening
travelers to facilitate its border enforcement mission.” (DHS Notice of Privacy Act
System of Records, Vol. 71, No. 212, Nov. 2, 2006)

From: Sweet, Chad

Sent: Friday, November 03, 2006 12:56 PM

To: Knocke, WiliamR; {  bp 2 Baker, Stewart; ‘Teufel, Hugo'; Perry, Phil; Coldebella, Gus;
Rosenzwelg, Paul

Cc: Agen, Jarrod; Gonzalez, Joanna

Subject: RE: JUST THE FACTS

Appreciate the rapid reaction.

( i
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Chad C, Swost
Oeputy Chief of Staff
Department of Homeland Sscurity

L= ]

From: Knocke, Willlam R

Sent: Friday, November 03, 2006 12:21 PM

To: ( o ) ; Baker, Stewart; Teufel, Hugo'; Perry, Phil; Coldebella, Gus; Rosenzweig, Paul; Sweet,
Chad ’

Cc: Agen, Jarrod; Gonzalez, Joanna

Subject: FW: JUST THE FACTS

All-

Please find a DRAFT Just the Facts document. This could be used with stakeholders and press if there
is additional follow-up later in the day. Please iet us know ASAP if you have any feedback...Russ

From: Agen, Jarrod

Sent: Friday, November 03, 2006 12:12 PM

To: Knocke, William R; Gonzalez, Joanna; Bergman, Cynthia
Subject: JUST THE FACTS

Press Office
U.S. Department of Homeland Security

Just the Facts

WASHINGTON POST STORY ON AUTOMATED TARGETING SYSTEM

November 3, 2006

A WASHINGTON POST STORY CLAIMS THAT .DHS IS CREATING A NEW SCREENING
PROGRAM AT U.S. BORDERS: "The federal government disclosed details yesterday of a border-
security program to screen all people who enter and leave the United States, create a terrorism risk
profile of each individual and retain that information for up to 40 years." (*U.S. Plans to Screen All Who
Enter, Leave Country Personal Data Will Be Cross-Checked With Terrorism Watch Lists; Risk Profiles
to Be Stored for Years,” Washington Post, 11/03/06)

BUT AS CLEARLY STATED IN THE NOTICE, THERE IS NO NEW SYSTEM BEING
CREATED:

e "This system of records notice does not identify or create any new collection of
information, rather DHS is providing additional notice and transparency of the
functionality of these systems." (DHS Notice of Privacy Act System of Records, Vol. 71,
No. 212, Nov. 2, 2006)
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