
U.S. Department of Homeland Security
Washington, DC 20528

Homelan
Security

April 14,2008

Ms. Marcia Hofmann
Electronic Frontier Foundation
1875 Connecticut Avenue, N.W.
Suite 650
Washington, D.C. 20009

Re : DHS/OS/PRIV 07 -197 lHofmann request

Dear Ms. Hofmann:

This is the final letter in response to your Freedom of Information Act (FOIA) request to
the Department of Homeland Secwity (DHS), dated November 20,2006 and referred to
this offrce by the Privacy office on March 7,2008. We were asked to review l1
documents, consisting of 27 pages, to determine if your requested documents can be
released or if the documents are exempt from release.

Of those pages, we have determined that25 pages of the records are releasable in their
entirety, one page is partially releasable and we are withholding one page in their entirety
pursuant to Title 5 U.S.C. $ 552. I have withheld these documents under FOIA Exemption

FOIA Exemption 5 protects from disclosure those inter- or intra-agency
documents that are normally privileged in the civil discovery context. The
three most frequently invoked privileges are the deliberative process
privilege, the attorney work-product privilege, and the attorney-client
privilege. After carefully reviewing the responsive documents, I
determined that the responsive documents qualifr for protection under the
deliberative process privilege. The deliberative process privilege protects
the integrity of the deliberative or decision-making processes within the
agency by exempting from mandatory disclosure opinions, conclusions,
and recommendations included within inter-agency or intra-agency
memoranda or letters. The release of this internal information would
discourage the expression of candid opinions and inhibit the free and frank
exchange of information among agency personnel.

www.dhs.gov



You have a right to appeal the above withholding determination. Should you wish to do
so, you must send your appeal and a copy of this letter, within 60 days of the date of this
letter, to: Associate General Counsel (General Law), U.S. Department of Homeland
security, washington, D.c. 20528, following the procedures outlined in the DHS
regulations at 6 C.F.R. $ 5.9. Your envelope and letter should be marked "FOIA Appeal."
copies of the FOIA and DHS regulations are available at www.dhs.gov/foia.

If you need to contact our office again about this matter, please refer to S&T 08-
0003. l3ÆIofmann request. This office can be reached at (202) 2s4-68r9.

Sincerely,

(l\)i7¿, lqal,'w^-
'"'f*,4 ftGc þs+T
Mark E. Ros-en

Associate General Counsel for Science & Technology

Enclosure: a/s
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ADVISE

Specific Open Questions
March 23, 2OOT

The following is a list of outstanding questions related to tlHS use of ADytSE. Sorne of these
questions have alre'ady been asked of varir>us individuals. PRÍV would like S&T to confirrn the b_v

providing u pdated/confirmed a ns wers.

In the eve¡rl S&T would like to refer specific questions to other DIìS components, please also send the
contact informafion for that individual to PRIV.

The Interagency Center for Applled Homeland Security Technology (ICAHST)

The following orc g"n"rul qrrestions about the overall cap.rbility of ADVISE tools:

I. Please provide a short summary of rhe ¡esults of the testing to date: what works, what does not
work? Any overall vicws, based on tests, fo¡ thc future of ¡\DVISE?

2. !\'hat is the overall valrre of ADVISE, what r'an be saicl about it that fits with the current
investmr'nt?

3. Can ÂDVISE identify "unknown" patterns and/or predict?

4. Can ÂDVISE autom¡tically identify iterns in data or autornatically establish relationships?

Fronr S&Tdescriptions, I'RlV understantis that ADVISE can onlv work with entities a¡rd
relationships established by a human - that the advantag,e of ADVTSE is its capability to

work with all entitics and relationships already established in the data,

Pleøse clarify S[tT's res¡tonsæ in tfu ¿lís.'ussior¡ with tlerb Engle from Marù 12, 20M -
rqtrodutvd at the bollom "ICAHST Capability."

5. Does the Ontology create a limit on the data that can be loaded into a dcployment of ADVTSE

techrrology? Whot is the interaction between a data load scenario and an ontology if the ontology
is nl<¡re limitecl than the available data? ls the ontology upclated or the data load lirnited?

6. Has ÂtJVlSE ever been r¡sed t,.r make any operational decisions?

7. Did any indivÍclual or Dl lS compcìnent outside S&T operate an ADVISE pilot?

S&T reported lhat S&T operaled all the pilots (loading data, identifying relationships,
dc'monstrating results) and that all othc¡s onl-y watched.
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Specific O Þen Questrqns
AOV¡SË

March 23, 2007
Page 2 of 6

All-Weapons of Mass Effect (AlI-WME)

The following are specific questions directly related tu the All-WME pilot:

E. A draft Privac)'l'hreshold Änalysis states that this pilot originally stared on October 1,2006 ancl
rtas last updated on October 7, 2006. Please desclibe the history of this pilot with specifis
rcferences to those d.rtes.

9. Was any data loaded into the pilot?

S&T reported that data was loaded from FlllIS (operuour,.'e.gov) and CNS (cns.miss.edu),

10, iÍ d¡ta was loaded, what are the data elemerrts?

11. If data was loaded, what was the source and rangc of data?

12. If data rvas loaded. clid any infornration relate to indjviduals?

13, Is the pilot intended to relate to groups or individuals?

14, Is the pìlot intendcd to relate to individuals, witl the indivjduals be US Persons?

Remote Thread Alerting Systern (RTAS)

The frrllowing are specific qrrestions directly related to the RTAS }rilot:

15. Wlrat was the exact start and e ncl dates for this piltrt?

S&T rcports the pilot started in 2004 and ended in 2006.

16. 1{hat does "dect¡mmissioned" mean?

S&T reports RTAS "dec'ommissioned" at thc end of the pilol pcriod,

17, What happened to the data once the ¡rilot ended?

18. fs there a way to determine whether the data supplied actually contained personally identifiable
intbrmation?

S&T reports the PIERS data included data fþlds for name ancl that the data i¡ this field
couJtl be elthcr a business or an individual.

19. Please confirm th¡t there is no personallv jdentifi¡ble informatjon in the census data used with
this pilot.

2A. During the Intellectual propertv scenario ot tlre demonstration of RTAS, were anv searches

conducted reg,arc{ing the shippers, consignees or notify partles?

S&T states that the irrtellectual property search rvas conducted but that S&T <{ocs not
recall whether the dernonstration searched the details of ìhe shipper, consi¡;nc€ or notify
p.rrties.

21. At any point, was the RTAS pilot uscd to search for information aborrt an individual? (Note

qr.restion 18 re: the cletermination of whether persorrally ldentifiable information could be

included in the data sets.)

TOI( OFFICIAL USE ONtì
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Specific Open Questiqns
ADVISE

March 23. 2007
Page 3 of 6

ICE Demonstratlon (lCE Demo)

Thc following are spc'cific qucstions directly related to the tCE Demo pilot:

22. What was the exact start and end dates tbr this pilut? lVhen did the pilot actually start ancl rvhen
it actuall_y cnd?

S&T reports the demonstration of the pilor occurred on July 28,2Q05,

23. What specific data sources were used in this pilot, u,hat was S&'l"s source for eauh data set, and
for each data set, what range of data rvas actually used?

S&f re¡rr'rrts that a small sarnplc of data fronr up to eight clifferent data sources were
provided by ICE to S&T. S&T reports that it does not recall whether data fro¡n all oi the

data sources n'.ts used. no¡ does it recall how muCh data was loaded from the data
sources thal were used. Without lhis specific infcrr¡rration it i$ impossible to identify
whether personally identifiable information was in fact used during the pilot ând thus il
is irnpossible to accuralely dete¡mine whether there was a privacy violatiorl.

The followin¡i are the data sets rurrently ide'ntified relate'd to this pilot. For each datà set,

please;

- Confirm that it was in Íact used;

- Plcase describe each data set;

- 1'he range of d¡t.t used from each data set;

- S&T's source for the data set (with specitic contact inforn,ation); and

- Which Systetm of lìecords Notice covers caclr data source,

' SEVIS

¡ LESC.

. No fly List

r Selectee List

. NORA

. NSEERS

r UnconfirrnedOverstays

r SìTSDA'|A

24- lVcre all the d¡ta identified in question 24 were fused (combined) togethe¡? Or were different
sources fused in diffs¡ent cornbinatiqns?

25. If thc clata was combined, did thc ontology timit the actual rJata that was actually combined? lf
so, what data was actually combined?
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Specific Open Questions
ADVISE
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Threat Vulnerability Integration System (TVIS)

26, The June 77,2t06 Privacy Threshold Analysis states that this pilot is a new develtrpment elfort.
When did il st¡rt and what were the dates of any subst.rnti.rl upclates to the pilot?

27- Was all personally identifiable inforntation removed f¡crm this pilot?

S&T rcports that all PII was removed from the pilot and all activily related to this Pilot
has stopped,

28. Please coniirm these data source were thr- actual data sources used. lf âny olher data sources

were used ple.rse identify those other data scurces.

The followi¡rg are the data sets currently identified related to this pilot. For each data .qet,

please:

- Confirm that it was in fact usecl;

- Please describe each data set;

- 'J'he tange of data used from each data set;

* S&T's source for the clata set (with specific Èontar't information); and

r No Fly l,ist

o Selectce List

o l'SC Daily Sumnaries

r lnlelligcncc Community Message T¡afiíc

r NTIDB

r Patriot Reporting

. SEVIS

FOII OF}.ICIAL USE ONLY



FOR O}FICIAL USE ONLY
Specifrc Open Questlons
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March 23, 2007
P¿ge 5 of 6

ICAHST CAPABILITY

-----Ori gina l. MessagÊ-----
f'ro¡n: Sand, PeEer
Sent: Monclay, March 1-2. 2001 '7:59 At4
To: Engle, Itert¡err
Cc r IIoyi: , John; Ba i car, Bruce i JLrrùâfr scn, Bruce <CTR>
Subject: RE; ADVISE - ICAI¡ST Que-"t ions

He rb,

In terrns of the actual funcIlon of the ADVISE tools (separate from the
ezperlence of using it), cârì -vou describe whaL eLse i-t can do - in addicion
to analyzing the reLaticnships between 1Ínked rlodes'!

üo+:.s ÀDVISH have the capacity [o identify new pat,terns i[se1f? Note, Ehj.s is
ctifte¡err! from tire manual, Iy-created scenaÈios described i¡l the below quote:

"Linking both noc{es gives you a patLern ior which you can q'Jery from....
first we will creste a patcern and f5nrJ ì1, Lhen we will niodify the ontology
then find the sa¡ne patt-ern again. IìesuLrs should look tike paLtern,"

Can ADVISE creâçe its..wn päLr-erns?

Than P.s,

PÈEe
-----0riginal Message-----
F'r ¡:m : ErLg ì. e , He rbe r t
Sen t : Monday, l4a rr:h 1. 1 , 2OO1 8 ¡ 26 AM

To: Sand, Peter
SuÌrject I RE: ÂDVISE - ICAHST Quest-ions

Per-er,

IÍ the quçsLion is does ADviSE ir.?s self seek out patterns in daca and LlìÈn
notifT ãrr ¿n¿lyst of a pattern [hetr that wou]d be no, À.DVISE is a vary
powerful ¡.,i-sual ization tool . It r"iII graphicaJ ì.y <!e¡,iet paltern that are in
the dat¿ th.rt has been loaded tl¡e systern buL iÈ requires an anaJ.ysi- tr:
identrfy patLerns. An AnalysL will query the svscem asking to see the
rel,ar. i,;nships in the data, ADVISE then take the "raw data" an,J presenEs it
in thc f rorn of i i r¡ ks ancJ patterns - The Lest statement ref ers Le t he pr(ìcess
of placjng a pattern inco the system (Hurw A reLaces to B and hor+ A and B

relate to C). Then ïhàL pattern is modifjed atrd those results are cornpared
co Ehe f irst- patterri. This v'Jås part of Lhe Phase 1 testing ¿rrd was used to
verify baslc operational runctionaliLy.

He:'o
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-----tìr i ¡i n¡ ì Mo<.._ _rsage_____
From ! Sanrl , Pe Ee r
Sent: MondaT, March 1.2, 2OO7 t3:32 AM
1<¡t EngIe, Herbert
Subjeci: RE; ADVTSE - ICAHSI.'QuesLions

He rb,

,JusL so I am cl,ear¿ ADVISE as a tooì.set IS NoT c.¡rpABLE of generating Fatterns
orl rts L\wtì. AN ANALY-îT nusL CRE.ÈTE the LINK.S between nodes an.J a certain SET
oF LIHKS can be storcJ as a "P.AT'1.'L;RN" anci bc searched fcr reter and bT

Dld I r.Jet rt right?

Pete

- - ---originð.1 tles sage-r -- -
Froml EngJe, Herbert
Sent: F onday, M¿rch 1.2, 200? 8:47 Àf4
To: San,J, Peter
Sr:bjecc: RÉì ¡ ADViSE - IC^HST 'luestrons

Pcte f,

ADVTSE can.sho',¡ the.LÍnk in any (iata thaL it has if ar, ¿n.rl-ysE creates â

query that asks to see that reiat-ionship. À.n enalyst does not create a link.
He may esk to see what links sone node has with another. Îf you l-oad 1000
data point-q and ask Lo see Lhe relationship betwr+en all or some of Èhem, thÉn
the systeln will- show you. The key is chåt you cân pr.¡ll data frorn a num!¡er of
sources. Yorr might ha'.re flight information and phone reco¡ds. ADVISE wi11
1et- ycu see how these two types of informati.rn relaLe t'y providing a
grapfiical reprÉrsrrnLat.ion r.:f how the data ì inks togethe..

Ilerb
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All \l'eapons of lVfass ßffect (AIL\ryME)

I'he ell Wcapons of Mass bffect (All-ìvN{E) progrqnr is curcntiy housed in the
Command, Control and Interoperabilit¡'Division at the Science and Technology
Directorate (S&T). The prograrn assesscs the capabililies of foreign and domeiric
terrorist groups to develop and deploy WML thrcar agents.

DoE's Lawtcnce Liverrnore National Laboratory (LLNL) started the All-wME efforr in
Octobcr 2002, prior to thc formatíon of DHS. S&T supplied irs inirial funding for nll-
wME in 2003. In thesc early stages, All-w[,{E activitics relied on existing dara
managernent and analysis tools developed b¡, LLNL antl Los Alanros Nufioual
l,abor¿tor.y GANL) scicntists. One such :ool wa.s knourr as the Knonlcdge lntegration
Tool (KI'l). and used simple $/cb-like interfaces. Until 2005, all thc WlvlE analysts were
exclusively DoE analysts al LLNI- and LANL. They analyzetl ciassified mcssâge fraffic
collcctccl by thi; laboratories' Fielcl Intelligence Elements (FIEs). Such message Faffrc
may include personally identifiable int'onnatirrn, that is, dat¿ that can potentially identity
å petson, but dous not contain data on U.S. pcrsons.

Irr FY 2005, S&T began funding an eftbrt to explore whether the ADVISE framcwork
could be ussd to analyze All-l¡/ME messâge traflic da¡a. An internal test and
developnrent capability rvas sel up for that purpose early in 2006. In addition, a limited
set of message traffic data was enteÌed inlo â separate, stand-alone ADVISE fiamework
for perfcrmance te sting and evaluation. No operational decisions werc rnadç f¡om this
performance tçst and evaluatiou, At this time , there has been no ti¡rther work on the test
and deve lopment s_ystern.

Thc ultimntc relevance of ADYIS.E to 'tll-WMI-ì includes:

¡ Cap(uring infcrrmation end know[edge from high-value documents that woultl not
bc available through ufhcr meanr

. Capturing and shtring knowlcdgc of analysts. For example, analysts may annotate
trr vet documents or information which should then be shared with other analysts
in thsir organization

r l"using data from multiple sourcc$ or organizatir.'rns

I)eveloprnent ol an ADVISE-based, All-WMIì pilot, whicb rv.r.s initially planned fgr FY
200'/. was halted in 2006 as a result of fïnding priorities, The pilot would have

sharacterized the capabilities of adversaries by crealing a comprehensivu and current

awareness of r)/ME related materials and illicit traftìcking,

Privaù),statusr The All-\\¡Ml'. analy'sts operate as part ofthe DoE FIEs. As such, they'

strictly fbllow DoE rules for protecting privacy. S&T is currenfly drafting a PTA tu
rcflect rhe All-ìVME iniriarives prirrr ro FY2007,



1.

Questions and Answers
For

AI}VTSE
(Analysis, Dissemination, Visualization, and Scrnantic Enhancement)

Please thoroughly describe the data-mining tool or acfivity and the data that is
being or will be used.

ADVISE is a framework of tools to analyze and visually represent relalionships
between people, places and events. It is being dcveloped to provide analysts with
help in quickly retrieving the right information for their currçnt research and reporting
needs. Intelligencc analysts depend upon information from a varie.ty of sources such
as documents in many different forms: ernail, database records, web pages,
spreadslreets. text files, elc. The volumc of information available on a daily basis is
trernendous and continuos to grow beyond the abílity of anyone to read and assimilate
all of the data contained. The ADVISE system has two prirnary capabilities to assist
analysts: l) ADV¡SE shows relations between entities (people, places, things) frorn
disparate data sources that would othenvise go unnoticed using traditional
information retrieval approaches; 2) ADVISE provides a fast, açcurate analysis of
huge quantities of docurnents to locate the few that are pertirrenl fo an analvst's
cufrent rescarch needs.

The basic components of ADVISE are a senrantic graph, analysis tools, visualization
tools, data loading, text processing and docunrented application programmer
interfaces (APls) between these components. A typical ADVISE deploymenl consists
of rack-mounted scn'ers and supporl hardwarc lu enable thc scmantic graph, analysis
engines, and text processing. Client workstations exeçule sotiware thal is loaded on
demand to query and vísualize the data.

ADVISF, is loaded with data selected by the implementing organizatíon pcr that
organization's policies, TVhen data is brought into a functioning ADVISE system, the
data louding utilities and lert processing utilities extract enti(ies, attribufes of entitics
and relationships between entitics from the sLìurce documents and data. 'l'he extracted
entitie's and relationships arc i¡sed to constn¡ct lhe semantic graph. Attributes about
the entitÍes are stùrcd in an additional data store. A document manílgement systcm is
includcd to access the documents brought into ADVISE,

Please describc the goals and plans for the use or development of the rlata-
mining tool or aßtir'aty. For wh¡t purpose(s) is the data-mining tool or activiÇv-
being developerl and deploycd?

,


