OFFice oF THE DIRECTOR OF NATIONAL INTELLIGENCE
DIRECTOR OF THE INTELLIGENCE STAFF

December 10, 2007

Mr. John F. Hackett

Director, Information Management Office
Office of the Director of National Intelligence
Washington, DC 20511

Ms. Marcia Hofmann
Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Reference: DF-2007-00079
DF-2007-00080

Dear Ms. Hofmann:

This is a final response to your 31 August 2007 letters to the Office of the Director of
MNational Intelligence, wherein you requested under the Freedom of Information Act (FOIA) the
following information:

*,..exchanges that Director McConnell or other ODNI officials
have had with representatives of telecommunications companies
concerning amendments to FISAL."

“, . . exchanges that Director McConnell or other ODNI officials
have had with members of the Senate or House of Representatives
concerning amendments to FISA...”

We processed your request in accordance with the FOIA, 5 U.S.C. § 552, as amended.
Enclosed are || documents, totaling approximately 267 pages, that are responsive to your request.
Upon review, it has been determined that portions of 29 pages should be withheld on the basis of
FOIA Exemptions |, 2 and 3, § US.C. § 552 (b)(1), (2), (3). In addition, 4 documents, totaling 14
pages, are being withheld in full on the basis of FOIA Exemptions 1,3, Sand 6,5 U.S.C. § 552
(b)(1}, (3), (5), (6), and because two of the documents are not agency records under the FOIA,

Pursuant to the Court’s November 27, 2007 order, attached is a declaration setting forth the
basis for the information being withheld. This declaration is provided to plaintiff without prejudice
to ODNI's rights to provide additional information regarding the processing of plaintiff’s FOIA
requests and/or the reasons for any withholdings. ODNI specifically reserves the right to submit
such additional information, as appropriate, in the context of summary judgment or other

subsequent proceedings in this case.

Slnf.'f:l'ﬂl}f,

ﬁ%v Ha:kc,tl

Director, Information Management Office
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May 23, 2007

The Honorable Mike McConnell
Director of National Intelligence
Washington, DC 20511

Dear Director MceConnell:

I have had an opportunity to review the Administration's proposal to modemize
the Foreign Intelligence Surveillance Act ("FISA™) transmitted to the Committee on
April 12, 2007. 1 have also reviewed the FISA Court orders date! | GG d
the memoranda of law supporting them

The Administration’s proposal contains no special procedures to provide for
electronic s'urvmllanu: to be conducted f'r::l]nwmg a teérrorist attack or an armed attack on
the United States. W wamuus based on
probable caus
individualized warrant be fast enough to protect the nation
Administration iitend to continue to seek FISA Court approval

If the latter is the case,
not specifically authorize thes .
believe the current statute envisi 1e wi maj.f disagree on tfus point,
even the Attorney General has described the Iﬂnuary orders as “innovative". f

I stmngly believe the FISA statute must be modernized so that we dan i:sxen to
our enemies while protecting the civil liberties of Americans. Bul if Cﬁngrpa
legislation that reaffirms that '

':.'}"'

}{31=18 UBC SR
rJ.-.I3'| 50 UEC 403
{(bii3)=RiL. BE-36
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Director Mike McConnell
May 23, 2007
Page 2

I appreciate assistance from the Administration clarifying its intent on 'thw.':
matters and | look forward to working with you.

Sincerely,

L
Heathdr Wilson

Ranking Republican
Subcommittee on Technical

and Tactical Intelligence

cer Attomey General Alberto Gonzales
Director Keith Alexander

000244



P e e
e

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

May 29, 2007

The Honorable Heather Wilson

Permanent Select Committee on Intelligence
House of Representatives

Washington, D.C, 20515

Dear Representative Wilson:

Thank you for your letter of May 23, 2007 commenting on the Administration’s proposal
to modernize the Foreign Intelligence Surveillance Act (FISA). [ deeply appreciate your
leadership role in this important effort,

As you observed, the Administration’s proposal does not contain explicit procedures for
conducting electronic surveillance following a terrorist attack. Such a provision was included in
the bill (H.R. 5825) that you inroduced last year. The Administration strongly supported H.R.
5825 and | welcome further discussions with you on this approach.

Under the Administration’s proposal, in most cases, an order would not be required 1o
target persons outside the United States, This provision was intended to grant the Intelligence

Community the flexibility 1o collect the communications of non 1.5, persons reasonably
believed to be outside of the United Smicsl Ilinwevcr.

the conduct of electronic surveillance targeted at U.S. persons inside the United States would
generally remain within the scope of FISA.

AS YOU recognize,
_ innovative . We will, of course, advise you as these
proceedings progress. To the extent FISA can be redrafted to address issues raised by the FISA

Court, I would welcome such a statutory modification. (51 (1)
b {3)=18 L&
(h) (3)=50 usc 403
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I look forward to meeting with you, at your earliest convenience, to further discuss this
important matter. I appreciale your conlinued interest in modemizing FISA so that it will
continue Lo serve the nation for years to come. Our most important duty is to do everything
possible to protect Americe, while ensuring that we respect the Constitution, laws, and the civil
liberties of all Americans in all of our activities.

Sincerely,

(WM ol

J.M. McCannell

000246
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September 24, 2007
The Honorable I, Michas]l MeConnell
Director of Nationz] Intelligence

Washington, D.C. 20511

Dear Direstor McConnell:

During our September 20, 2007 hearing on ti Foreign Intelligence Suwrveillance
Act (FISA), you provided testimony concerning an incident in which three U.S. soldiers
were Kidnapped by Iraqi insurgents and the Administration subsequently obtained an
emergency autherization from the Department of Justice to engage in slsctronic
survedllance relating to the kidnepping. During your testimony, you noted that the
surveillence was delayed for spproximstely 12 hours after the Administration identified
targets for the surveillance, This Committes has been extensively briefed by the
Intelligence Community on the details of this incident and reccived additional
information from the National Security Agoncy (NSA) in the attached document.

Now that you have publicly discussed this incident, and given the number of
Tecen! press reports that contein erronsous and partial information shout the reasons for
the delay in beginning surveillance, I believe that it is important to clerify the reasons for
the delay without revealing classified information, Therefore, | intend to releass the

following information, which I believe is an unclassified summary of the information we
have received;

®  OnMey 12, 2007, after  coordinated attack on their position south of Baghdsd,
three U.S. soldiers were reported missing and believed to have been ceptured by
Iraqi meurgents, Immediately upon leaming of the attack, theater-based and
national SIGINT assets responded by dadicating zll svailable resources to
obtuining intelligence concerning the attack.

¢ OnMey 13 &nd 14, 2007, the Intelligence Community began to develop additional
leads conceming the communications of insurgents claiming responsibility for the
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o OnMay 15, 2007:

o Atl: 00 am, key U.S, qnnmmhdiu:uumddwdopmm

o Atl0:S2 Lm, ths NSA notified]

© AU12:53 L., the NSA Geneal Couaael agresd that all of the
requirements for an emergency FISA quthorizgtion had been met for
coliection of the communications inside the U.S,

o From 12:53 pam. to 5:15 pn., Administration lawyers and intelligsnce
officials discussed the various legal and cperational issues assoclated with
the survelllanos,

© At 5:15 pam., the Department of Justice's (DOJ) FISA = \
of Intelligence Policy and Review (OIPR) = recsived 2
formally requesting emergency anthority to conduct tho

© At5:3Q p.m,, the OIPR attormey on duty attampted 10 reach the Solicitor
Greneral, who was the Acting Aftomey General while Attomey General
Gonzslez was addressing a United States Attornsy’s Confirance in Texss.
Howover, the Salicitor General had left for the day and was not ahle to
authorize the emezpancy request. Eventuslly, s declsion waa made to
aftempt 0 reach Attorsey Genaral Gonzalez in Texas,

¢ The OIFR attomey then contactsd the Justice Department Command
Ceater end requested that the Command Center locats the Atterney
General in Texas. After soversl telephons calls with the staff
accompanying the Atiomney General, (he OIPR lawyers were able to speak
directly with e Attomey Genersl and brief him on the facts of the
emergency request,

o At7:18 pm,, the Attorney General suthorized the requested qurveiliance.
mm&uwaﬂwmﬁﬁe&hm

o At 7:28 p.m,, the FBI notified key huﬂqmuqmuumdpmmlnf
the spprovel

o At7:38 pm., surveillance began
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Should you bave any concerns about the release of this {nformation to the public,
pleasc notify me by 5:00 p.m. on Tueaday September 25, 2007, '
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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
DIRECTOR OF THE INTELLIGENCE STAFF
Wasumcron, DC 20511

JUN 0 8 2007

The Honoruble Silvestre Reyes

Chairman

Permanent Select Committee on Intelligence
House of Representalives

Washington, DC 20515

The Honorable Peter Hoekstra

Ranking Member

Permanent Select Committee on Intelligence
House of Representatives

Washington, DC 20515

Dear Mr. Chuirman and Representative Hoekstra:

{UJ) Thank you for your May 31, 2007 letter to the Director of National [ntelligence and
the Attorney General. Director McConnell asked me to provide an interim response to your
requests regarding the Committee's review of electronic surveillance activities. We are pleased
that the Committee intends to consider the Administration’s proposal to modernize the Foreign
Intelligence Surveillance Act (FISA). We look forward to discussing with the Committee the
critical national security need to update FISA to reflect current technology.

(L7} We understand the Committes’s desire to oblain certain documents relating to the
President's Terrorist Surveillance Program and we will continue to work with yore to address
your needs. However, some of the documents requested by the Committee such as the
President’s authorizations of the Program are not within my discretion to provide. This is also
the case with the Executive Branch legal opinions and any potentially responsive
communications with the Foreign Intelligence Surveillance Court. These documents currently
are the subject of an ongoing discussion within the Executive Branch.

(U) As you know, we have made every effort to provide the substance of the information
that the Commiltee is seeking in this area. For instance, the Department of Justice (DoJ) has
explained the legal reasoning underlying the Program in numerous hearings and briefings and
would be happy to answer any remaining questions the Commitlee may have. The Committee
has also been briefed on the President's authorizations. The Commifee’s particular request (o
have access to the January 2007 Foreign [ntelligence Surveillance Count orders, applications, and

exhibits filed in support of those applications has been accommodated by an agreement with
Dal.

bl il

jB) (3] =F.L. BE=-30
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(U) Regarding the civil liberty safeguards of the Program, [ understand that the National
Security Agency (NSA) has briefed the Committee extensively on its applicable minimization
procedures, as well as provided copies of relevant materials. [n addition, NSA answered the
Commitiee's guestions about the rules for handling U.S. person information duning recent
briefings on the Program. As NSA has explained, the minimization procedures under the
Program included NSA's Executive Order 12333 Attorney General Guidelines. The Attomey
General approved these procedures for the collection, retention, and disscmination of
information concerning U.S. persons in October 1982, The Secretary of Defense issued the
current version of those procedures (DoD Regulation 5240.1-R) in December 1982, A classified
annex to those procedures dealing specifically with signals intelligence was promulgaled by the
Deputy Secretary of Defense in April 1988 and approved by the Attomey General in May 1988.
NSA intemal procedures (USSID 18) were denived from those procedures and last updated in
1993. The annex that specifically governs FISA procedures was modified, with the Attorney
General's approval, in 1997. NSA, of course, would be happy to provide additional briefings on
this topic if the Committee desires, including how these rules apply to the Program.

(U) I also appreciate your interest in the effectiveness of the Program. In an effort to
quantify its success, [ have asked NSA to provide the Committee with a sample of the significant
leads it has provided to the Federal Burean of Investigation (FBI) and the Central Intelligence
Agency (CIA), as it did for the Senate Select Committee on Intelligence (SSCI) and the Privacy
and Civil Liberties Oversight Board.

T emewen[ joemem|

(U) We will continue to work with the Committee in response to your requests. In the
meantime, [ hope the Committee will give sedious consideration to the Administration’s proposal
to modemnize FISA. The proposal is being made thoughtfully, and after a year of extensive
coordination and at the behest of Congress. It is critical that we work together to ensure that
FISA will continue to serve the nation for years to come. Our most important daty is to do
everything possible o protect Amenica, while ensuring that we respect the Constitution, laws,
and the civil liberties of all Americans in all of our activities.

[k}
k)

L T
(8)(1)
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(U) If you have any questions on this matter, please contact me or the D;mctur of
Legislative Affairs, Kathleen Tumner, who can be reached on ) z)

Sincerely,

nald L. . JL,
Lieutenant General, US

cc: The Honorable Alberto Gonzales
Licutenant General Keith Alexander

000252



On May 12. 2007, after a coordinated attack on their position south of Baghdad,
three U.S. soldiers were reported missing and believed to have been capiured by
[ragi insurgents. Immediately upon learning of the attack, theater-based and
national SIGINT assets responded by dedicating all available resources to
obtaining intelligence concerning the attack.

On May 13 and 14, 2007, the Intelligence Community began to develop
additional leads concerning the communications of insurgents claiming
responsibility for the attack, including approaching the FISA Court on May 14 for
an amendment to a then-current order with some bearing on the hostage situation,
The amendment was granted that day.

As soon as specific leads had been identified, analysts began to compile all the
necessary information to establish the factual basis for issuance of a FISA court
order as required by the emergency authorization provision of the statute.

On May 15, 2007:

o At 10:00 a.m., key U.S. agencies met to discuss and develop various
options for collecting additional intelligence relating to the kidnapping by
accessing certain communications.

o AL 10:52 am., the NSA notified the Department of Justice (DOJ) of its
desire to collect some communications that require a FISA order.

o It was determined that some FISA coverage already existed.

o At 12:53 p.m,, the NSA General Counsel agreed that all of the
requirements for an emergency FISA authorization had been met for the
remaining collection of the communications inside the U.S.

o From 12:33 p.m. to 5:15 p.m. Administration lawyers and intelligence
officials discussed various legal and operational issues associated with
the surveillance.

o AtL5:15 p.m, the DOJ's FISA office — the Office of Inielligence Policy and
Review (OIPR) - received a call formally requesting emergency authority
to conduct surveillance.

© At 5:30 p.m,, the OIPR attorney on duty attempted to reach the Solicitor
General who was the Acting Attommey General while Attomey General
Gonzales was addressing a United States Attorney’s Conference in Texas,
However, the Solicitor General had left for the day and the decision was
made 1o attempt to reach Attomey General Gonzales in Texas.

c The OIPR attorney then contacted the Justice Department Command
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Center and requested that the Command Center locate the Attorney
General in Texas, After several telephone calls with the staff
accompanying the Attorney General, the OIPR lawyers were able to speak
directly with the Attorney General and brief him on the facts of the
emergency request.

© At 7:18 p.m., the Attorney General authorized the requested surveillance.
The Justice Department attomeys immediately notified the FBL

o Al 7:28p.m, the FBI notified key intelligence agencies and personnel of
the approval.

o At 7:38 p.m., surveillance began,

000254



Eec. 401. DEFINITION OF ELECTRONIC SURVEILLANCE.

Subsecticn (f) cof section 101 of the Foreign Intelligence
Surveillance Act of 178 (50 U.5.C. 1801) is amended by
ingerting after subsection (f) (4) thas Ecollowing:
“Provided, that nething in this definition shall be
construed to encompass surveillance directed at a person
reasonably believed to be located outside of the United

Statesg. "
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SEC. 402. AUTHORIZATION FOR THE ACQUISITION OF CERTAIN

FOREIGN INTELLIGENCE INFORMATION.

Title I of the Foreign Intelligence Surveillance Act is
amended by adding after secticn 102 (50 U.S.C. § 1802) the
followineg:
‘*AUTHORIZATION FOR ARCOQUISITION OF FOREIGN INTELLIGENCE
INFORMATION
“'SEC. 102A. (a) IN GENERAL.-Notwithstanding any other iaw,
the President, acting through the Attornesy General may, for
periocds of up to one yvear, authorize the acguisition of
foreign inteliigence information concerning persons
reasonably believed to be outside the United States if the
Attorney General certifies in writing under cath that the
Attorney General has determined that—
**{1}) the acquisition deces not constitute electronic
surveillance;
** (2} the acquisition involves cobtaining the foreign
intelligence information from or with the asgistance
of 8 communications service provider, custodian, or
cther person (including any officer, employee, agent,
or other specified person of such service provider,
custodian, or other person) who has access o

communications, either as they are transmitted or
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while they are stored, or equipment that is being or
may be used tc transmit or store such communications;
**{3) & significant purpose of the acguisition is to
cbtain foreign intelligence infarm&ticn:-and

*V{4) the minimization procedures to be used with
respect to such acguisition acktivity meet the
definition of minimization preocedurss under section
101 /(h) .

**{b) SEBECIFIC PLACE NOT RECQUIRED.-A
certification under subsectien (al is not reguired to
identify the specific facilities, piaces, premises, or
property at which the acquisition of foreign intelligence
information will be directed.

**{e) SUBMISSION OF CERTIFICATION.—The Attorney
General shall immediately transmit under seal to the court
established under secticn 103(a) a copy of a certification
made under subsection (a). Such certification shall be
maintained under security measureg established by the Chief
Justice of the United States and the Attorney General, in
consultation with the Director of National Intelligence,
and shall remain sealed unless the certification is
necessary to determine the legality of the acquisition

under section 102B.
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' {d) MINIMIZATION PROCEDURES .—An acguisition
under this section may be conducted only in accordance with
the certification of the Attorney Generzl and the
minimization procedures adopted by the Attorney General.
The Attorney General shall assess compliance witlh such
procedures and shall report such assessments to the
Bermanent Select Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence of

the Senadkte under section 108(a).

YYOIRECTIVES RELATING TO ELECTRONIC SURVEILLANCE AND OTHER

ACQUISITIONS OF FOREIGN INTELLIGENCE INFCRMATICN

'*SEC. 1028B. {a) DIRECTIVE.-With respect to an

autheorizaticn of arn acguisition under section 19024, the

Attorney General may direct a person to—
**{1) immediately provide the Government with all
information, facilities, and assistance necessary Lo
accomplish the acguisition of foreign intelligence
informaticn in such a manneyr as will protect the
gecrecy of the acquisiticn and produce a minimum of
interference with the services that such person is
providing teo the tazrget; and

‘Y {2) maintain under security procedures approved by

the Attorney General and the Director of Nationai
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Intelligence any records concerning the acguisition or
the aid furnished that such person wishes to maintain.

**{b] COMPENSATION.—-The Government shail
compensate, at the prevailing rate, a person for providing
information, facilities, or assistance pursuant to
subsection (a).

‘** (c) FAILURE TO COMPLY.—In the case of a failure
to comply with a directive issued pursuant to subsection
(a), the Attorney GCenerai may invoke the zid of the court
established under section 103(a) tc compel compliance with
the directive. The court shall issue an order regquiring the
person to comply with the directive if it f£inds that the
directive was issued in accordance with subsection (&) and
is otherwise lawful. Failure to cbey an order of the courc
may be punished by the court as contempt of court. Any
Process under-this section nay be sexrved in any judicial
district in which the person may be found.

** {d) REVIEW OF PETITIONS.—(1) (R) A person
receiving & directive issued pursuant to subsection (a) may
challenge the legality of that directive by filiug a
petition with the pool established under section 103(e) (1).

**{B] The presiding judge designated pursuant to

section 103 (b) shall assign a petition filed

under subparagraph (&) to one of the judges
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serving in the pecol established by section
103 (e) (1). ﬂgt later than 46 hours after the
asgignment of such petition, the assigned judge
shall conduct an initial review of the directive,
If the assigned judge determines that the
petition is frivelcus, the assigned judge shall
immediately deny the petition and affirm the
directive or any part of the directive that is
the subject of the petition, If the assigned
judge determines the petition is not frivolous,
the assigned judge shall, within 72 hours,
consider the petition in accordance with the
procedures established under secticon 103 {e) (2}
and provide a written statement for the record of
the reasons for any determination under this
subsection.
**(2) A judge considering a petition tc modify or set
aside a directive may grant such petiticn only if the
judge finde that such directive does not meet the
requirements of this section or is otherwise unlawful.
If the judge dces rict modify or set aside the
directive, the judge shall immediately affirm such
directive, and order the recipient tec comply with such

directive.
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**(3) Any directive not explicitly modified or set
agide under this subsection shall remain in full
effect.

**(e) APPERLS.-The Government cr a person
receiving a directive reviewed pursuant to subsection (d)
may file a petition with the Court of Review established
under section 103(b) for review of the decision issued
pursuant to subsection (d) not later than 7 days after the
issuance of such decision. Such court of review shall have
jurisdicticn te consider such petitions and shall provide
for the.recnrd a written statement of the reascns for its
decision. On petition for a writ of certiorari by the
Soverriment or any person receivina such directive, the
record shall be transmitted under seal te the Supreme
Court, which shall have jurisdiction to review such
decision.

‘" {£) PROCEEDINGS,—Judicial proceedings under
this section shall be concluded as expeditiously as
possible. The record of proceedings, including petitions
filed, orders aranted, and statements of reasons for
decision, shall be maintained under security measures
egtablished by the Chief Justice of the United States, in
censultation with the Attorney General and the Director cf

Naticnal Intelligence.
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** (g) SEALED PETITIONS.-2ll petitions under this
secticn shall be filed under seal. In any proceedings under
this section, the court shall, upon regquest of the
Government, review ex parte and in camers any Government
submission, or portions of a submission, which may include
classified information.

** (k) LIABILITY.-No cause of action shall lie in
any court against any person for providing any informaticn,
facilities, or assistance in accordance with & directive
under this secticno.

**(i) RETENTION OF DIRECTIVES AND ORDERS.-A
directive made or an order granted under this section shall
be retained for & pericd of not less than 10 years from the

date on which such directive &r such order is made.'’.

(b} TABLE OF CONTENTS.-The table of contents in the first
section of the Foreign Intelligence Surveillance Act of
1978 (S0 U.S.C. 1801 et seg.) is amended by inserting after
the item relating to section 102 the following:

**102A. Authorization for acquisition of foreign
intelligence informstion.

"*102B. Directives relating to electronic surveillance
and other acquisitions of

foreign intelligence information.
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SEC. 403. TECHNICAL AMENDMENT AND CONFORMING AMENDMENTS.

Secticn 1063 (e) of the Foreign Intelligence Surveillance Act
of 1878 (50 U.5.C. 1BOI &t 3249.| is amended--
‘&) in paragraph (1), by striking ‘561 (£) (1)’ and
inserting ‘‘102B(d) or 303 FELIE)Y s oA
(B) in paragraph (2}, by striking ‘501 (£) (1)

inserting ‘‘102B(d) or S01(f) (1)’
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SEC. 404. EFFECTIVE DATE.

(a) Except as ctherwise Provided, the amendmesnts made by
this Act shall take effect immediately after the date of
the enactment of this Act.

{b) Notwithstanding any other provisicn of this Act, any
order in effect on the date of enactment of this Act issued
pursuant to the Foreign Intelligence Surveillance Act of
1578 (5@ T.8.C. 1801 et seq.) shall remain in effect uncil
the date of expiration of such ordey, ‘and, at the reguest
of the applicant, the court established under sectiocn 103
(al of such Act (50 U.8.C. 1803(a)} may reauthorize such
order as long as the facts and circumstances continue to
Justify issuance of such order under the pzovisions cf the
Foreign Intelligence Surveillance Act of 1978, aé in effect
on the day before the applicable effective date of this
Act. The court established under section i02{a} of such Act
shall extinguish any such crder at the reguest of the

applicant,
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SEC. 405. CLARIFICATION ON THE DEFINITION OF ELECTRONIC

SURVEILLANCE.

The Foreign Intelligence Surveillance Act of 1978 (50

U.5.C. 1881) is hereby amended by adding a new section 112

as foellows:
"Section 112. Clarifications or the Definition of
Electronic Survéillance. (1} 'Whenever a2 member of the
Inteliligence Community, as defined in secticn 3 of the
Naticnal Security Act of 1947 (50 U.S.C. 401a), as
amended, intentionslly acguires the communications of
a non-U.S. person reasonably believed tc be located
outeside the United States and the primary purpose of
such acguisition to acguire the communicaticns of a
particular, known person reasonably believed to be
located in the United States, such activities shall be
considered “electronic surveillance” as defined in

section 10L{E)(1).~
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Modernizing the
Foreign Intelligence Surveillance Act

Statement for the Record

Senate Select Committee on Intelligence

June 21, 2007

J. Michael McConnell
Director of National Intelligence
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Information as of

June 21; 2007

INTRODUCTION

SENATE SELECT COMMITTEE ON
* INTELLIGENCE
FISA MODERNIZATION

S SR
STATEMENT FOR THE RECORD

Good moming Chairman Rockefeller, Vice Chairman Bond,
and Members of the Committee,

(U) | am pleased to be here today in my role as the head of
the Intelligence Community (IC) to express my strong support for the
legislation that will modernize the Foreign Intelligence Surveillance
Act of 1978 (FISA). Since 1978, FISA has served as the foundation to
conduct electronic surveillance of foreign powers and agents of
foreign powers in the United States. My goal in appearing today is o
share with you the critically important role that FISA plays in =~
protecting the nation's security, and how I believe the proposed
legislation will improve that role, while continuing to protect the
privacy rights of Americans.

(U) The proposed legislation to amend FISA has several key
characteristics:

o It makes the statute technology-neutral. It seeks to
bring FISA up-to-date with the changes in
communications technology that have taken place
since 1978:

» It seeks to restore FISA to its ariginal focus on
protecting the privacy interests of persons in the
United States; ]

¢ It enhances the Government's authority to secure
assistance by private entities, which is vital to the
IC’s intelligence efforts;

e And, it makes changes that will streamline the FISA
process so that the IC can use FISA to gather foreign
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TODAY'S NATIONAL
SECURITY THREATS

intelligence information more quickly and
efficiently.

(U) As the Committee is aware, | have spent the majority of
my professional life in the [C, In that capacity, | have been both a
collector and a consumer of intellipence information. [ had the honor
of serving as Director of the National Security Agency (NSA) from
1992 to 1996, In that position, 1 was fully aware of how FISA serves
a critical function in enabling the collection of foreign intelligence
information.

(1) In my first few months on the job as the new Director of
National Intelligence, ] immediately can see the results of FISA-
authorized collection activity. | cannot overstate how instrumental
FISA has been in helping the IC protect the nation from terrorist
attacks since September 11, 2001,

{TSrSFOENF) Some of the specifics that support my
testimony today cannot be discussed in open session, Accordingly,
this classified statement contains additional, specific information
concemning operational activities that demonstrate the need for FISA
modemnization, These include;

(U) Because I believe that the proposed legislation will
advance our ability to protect the national security, I would like to

‘take a few minutes to briefly discuss some of the current threats. The

most obvious is the continued threat from international terrorists.

* Despite the fact that we are in the sixth year following the attacks of

September 11, 2001, and despite the steady progress we have made in
dismantling the al Qaeda organization, significant threats fromal
Qacda, other terrorist organizations aligned with it, and its
sympathizers remain.

(U) Today, however, America confronts a greater diversity of

threats and challenges to attack inside our borders than ever before.
As a result, the nation requires more from our IC than ever before.

(U) I served as the Director of NSA at a time when the IC
-was first adapting to the new threats brought about by the end of the
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Cold War. Moreover, these new threats are enhanced by dramatic, .
global advances in telecommunications, transportation, technology,
and new centers of economic growth.

(U) Although the aspects of Globalization are not themselves
a threat, they facilitate terrorism, heighten the danger and spread of
the proliferation of Weapons of Mass Destruction (WMD), and
contribute to regional instability and reconfigurations of power and
influence — especially through increasing competition for energy.

(U) Globalization also exposes the United States to complex
counterintelligence challenges. Our comparative advantage in some
areas of technical intelligence, where we have been dominant in the
past, is being eroded. Several non-state actors, including international
terrorist groups, conduct intelligence activities as effectively as
capable state intelligence services. Al Qaeda, and those aligned with
and inspired by al Qaeda, continue to actively plot t.m'mstnttacks
against the United States, our interests and allies.

(U) A significant number of states also conduct economic
espionage. China and Russia’s foreign intelligence services are
among the most aggressive in collecting against sensitive and
protected U.S. systems, facilities, and development projects

approaching Cold War levels.

(U) In today’s threat environment, the FISA legislation is not
agile enough to handle the country’s intelligence needs. Enacted
nearly thirty years ago, it has not kept pace with 21st Century
developments in communications technology, As a result, FISA
frequently requires judicial authorization to collect the
communications of non-U.S., i:e., foreign persons, located outside the
United States. Currently, FISA forces a detailed examination of four
questions: )

Who is the target of the communications?
Where is the target located?

How do we intercept the communications?
Where do we intercept the communications?

-8 & & ®

(U) This analysis clogs the FISA process with matters that
have little to do with protecting privacy rights nfpﬂsms inside the
United States. Modemizing FISA would greatly improve the FISA
process and relieve the massive amounts of analytic resources
currently being used to craft FISA applications.

(U) FISA was enacted before cell phones, before e-mail, and
before the Internet was a tool used by hundreds of millions of people
worldwide every day. When the law was passed in 1978, almost all
local calls were on a wire and almost all long-haul communications
were in the air, known as “wireless” communications. Therefore,
FISA was written to distinguish between collection on a wire and
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collection out of the air.

(U) Now, in an age of modem telecommunications, the
situation is completely reversed; most long-haul communications are
on 2 wire and local calls are in the air. Think of using your cell phone
for mobile communications.

example,|

“FSHOEAF-Communications technology has evolved in
ways that have had unforeseen consequences under FISA.
Technological changes have brought within FISAs scope
communications the 1978 Congress did not intend to be covered. For

B3 <P L, BE=38§
5HEEAE In short, today communications currently fall
under FISA that were onginally excluded from the Act.
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cjrcumstance, if U.S, person miormation were 1 enily collected,

NSA followed the appropriate minimization procedures limiting
acquisition, retention, and dissemination of the U.S. person
information.

_TTSrSHeEH- 1 do want to be clear about one important

[ But, in some cases, a communication will go to a U.S.
person{ __|T'hat is not a new situation for NSA.

NSA has been handling such 2 situation |
part of its collections

] junder E.O. 12333 and its minimization procedures for over
years,

000272




{FSUSIUOGCAEY The specific way the proposed FISA
modemization legislation would remedy this is to allqw U.S.

intelligence preater access to foreign communications)

(U) The solution is to make the FISA technology-neutral.
Just as the Congress in 1978 could not anticipate today’s technology,
we cannot know what changes techinology may bring in the next thirty
years. Our job is to make the country as safe as possible by providing
the highest quality intelligence available. There is no reason to tie the
nation’s security to a snapshot of outdated or evolving technology.

~SCommunications that, in'1978, would have been
transmitted via radio or satellite, are transmitted principally via fiber
optic cables. While Congress in 1978 specifically excluded from
FISA’s scope radio and satellite communications, fiber optic cable
transmissi

{currently fall under

FISA’s definition of electronic surveillance. Congress® intent on this
issue is clearly stated in the legislative history:

“the legislation does not deal with interational signals
intelligence activities as currently engaged in by the National Security
Agency and electronic surveillance conducted outside the United
States.™
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(U) Similarly, FISA places a premium on the location of the
collection. Legislators in 1978 could not have been expected to
predict an integrated global communications grid that makes
geography an increasingly irrelevant factor. Today a single
communication can transit the world even if the two people
coinmunicating are only a few miles apart, -

(U) And yet, simply because the law has not kept pace with
our technology, communications intended to be excluded from FISA,
are included. This has real consequences to the IC working to protect
the nation from foreign threats,

(U) Today, IC agencies may apply, with the approval of the
Attomney General and the certification of other high level officials, for
court orders to collect foreign intelligence information under FISA.
Under the existing FISA statute, the IC is often required to make a
showing of probable cause, a notion derived from the Fourth
Amendment, in order to target for surveillance the communications of
a foreign person overseas. Frequently, although not always, that
person's communications are with another foreign person overseas.

In such cases, the current statutory requirement to obtain a court
order, based on a showing of probable cause. This slows, and in
some cases prevents altogether, the Government's efforts to conduct
surveillance of communications that are significant to the cational
security,

¢ FESHORCONANOFORNAISA) This is a point worth
emphasizing, because [ think many Americans would be surprised at
what the current law requires/

[To state the case plainly: there are

circumstances under which the government seeks to monitor, for
purposes of protecting the nation from terrorist attack, the
communications of foreign persons, who are physically located in
foreign countries, the government is reguired under FISA to obtain a
court order to authorize the collection. And we find ourselves in this
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position because the language in the FISA statute, crafied in 1978,
simply has not kept pace with the revolution in communications
technology.

(U7) Moreover, this Committee and the American people
should be confident that the information the IC is seeking is foreign
intelligence information. Writ large, this includes information

* relating to the capabilities, intentions and activities of foreign powers,
organizations or persons, including information on intemational
terrorist activities. FISA was intended to permit the surveillance of
foreign intelligence targets, while providing appropriate protection
through count supervision.to U.S. citizens and to other persons in the
United States.

(U) While debates concerning the extent of the President's
constitutional powers were heated in the mid-1970s, as indeed they
are today, we believe that the judgment of Congress at that time was
that FISA's regime of court supervision was focused on situations
where Fourth Amendment interests of persons in the United States
were implicated. It is important to note that nothing in the proposed
legislation changes this basic premise in the law.

© (U) Anocther thing that this proposed legislation does not do is
change the law or procedures governing how NSA, or any other
government agency, treats mformation concerning United States
person. For example, during the course of its normal business under
current law, NSA will sometimes encounter information to, from or
about S, persons. Yet this fact does not, in itself, cause the FISA to
apply to NSA's overseas surveillance activities. Instead, at all times,
NSA applies procedures approved by the U.S. Attorney General to all
aspects of its activities that minimize the acquisition, retention and
dissemination of information concerning U.S. persons. These
procedures have worked well for decades to ensure the constitutional
reasonableness of NSA's surveillance activities, and eliminate from
intelligence reports incidentally acquired information concerning U.S.
persons that does not constitute foreign intelligence,

(U) Some observers may be concerned about “reverse
targeting” in which the target of the electronic surveillance is really a
person in the United States who is in communication with the
nominal foreign intelligence target overseas. In such cases, if the real
target is in the United States, FISA 'would require the [C —to seck
approval from the FISA Court in order to undertake such electronic
surveillance,

(U) In short, the FISA's definitions of “electronic
surveillance” should be amended so that it no longer matters how
collection occurs (whether off a wire or from the air). If the subject of
foreign intelligence surveillance is a person reasonably believed to be
in the United States or if all parties to & communication are
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SECURING ASSISTANCE
UNDER FISA

THE FISA PROCESS SHOULD
BE STREAMLINED

reasonably believed to be in the United States, the Government
should have to go to court to obtain an order authorizing such
collection. If the government seeks to acquire communications of
persons outside the United States, it will continue to be conducted
under the lawfiul authority of Executive Order 12333, as it has been
done for decades, :

(U) The proposed legislation reflects that it is vitally
impaortant that the Government retain @ means to secure the assistance
of communications providers. As Director of NSA, a private sector
consultant to the IC, and now Director of National Intelligence, |
understand that in order to do our job, we frequently need'the
sustained assistance of those outside of government to accomplish our
MiIss10n.

—TSHSHOENR/

|iE§ gives

NSA the agility to detect possible terrorist threats against the United
States in time to issue appropriate wamings.

(L) Presently, FISA establishes a mechanism for obtaining a
court order directing a communications carrier to assist the
government with the exercise of electronic surveillance that is subject
to Court approval under FISA. However, s a result of the proposed
changes to the definition of electronic surveillance, FISA does not
provide a comparable mechanism with respect to authorized
communications intelligence activities. The proposal would fill this
gap by providing the Government with means to obtain the aid of 2
court to ensure private sector cooperation with lawful intelligence
activities, | -

(U) This is a ¢ritical provision that works in concert with the
proposed change to the definition of “electronic surveillance,” It is
crucizl that the government retain the ability to ensure private sector
cooperation with activities that are “electronic surveillance” under
current FISA, but that would no longer be if the definition were
changed. It is equally critical that private entities that are alleged to.
have assisted the IC in preventing future attacks on the United States
be insulated from liability for doing so. The draft FISA
Modemization proposal contains a provision that would accomplish
this objective.

(U) In addition to updating the statute to accommodate new

technologies, protecting the rights of people in the United States, and

securing the assistance of private parties, the proposed legislation also

~ makes needed administrative changes. These changes include:

PR CRE T AT ROON NOFORN TR NEIETT == 9

000276



FISA WILL CONTINUE TO
PROTECT CIVIL LIBERTIES

(1) streamlining applications made to the FISA Court, and

(2) extending the time period the Department of Justice has to
prepare applications following Attorney General authorized
emergency collection of foreign intelligence information.

(U) The Department of Justice estimates that these process-
oriented changes potentially could save thousands of attorney work
hours, freeing up the Justice Department’s National Security lawyers
and the FISA Court to spend more of their time and energy on cases
involving United States persons - - precisely the cases we want them
to be spmdmg their efforts on. And, if we combine the streamlining
provisions of this bill with the technology-oriented changes proposed,
the Intelligence Community will be able to focus its operational
personnel where they are needed most.

{U) When discussing whether significant changes to FISA are
appropriate, it is always appropriate to thoughtfully consider FISA's
history. Indeed, the catalysts for FISA's enactment were abuses of
electronic surveillance that were brought to light. The revelations of
the Church and Pike committees resulted in new rules for U.S.
intelligence agencies, rules meant to inhibit abuses while preserving
our intelligence capabilities. I want to emphasize to this Committee,
and to the American people, that none of the changes being proposed
are intended to, nor will have the effect of, disrupting the foundation
of credibility and legitimacy that FISA established.

(U) Instead, we will continue to conduct our foreign
intelligence collection activities under robust aversight that arose out -
of the Church and Pike investigations and the enactment of FISA.
Following the adoption of FISA, a wide-ranging, new intelligence
oversight structure was built into U.S. law. A series of laws and
Executive Orders established oversight procedures and substantive
limitations on intelligence activities. Afier FISA, the House and
Senate each established intelligence oversight committees. Oversight |
mechanisms were established within the Department of Justice and
within each intelligence agency — including a system of inspectors
general.

(U) More recently, additional protections have been
implemented community-wide. The Privacy and Civil Liberties
Oversight Board was established by the Intelligence Reform and
Terrorism Prevention Act of 2004. The Board advises the President
and other senior executive branch officials to ensure that concerns
with respect to privacy and civil liberties are appropriately considered
in the implementation of all laws, regulations, and executive branch
policies related to efforts to protect the Nation against terrorism.
Unlike in the 1970s, the IC today operates within detailed,
constitutionally-based, substantive, and procedural limits under the
watchiul eyes of Congress, numerous institutions within the
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Executive Branich, and, through FISA, the judiciary,

(L) With this robust oversight structure in place, it is also
important to also ensure that the IC is more effective in collecting and
processing information to protect Americans from terrorism are other
threats to the security of the United States. FISA must-be updated to
meet the new challenges faced by the IC.

(U) The Congressional Joint Inguiry Commission into IC
Activities Before and Afier the Terrorist Attacks of September 11,
2001 recognized that there were systemic problems with FISA
implementation. For example, the Commussion noted that “there
were gaps in NSA"s coverage of foreign communications and FBI's
coverage of domestic communications.” As a result of these and
other reviews of the FISA process, the Department of Justice and IC
have continually sought ways to improve.

(U) The proposed changes to FISA address the problems
noted by the Commission.- At the same time, a concerted effort was
made in our proposal to balance the country's need for foreign
intelligence information with the need to protect core individual eivil

_rights.
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(U) This proposed legislation seeks to accomplish several

(U) First, the changes proposed are intended to make FISA
technology-neutral, so that as communicarions technology develops -
- which it absolutely will - - the language of the statute does not
become obsolete. '

{U) Second, this proposal is not intended to change privacy
protections for Americans. In particular, this proposal makes no
changes to the findings required to determine that a U.S. person is
acting as an agent of a foreign power. The proposal returns the FISA
to its original intent of protecting the privacy of persons in the United
States.

(U) Third, the proposed legislation enhances the
Government's ability to obtain vital assistance of private entities.

(U) And fourth, the proposed legislation allows the
Government to make some administrative changes to the way FISA
applications are processed. As Congress has noted in its reviews of
the FISA process, streamlining the FISA'process makes for better
government.

(U) This Committee should have confidence that we
understand that amending FISA is a major proposal. We must get it
right. This proposal is being made thoughtfully, and after extensive

coordination for over a year.

(U) Finally, I would like to state clearly my belief that
bipartisan support for bringing FISA into the 21" Century is essential.
Over the course of the last year, those working on this proposal have
appeared at hearings before Congress, and have consulted with -
Congressional staff regarding provisions of this bill. This consultation
will continue, We look to the Congress to partner in protecting the
nation. Lask for your support in modemizing FISA so that it will
continue to serve the nation for years o come.

(U) As I stated before this Committee in my confirmation
hearing earlier this year, the first responsibility of intelligence is to
achieve understanding and to provide waming. As the new head of
the nation’s IC, it is not only my desire, but my duty, to encourage
changes to policies and procedures, and where needed, legislation, to
improve our ability to provide warning of terrorist activity and other
threats to our security.

(1) I look forward to answering the Committee's questions
regarding this important proposal to bring FISA into the 21® Century.
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SENATE SELECT COMMITTEE ON
INTELLIGENCE
FISA MODERNIZATION

; EFERSSITIEY
STATEMENT FOR THE RECORD

Good morning Chairman Rockefeller, Vice Chairman Bond,
and Members of the Committee.

({U)Iam pIe.asedtG be here today in my role as the head of
the Intelligence Community (IC) to express my strong support for the
legislation that will modemnize the Foreign Intelligence Surveillance
Act of 1978 (FISA). Since 1978, FISA has served as the foundation to
conduct electronic surveillance of foreign powers and agents of
foreign powers in the United States, My goal in appearing today is to
share with you the critically important role that FISA plays in
protecting the nation’s security, and how I believe the proposed
legislation will improve that role, while continuing to protect the
privacy rights of Americans.

(L) The proposed legislation to amend FISAL has sew:ral key
characteristics:

o It makes the statute technology-neutral. It secks to
bring FISA up-to-date with the changes in
communications technology that have taken place
since 1978;

e [t seeks to restore FISA to its original focus on
protecting the privacy interests of persons in the
United States;

» It enhances the Government's authority to secure
assistance by private entities, which is vital to the
IC’s intelligence efforts;

e And, it makes changes that will streamline the FISA
- process so that the IC can use FISA to gather foreign
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intelligence information more quickly and
elficiently.

(U) Asthe Committee is aware, [ have spent the majority of
my professional life in the IC. In that capacity, [ have been both a
collector and a consumer of intelligence information. I had the honor
of serving as Director of the National Security Agency (NSA) from

- 1992 to 1996. In that position, I was fully aware of how FISA serves

a critical furction in enabling the collection of foreign intelligence
information.

(U) In my first eight weeks on the job as the new Director of
National Intelligence, I immediately can see the results of FISA-
authorized collection activity. I cannot overstate how instrumental
FISA has been in helping the IC protect the nation from terrorist
attacks since September 11, 2001,

TPRSTEENIER me of the specifics that support my
testimony today cannot be discussed in open session. Accordingly,

this classified statement contains additional, specific information

concerning operational activities that demonstrate the need for FISA'
modemnization. These include:

(U) Because I believe that the proposed legislation will
advance our ability to protect the national security, I would like to
take a few minutes to briefly discuss some of the current threats. The
most obvious is the continued threat from international terrorists.
Despite the fact that we are in the sixth year following the attacks of
September 11, 2001, and despite the steady progress we have made in
dismantling the al Qaeda organization, significant threats from al
Qaeda, other terrorist organizations aligned with it, and its
sympathizers remain.

(U) Today, however, America confronts a greater diversity of
threats and challenges to attack inside our borders than ever before.
As a result, the nation requires more from our IC than ever before.

(U) I served as the Director of NSA at a time when the IC
was first adapting to the new threats brought about by the end of the
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Cold War, Moreover, these new threats are echanced by dramatic,
global advances in telecommunications, transportation, technology,
and new centers of economic growth.

(U) Although the aspects of Globalization are not themselves
a threat, they facilitate terrorism, heighten the danger and spread of
the proliferation of Weapons of Mass Destruction (WMD), and
contribute to regicnal instability and reconfigurations of power and
influence — especially through increasing competition for energy.

(U) Globalization also exposes the United States to complex
counterintelligence challenges. Our comparative advantage in some
areas of technical intelligence, where we have been dominant in the
past, is being eroded, Several non-state actors, including international
terrorist groups, conduct intelligence activities as effectively as
capable state intelligence services. Al Qaeda, and those aligned with
and inspired by al Qaeda, continue to actively plot terrorist attacks
against the United States, our interests and allies.

(U) A significant number of states also conduct economic
espionage. Chinz and Russia’s foreign intelligence services are
among the most aggressive in collecting against sensitive and
protected U.S, systems, facilities, and development projects
approaching Cold War levels.

(U} In today's threat environment, the FISA legislation is not
agile enough to handle the country's intelligence needs. Enacted
nearly thirty years ago, it has not kept pace with 21st Century
developments in communications technology. As a result, FISA
frequently requires judicial authorization to collect the
communications of non-U.S,, i.c., rmpmhﬂhdﬂﬂmﬂﬂﬂt
United States. Currently, I-'ISJ'k forces a detailed examination of four
questions: :
Who is the target of the communications?
Where is the targe! located?

How do we intercept the communications?
Where do we intercept the commuriications?

(U) This analysis clogs the FISA process with matters that
have little to do with protecting privacy rights of persons inside the
United States. Modemizing FISA would greatly improve the FISA
process and relieve the massive amounts of analytic resources
currently being used to craft FISA applications.

(U) FISA was enacted before cell phones, before e-mail, and
before the Internet was a tool used by hundreds of millions of people
worldwide every day. When the law was passed in 1978, almost all
local calls were on a wire and almost all long-haul communications
were in the air, known as “wireless” communications. Therefore,
FISA was written to distinguish between collection on 2 wire and
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collection out of the air. 4

(U) Now, in an age of modem telecommunications, the
situation is completely reversed; most long-haul communications are
on a wire and local calls are in the air. Think of using your cell phone
for maobile communications.

CESHSOETT|

TFSHOCANF Communications technology has evolved in
ways that have had unforeseen consequences under FISA.
Technological changes have brought within FISA's scope
communications the 1978 Congress did not intend to be covered. For

P o § __example, |

—S406A8n short, today communications currently fall
_under under FISA that were originally excluded from the Act.
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circumstance, 1f U.S. person information were inadvertently collected,
NSA followed the appropriate minimization procedures limiting
acquisition, retention, and dissemination of the U.S. person

. Information.

+FEHSHHOERES T do want to be clear about one important

int;

| But, in some cases, a communication will go to a U.S.

persor| ' : | That i ituation for NSA.
NSA has been handling such a situation |

jas part of its collections
E.0O. 12332 and its minimization procedures for over

25 years.
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LTSUSHHOEMNTT The specific way the proposed FISA

~modernization legislation would remedy this is to allow U.S.

intelligence greater access to foreign communications|

(U) The solution is to make the FISA technology-neutral.
Just as the Congress in 1978 could not anticipate today’s technology,
we cannot know what changes technology may bring in the next thirty
years. Our job is to make the country as safe as possible by providing
the highest quality intelligence available. There is no reason to tie the

_ nation’s security to a snapshot of cutdated or evolving technology.

53+ Communications that, in 1978, would have been
transmitted via radio or sateilite, are transmitted principally via fiber
optic cables. While Congress in 1978 specifically excluded from
FISA's scope radio and satellite communications, fiber optic cable
transmissi |
|currently fall under

FISA’'s definition of electronic surveillance, Congress' intent on this
issue is clearly stated in the legislative history:

“the legislation does not deal with international signals
intelligence activities as currently engaged in by the National Security
Agency and electronic surveillance conducted outside the United
States.”

6
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(U) Similarly, FISA places a premium on the location of the
collection. Legislators in 1978 could not have been expected to
predict an integrated global communications grid that makes
geography an increasingly irrelevant factor, Today a single
communication can transit the world even if the two people
communicating are only a few miles apart.

(UU) And vet, simply because the law has not kept pace with
oiir technology, communications intended to be excluded from FISA,
are included. This has real consequences to the IC working to protect
the nation from foreign threats.

(U) Today, IC agencies may apply, with the approval of the
Altorney General and the certification of other high level officials, for
court orders to collect foreign intelligence information under FISA.
Under thé existing FISA statute, the IC is often required to make a
showing of probable cause, a notion derived from the Fourth
Amendment, in order to target for surveillance the communications of
a foreign person overseas. Frequently, although not always, that
person's communications are with another foreign person overseas.

In such cases, the current statutory requirement to obtain a court
order, based on a showing of probable cause. This slows, and in
some cases prevents altogether, the Government's efforts to conduct
surveillance of communications that are significant to the national
security.

IS ITORCOMNNOECRM P A This is a point worth

emphasizing, because I think many Americans would be surprised at
what the current law requires.]

| To state the case plainly: there are

circumstances under which the government secks to mionitor, for
purposes of protecting the nation from terrorist attack, the
communications of foreign persons, who are physically located in
foreign countries, the government is required under FISA to obtain a
court order to authorize the collection. And we find ourselves in this
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position because the language in the FISA statute, crafted in 1978,
simply has not kept pace with the revolution in communications
technology. :

() Moreover, this Committee and the American people
should be confident that the information the IC is seeking is foreign
intelligence information. Writ large, this includes information
relating to the capabilities, intentions and activities of foreign powers,
organizations or persons, including information on international
terrorist activities. FISA was intended to permit the surveillance of
foreign intelligénce targets, while providing appropriate prntmt.{on
through court supervision to U.S. citizens and to other persons in the
United States.

{U) While debates concerning the extent of the President's
constitutional powers were heated in the mid-1970s, as indeed they
are today, we believe that the judgment of Congress at that tme was
that FISA's regime of court supervision was focused on situations
where Fourth Amendment interests of persons in the United States
were implicated. It is important to note that nothing in the proposed
legislation changes this basic premise in the law.

(U) Another thing that this proposed legislation does not do is
change the law or procedures governing how NSA, or any other
government ageney, treats information concerning United States
person. For example, during the course of its normal business under
current law, NSA will sometimes encounter information to, from or
about U.8. persons. Yet this fact does not, in itself, cause the FISA to
apply to NSA's overseas surveillance activities. Instead, at all times,
NSA applies procedures approved by the U.S, Attorney General to all
aspects of its activities that minimize the acquisition, retention and
dissemination of information concerning U.S. persons. These
procedures have worked well for decades to ensure the constitutional
reasonableness of NSA's surveillance activities, and eliminate from
intelligence reports incidentally acquired information cunnmnmg 1.5,
persons that does not constitute foreign intelligence.

(U) Some observers may be concemed about “reverse _
targeting™ in which the target of the electronic surveillance is really a
persaon in the United States who is in communication with the
nominal foreign intelligence target overseas. In such cases, if the real
target is in the United States, FISA would require the IC —to seck
approval from the FISA Court in order to undertake such electronic
surveillance. '

(U) In short, the FISA’s definitions of “electronic
surveillance” should be amended so that it no longer matters how
collection occurs (whether off a wire or from the air). If the subject of
foreign intelligence surveillance is a person reasonably belisved to be
in the United States or if all parties to a communication are
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SECURING ASSISTANCE
. UNDER FISA

THE FISA PROCESS SHOULD
BE STREAMLINED

reasonably believed ta be in the United States, the Government
should have to go to court to obtain an order authorizing such
collection. If the government seeks to acquire communications of
persons outside the United States. it will continue to be conducted
under the lawful authority of Executive Order 12333, as it has been
done for decades.

(U) The proposed legislation reflects that it is vitally
important that the Government retain a means to secure the assistance
of communications providers. As Director of NSA, a private sector
consultant to the IC, and now Director of National Intelligence, 1
understand that in order to do our job, we frequently need the
sustained assistance of those outside of government to accomplish our
mission.

PSSO

\ This gives

NSA the agility to detect possible terrorist threats against the United -
States in time to issue appropriate warnings.

(U) Presently, FISA establishes a mechdnism for obtaining a
court order directing a communications carrier to assist the

-government with the exercise of electronic surveillance that is subject

to Court approval under FISA. -However, as a result of the proposed
changes to the definition of electronic surveillance, FISA does not
provide & comparable mechanism with respect to authorized
communications intelligence activities. The proposal would fill this
gap by providing the Government with means to obtain the aid of a
court to ensure private sector cooperation with lawful intelligence
activities. :

(U) This is a critical provision that works in concert with the
proposed change to the definition of “electronic surveillance.” It is
crucial that the government retain the ability to ensure private sector
cooperation with activities that are “electronic surveillance™ under
current FISA, but that would no longer be if the definition were
changed. It is equally critical that private entities that are alleged to
have assisted the IC in preventing future attacks on the United States -
be insulated from liability for doing so. The draft FISA
Modemnization proposzal contains a provision that would accomplish
this objective,

(U) In addition to updating the statute to accommodate new
technologies, protecting the rights of people in the United States, and
securing the assistance of private parties, the proposed legislation also
makes needed administrative changes. These changes include:

O TR TS OREONNO PSRN IS0 6804 fe— 9
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FISA WILL CONTINUE TO
PROTECT CIVIL LIBERTIES

(1) streamlining applications made to the FISA Court, and

(2) extending the time period the Department of Justice has to
prepare applications following Attorney Gereral authorized .
emergency collection of foreign intelligence information,

(L) The Department of Justice estimates that these process-
oriented changes potentially could save thousands of attorney work
hours, freeing up the Justice Department’s National Security lawyers
and the FISA Court to spend more of their time and energy on cases

‘involving United States persons - - precisely the cases we want them

to be spending their efforts on. And, if we combine the streamlining
provisions of this bill with the technology-oriented changes proposed,
the Intelligence Community will be able to focus its operational
personnel where they are needed most.

(U) When discussing whether significant changes to FISA are
appropriate, it is always appropriate to thoughtfully consider FISA's
history, Indeed, the catalysts for FISA’s enactment were abuses of
electronic surveillance that were brought to light. The revelations of
the Church and Pike committees resulted in new rules for U.S,
intelligence agencies, rules meant to inhibit abuses while preserving
our intelligence capabilities. | want to emphasize to this Committee,
and to the American people, that none of the changes being proposed
are intended to, nor will have the effect of, disrupting the foundation
of credibility and legitimacy that FISA established.

(L)) Instead, we will continue to conduct our foreign
intelligence collection activities under robust oversight that arose out
of the Church and Pike investigations and the enactment of FISA.
Following the adoption of FISA, g wide-ranging, new intelligence
oversight structure was built into U.S. law. A series of laws and
Executive Orders established oversight procedures and substantive
limitations on intelligence activities. After FISA, the House and
Senale each established intelligence oversight committees. Oversight
mechanisms were established within the Department of Justice and
within each intelligence agency — including & system of inspectors

(U) More recently, additional protections have been
implemented community-wide. The Privacy-and Civil Liberties
Oversight Board was established by the Intelligence Reform and
Terrorism Prevention Act of 2004. The Board advises the President
and other senior executive branch officials to ensure that concerns
with respect to privacy and civil liberties are appropriately considered
in the implementation of all laws, regulations, and executive branch
policies related to efforts to protect the Nation against terrorism.
Unlike in the 1970s, the IC today operaies within detailed,
constitutionally-based, substantive, and procedural limits under the
watchful eyes of Congress, numerous institutions within the

10
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Executive Branch, and, through FISA, the judiciary.

(U) With this robust oversight structure in place, it is also
important to also ensure that the IC is more effective in collecting and
processing information to protect Americans from terrorism are other
threats to the security of the United States. FISA must be updated to
meet the new challenges faced by the IC.

(U) The Congressional Joint Inquiry Commission into IC
Activities Before and After the Terrorist Attacks of September 11,
2001 recognized that there were systemic problems with FISA
implementation. For example, the Commission noted that “there
were gaps in NSA's coverage of foreign communications and FBI's
coverage of domestic communications.” As a result of these and
other reviews of the FISA process, the Department of Justice and IC
have continually sought ways to improve.

(U) The proposed changes to FISA address the problems
noted by the Commission. At the same time, a concerted-effort was
made in our proposal to balance the country's need for foreign
intelligence information with the need to protect core individual civil

rights.
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CONCLUSION - (U) This proposed legislation seeks to accomiplish several
goals:

{U} First, the chaugf:s proposed are intended to make FISA
technology-neutral, so that as communications technology develops -
- which it absolutely will - - the language of the statute dﬂes not
become obsolete.

(U) Second, this proposal is not intended to change privacy
protections for Americans. [n particular, this proposal makesne -
changes to the findings required to determine that a .S, person is
acting as an agent of a foreign power. The proposal returns the FISA
to its original intent of protecting the privacy of persons in the United
States.

(U) Third, the proposed legislation enhances the
Government’s-ability to obtain vital assistance of private entities.

(U) And fourth, the proposed legislation allows the
Govermmment to make some administrative changes to the way FISA
applications are processed. As Congress has noted in its reviews of
the FISA process, streamlining the FISA process makes for better
government.

{U) This Committee should have confidence that we
- "understand that amending FISA is 2 major proposal. We must get it
right. This proposal is being made thoughtfully, and after extensive
coordination for over a year.

(U) Finally, I would like to state clearly my belief that
bipartisan support for bringing FISA into the 21® Century is essential.
QOver the course of the last year, those working on this proposal have
appeared at hearings before Congress, and have consulted with
Congressional staff regarding provisions of this bill. This consultation
will continue. We look to the Congress to partner in protecting the
nation. I ask for your support in modemizing FISA so that it will
continue to-serve the nation for years to come.

. (U0) As I stated before this Committee in my confirmation
hearing earlier this year, the first responsibility of intelligence is to
achieve understanding and to provide waming. As the new head of
the nation’s IC, it is not only my desire, but my duty, to encourage
changes to policies and procedures, and where needed, legislation, to
improve our ability to provide waming of terrorist activity and other
threats to our security,

(U) I look forward to answering the Committee’s questions
regarding this important proposal to bring FISA into the 21 Century.

SEGPEEERIEISIORCEONINOFSRNHISAIGddT = 12

000294



13

000295



=R

e ey

Summary of 'ilmnic Surveillance Coverage

EFSHSHANTT The Senate Select Committee on Intelligence and the House
Permanent Select Committee on Intelligence, in addition to other members of Congress,
have been briefed plectronic surveillance coverage of imporiant terrorist

and other largels curr aced by the Intelligence Community. This rovides a
SUmmAar
c

situalion 15 exceedingly fluid and new collection opportunities anse daily|

[We are available to bnef Members

of Congress in greater detai].

(UHFOHO} The Foreign Intelligence Surveillance Act (FISA), enacted in 1978 in
vez 798 atime of simpler technology, was not designed to keep up with rapidly changing non-

..., state threats in today's digital environment. This has direct consequences 1o the
Intelligence Community's ability to protect the nation from foreign threats.

CESHSHANTY |

[For

example, FISA often requires the Government to make a showing of probable cause and
obtain FISA Court approval when targeting a foreign person gverseas|

A

EHSA court

uires exlensive probable cause justilications|
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Unlike earlier documentation that was readily understood by intelligence
professionals, FISA court documents require agencies to go into extensive detailed

explanations that can be understood by non-intelligence professionals|

| Our strongest recommendation, of course, is that the IC
should not be required to obtained FISA Court orders 1o collect the communications of
foreign persons reasonably believed to be located outside the United State regardless of
the communications mode, i.¢., wire or radio based.

e
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(U856 This is not an acceptable situation. We call upon you to enact the
Administration's requesl to modify the FISA before the August recess.
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Attachment 1

(U) QUESTION: Under the Protect America Act, if the US. government
decides to target all the communications of a particular foreign company, for any
foreign intelligence purpose, and that foreign company has regular
communications with a company in the United States, all of the calls and emails
that the employees of the 1.S. company exchange with the foreign company could
be monitored, with no requirement (o ever get a warrant, and no legal requirement
that the calls or emails be finked to terrorism or a specific threat against the United
States. Is this correct?

SHSHANFr ANSWER: Decisions aboul which foreign targets should be subject
to surveillance for foreign intelligence purposes are made by professional intelligence
officers who are experts in their fields. Relying upon the best available intelligence and
subject to appropriate and vigorous oversight —

ause of the analyst’s best judgment that the interception of 1ts
communications will resull in the collection of foreign inteiligence information that is
responsive 1o documented intelligence requirements,

FSASEAES Assuming that valid foreign intelligence is expected to be obtained by
targeting the forei mechanisms are in place to ensure that the Fourth
Amendment nghts of any U.5. person communicating with the fmigq
protected. Any incidentally collected information to, from, or about a person in the
United States would be handled in accordance with the relevant minimization procedures.
Such procedures — issued pursuant to Executive Order 12333, approved by the Attorney
General, and shared with the intelligence committees — have served over decades as both
a reliable and practical method of ensuring the constitutional reasonableness of the
National Security Agency's (NSA) collection activities under Executive Order 12333, In
addition, under the Protect America Act, the National Security Agency (NSA) is using
minimization procedures previously approved by the FISA Court.

e If the collection does not contain foreign intelligence, no
dissemination takes place and the data “ages off™ the system. If the collection contains
foreign intelligence. the information is subjected to appropniate minimization procedures.
(A detailed explanation of NSA's minimization process is attached.)
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(U) NSA's minimization procedures are an important way the Agency protects the
privacy rights of Amencans. This paper explains what they require and how NSA applies them.
This paper also discusses the procedures required by the Protect America Act of 2007 to
determine whether the subject of surveillance is reasonably believed to be located outside the
United Stales.

—tCHREHSATVEYS- What is minimization? NSA collects foreign intelligence
information to meet documented intelligence requirements. This collection effort is primanly
focused on targets located outside the United States. The bulk of NSA intelligence reporting
does not in¢lude information about U.S. persons. In the event NSA collects information to,
from, or about a U.S. person, the Agency has in place a set of procedures to ensure that privacy
rights of persons in the United States are protected under the Fourth Amendment. These
“minimization” procedures govern the entire process NSA follows when collecting, processing,
retaining, and disseminating foreign intelligence that may contain U.S. person information. It is
more than just the masking of U.S. person identities (i.e., obscuring so as not to identify or
contextually identify). Minimization safeguards U.S. persons’ rights by closely regulating the
conduct of electronic survetllance that may result in the acquisition of information regarding
U.S. persons.

(U) Where does the need for minimization procedures come from? The most direct
answer is Executive Order 12333, Section 2.3 of that Order specifies that agencies in the

Intelligence Community are authorized to collect, retain, or disseminate information concerning
U.S. persons only in accordance with procedures established by the head of the agency
concerned and approved by the Attomey General. In NSA's case, the Secretary of Defense has
tssued these required procedures s DoD Regulation 5240.1-R and its clussified annex. They
have been approved by the Attorney General and provided to the Intelligence Committees. NSA
summarized these and other related procedures as “Legal Compliance and Minimization
Procedures,” an internal document often referred to as “USSID SP0018,” or “U.S. Signals
Intelligence Directive 18.”

(U) How does NSA acquire information about U.S. persons? Broadly speaking, NSA

acquires information about U.S. persons in one of two ways.

a. NSA may only target a U.S. person directly if there is reason to believe that
person to be a foreign power or agent of a foreign power.

--If that U.S. person is overseas and a warrant would be required for law

- enforcement purposes, NSA is required under Executive Order 12333 (section
2.5) to obtain authorization from the Attomey General. NSA must demonstrate,
and the Artorney General must agree, that there is probable cause to believe that
the NSA collection is directed against a foreign power or agent of a foreign
power.

ify On; 203
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_--If that person is in the United Srﬁtes. NSA must obtain an order from the FISA
Court, likewise premised on a finding that the U.S, person is an agent of a foreign

POWCET.

b. NSA may unintentionally obtain information about a U.S. person. This
“incidental” collection occurs when NSA targets a foreigner overseas and, in so doing,
collects information to, from, or about a U.S. person. Member and staff questions have
centered arcund this form of collection, so the rerainder of this document will focus on

lhcscquf:stiuns jblt3]-B.L. BS-36

-ﬁﬁ%ﬂﬂﬁbﬂﬁﬁ-ﬂ%—‘f—j What doex NSA do with incidentally acquired UL.S. person
information? As discussed in the unclassified |papc.r the key issue is whether the information
NSA acquires constitutes foreign intelligence.” If so, NSA analysts will disseminate it to a range
of intelligence customers that have levied intelligence requirements about the target. If it is not
foreign intelligence, NSA does not disseminate it for intelligence purposes. While pot an exact
science, analysts over time develop an excellent working knowledge of their targ
This, combined with a working knowledge of
mntelligence requirements, informs an analyst’s judgment about what constitutes foreign
intelligence.

(U) Are there instances when NSA may reveal the identity of a U.S. persan without .
waiting to be asked by a customer? Yes, NSA's minimization procedures permit the Agency to
disseminate the U.S. persan’s identity when it 1s required to understand or assess the foreign
intelligence. For example, when the identity is pertinent to the safety of a person or entity or
when the target, i.e.,, a U.S. person overseas, is the subject of surveillance authorized by the
Attorney General under E.Q. 12333 section 2.5. NSA has established a process, IncIud:ng senior
level review prior to release of the information. b} L. 86-38

—STOT Ay When NSA is acquiring the communications of a person in the United States during
its rargeting of a foreigner averseas, is it reasonable to-impose a time limit on NSA's
determination of whether to target the person in the United States or drop that individual? 1t is

not reasonable to impose time limits on NSA's targeting determinations in this manner, If
frcvqucnt contacts occur between the foreign target overseas and a person in the United States and
if there is no foreign intelligence to be obtained, analysts will] |

uch that the interception of the communications of the person in the United States when
targeting the foreigner overseas will not occur. If valid collection of the foreign intelligence
targel indicates that the person in the United States is of intelligence interest, NSA would
disseminate an intelligence report with the identity masked to the FBI, which could seek a FISA
Court order to conduct electronic surveillance in the United States. If valid foreign intelligence
is expected Lo be obtained by targeting the foreign selector, any incidentally collected
information about the person in the Umled States would be handled in accordance with NSA's
minimization procedures,

(U) Would NSA object to a legislative codification of E.Q. 12333 minimization
procedures? Yes because it can be difficult to change a statute if the procedures need to be
changed in order to meet operational needs.

' Foreign intelligence is defined in USSID 18 as including information relating to the capabilities, intentions. and
activities of foreign powers, organization, or persons.

2
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rovision. e purpose of ihe review !be I ele ine whether i WMMaf_l
(en intelli :H be mmrd or will be ined, :

No. On the surface, one might think that NSA first determines|

| Euwevcrl that is not the case. i

is very difficult, if not impassible,|

essentially force NSA 19
extraordinarily inefficient change o the way iis analysls process intercept]

to whether there is reason to believe gy will result in the
acquisition of foreign intelligence would require analysts to formally describe in great detail the
reasoning behind all of their targeting of non-U.S. persons outside the United States. NSA's
experience in providing the FISA Court with probable cause to believe that] ]
is tied to a terrorist group has demonstrated that it is more often than not an extraordinarily time-

consuming process,|

—(SHSHRELHSAFVEYS More significantly, asking 4 judge to make a determination as

TSTSTREEESAREY ) times has N, tained a FISA order to target
person in the United Smrc..'-‘_ where Hw :mfgzg target ways a foreigner overseas and a US.
O bec reign intelli interesi? Ho ny ve there where
e I i e foreigner seas and there have been multiple c nicalis Twedn
that target and g person in the United States such that NSA considered whether to obigin a FISA

order to conduct electronic surveillance againsi t rson in the United States? This is difficult
to answer because NSA routinely provides information to the FBI and it decides whether to
foliow up by getting a FISA order to conduct electronic surveillance in the United States, For
example, if an analyst reviews an intercept and finds evidence that a party to the communication
(not the target of the surveillance) is a U.S. person, he would go through his foreign intelligence
calculus. That is, he determines whether the communication contains foreign intelligence. 1f he

3
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determines that it does contain foreign inteﬂigcncn, he would disseminate a foreign intelligence
repori. The report would mask the U.S. person's identity as “U.S, person” under NSA's
minimization procedures. Upon receipt, a customer (here probably the FBI) would likely request
that person’s identity. Under NSA's minimization procedures, NSA would provide it if the
rﬁqucstm demonstrates that the request is within the scope of its mission and knowing the uUs.
person’s identity is necessary to understand or assess the foreign intelligence in the report. In
this case, the FBI would likely meet that test and, upon receipt of the idenlity, can decide
whether or not to follow up. NSA surveillance against the foreign target would continue.

ASHREEESATYEYS-What minimization procedures is NSA using under the Protect
America Act? Under the Protect America Act, NSA is using minimization procedures previously
approved by the FISA Court.

TSHSHREE S5 EYS What procedures does NSA have under the Proteci America
Act to determine whether the iarget of the surveill, is reasanably believed to be outside the.
United States? Under the Protect America Act, NSA determines whether a person is reasonably
believed to be outside the United States based on the totality of information available with

_respect to that person) I

—POP- SECRETYSHANEFERN 203300 —
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After| |has been vetied by the analyst through
the above processes, it then gocs through senal reviews by various levels of supervisory
persannel to ensure any inadvertent mistakes are prevented.

TESHSHAH s tio at whi hat there is a basis to
reasonably believe that is outside the United

States, it e thal all communicants in communication with| |
| Ere outside the United States, as it is impossible to anticipate who will
communicate with the target, For this reason, when the communicant with the target is a U.S.
person, NSA applies the above-described minimization procedures, in a manner analogous (o its
handling of U.S. person information encountered when it targets foreign communications under

its traditional E.O. 12333 authorities.

TS SHAS—The process does not end when lis
ed, as the analyst is required to continually examine] l
\NSA judges that the above-
referenced procedures are extremely effective in ensurg at the ta co ns

outside the United States

—(SHSHRELBSAEYS How does NSA assure compliance with the "foreign-ness”
rocedures under the Protect America Acf? Pursuant to its implementation l:lf the P
America Act, NSA has established extens compliance mechanisms, which EMH&
—
1 abeled and stored only in authorized reposilories.
Analysts receive training and are :eated on their understanding of the procedures. (Note that this
training is in addition to regular USSID 18 training.) There are serial reviews by various levels
of supervisory personnel to ensure thal inadvertent mistakes are caught and measures are
implemented to prevent recurrence. There is continued oversight and periodic reviews by NSA's
SIGINT Directorate Office of Oversight and Compliance, Office of Inspector General, and
Office of General Counsel, as well as by the Department of Justice and the Office of the Director
of National Intelligence. The implementation process also includes the creation, tracking, and
reporting to Congress of performance metrics, which quantitatively and qualitatively measure
our success in fulfilling our mission as well as our compliance with our internal controls and
procedures. [n that regard, we have already conducted numerous briefings and onsile visits with
members of the House and Senate Intelligence and Judiciary Commitiees describing our
lmpIememmmn status and processes to date. We have also provided the Intelligence Cnmmmccs
with copies of the DNVAtiomey General certifications under the Protect America Act wﬂh
attachments.

1By [3)=P. L. AG=36
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TUTFOHORNSA collects foreign intelligence information to meet documented
intelligence requirements.

o —LHFOEOY-This collection effort is primarily focused on targets located
outside the United States. The bulk of NSA intelligence reporting does not
include information about U.S, persons.

o —HHFSHE N the event NSA collects information to, from, or about a U.S.
person, the Agency has in place a set of procedures to ensure that privacy rights
of persons in the United States are protected under the Fourth Amendment.
These “minimization” procedures govern the entire process NSA follows when
collecting, processing, retaining, and disseminating foreign intelligence that may
contain U.S. person information.

“TUAPOTOHcre is how the minimization process works when NSA produces an
intelligence report:

o 4O E0+To Include in Report or Not? Once the analyst has determined that
the collection contains foreign intelligence, the analyst next determines whether
the U.S. person’s involvement is critical to understanding the foreign intelligence.

[If it is not, then even the fact that a U.S. person is involved will not be included in
any foreign intelligence reporting.

o HHOHOSTo Include. If the U.S. person’s involvement is essential to
understanding the foreign intelligence, the analyst will ordinarily mask the
identity so that the reader cannot identify the U.S, person. Examples of generic
masking include: “U.S. person,” “U.S. company,” or “U.S. official.”

o —HAEQUO-To Identify. NSA customers may request a U.S, identity that has
been masked if their official dutics require the U.S. identify in order to understand
or assess the forcign intelligence. A senior NSA official will review the report
and the justification for requesting the identity, make a decision to approve or
deny release, and document that release.

o OG- Exceptions. NSA's minimization procedures describe a limited
number of situations in which U.S. identities may be included unmasked in
SIGINT reporting. These situations, including situations of threat to safety, are
described in procedures that include appropriate levels of approval for releasing
the identity in the report.
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