OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
DIRECTOR OF THE INTELLIGENCE STAFF

November 30, 2007

Mr. John F. Hackett

Director, Information Management Office
Office of the Director of National Intelligence
Washington, DC 20511

Ms. Marcia Hofmann
Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Reference: DF-2007-00080
Dear Ms. Hofmann:

This is an interim response to your 31 August 2007 letter to the Office of the
Director of National Intelligence, wherein you requested under the Freedom of
Information Act (FOIA):

“, .. exchanges that Director McConnell or other ODNI
officials have had with members of the Senate or House of
Representatives concerning amendments to FISA.”

We processed your request in accordance with the FOIA, 5 U.S.C. § 552, as
amended. Enclosed are 34 documents, totaling approximately 250 pages, that have been
found to be responsive to your request. Upon review, it has been determined that portions
of twelve pages should be withheld on the basis of FOIA Exemption 2, 5 U.S.C. §
552(b)(2). ODNI will continue to review other responsive records and provide a final
response to this request as soon as possible.

Sincerely,

%ﬂ (el

hn F. Hackett
Director, Information Management Office
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DIRECTOR OF NATIONAL INTELLIGENGE
WasHinGTON, DC 20511

APR 2 7 2007

‘The Honorable John D. Rockefeller IV
Chairman

Select Committee on Intefligence
United States Senate

Washington, D.C. 20510

The Honorable Christopher S. Bond
Vice Chairman

Select Committee on Intelligence
United States Senate

Washington, D.C. 20510

Dear Mr. Chairman and Vice Chairman Bond:

I am pleased to provide you with the Administration’s proposc:d fiscal year 2008
Intelligence Authorization Act. Since the creation of the Office of the Director of National
Intelligence (ODNI), the Intelligence Community (IC) has embraced and is implementing many
reforms, resulting in improvements to important aspects of the IC. The IC has identified
additional legislation required to support continuing improvements to intelligence operatmns
" Titles 1, I1, and [ of this proposal are aimed at taking the next steps forward by increasing
efficiency and improving the management of the IC. Title IV of our proposed legislation, which
T transmitted to you by letter dated April 12, 2007, seeks to address issues with respect to the -
Foreign Intelligence Surveillance Act (FISA). ‘

' The provisions contained in Titles I, II, and 1 encourage IC integration and promote
management best practices, For example, we are requesting the removal of civilian end-strength
ceilings. This measure is not aimed at increasing bureaucracy. Instead, the removal of end-
strength ceilings is intended to provide the IC with needed flexibility to facilitate implementation
of a broad joint duty program. We are seeking to create a new “culture of collaboration™ in the
IC by integrating the workforce through the use of these joint duty assignments. End strength
ceilings place limits on this program. Moreover, the change will permit IC management to
ensure that there is an appropriate mix of government employees and contractors. Congressional -
oversight of the IC workforce is assured by a requirement for an annual projection of
employment levels based on mission requirements. The proposal also contains additional human
capital provisions to enable implementation of reforms mandated by the Intclhgcnce Reform and
Terrorism Prevention Act of 2004. :

Similarly, the IC must continue to improve inform;iﬁon sharing and move from a “need
to know™ to a “responsibility to provide” culture. Our proposal, therefore, seeks to adjust the
terms of the Program Manager for the Information Sharing Environment (ISE) and the
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Information Sharing Council to. reﬂcct the requirement for continued and effective management
and implementation of the ISE beyond the initial two-year period. We are also requesting
authority to use National Intelligénce Program (NIP) funds to quickly address deficiencies and
immediate requirements that arise throughout the course of intelligence producnon and A
information sharmg

Ta protect against the threats facing this country, the American people deserve the most
effective intelligence apparatus possible. Over the past two years, the IC has achieved positive
results through a concerted effort to integrate itself more tightly, manage its resources more
strategically, and share information more freely. However, there is inore left to do and 1 urge
.. you to enact these nnportanl pmpcsala

The Ofﬁce of Managerment and Budget advises that there is no objection, from the
‘standpoint of the Adminisiration's program, to the presenting of these legislative proposals for
your consideration and the consideration of Congress at this time. As [ continue to work to
transform (he TC, I may transmit additional proposals for your review. My staff and I look
forward to working with the Congress to continue the process of reform and ensure the

enactment of this important legislation. If you have additional questions, please. contact me or
my Director of Legislative Affairs, Kathleen Tomer, on b . <

-Smccrely,

wawco

1. M. McConnéll

Enclosire

2 .
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OFFICE ‘OF THE DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON DC 20511

September 26, 2007

The Honorable John D. Rockefeller IV
Chairman

Select Committee on Intclllgcnce
United States Senate

_.Washington, DC 20510

The Honorable Christopher S, Bond
Vice Chairman

Select Committee on Intelligence
United States Senate

Washington, DC 20510

The Honorable Ron Wyden ' : - : : |
Select Committee on Intelligence : '

United States Senate
Washington, DC 20510

Dear Mr. Chairman, Vice Chairman Bond, and Senator Wyden:

(U/A"@&%®) During the Septcmbér 20, 2007 closed Hearing before your committee on the ’ 1
Foreign Intelligence Surveillance Act and the Protect America Act, Senator Wyden asked the |
DNI to respond in wntmg to the following question: |

“Under the Protect America Act, if the US government decides to target all the
communications of a particular foreign company, for any foreign intelligence purpose,
and that foreign company has regular communications with a company in the United
States, all of the calls and emails that the employees of the US company exchange with
the foreign company could be monitored, with no requirement to ever get a warrant, and
no legal requirement that the calls or emails be linked to terrorism or a specific threat
against the United States. Is this correct?”

"Attached please find our response to that question. We have also enclosed a detailed explanation
of NSA’s Minimization Process and Procedures in both classified and unclassified form.
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~ (U) If you require additional information, please contact me at NS B

. Sihcerely,

Kathleen Turmner
Director of Legislative Affairs

Enclosures: As stated.
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) The Honorable Sllves!;r
Permanent Selec_t Comit

OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
, WASHINGTON, DC 20511 .

- July 26, 2007

(U) It you requ:re addmonal mformauon, please contact me at}

Smcerely, a

?‘( o= w Y FTY N V('-"’L“—M-‘

Kathleen Turner
Director of Legislative Affairs

L Enclosure; As stated.

cc: - Members of the HPSCI

UNCLASSIFIED WHEN SEPARATED FROM ENCLSOURE

5. 2007' Du'ector of N atJonal Intelhgence (DN n Mike McConnell wrote'
- irgent need to. modermze the ‘Foreign Intelhgence Surveillance Act (FISA).
‘Attached please ﬁnd the class1ficd attachment the DNI referred to in his letter. -
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OFFICE OF THE DIRECTOR.OF NATIONAL INrLLLlGENCE ,
WASHINGTON DC 20511 |

July 26, 2007

The Honorable Jolin D. Rockefeller, IV
Select Conimittee on Intelligence
United States Senate =

Washington, DC 20510

The Honorable Patrick Leahy
Judiciary Committee -

~ United States Senate
‘Washington, DC 20510

The Honorable Carl Levin-

Select Committee on Intelligence (Ex Officio)
United States Senate

Washington, DC 20510

Dear Senators:
(U) On July 24, 2007, Director of National Iﬁtelhgence (DNI) Mike McConnell wrote
you regarding the urgent need to modernize the Foreign Intelligence Surveillance Act (FISA). -

Attached please find the classxﬁed attachment the DNI referred to in hls letter.

(U) If you reqmre additional lnfonnauon._please (;ontact me at

Sincerély, _
A vl Gt
Kathleen Tumner

Director of Legislative Affairs

Enclosure: As stated.
cct The Honorable Christopher §. Bond

The Honorable Arlen Specter
The Honorable John McCain .
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9-21-07

- Senate Committee on the Judiciary
Hearing on the
Foreign Intelligence Surveillance Act’

and
Implementation of the Protect America Act

25 September 2007

Statement for the Record'

of

J. Michael McConnell
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Director of National Intelligence
STATEMENT FOR THE RECORD OF
JMICHAEL McCONNELL
DIRECTOR OF NATIONAL INTELLIGENCE

BEFORE THE
JUDICIARY COMMITTEE
UNITED STATES SENATE

September 25, 2007

Good mormng Chairman Leahy, Ranking Member Specter, and Members of .
the Committee:

Thank you for inviting me to appear here today in my capacity as
head of the United States Intelligence Community (IC). I appreciate this
opportunity to discuss the 2007 Protect America Act; updating the Foreign
Intelligence Surveillance Act; and our implementation of this important new
authority that allows us to more effectively collect timely foreign
intelligence information. Ilook forward to discussing the need for lasting
modernization of the Foreign Intelligence Surveillance Act (FISA),
including providing 11ab111ty protection for the private sector.

Before I begin, I need to note that some of the specifics that support
my testimony cannot be discussed in open session. I understand, and am
sensitive to the fact, that FISA and the Protect America Act and the types of

~ activities these laws govern, are of significant interest to Congress and to the

public. For that reason, I will be as open as I can, but such discussion comes
with degrees of risk. This is because open discussion of specific foreign
intelligence collection capabilities could cause us to lose those very same
capabilities. Therefore, on certain specific issues, I am happy to discuss
matters further with Members in a classified setting.

I have not appeared before this Committee previously as a witness,
and so I would like to take a moment to introduce myself to you. Tam a
career intelligence professional. I spent the majority of my career as a Naval

Intelligence Officer. During the periods of Desert Shield and Desert Storm,

as well as during the dissolution of the Soviet Union, I served as the primary
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Intelligence Officer for the Chairman of the Joint Chiefs of Staff and the
Secretary of Defense. I then had the privilege of serving as the Director of
the National Security Agency (NSA) from 1992 to 1996, under President
Clinton. In 1996, I retired from the U.S. Navy after 29 years of service - 26
of those years spent as a career Intelligence Officer. I then turned to the
private sector as a consultant, where for ten years I worked to help the
government achieve better results on a number of matters, including those
concerning intelligence and national security. I have been in my current
capacity as the nation’s second Director of National Intelligence (DNI) since
February 2007.

It is my belief that the first responsibility of intelligence is to achieve : |
understanding and to provide warning. As the head of the nation’s
Intelligence Community, it is not only my desire, but my duty, to encourage |
changes to policies and procedures, and where needed, legislation, to -
improve our ability to provide warning of terrorist or other threats to our .
security. To that end, very quickly upon taking up this post, it became clear ‘

to me that our foreign intelligence collection capability was being degraded.

This degradation was having an increasingly negative impact on the IC’s
ability to provide warning to the country. In particular, I learned that our
collection using the authorities provided by FISA were instrumental in
protecting the nation from foreign security threats, but that, due to changes
in technology, the law was actually preventing us from collecting additional
foreign intelligence information needed to provide insight, understanding
and warning about threats to Americans. '

And so I turned to my colleagues in the Intelligence Community to
ask what we could do to fix this problem, and I learned that a number of
intelligence professionals had been working on this issue for some time
already. In fact, over a year ago, in July 2006, the Director of the National
Security Agency (NSA), Lieutenant General Keith Alexander, and the
Director of the Central Intelligence Agency (CIA), General Mike Hayden,
testified before this Committee regarding proposals that were being
considered to update FISA. '

Also, over a year ago, Members of Congress were concerned about
FISA, and how its outdated nature had begun to erode our intelligence
collection capability. Accordingly, since 2006, Members of Congress on
both sides of the aisle have proposed legislation to modernize FISA. The
House passed a bill last year. And so, while the Protect America Act is new,

UNCLASSIFIED 008009



UNCLASSIFIED

the dialogue among Members of both parties, as well as between the

"Executive and Legislative branches, has been ongoing for some time. In my
experience, this has been a constructive dialogue, and I hope that this
exchange continues in furtherance of serving the nation well.

The Balance Achieved By FISA

The Foreign Intelligence Surveillance Act, or FISA, is the nation’s
statute for conducting electronic surveillance and physical search for foreign
intelligence purposes. FISA was passed in 1978, and was carefully crafted to
balance the nation’s need to collect foreign intelligence information with the
protection of civil liberties and privacy rights. I find it helpful to remember
that while today’s political climate is charged with a significant degree of
alarm about activities of the Executive Branch going unchecked, the late
1970’s were even more intensely changed by extensively documented
Government abuses. We must be ever mindful that FISA was passed in the
era of Watergate and in the aftermath of the Church and Pike investigations,
and therefore this foundational law has an important legacy of protecting the
rights of Americans. Changes we make to this law must honor that legacy to
protect Americans, both in their privacy and against foreign threats.

FISA is a complex statute, but in short it does several things. The
1978 law provided for the creation of a special court, the Foreign
Intelligence Surveillance Court, which is comprised of federal district court
judges who have been selected by the Chief Justice to serve. The Court’s
members devote a considerable amount of time and effort, over a term of
seven years, serving the nation in this capacity, while at the same time
fulfilling their district court responsibilities. We are grateful for their
service. . : . :

The original 1978 FISA provided for Court approval of electronic
surveillance operations against foreign powers and agents of foreign powers,
within the United States. Congress crafted the law specifically to exclude the
Intelligence Community’s surveillance operations against targets outside the
United States, including where those targets were in communication with
Americans, so long as the U.S. sidé of that communication was not the real
target. - :

FISA has a number of substantial requirements, several of which I
will highlight here. A detailed application must be made by an Intelligence
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Community agency, such as the Federal Bureau of Investigation (FB’I),
through the Department of Justice, to the FISA Court. The application must
be approved by the Attorney General, and certified by another high ranking
national security official, such as the FBI Director. The applications that are
prepared for presentation to the FISA Court contain extensive information.
For example, an application that targets an agent of an international terrorist
group might include detailed facts describing the target of the surveillance,
the target’s activities, the terrorist network in which the target is believed to
be acting on behalf of, and investigative results or other intelligence
information that would be relevant to the Court’s findings. These
applications are carefully prepared, subject to multiple layers of review for
legal and factual sufficiency, and often resemble finished intelligence
products. '

Once the Government files its application with the Court, a judge
reads the application, conducts a hearing as appropriate, and makes a
number of findings, including that there is probable cause that the target of
the surveillance is a foreign power or an agent of a foreign power, and that
the facilities that will be targeted are used or about to be used by the target.
If the judge does not find that the application meets the requirements of the
statute, the judge can either request additional information from the
government, or deny the application. These extensive findings, including
the requirement of probable cause, are intended to apply to persons inside
the United States. |

It is my steadfast belief that the balance struck by Congress in 1978

~ was not only elegant, it was the right balance: it safeguarded privacy
protection and civil liberties for those inside the United States by requiring
Court approval for conducting electronic surveillance within the country,
while specifically allowing the Intelligence Community to collect foreign
intelligence against foreign intelligence targets located overseas. I believe
that balance is the correct one, and I look forward to working with you to
maintaining that balance to protect our citizens as we continue our dialogue
to achieve lasting FISA modernization. :

Technology Changed
Why did we need the changesv that the Congress passed in August?

FISA’s definition of electronic surveillance, prior to the Protect America Act
and as passed in 1978, has not kept pace with technology. Let me explain
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what I mean by that. FISA was enacted before cell phones, before e-mail,
and before the Internet was a tool used by hundreds of millions of people
worldwide every day When the law was passed in 1978, almost all local
calls were on a wire and almost all international communications were in the
air, known as “wireless” communications. Therefore, FISA was written to
distinguish between collection on a wire and collection out of the air.

Now, in the age of modern telecommunications, the situation is
completely reversed; most international communications are on a wire and .
local calls are in the air. Communications technology has evolved in ways
that have had unfortunate consequences under FISA. Communications that,
in 1978, would have been transmitted via radio or satellite, are now
transmitted principally via fiber optic cables. While Congress in 1978
specifically excluded from FISA’s scope radio and satellite communications,
certain “in wire” or fiber optic cable transmissions fell under FISA’s
definition of electronic surveillance. Congress’ intent on this issue is clearly
stated in the legislative history: :

“the legislation does not deal with international signals intelligence
activities as currently engaged in by the National Security Agency and
electronic surveillance conducted outside the United States.”

Thus, technological changes have brought within FISA’s scope
communications that the 1978 Congress did not intend to be covered

Similarly, FISA originally placed a premium on the location of the

- collection. Legislators in 1978 could not have been expected to predict an
integrated global communications grid that makes geography an increasingly
irrelevant factor. Today a single communication can transit the world even
if the two people communlcatlng are only a féw miles apart.

" And yet, simply because our law has not kept pace with our
technology, communications intended to be excluded from FISA, were
included. This has real consequences to our men and women in the IC
working to protect the nation from foreign threats.

For these reasons, prior to Congress passing the Protect America Act
last month, in a significant number of cases, IC agencies were required to
make a showing of probable cause in order to target for surveillance the
communications of a foreign intelligence target located overseas. Then, they

UNCLASSIFIED 006012



UNCLASSIFIED

needed to explain that probable cause finding in documentation, and obtain
approval of the FISA Court to collect against a foreign terrorist located in a
foreign country. Frequently, although not always, that person's
communications were with another foreign person located overseas. In such
cases, prior to the Protect America Act, FISA’s requirement to obtain a court
order, based on a showing of probable cause, slowed, and in some cases
prevented altogether, the Government's ability to collect foreign intelligence
information, without servmg any substantial privacy or civil liberties

interests.

National Security Threats

In the debate surrounding Congress passing the Protect America Act, I
heard a number of individuals, some from within the government, some
from the outside, assert that there really was no substantial threat to our
nation justifying this authority. Indeed, I have been accused of exaggeratmg
the threats that face our nation.

Allow me to dispel that notion.
" The threats we face are real, and they are serious.

In July 2007 we released the National Intelligence Estimate (NIE) on
the Terrorist Threat to the U.S. Homeland. An NIE is the IC’s most
authoritative, written judgment on a particular subject. It is coordinated
among all 16 Agencies in the IC. The key judgments are posted on our
website at dni.gov. I would urge our citizens to read the posted NIE
- judgments. The declassified judgments of the NIE include the following:

e The U.S. Homeland will face a persistent and evolving terrorist threat
over the next three years. The main threat comes from Islamic terrorist
groups and cells, especially al-Qa’ida, driven by their undiminished
intent to attack the Homeland and a continued effort by these terrorist
groups to adapt and improve their capabilities.

o Greatly increased worldwide counterterrorism efforts over the past
five years have constrained the ability of al-Qa’ida to attack the U.S.
Homeland again and have led terrorist groups to perceive the
Homeland as a harder target to strike than on 9/11.
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Al-Qa’ida is and will remain the most serious terrorist threat to the
Homeland, as its central leadership continues to plan high-impact
plots, while pushing others in extremist Sunni communities to mimic
its efforts and to supplement its capabilities. We assess the group has
protected or regenerated key elements of its Homeland attack
capability, including: a safehaven in the Pakistan Federally
Administered Tribal Areas (FATA), operational lieutenants, and its
top leadership. Although we have discovered only a handful of
individuals in the United States with ties to al-Qa’ida senior
leadership since 9/11, we judge that al-Qa’ida will intensify its efforts
to put operatives here. As aresult, we judge that the United States
currently is in a heightened threat environment.

We assess that al-Qa’ida will continue to enhance its capabilities to
attack the Homeland through greater cooperation with regional
terrorist groups. Of note, we assess that al-Qa’ida will probably seek
to leverage the contacts and capabilities of al-Qa’ida in Iraq.

We assess that al-Qa’ida’s Homeland plotting is likely to continue to
focus on prominent political, economic, and infrastructure targets with
the goal of producing mass casualties, visually dramatic destruction,
significant economic aftershocks, and/or fear among the U.S.
population. The group is proficient with conventional small arms and
improvised explosive devices, and is innovative in creating new
capabilities and overcoming security obstacles.

We assess that al-Qa’ida will continue to try to acquire and employ
chemical, biological, radiological, or nuclear material in attacks and
would not hesitate to use them if it develops what it deems is
sufficient capability.

We assess Lebanese Hizballah, which has conducted anti-U.S. attacks
outside the United States in the past, may be more likely to consider
attacking the Homeland over the next three years if it perceives the

- United States as posing a direct threat to the group or Iran.

We assess that globalization trends and recent technological advances

will continue to enable even small numbers of alienated people to find
and connect with one another, justify and intensify their anger, and
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mobilize resources to attack—all without requmng a centralized
terrorist organization, training camp, or leader.

- Moreover, the threats we face as a nation are not limited to terrorism,

nor is foreign intelligence information limited to information related to

terrorists and their plans. Instead, foreign intelligence information as
defined in FISA includes information about clandestine intelligence
activities conducted by foreign powers and agents of foreign powers; as well
as information related to our conduct of foreign affairs and national defense.

In particular, the Intelligence Community is devoting substantial
effort to countering the proliferation of weapons of mass destruction
(WMD). State sponsored WMD programs and the risk of WMD being
obtained by transnational terrorist networks are extremely dangerous threats
we face. China and Russia’s foreign intelligence services are among the
most aggressive in collecting against sensitive and protected U.S. systems,
facilities, and development projects, and their efforts are approaching Cold
War levels. Foreign intelligence information cc'mcerning the plans, activities
and intentions of foreign powers and their agents is cntlcal to protect the
nation and preserve our security.

What Does the Protect America Act Do?

The Protect America Act, passed by Congress and signed into law by

the President on August 5, 2007, has already made the nation safer by.
“allowing the Intelligence Community to close existing gaps in our foreign

intelligence collection. After the Protect America Act was signed we.took
immediate action to close critical foreign intelligence gaps related to the
terrorist threat, particularly the pre-eminent threats to our national security.
The Protect America Act enabled us to do this because it contained the
following five pillars:

First, it clarified that the definition of electronic surveillance under
FISA should not be construed to encompass surveillance directed at a person
reasonably believed to be located outside the United States. This provision is
at the heart of this legislation: its effect is that the IC must no longer obtain
court approval when the target of the acquisition is a foreign intelligence
target located outside the United States.
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This change was critical, because prior to the Protect America Act, we
were devoting substantial expert resources towards preparing applications
that needed FISA Court approval. This was an intolerable situation, as
substantive experts, particularly IC subject matter and language experts,

- were diverted from the job of analyzing collection results and finding new
leads, to writing justifications that would demonstrate their targeting
selections would satisfy the statute. Moreover, adding more resources would
not solve the fundamental problem: this process had little to do with
protecting the privacy and civil liberties of Americans. These were foreign
intelligence targets, located in foreign countries. And so, with the Protect

- America Act, we are able to return the balance struck by Congress in 1978.

Second, the Act provides that the FISA Court hasarolen
determining that the procedures used by the IC to determine that the target is
outside the United States are reasonable. Specifically, the Attorney General
must submit to the FISA Court the procedures we use to make that
determination. . .

Third, the Act provides a mechanism by which communications
providers can be compelled to cooperate. The Act allows the Attorney
General and DNI to direct communications providers to provide
information, facilities and assistance necessary to acquire information when
targeting foreign intelligence targets located outside the United States.

Fourth, the Act provides liability protection for private parties who
assist the IC, when complying with a lawful directive issued pursuant to the
- Protect America Act.

And fifth, and importantly, FISA, as amended by the Protect America
Act, continues to require that we obtain a court order to conduct electronic
surveillance or physical search when targeting persons located in the United
States.

By passing this law, Congress gave the IC the ability to close critical
intelligence gaps. When I talk about a gap, what I mean is foreign ‘
intelligence information that we should have been collecting, that we were
not collecting. We were not collecting this important foreign intelligence
information because, due solely to changes in technology, FISA would have
required that we obtain court orders to conduct electronic surveillance of
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foreign intelligence targets located outside the United States. This is not
what Congress originally intended. These items:

e removing targets located outside the United States from the definition
of electronic surveillance;
e providing for Court review of the procedures by which we determine
that the acquisition concerns persons located outside the United
- States;
providing a means to compel the assistance of the pnvate sector;
liability protection; and

the continued requrrement of a court order to target those within the
United States,

are the pillars of the Protect America Act, and I look forward to working
with Members of both parties to make these provisions permanent.

Common Misperceptions About the Protect America Act

~ In the public debate over the course of the last month since Congress
passed the Act, I have heard a number of incorrect interpretations of the
Protect America Act. The Department of Justice has sent a letter to this
Committee explaining these incorrect interpretations.

To clarify, we are not using the Protect America Act to change the
manner in which we conduct electronic surveillance or physical search of
Americans abroad. The IC has operated for nearly 30 years under section 2.5
of Executive Order 12333, which provides that the Attorney General must
make an individualized finding that there is probable cause to believe that an
American abroad is an agent of a foreign power, before the IC may conduct
electronic surveillance or physical search of that person. These
" determinations are reviewed for legal sufficiency by the same group ‘of
career attorneys within the Department of Justice who prepare FISA
applications. We have not, nor do we intend to change our practice in that
respect. Executive Order 12333 and this practice has been in place since
1981.

~ The motivation behind the Protect America Act was to enable the
Intelligence Community to collect foreign intelligence information when
targeting persons reasonably believed to be outside the United States in
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order to protect the nation and our citizens from harm. Based on my
discussions with many Members of Congress, I believe that there is
substantial, bipartisan support for this principle. There are, however,
differences of opinion about how best to achieve this goal. Based on the

. experience of the Intelligence Community agencies that do this work every
day, I have found that some of the alternative proposals would not be viable.

For example, some have advocated for a proposal that would exclude
only “foreign-to-foreign” communications from FISA’s scope. I have, and
will continue to, oppose any proposal that takes this approach for the
following reason: it will not correct the problem our intelligence operators
have faced. Eliminating from FISA’s scope communications between
foreign persons outside the United States will not meet our needs in two
ways:

First, it would not unburden us from obtaining Court approval for
communications obtained from foreign intelligence targets abroad. This is
because an analyst cannot know, in many cases, prior to requesting legal
authority to target a particular foreign intelligence target abroad, with whom
 that person will communicate. This is not a matter of legality, or even solely
of technology, but merely of common sense. If the statute were amended to
carve out communications between foreigners from requiring Court
approval, the IC would still, in many cases and in an abundance of caution,
have to seek a Court order anyway, because an analyst would not be able to
demonstrate, with certainty, that the communications that would be collected
would be exclusively between persons located outside the United States.

Second, one of the most important and useful pieces of intelligence
we could obtain is a communication from a foreign terrorist outside the
United States to a previously unknown “sleeper” or coconspirator inside the -
United States. Therefore, we need to have agility, speed and focus in
collecting the communications of foreign intelligence targets outside the
United States who may communicate with a “sleeper” or coconspirator who
is inside the United States. ‘

Moreover, such a limitation is unnecessary to protect the legitimate
privacy rights of persons inside the United States. Under the Protect
America Act, we have well established mechanisms for properly handling
communications of U.S. persons that may be collected incidentally. These
- procedures, referred to as minimization procedures, have been used by the
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IC for decades. Our analytic workforce has been extensively trained on
using minimization procedures to adequately protect U.S. person
information from being inappropriately disseminated.

The minimization procedures that Intelligence Community agencies
follow are Attorney General approved guidelines issued pursuant to |
Executive Order 12333. These minimization procedures apply to the
acquisition, retention and dissemination of U.S. person information. These
procedures have proven over time to be both a reliable and practical method ;
of ensuring the constitutional reasonableness of IC’s collection activities. ‘

In considering our proposal to permanently remove foreign
-intelligence targets located outside the United States from FISA’s court |
approval requirements, I understand that there is concern that we would use
the authorities granted by the Protect America Act to effectively target a
person in the United States, by simply saying that we are targeting a
forel gner located outside the Umted States. This is what has been referred to
“reverse targeting.”

, Let me be clear on how I view reverse targeting: it is unlawful. Again,
we believe the appropriate focus for whether court approval should be
required, is who the target is, and where the target is located. If the target of
the surveillance is a person inside the United States, then we seek FISA
Court approval for that collection. Similarly, if the target of the surveillance
is a U.S. person outside the United States, then we obtain Attorney General
approval under Executive Order 12333, as has been our practice for decades.
If the target is a foreign person located overseas, consistent with FISA today,
the IC should not be required to obtain a warrant.

Moreover, for operational reasons, the Intelligence Community has
little incentive to engage in reverse targeting. If a foreign intelligence target
who poses a threat is located within the United States, then we would want
to investigate that person more fully. In this case, reverse targeting would be
an ineffective technique for protecting against the activities of a foreign
intelligence target located inside the United States. In order to conduct
electronic surveillance or physical search operations against a person in the
United States, the FBI, which would conduct the investigation, would seek
FISA Court approval for techniques that, in a law enforcement context,
would require a warrant.
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Oversight of the Protect America Act

~ Executive Branch Oversight

I want to assure the Congress that we are committed to conducting
meaningful oversight of the authorities provided by the Protect America Act.
The first tier of oversight takes place within the agency implementing the
authority. The implementing agency employs a combination of training,
supervisory review, automated controls and audits to monitor its own
compliance with the law. Internal agency reviews will be conducted by

‘compliance personnel in conjunction with the agency Office of General
Counsel and Office of Inspector General, as appropriate. Intelligence
oversight and the responsibility to minimize U.S. person information is
deeply engrained in our culture.

The second tier of oversight is provided by outside agencies. Within
the Office of the Director of National Intelligence (ODNI), the Office of
General Counsel and the Civil Liberties Protection Officer are working
closely with the Department of Justice’s National Security Division to
ensure that the Protect America Act is implemented lawfully, and
thoughtfully. :

Within fourteen days of the first authorization under the Act, attorneys
from my office and the National Security Division conducted their first
onsite oversight visit to one IC agency. This first oversight visit included an
extensive briefing on how the agency is implementing the procedures used
to determine that the target of the acquisition is a person reasonably believed
to be located outside the United States. Oversight personnel met with the
analysts conducting day-to-day operations, reviewed their decision making
process, and viewed electronic databases used for documentation that
procedures are being followed. Oversight personnel were also briefed on the
additional mandatory training that will support implementation of Protect
America Act authorities. The ODNI and National Security Division
performed a follow-up visit to the agency shortly thereafter, and will
continue periodic oversight reviews.

FISA Court Oversight

The third tier of oversight is the FISA Court. Section 3 of the Protect
America Act requires that:
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(a) No later than 120 days after the effective date of this Act the
Attorney General shall submit to the Court established under section
103(a), the procedures by which the Government determines that
acquisitions conducted pursuant to section 105B do not constitute
electronic surveillance. The procedures submitted pursuant to this

~ section shall be updated and submltted to the Court on an annual
basis.

The Department of Justice has already submitted procedures to the FiSA
Court pursuant to this section. We intend to file the procedures used in each

authorization promptly after each authorization.

Congressional Oversight

The fourth tier of oversight is the Congress. The Intelligence
Community is committed to providing Congress with the information it
needs to conduct timely and meaningful oversight of our implementation -of
the Protect America Act. To that end, the Intelligence Community has
provided Congressional Notifications to the House and Senate Intelligence
Committees regarding authorizations that have been made to date. We will
continue that practice. In addition, the Intelligence Committees have been
provided with copies of certifications the Attorney General and I executed
pursuant to section 105B of FISA, the Protect America Act, along with
additional supporting documentation. We also intend to provide
appropriately redacted documentation, consistent with the protection of
sources and methods, to Members of this Committee and the Judiciary
Committee of the House of Representatives, along with appropriately
cleared professional staff. :

Since enactment, the Congressional Intelligence Committees have
taken an active role in conducting oversight, and the agencies have done our
best to accommodate the requests of staff by making our operational and
oversight personnel available to brief staff as often as requested.

Within 72 hours of enactment of the Protect America Act, Majority
and Minority professional staff of the House Permanent Select Committee
on Intelligence requested a briefing on implementation. We made a multi-
agency implementation team comprised of eight analysts, oversight
personnel and attorneys available to eight Congressmnal staff members for a
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site visit on August 9, 2007, less than five days after enactment. In
~ addition, representatives from the ODNI Office of General Counsel and the
ODNI Civil Liberties Protection Officer participated in this briefing.

On August 14, 2007, the General Counsel of the FBI briefed House
Intelligence Committee staff members regarding the FBI’s role in Protect
America Act implementation. Representatives from DOJ’s National
Security Division and ODNI Office of General Counsel supported this

briefing.

On August 23, 2007, an IC agency hosted four House Intelligence
Committee staff members for a Protect America Act implementation update.
An implementation team comprised of thirteen analysts and attorneys were
dedicated to providing that brief.

On August 28, 2007, Majority and Minority professional staff from
the House Intelligence Committee conducted a second onsite visit at an IC
agency. The agency made available an implementation team of over twenty-
four analysts, oversight personnel and attorneys. In addition, representatives
from ODNI Office of General Counsel, ODNI Civil Liberties and Privacy
Office and the National Security Division participated in this briefing.

On September 7, 2007, nineteen professional staff members from the
Senate Intelligence Committee and two staff members from this Committee
conducted an onsite oversight visit to an IC agency. The agency assembled a
team of fifteen analysts, oversight personnel and attorneys. In addition,
representatives from ODNI Office of General Counsel, ODNI Civil Liberties
and Privacy Office and DOJ ’s National Security Division part101pated in this
briefing.

On September 12, 2007, at the request of the professional staff of the
Senate Intelligence Committee, the Assistant Attorney General of the
National Security Division, and the General Counsels of the ODNI, NSA,
and FBI briefed staff members from the House Intelligence Committee, and
the Senate Intelligence, Armed Services Committees, and this Committee
regarding the implementation of the Protect America Act. In all, over twenty
Executive Branch officials involved in Protect America Act implementation
supported this briefing. -
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Also on September 12, 2007, an IC agency provided an
implementation briefing to two Members of Congress who serve on the
House Intelligence Committee and four of that Committee’s staff members.
Sixteen agency analysts and attorneys participated in this briefing.

On September 13, 2007, four House Intelligence Committee staff |
members and the Commlttee s Counsel observed day-to- -day operations
alongside agency analysts.

On September 14, 2007, an IC agency implementation team of ten
analysts briefed three Senate Intelligence Committee and one House
Judiciary Committee staff member. The ODNI Civil Liberties Protection

Officer and representatives from the Department of Justice supported this
visit.

- On September 17, 2007, representatives from the ODNI and the
Department of Justice prov1ded briefings regarding 1mp1ementat10n to staff
members from the House Judiciary Commlttee

On September' 18, 2007, Assistant Attorney General Ken Wainstein of
the Department of Justice’s National Security Division, my General
Counsel, Ben Powell, and I testified before the Judiciary Committee of the
House of Representatives on the Protect America Act.

On September 19, 2007, representatives from the ODNI and the
Department of Justice provided bneﬁngs regardmg implementation to staff
members from thls Committee.-

On September 20,2007, Assistant Attorney General Ken Wainstein of
the Department of Justice’s National Security Division and I testified before
the House Permanent Select Committee on Intelligence in regard to the
Protect America Act.

Also on September 20, 2007, I was joined by National Security
Agency Director (NSA), Lieutenant General Keith Alexander; Assistant
Attorney General Ken Wainstein of the Department of Justice’s National
Security Division; Acting Assistant Attorney General from the Department
of Justice’s Office of Legal policy, Brett Gerry; Federal Bureau of
Investigation (FBI) Deputy Director John Pistole and the General Counsels
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of the ODNIL, FBI, and NSA to speak to a closed session of the Select
Committee on Intelligence of the Senate on the Protect America Act.

Additional Member and staff briefings shall follow. -
Lasting FISA Modernization

I ask your partnership in working for a meaningful updaté to this
important law that assists us in protecting the nation while protecting our -

values. There are three key areas that I look forward to working w1th
Members of this Committee to update FISA. :

Making the Changes Made by the Protect America Act Permanent

For the reasons I have outlined today, it is critical that FISA’s
definition of electronic surveillance be amended permanently so that it does
not cover foreign intelligence targets reasonably believed to be located
outside of the United States. The Protect America Act achieved this goal by
making clear that FISA’s definition of electronic surveillance should not be
construed to encompass surveillance directed at a person reasonably
believed to be located outside the United States. This change enabled the
Intelligence Community to quickly close growing gaps in our collection
related to terrorist threats. Over time, this provision will also enable us to do
a better job of collecting foreign intelligence on a wide range of issues that
relate to our national defense and conduct of foreign affairs.

Liability Protection

I call on Congress to act swiftly to provide liability protection to the
private sector. Those who assist the government keep the country safe
should be protected from liability. This includes those who are alleged to
have assisted the government after September 11, 2001. It is important to
keep in mind that, in certain situations, the Intelligence Community needs
the assistance of the private sector to protect the nation. We cannot “go it
alone.” It is critical that we provide protection to the private sector so that
they can assist the Intelligence Community protect our national security,
while adhering to their own corporate fiduciary duties.

I appreciate that Congress was not able to address this issue
comprehensively at the time that the Protect America Act was passed,
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however, providing this protection is critical to our ability to protect the
nation and I ask for your assistance in acting on this issue promptly.

Streamlining the FISA Process

In the April 2007 bill that we submitted to Congress, we asked for a
number of streamlining provisions to that would make processing FISA
applications more effective and efficient. For example, eliminating the
inclusion of information that is unnecessary to the Court’s determinations -
should no longer be required to be included in FISA applications. In
addition, we propose that Congress increase the number of senior Executive
Branch national security officials who can sign FISA certifications; and
increase the period of time for which the FISA Court could authorized

‘surveillance concerning non-U.S. person agents of a foreign power, and
renewals of surveillance it had already approved.

- We also ask Congress to consider extending FISA’s emergency
authorization time period, during which the government may initiate
surveillance or search before obtaining Court approval. We propose that the
emergency provision of FISA be extended from 72 hours to one week. This
change will ensure that the Executive Branch has sufficient time in an
emergency situation to prepare an application, obtain the required approvals
of senior officials, apply for a Court order, and satisfy the court that the
application should be granted. I note that this extension, if granted, would
not change the substantive findings required before emergency authorization
may be obtained. In all circumstances, prior to the Attorney General
authorizing emergency electronic surveillance or physical search pursuant to
FISA, the Attorney General must make a finding that there is probable cause
to believe that the target is a foreign power or an agent of a foreign power.
Extending the time periods to prepare applications after this authorization
would not affect the findings the Attorney General is currently required to
make.

These changes would substantially improve the bureaucratic processes
involved in preparing FISA applications, without affecting the important

substantive requirements of the law.

Mr. Chairman, this concludes my remarks,
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tor of National Intelligence ”
ington, D.C. 20511

Dgar Director McConnell:

I am writing to seek clarification on repr_esentatioﬁs thet you made to me and

other members of Congress during our discussions on pessing a temporary Foreign

lligence Surveillance Act (FISA) fix that could garner strong bipartisan support

pifior to the August congressional recess. :

Allow me to be direct and to the point: ata criticdl juncture in our

nggotiations, you gave assurances that were not fulfilled, and made agresments that

re not kept. No explanation has ever been provided to me then or sinceasto -
y you to did not carry out these commitments. As & result, I and others involved
these important and intense FISA negotiations are left to question whether the

n¢gotiations were carried out in good faith or whether your commitments wers

0

©

erruled by others at the White House or within the Administration,

The net result is that a realistic opportunity to pasis the stop-gap authorities
tHe Intelligence Community needed with overwhelming bipartisan support was
1gst. Until these discrepancies are resolved, a dark cloud will continue to linger
o

ver the events preceding the Senate votes of Friday, Avgust 3™, Looking shead,
the Committee plans to consider a more lasting FISA bill, I need to be assured
there will not be a repeat of the past. Too much is at stake for our collective
orts to be undercut by doubt and suspicion.

I do not raise this matter lightly. But each of us thust have confidence in
hat the other one says and commits to, especially on n‘mtters of national security.
ow that you are strongly committed to carrying out your duties as Director of
ational Intelligence. Ihave been a vocel supporter of yours and have publicly
rided your qualifications to lead the Intelligence Community. And I share your
lew that FISA needs to be reformed and brought up to! date. »
-
; :
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As you know, I along with Vice Chairman Bond wrote to you and others in
the Administration on March 23" of this year requesting'a FISA bill and the
C¢mmittee held numerous hearings on the proposed legislation with the hope of
'papsing modemization legislation before we adjourned for the year. I even agreed
tofhold these hearings despite the Administration’s continued stonewalling in
prpviding the Committee long-cverdue documents critical to our understanding

oversight of the President’s warrantless surveillance:program. In late June, I
personally called the Vice President offering a compromise agreement to break the
- imjpasse over documents and access so that we could procesd to an expeditious
mprkup FISA and carrier liability legislation.

In order that we may move forward on FISA legislation in a constructive and
cdllaborative manner, it is important that I receive from you a detailed and
regponsive explanation to the discrepancies contained in the following chronology: -

On Thursday, August 2*, at approximately 12:00 noon, my staff sent your
a revised FISA bill reflecting DNT input to the July 31" version of my
osed bill. Later that day, at about 2:00 pm, you and'I spoke by phone to
dibcuss the bill. I asked you directly what specific changes to the bill would have
tojbe made in order to make the bill acceptable, if not ideal, to you and a bill that
yqu could publicly endorse, You responded by saying that three changes were
refuired before you could endorse the proposal: (1) clarity that no individualized
.cqurt warrants are required for foreign targeting; (2) drop the “terrorism” limitation’
ox} the foreign intelligence collection authority; and (3) eliminate the provision that
uld require the Attorney General to submit to the Foreign Intelligence
eillance Court (FISC) his guidelines for when “significant contacts” between a -
geted foreigner and & U.S. person would necessitate an individualized court
ant against the U.S. person. You described this third issue as a “poison pill.”

During our conversation, you said you would, using my latest FISA bill
pjoposal as a baseline, send back to me a revised version of the bill making these
three changes and, furthermore, that you would agree to:the six month sunset
irjcluded in the bill. You also agreed to the point I made during our conversation
that it was essential for you to publicly endorse the agreement as sufficient in
gjving the Intelligence Community the interim authorities needed, even if it is not
ypur entirely preferred legislative formulation, in order for the bill to pass on the
Senate floor with broad support. . :
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House Intelligence Committee Chairman Reyes informed me that; youhad
ar almost identical conversation with him just before and after our call in which
thx listed the thres changes needed to gain your endorsement,

Later in the day, at approximately 5:30 pm, a meeting was convened in
Speaker Pelosi's office attended by the Speaker, House Majority Leader Hoyer,
- Chairman Reyes, Senate Majority Leader Reid, Senator Levin and myself, Ina

speaker phone call with the members, you reiterated the same points made earlier
iniseparate phone calls to me and Chairman Reyes and that with these limited
changes you would agree to support the revised bill alonp with a six month sunset
prpvision.

During this conversation, 3‘rou also assured the assembled members that you
wire independent of the White House's direction on this matter and that you were
:.E:oﬁzed to negotiate the deal you felt would give the Intelligence Community

the required authorities to address collection shortfalls while a more lasting bill
crafted and passed into law.

You stated in the conversation that you realized that the collection order

mi ist come from the FISC and not the Attorney General, -8 concession you were
m to the reality that the companies may not promptly cooperate without a
cqurt order given concerns over pending litigation. '

‘You also told members that if they dropped the “significant contacts”
gyidelines provision your concern that the FISC may fee] it is obligated to issue
inflividualized warrants rather than a one-time order based on the reasonableness of
guidelines for determining targets are foreign would go away. In other words,
yqur three needed changes were actually two. ‘

You specifically stated to the members that you could agree to the latest
cqngressional FISA bill offer if the “terrorism” only limitation and the provision
uiring that the “significant contacts” guidelines be part of the submission to the
FISC were removed. : : -

All of the assembled members agteed to accept these changes and felt they
hed an agreement with you on the scope and content of the FISA bill. You
told members that you would need 30 minutes or so for your staff to make these
o changes and again agreed to use the latest congressional offer as the baseline
de¢cument. ' : :
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In response to separate remarks mads by Leader Hoyer, Chalrman Reyes.

me, you stated that you could publicly endorse the bill as modified, and in
nse to the question from Leader Hoyer you said that the modified bill would

bd a “7” on a scale of 1-10, with “10” representing ideal

or]

0

0
si
m
WA

After a half-hour passed without receiving either the revision to the bill text
a call from you, the assembled members called you and were told that you were

00 pm, you stated that you were “under enormous pressure from the other
¢” not to negotiate any concessions from your latest offer. You assured
pmbers that you would hold firm however, but that you needed addxtxonal tune to
prk on the language that would be passed back to members.

athe phone with the White House. When you returned their call, in the vicinity
7

The revised bill forwarded by your office later in the evening of August 2nd

‘wis not what you promised to members. Specifically:

o the bill passed back to members used the earlier DNI bill as the baseline for :
changes, not the most recent congressional proposal as promised;

'|® the bill did not include a six month sunset provision as promised;

o the bill allowed for a lengthy emergency collection prior to the Attorney
General’s submission to the FISC of his foreign targeting guidelines (for 90
days vice the 15 days included in the congresslons.l bill) and allowed the
collection to continue ostensibly for the entire six months contemplated
while a denial of the court was under appeal;

o the bill dropped the requirement on the Attorney General to have any
guidelines on “significant contacts” between forexgn targets and U.S.
persons; |

o the bill dropped the Inspector General review prowmon,

o the bill changed the definition of “electronic surveillance in the F. ISA, and

o the bill included a number of other language changes of concern to
members.

I and other members were left with deﬂatmg realization that either the

ched with congressional leaders a mere three hours edrher had been overturned
pressure from the White House and/or others.

e#otumons were not carried out in good faith or that the agreement you had
Y

[}
l

e Why did the bill you sent back on the evening ofAugust 2 not comport
with what you promised members by phone? |
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e Why did the bill not use the most recent congressional proposal as a baseline
for the two agreed-to changes as you promised? .

¢ Why did the bill'include other changes beyond the scope of those discussed
with members? :

‘s Why did the bill not include a six month Sunset provision as you promised?

e To what extent did you submit the agreement you ;reached with the members
- to the White House, other Administration officials, and Republican members
of Congress for their concurrence?

o Inwhat respeét was the agreement you reached with the members altered or
overruled by these subsequent discussions?

¢ Why did you or a senior member of your staff not contact the members with
whom you reached the agreement and provide themn with an explanation as
to why the bill sent back was not what was promised three hours earlier? To
the best of my knowledge, nane of the members who participated in the
discussions were called by you or a member of your staff on August 2%, or
since then, with an explanation for these discrepancies.

The next morning, Friday, August 3%, I joined with Senator Levin and others
e the bill you sent the evening before and make the changes, such as adding
the six month sunset provision, that we believed were agreed to the previous
evening. Our hope was to use the bill you provided and rnodify it in & way that was

istent with our discussions with you and that could garner broad bipartisan
ort. ’ :

An agreement was reached between the Senats leaders on Friday to hold
separate votes on the (Senator) McConnell-Bond FISA bill and the Rockefeller-
Lgvin FISA bill. The McConnell-Bond bill had been filéd on August 1* and was

t the proposal you forwarded on the evening of August 2*'. And, to reiterate, the
Réckefeller-Levin bill was your August 2* bill, modifiegl to incorporate the tenets
the agreement reached but not carried out less than 24 hours before.

At 4:39 pm on Friday, your office issued a public fstatemem urging that the
nate support the legislation you provided the night before; in other words, your
gust 2% bill, not the August 1 McConnell-Bond bill.

},w

5
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Later that evening, you arrived off the Senate floor during the debate of the

you could not support the Rockefeller-L.evin modified DNI bill and urging
ators to support the bill sponsored by Senators McComxell and Bond.

%cs bills and you issued a second statement, amending your 4:39 statement, saying
S

e Why did your statements of August 3™ change from initially calling on
members to support your August 2™ bill to then calling on members to
support the August 1* bill sponsored by Senators McConnell and Bond?

¢ In what specific respects wes the Rockefeller—Levm modified DNI bill
inconsistent with the agreement you reached with'members by phone on
August 2%

o In what specific ways was the Rockefeller-Levin modiﬂed DNI bill
unacceptable to you?

» Were you requested or directed by any official to pubhcly urge the defeat of
the Rockefeller-Levin modified DNI bill? If so, by whom?

We both share a common goal of improving our intelligence capabilities in
ys that will strengthen our Nation’s security. Achieving this goal requires close

cpoperation between the executive and legislative branches of government that is
bpilt upon trust, We can ill-afford an environment where commitments made are
npt kept. I look forward to your response to the questions ['ve posed in a timely

fe

ion so that we can clear the air and move on in & constructive manner.

incerely,

John D. Rockefell IV
Chairman
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Admiral Jolm M. McConnell
Director of Natjona! Intelligence

~ Office of the Director of National Inleligence
Washington, DC 20511

- Dear Admiral McConnell:

While [ look forward to continuing to work with you, I wish to convey 10 you: one, my
deeply felt displeasure with the administration’s legistative strategy on the recent “FISA
Fix™; two, my belief that the people we serve were ill-served by it; and three, my concern
that as a result we passed contentious and second-rate legislation rather than a well-
considered, first-quality product which had eamned the consensus that legisiation of this
nature deserves. As you may know, | was prepared (o work arduously to achicve such a
result, and put enormous effort inte the unsuccessful attempt to achieve that result in the
final week. :

My concerns are perhaps best illustrated by the following timeline. On July 11, we met

in the secure confines of the SSCI regarding your request o expedite centain changes you

wished in your legal authority. In that very meeting, 1 told you I was on board, but wonld
“need to see your actual proposed legislation as soon as possible since on these things the

specific language is key, and “the devil is always in the details.” The letier that

accompanied your initial drafl legistation was dated July 27, & Friday, 16 days later. 1

first received the draft legislation on Monday, July 30. That gave two bodies of Congress -

with 535 total members five days to review, edit and approve the expedited legistation

you had taken 16 days to draft,

The initial bill taken from the draft was rushed to the floor on Wednesday, August 1, with
little review and great haste. 1 is not clear that its sponsors had cven read it carefully,

It appears that the bill was slow-walked in your shop for 16 days — during which period
the urgency expressed in the final week on the Senate floor, and by you in. press releases,
would presumably have been as real as it was in the final week, ‘Yet with all the urgency
of threatened immediate mass casualty attacks being planned, with all the resourees of the
DNI, the Pentagon and the White House behind you, somehow it took 16 days to write 12
pages of draft legislation. This resulted i the bill not being filed umiit Wednesday of the
last week of session, timed with a volley of thuse panicky tloor spocches, and Prestdential
media events, o create the atmosphere of 2 stampede.
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Admiral John M. McConnel!
September 4, 2007 . |
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The stampede worked. You won. But you did so at a substantial price, one that will be
paid in rancor, suspicion and distrust, and one that reflects a long step backward on the
path away from the divisive partisanship that impeded oversight and mpaired this -
Committee for so many years. The costs ars veal when we fail, ax dmmmmzd by the
incalculable loss in the disaster presemly unfolding in Irag.

The manner in which this cpisodc: was hardled was in my view disrespectful of this
institution 1 serve, disrespectful of the common purpose our patriotism binds us to :
achieve, and disrespectful of the principle I hold dear in politics that honorable good will
produces better results over time than calculated manipulation. We slow ourselves down
a lot, and we limit our collective options considerably, if we create an atmosphere in

which every horse has 1o be examined for its Trojan compartment, and every venture
assayed for its twisted mmwaum :

In the long run, we will serve Amew:a better if we work in an atmosphere of cooperation
and trust,

Rcspcctﬁwlly yours,

Umled Slaies Senale
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2.0 2007

The Honorable John D. Rockefeller, I'V
Select Committee on Intelligence
United States Scnate

Washington, DC 20510

Dear Mr. Chairman:

Thank you for your letter of August 29* 2007, regarding the “Protect America Act of
2007" (Pub. L. No. 110-055, 121 Stat. 522) and the altemative Rockefeller-Levin approach
(5.2011). Twant to thank you for the time and effont you and other Members of Congress spent
working (o close the gaps in onr intelligence capability peioe to the August recess. Those of us
responsible for implementation of the Protect America Act (PAA) also appreciate the need for
regular and meaningful reporting to Congress. As outlined in the attached Department of Justice
letter of September 5* 2007, and the letter of September 17" 2007 from the Civil Liberties and
Privacy Officer of the Office of the Director of National Intelligence of September 18% 2007,
use of this authority will be subject to rigorous oversight. Cur goal is to provide transparency, so
that Congress may evaluate our implementation of the new authorilies effectively.

[ your letter you asked me whether [ was directed to publicly urge the defeat of §. 2011,

My answer is an uncquivocal no. Upan my arrival as Director of National Intelligence, I leamed
that our collection using the authorities provided by the Foreign Intsiligence Surveillance Act
(FISA) were instrumental in protecting the nation from foreign security threats, but that, dve to
changes in technology, the law wag actually preventing us from collecting additional foreign
intelligence information. Iturned to my colleagues in the Intelligence Community (IC) to ask
what could we do to repait this problem, and 1 jeamed that a number of inteligence professionals
had beon working on this issuc for some time already. Building upon their work, 1 made fixing
FISA apricrity. At all imes the Administration relied on me to use my professional judgment

~on how to do s0. As the head of the nation’s IC, it is my duty to encourage changes to policies
and procedures, and where neoded, legislation, to improve our ability to provide waming of
terrorist activity and other threats to our security,

As you note, we shere the common goal of improving our inteltigence capabilities.
Throughout my discussions with Congress, | articulated certain principies that wers TECEBSary to .
achieve this goal. Foremost among them was the view that FISA should be modemized to
remove targets outside the United States from those activities requiring FISA Court spproval,
while continuing the FISA requirement that the government obtain an order authoeizing electronic
surveillance if the target of the foreign intelligence surveillance is & person reasonably believed to
be in the United States. ‘

Your letter posed a number of questions about pressure allegedly exerted on me and
reised queslions abow the course of the negotiations. First, statements tssucd by my office
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reflected my best professional judgment, Second, there were many conversations where general
concepts were discussed. However, as everyone in this process recognized, FISA is an
‘extremely complex statute and small changes can have significant operational impacts. We
could not agree to unseen bill text that may result in unanticipated consequences. In addition,
we did modify proposals provided to us in order to ensure we could accomplish our mission.

Your letter discusses a number of specifics about discussions on August 2™ conceming
various FISA proposals. Our efforts on August 2% were directed toward teaching agreement on
a bill that reflected the principles we discussed and was technically correct in order 1o allow the
IC to move forward with clarity and speed to close critical gaps. In addition to the major issues
raised by the draft provided us on August 2™, such as the limitation of collection to
“international terrorism,"” the proposzl provided to us on August 2™ coatained a pumber of
technical requirements that raised concern among intedligence professionals. :

For example, the proposal mandated that FISA applications contain & number of details,
including specifying the “foreign power” and the “nature of the information sought,” that —
witheut further clarity - have proved to be quite significant requirements based on past
experience. The emergency authorization provision appeared to anly be in effect for 15 days
following enactment,” and therefore appeared to provide no emergency sutharization authority if
we encouniered an emergency situation that occurred after this period. The Inspector General
review provision appeared to require the provision of data that is not technically available and
did not appear to provide {or a role for those Inspector Generals® offices most directly
responsible for oversight of Signals Intclligence activities. :

. Thus, the proposal we provided to you on the cvcning of August 2 reflected these
concems, while trying to incorporate ar much af the proposal your staff provided to us as
possible. All of this was done under extreme time pressure, We centainly did not think that
providing changes to these provisions was done in bad faith, but instead reflected our
considerable concern about the impact of these provisions. While my discussions with members
of Congress concentraied on high-level principles, and were not detailed discussions of unseen

bill text in many cases, given the complexity of the statute in question, and the operational
importance of the issue to our national security, [ always expected that experts in this area would
need to examine each line of any proposal for its impact on our eperations,

Perhaps our discussions could have been more clear in terms of the fact that there were
additional technical parts of the proposals that mised concerns beyond the general principles we
discussed. 1regret any misunderstanding on this point, but at alf times we seught in good faith to
incorporate the principles we discussed while revising technical issues saised in various drafis.

We also belicve it is critical to note the extreme lime pressure and deadlines placed on
our staffs. We wers extremely concerned aboul passage of & proposal that lacked clarity or had
significant unintended consequences in terms of damaging ongoing intelligence efforts. Much of
these unfortunate misundesstandings may in fact arise from the shart deadlines 1o draft proposals
in a complex ares. .
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Your ietter also raises a number of guestions concemning S. 201 1, the Rockefelier-Levin
bill introduced on August 3%, We recently provided a letter outlining our concerns with S. 2011
and a copy is enclosed,

Finally, we believe we acted in good faith throughout this process as did all the members
of Congress who devoted extraordinary time and effort on a bipartisan basis to ensure we did
- everything possible to close critical gape in our capabilities. { can assore you that my actions
reflected one thing - and one thing alone: My best professional judgment ss to what was ‘
required by the Intelligence Community 1o protect the country while ensuring the coatinued
protection of the civil liberties of all Americans.
Thank you again for this opportunity to comment and for your thoughtful consideration

of proposals to fix critical gaps in our intelligence operations. 1 look forward 1o continuing our
dialogue and working with you further on this important issue.

Sincerely,

I 0 P
| M. McConnell |

Altachments: as stated
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2 0 2007

The Honorable Carl Levin
Chairman

Commnittee on Armed Services
- United States Senate
Washington, DC 20510

| Dear Mr. Chairman:

Thank you for your letter of August 7, 2007, regarding the “Protect America Act of
2007” (Pub. L. No. 110-055, 121 Stat. 522) and the alternative Rockefeller-Levin approach
(8.2011). We appnecnate the time and effort you and other Members of Congress spent working
" to close the gaps in our intelligence capability prior to the August recess. We are also grateful
for this opportunity to clarify issues related to the Protect America Act (PAA), as we work to
-achieve permanent Forcngn Intelhgence Suwelllance Act (FISA) modernization.

Please know that those of us respons1ble for PAA unplcmentauon appreciate the need for
regular and meaningful reporting to Congress. As outlined in the Department of Justice letter of
September 5, 2007, use of this authority will be subject to rigorous oversight. Our goal is to
provide transparency, so that Congmss may eva]uate our implementation of the new authorities
effectively.

As I stated on the evening of August 3, 2007, by incorporating new and undefined terms
S.2011 “creates significant uncertainty in an area where certainty is paramount to protect the
country.” We received the final text of S. 2011 as the Senate was beginning its debate on the
mght of August 3. In the short time given, we opted to support the bill that we believed would
give the Intelligence Community (IC) the best chance to close the gap in our intelligence
coverage with the least amount of ambiguity: It is-unfortunate that there has been
misunderstanding regarding the decision. Howevetr, for the reasons stated below, we believe that
our decision was correct and under the PAA the IC has effectively closed criti¢al gaps. ’

Let us assure you that it was not our intent to suggest that U.S. persons outside the United
States be subject to surveillance to the same extent as non-U.S. persons outside the United States.
We understand that there may be some concern because section 105A of the PAA does not
appear to make this explicit distinction. Our Apul proposal did not alter the approach to U.S.
persons abroad nor did it modify the protections provided by Section 2.5 of Executive Order
12333. Similarly, under the PAA, the IC will continue to apply Section 2.5 of Executive Order
12333, adopted in 1981, and as has been the standard practice of the IC since 1978." o

' A similar pmv:sxon was contamed in secuon 2-2(b) of Execuuve Order 12036, the predwessor of Executive Order
12333. .
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S. 2011 contained a number of modifications to the proposals we submitted to the
Congress. We were concerned about the impact of a number of these modifications. This
uncertainty, in the short time available, led us to conclude that the only viable decision we could
make was to support the bill that we knew gave the IC clear authority to close intelligence gaps.

First, S. 2011, unlike the proposal we submitted, stated that a FISA application was not.
required to identify “the persons, other thap a foreign power,” against whom the electronic
surveillance will be directed. This could have reasonably been interpreted to require that
analysts make a foreign power connection for an Qverseas target prior to filing an application.
We do not believe that this is an appropriate request for targets located overseas. It is unciear
what purpose this requirement would serve in the case of a foreign terrorist or weapons
proliferator overseas, whose connection to an identified foreign power may be unclear, other
than to provide privacy protections to the person located overseas. As we stated while Congress
was considering proposals to amend FISA, the IC should be able to collect against valid foreign
intelligence targets. Moreover, Section 407 of our April proposal noted that the current
definition of “foreign power” contained in FISA i not sufficient and requested that the deﬁmtxon
be expanded to include a group engaged in “the mtcmat:onal proliferation of weapons of mass
destruction.”

. Second, S. 2011 added a new section requiring the issuance of certain new Attorney

- General guidelines related to U.S. persons within 15 days of enactment. We understand that this .
concern relates to the issue commonly referred to as “reverse targeting.” Throughout our
discussions with Congress, we have stated that the government should be required to obtain an
order authorizing surveillance if the target of foreign intelligence surveillance is a person
reasonably believed to be in the United States. Moreover, FISA — both before enactment of the
PAA and after — requires that if the target is in the United States, the IC must seek FISA Court
- authorization to conduct in order to undertake such electronic surveillance. Consequently,
believe that a reverse targeting provision in the law is unnecessary because it is already unlawful
for the IC to engage in reverse targeting. Additionally, the National Security Agency (NSA) has
longstanding minimization procedures to address the handling of incidentally acquired U.S.
person information. However, because of these concerns, this is an area that my Civil Liberties
Protection Officer and General Counsel, together with the Department of Justice, are working
closely with NSA and other IC elements on implementing the PAA, to review.

The new subsection IOSB (d) (2) in S. 2014 _appeared to potentially rewrite the’
nminimization framework that has worked well for decades. This subsection requires that
guidelines be designed to ensure that an application for a FISA Couit order, under section 104, is
made when electronic surveillance “is of a nature or quantity as to infringe on the reasonable
expectati'on of privacy of persons within the United States.” ‘We all, of course, share the goal of
ensuring that our activities do not violate the legal rights of persons within the United States. In
particular, NSA’s activities, including its minimization procedures, have been carefully ’
calibrated and implemented to provide a consistent and effective mechanism to ensure the
constitutional reasonableness of its surveillance activities. The new subsection 105B (d) (2) in S.
2011 appeared to create ambiguity as to the legal sufficiency of the current procedures and the
large processing and training infrastructure that are based on them. As these are complex issues,
we were concerned that it would take months to determine the legal impact of the new provision
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on thetxadmonal legal analysis upholding the existing procedures, to craft new guidéliné‘s as

e " ‘needed, dnd even langer to retrain the workforce on the new guidelines. In the limited time we
- were given, no intelligence professional who reviewed the proposal could assure us as to the

" coatent ~ or the long-term consistency and clarity -- of new Attorney General gmdehnes
- govemmg !he “pature or quantity” of a potzntxal “mfrmgemen " on an expectation of pnvacy

Thlrd we were concerned about ambiguity in the wording of the proposed Sectlon 1058
(b) (l) (B) (iii). This provision provxdes that the DNI and Attorney General must certify that “to

- the extent any acqmsmon” coastitutes electronic surveillance under subparagraph (2) and (4) of

¥ ~section 101(f) of FISA, such acquisition “is approved or minimized as appropnatc " Although

f“mmlmxzed” is a reference to the IC’s minimization procedures, the meaning of “approved as

approptiate” is unclear in this context. Does this mean approved by the Court or by the Attomey

' General? Similarly, what process constitutes appropriate approval? While we presume the
. .intent of the reference is to the approval process contained in the proposal, the impact on

mtelhgence collecuon could be s1gmﬁcant depending on court interpretation.

FOunh, unlike our proposals th'at remove the targeting of persons located overseas from
FISA’s definition of “electronic surveillance,” S. 2011 only removed communications “between
foreign persons located outside the United States.” S. 2011 would keep targéting of peisons
located overseas for foreign intelligence purposes within the FISA definition of “electronic
surveillance” unless we could know in advance with certainty if the communication is “between”
persons overseas. This is a very difficult task to determine in advance, and is fundamentally at
odds with all pmposals we submitted to remove such activity from FISA,

F’mally, we should note that because of the criucal gaps facing the country — and against
the principles we have consistently articulated since April 2007 — we did provide a propasal at
congressional request that provided for FISA court approval of foreign intelligence collection
from foreign targets overseas. We did not think at the time that this was an appropriate role for
the court and was extremely concerned that the approach would hamper our operations without
corresponding civil liberties protection benefits. Such a requirement would likely evolve into a
_situation where significant analyst expertise is diverted on an on-going basis to court filings. As
you note, the PAA does provide for FISA Court review of procedures. That was a major
conccssxon in order to accommodate the interests of all

Thank you agam for this opportunity to comment and for your thoughtful consideration -
of proposals to fix critical gaps in our mtelhgence operations. We look forward to continuing
our dialoguc and working with you further on this important issue. If you have any questions on -
this matter, please contact the Director of Legislative Affaxrs, Kathleen Turner, who can be

reached on WM

Smcerely,

C OGsl)

1. M. McConnell
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OFFICE of the Director of National Intelligence
Washingien. DC 2051

September 17, 2007

The Honorable Silvestre Reyes
Chairman

Permanent Select Commitiee
on Intelligence

House of Representatives
Washington, DC 20515

The Honorable Peter Hoekstm
Ranking Member

Permanent Select Committee
on [mtelligence

House of Representatives
Washington, DC 20515

Dear Mr. Chairman and Representative Hoekstra:. . -

T am writing this letter in response 10 a request from the Ranking Member of the House
Permanent Select Committee on Intelligence. 1appreciate this oppormmty to describe the civil
liberties and privacy protections that my office is charged with ov erseeing in the implementation
of the Protect America Act of 2007. '

Role of the Civil Liberties Protection Officer. 1am the Civil Liberties Protection Officer
for the Office of the Dircctor of National Intelligeace (ODNI). Congress has entrusted me with
statutory responsibility to “ensure that the protection of civil liberties and privacy is
-appropriately incorporated in the policies and procedures™ of the Intelligence Community, 50
U.S.C. § 403-3d(b)(1). As a result. my office is working closely with the Dcpanmcnt of Justice
and the DNI's Office of General Counscl, to help casure that the intelligence agencies that
implement the authorities under the Protect America Act have put in place adequate safcguards
to protect the privacy and civil liberties of American citizens. legal residents. organizations and
corporations (“U.S. persons™, as required by law and by the rules that have traditionally
governed our intelligence activities. In addition, my office is working with the Departmeat of
Justice and DNI"s Office of General Counsel to conduct formal, periodic assessments of
compliance by agencies exercising authorities under the Protect America Act, and briefi ng lhe
staffs of various congressional committees frequently and in dcpth

The Larger Context - Protection of Civil Liberties and Prrvaq in the Intelligence

Community. In order to understand the civil liberties and privacy protections that are being
implemented under the Protect America. Act, it is important 1o put the Act in the larger context of
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how the latelligence Community has historically protected information about Americans. As
you know, intelligence agencies collect. retain, and disseminate information about U.S. persons.
Onre of the limitations placed on the collection and use of U.S. person information is found in
Exccutive Order 12333. That Executive Order provides that collection of intelligence is to be
“pursued in a vigorous, innovative and responsible manner that is consistent with the
Constitution and applicable law and respectful of the principles upon which the Constitution was
founded.” It was signed by President Reagan in 1981, building on similar orders signed by
Presidents Ford and Carter, to address the findings of the Church and Pike committee
investigations of the mid-1970s, It put in place key restrictions on intelligence activities,
sometimes referred 1o as “U.S. person rules,” and has become part of the fabric of the
Intelligence Community. '

_ These rules — further detailed by procedures approved by the. Attorncy General for each
agency — are not implemented in a vacuum. They are interpreted and applied by offices of
general counsel ar each intelligence agency, with compliance audited by offices of inspector
general.! And of course. a5 you and the members of your commitice are well aware, a critical
outcome of the Church and Pike reports was the establishment of the House and Senate
Intelligence Commitices. Since the nature of intelligence by necessily requires secrecy, and
therefore full rrnsparcncy cannot be provided (o the public at large, the Intelligence
Committees, by exercising oversight over classified activitics, can ensure that the Intelligence
Community is protecting the nation from foreign threats while at the same lime protecting our
civil liberties.?

The Protect America Act. As Director MeConnell und others have explained, as a result
of technology changes in the global communications network, in recent years a substantial
volume of comnminications of persons in foreign countries have been subject to the Foreign
Intelligence Surveillance Act (FISA) despite Congress’s intent in 1978 to exclude such activities.
These changes resulied in applying the framework of probable cause and prior court review to
foreign iatelligence targets in foreign countrics, In passing the Protect America Act, Congress
changed the law to cxcrapt from electronic surveillance “surveillance directed at a person
reasonably believed to be located outside the United States” in order to obtain “significant
forcign intelligence.” As a result, probable cause and prior court review are not required for
surveillance of foreign intelligence targcts in foreign countries for foreign intelligence purposes.

_ Congress was concerned, however, with (1) whether the target of the surveillance is
really in a foreign couniry, and (2) the privacy and civil liberties interests of U.S. persons who
may be in communication with the target. To address these two issues, Congress required the -
Director of National latelligence and the Attorney General to certify two separate sets of
procedures with respect to acquisitions conducted under the Protect America Act!

! Violations of these rules are required 1o be reported lo twe Intelligence Oversight Board of the President's Foreign

gneil‘;gencc Advisary Board, Sce Executive Onder 12334 (Dec. o, 1981) {establishment of Iniclligence Oversighi
oard), , .

2 Moreover, violations of Jaw are required W be reported to the Intelligence Comminees. See National Security Act

of 1947, asamended, S0 U.S.C. § 41 3(b). : ‘ T

=
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(1) reaxonable provedures for determining that surveillance 1o be coaducted pursuant (o
the Protect America Act concerns persans reasonably believed 10 be outside the United
States (“foreign targeting procedures™), which must be reviewed by the FISA court, and

{2) nunimization procedures that meet the definition of “miinimization procedures™ under
FISA* _ .

In conjonction with the Deparitnent of Justice and the DNT's Office of General Counsel, we are
focusing our oversight on ensuring that both sets of procedures adequaiely protect the privacy
and civil liberties of U.S. persons, and that they are being followed by agencies of the
Inieliigence Community. '

. Is the (arget ign intelligence

My office, the Depanment of Justice. and the DNI's Office of General Counsel has
reviewed the foreign targeting procedures to ensure that they protect privacy and civil liberties,
and is involved in reviewing their implementation to ensure that the procedures are followed.
The statute does not require perfection, but it does require procedures that ensure collection is
only undentaken against pervons “reasonably believed to be outside the United Stutes.”

The need to perform this unalysis is nothing new for the Natienal Security Agency or
other Intelligence Community agencies. Agencies have developed, over decades, policies and
procedures to ensure that their monitoring activities did not inadverniently coflect domestic
information by mistake. However, in the Protect America Act, Congress went a step further, by
requiring these procedures 1o be certified by the Director of National Inelligence and the
Attorney General and submitted for review by the Foreign Intelligence Surveillance Court,

Significantly, the statute applies the foreign targeting procedures to “the acquisition of
forcign inlelligence information .., .~ As a result, the Inteltigencé Commuaity’s procedures for
this Kind of collection must enable anulvsts to determine, prjor to obtaining any comnwnications
under the Proiect America Act, that there is a reasonable belicf that the target is a foreign
mtelligence target in a foreign country. Detailed procedures, which have already been submitted
to the Foreign Intelligence Surveillance Court, explain how this is done. The procedures are
classificd because they discuss preciscly how the Intelligence Community performs collections.
However, | can describe them in gencral terms. '

This “foreign targeting™ determination that analysts must make may be relatively
struightforward for ceriain forms of communication, and may be more complex for other forms
of commuaication. The Intelligence Community uses a variel ¥ of sources of information.
including technical analysis. information about the target from other intelligence reporting, and
databases that are commercially available or otherwise lawfully oblsined. Analysts are generally

" Section 10SB of FISA. as amendsd by the Protoct America Act. requires the Darector of Nationa! Inelligence and
the Aemey Gereral 1o certify, among othér things, that; “there are reasonuble prxcedures in place for deterinining
that the acquisition of farcign intel]igence information under this section concerns persens reasonably helieved to bic
w:sich.j the Uninad States, and such procedures will be subjeet to review of the {FISA] Court . . . and that “the
minimitzation proceduncs (o be used with respect 10 such scquisition activity st the definition of minimization
procedurey under [FISAL™
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able 1o assess, with a high degree of confidence, whether a particular foreign intelligence target
is in a forcign country. When they cannot do so, they will not initiate collection against that

targel.

While the procedures require this foreign targeting determination to be made prior to
initiating collection, a variety of means arc also employed to verify that the determination
continues to be accurate after collection has begun. Even where the initial decision was correct,
the location of the target may change. The Intelligence Community does not simply rest on s
initial decision. Methods used 10 double-check the foreign targeting determination are employed
frequently. even daily in some cases. '

Questions have been raised about Americans traveling or residing abroad. Section 2.5 of
Executive Order 12333 protects Americans ~ and U.S. persons generally - who may be
encountered by the Intelligence Community overseas, by prohibiting the use of techniques that
would require a warrant if used for law enforcement purposes. unless the Attorney General has
determined that there is probable cause to believe the U.S. person is an agent of a foreign power.
This requireinent ~ in place since 1981 - has been judicially reviewed and upheld,” and is not
affected by the Protect America Act. As a result. analysts must ~ and do — take steps to casure
that their “foreignness™ determinations under the Proicct America Act not only involve an
assessment of the target’s location. but also of whether the target may be a U.S. person. If the
target is a U.S. person, collection may not be initiated without authorization under section 2.5 of

- Exccutive Order 12333, based on a finding of probable cause that the target is an agent of a

- s
foreign power.

Questions have also been raised about “reverse targeting” - that is, could an intelligence
agency larget a person overseas as a pretext for intercepng the communications of the
individuals inside the United States with whom the foreign person is in contact? The simple
answer is that when the agency’s actual purpose is 10 survei the person in the United States, it
must obtaia a court order as required under FISA, This is also not a new problem for either the
intelligence or law enforcement communitics. When wiretapping the phone of any target — be'it
the NSA targeting a foreign terrorist or the FBI obtaining a law enforcement warrant (o tap the
phonc of an organized crime figure - it is inevitable thal conversations will be overheard with
“incidental interceptecs.” individuals who are not the original targets but who might disclose
information of inlerest.

The cancerns about how to police this in practice are understandable, yet it is difficult to
come up with 4 stricl quantitative or other bright line test on such matters. You should rest
assured that | intend to work closely with the Department of Justice, the DNI’s Office of General
Counsel, and the offices of gencral counsel of the agencies involved to develop further training
and guidance in this arca as aceded, to safeguard against reverse targeting and protect privacy
ang civil liberties. Tuis important lo recognizs, also, that reverse targeting makes little sense as a

*In Urtiied Stutes v. Bin Laden, 126 F. Supp. 2d 264. 277 (S.D.N.Y. 2000}, the court “sdopi|ed] the foreign
inrelligence exveption to the waream requirement for searches targeting Toreign powers (or their agents) which are
conducted abroad.™ Sec also United States v. Duggan, 743 F.2d 3. 71 (2d Cir. 1984) (citing cascs); United States v,
fiar:oak. 435 F. Supp. 2d 778 (E.D. 11l. 2006) {upholdiag 1993 physical scarch under scction 2.5).

" The court in United Stares v, Bin Laden, 126 F. Supp. at 282 0.23. also noted that it did “not take issue with the ~
policies and procedures™ of section 2.5, ; :

000044



matter of intelligence tradecralt: if intelligence officers are indeed interesied in a target inside the
United States, they will have a natural incentive to seek @ FISA court arder in any event so us to
obtain all of that person’s communications, rather than the limited subset that would otherwise
be scquired through sach reverse wargeting.

As discussed sbove, when the communications of persons overseas are acquired, it is
inevitable that some of those communications will incidentally involve U.S. persons. Again, this
is a familiar challenge for the Intelligence Community. In general, “minimization procedures”
are procedures for reviewing, handling, and, as appropriaie, destroying. infarmation about U.S.
persons. depending on whether or aot the information constitutes foreign intelligence
information or fits within another category the agency is authorized to relain. The FISA statute
fully embraces and incorporates the concept of minimization as a way of dealing with the
incvitability of incidentally intercepting comnumications of U.S. persons during authorized FISA
survetllance.” : .

The Protect America Act requires that similar minimization procedures be followed with

respect to surveiflance conducted under the Act. These minimization procedures are intended to

_protect the privacy and civil liberties of LS. persons who may be communicating with targets
oversess. ‘The Act requires that these procedures meet the definition of “minimization
procedures™ under FISA. My office. the Departiment of Justice, and the DNI's Office of General
Counsel. have reviewed the minimization procedures, and, a3 part of our petiodic compliance
assessments, are reviewing compliance with those procedurcs. These procedures have been
made available to the Intelligence Committecs. Although not required by the Protect America
Act. it should be noted that NSA is using minintization procedures previously reviewed and
approved by the Forcign Intelligence Surveiltance Court. :

Because the minimization procedures used for the Protect America Act are themselves
classified. it may be helpful in this unclassified letter to review those procedures for collecting,
retaining, and disseminating U.S. person information in place at NSA, that have been released in

 FISA defines "minimization procedunss™ ss.: o
11} spesific procedurcs. which shall be adopied by the Atomey General, that are reasonably designed it light
of the purpose amt technigue of the particutar surveillance, to minimize the acquinition and reteation, and
peohibit the dissemination, of nonpublicly available information conceming unconsenting Usited States
persons consistent with the nead of the Upited States w obiain. produce. and disseminate Foreign inteHigence
information: (2) procodures that require that moapuhlicly avaitable information, which is not foreign -
inieligena informanin. as defined in subsoction teX 1), shall oot be dissemitated 1o a aanner that xieotfies
any United States person, without such person’s consent. unless sugh person’s idevitity is necessary to
understund foreign intclligence information or assess its importance: (3) notwithstanding paragraphs (1) and
121, procedures that atlow for the retention and disseraination of infisrmation thet is evidence of a crime which
has bwen, is being, or 15 shout to be committed and that & to be retained ur disseminated for law enforcement
purpuses; and (4) notwithsianding paragraphs (1), (2), and (3), with respect to any clecomnic surveillance
apprived pursiemt to soction 102a), proceduces that require that no contents of any comsmunication to which a
United States person is 2 party shall be disckwed, dissentimated, or used for ahy perpase or retaied for kmper
thag 72 howrs, unless @ court arder under section 105 is obtained of unkess the Attarney General determines that
the information indicates a threat of death ¢ <etsots bodily hann tu any persur,
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unclassified form. While these minimization procedures are not identical to the ones used for the
Protect America Act. they provide general guidance for the types of processes and rcqnm:mt,nts
involved with minimization.

: United States Signals Imclligence Directive 18 (USSID 18) implements the requirements
of Execarive Order 12333 for the signals intelligence system. USSID |8 states plainly that *“The
Fourth Amendment 1o the United States Constitution protects all US. persons anywhere in the
world and all persons within the United States from unrcasonable searches and scizures by any
person or agency acting on behalf of the U.S. government.” (§ 1.1). While some portions of the
USSID are classificd hecause they reveal sensitive sources and methods, most of it is -
uhclussified and it has been periodically released under the Freedom of Information Act.’
LISSID 18 applies specific rules for retention, processing, and dtssemmauon of any for
commaunications that are to, from or about U.S. persons:

* Such communications may geacrally only be retained in raw form for a maximum of five
years, unless there is a wrinten finding that retention for a longer peniod 15 necessary to
respond to a foreign intelligence requirernent (§ 6.1.a( 1))

« Intelligence reponts from such communications are written 5o as to focus solely on the
activities of foreign entities and persons and their agents.” (§ 7.1

» ldentities of U.S. persons are generally redacted from intelligence reports and replaced
with generic terms such as “U.S. person™ or “U.S. firm.” Deleted identities are retained
for a maximum of one vear. (§ 7.1}

s U.S. person identities may generally be released only where the LS. person has
consented 10 such release. the information about the U.S. person is publicly available
(e g a fomgn targez dlscu.«mg a news rcpon) or lbc ndc.mm of thc us. person is
2 f

» The USSID lists specific responsibilities, including regular inspections, reports, legal
reviews, and training for the Inspector General, General Counsel, and Deputy Director
for Operations. Violations must be reported on a quanterly basis to the President's
Foreign Intelligence Advisory Board through the Assistant to the Secretary of Defense
for Imielligence Oversight. (§ 8). '

USSID I8 also comains standard minimization procedures for surveillance conducted by
NSA pursuant to the Foreign Intelligence Surveillance Act. These procedures supplement the
standard USSID 18 procedures for all signals intelligence activities. They apply substaatially the
sathe process. with a few additional safeguands. notably that:

¢ The scquisition must bc made in 4 manner “designed to the greatesr extent ma.\onab})
feasible. to minimize the acquisition of information not relevant to the authorized purposc
of the surveillance™ (App. 1. § 3(a)).

* A todotted version is available frum the Nationa! Security Archive. a non-prafit organzation atfilisted with
George Washington University, af fugrfwwn ‘duﬁw«ﬁwvhm\\ AESE/NSAEBBRIT.O) m
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& The lines or numbers being targeted must be venified as the lines or numbers authorized,
and coflection personnel must, at regular intervals, confinm “that the surveillance is oot
avoidably acquirtng communications outside the authorized scope of the surveillance.”
(App. 1. § b)),

In sum. the Protect America Act puts in place privacy and civil liberties protections (1) 10
help ensure the targets of surveillance are located outside the United States, and (2) to minimize
information that is not necessary to understand foreign intelligence or assess its importance in
communications to, from or about U.S. persons. '

Other Quc.\'_li(m;s

Questions huve also been raised about other potential uses - and mis-uses —of authorities
granted under the Protect AmericaAct. On Sepiember 14, Assistant Attorney General Kenneth
Wainstcin explained why the Protect Amenica Act does not authorize — among other things -
reverse targeting, survcillance of domestic communications that merely *“concem™ a foreign.

- target, physical searches of Americans’ hames, effects or mail, or oblaining Americans” medical
or library records. The oversight mechanisms outlined below will hielp ensure that the Protect
Amefica Act is being applied in a manner consistent with those interpretations.

. Questions might also be raised us to whether the Protect America Act could enable the

~ Intetligence Community to conduct surveillance for non-intelligence purposes. The reqairement
that surveillance under the Protect America Act be for “forcign intelligence” purposes also
would prohibit sbusing such authority for surveillance of Americans” political, religious, or any
other domestic activities. Mareover, the provisions of Exccutive Order 12333 and cach agency's
Attorney Gencral-approved procedures have for decades required that agencies demonstrale a
valid mission-related purpose for coliecting, retaining, or disseminating information about a U.S,
person. : ’

Other Offices and Institutions Involved in Qversight

While my office 1akes its oversight responsibilities very seriously. as discussed
throughout this letter, it is not alone. As described in move detail in the September 5, 2007 letter
of Principal Depuity Assistant Attorney General Brian Benczkowski, the Department of Justice.
through the National Sccurity Division, and the Director of National Intelligence, through my
office and the DNI's Office of General Counsel, are conducting reviews of the implementation

- of the Protect America Act. These reviews started within 14 days of the initiation of collection
under the Protect America Act and every 30 days thereafier, | am conducting these reviews
together with the ODNI's Office of General Counsel and the National Security Division of the
Depanument of Justice. ' ‘

. Tbe following other offices and institutions, in all three branches of government. have a
direct role in oversight of the Protect America Act — this list is not exhaustive:
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Executive Branch, within the Iatelligence Community:

The nspector General of the NSA conducts regular audits, inspections and reviews of
compliance with GSSID 18 and minimization procedures - it is also conducting an
audil of the implementation of the Protect America Act;

The General Counsel of the NSA provides legal advice and assistance and performs
oversight in accordance with USSID 18 and the Protect America Act. It also helped
develop the training courses on USSID 18 and the Protect America Act and supports
administration of the training to the NSA workforce;

The Signals Intelligence Directorate Oversight and Compliance Office provide
oversight and compliance for the implementation of the Protect America Act at NSA;

Other agency offices of general counsel and offices of inspector general perform
similar oversight roles with respect to their agencies® use of this authority:

The Office of General Counsel of the ODNT provides fegal advice and assistance to
the DNI in making bis certifications under the Act, in assessing compliance with the
procedures., an in reporting those assessments to Congress,

Executive Branch, outside the Intelligence Community:

The Justice Department’s National Security Division is conducting compliance
assessments, as it does with respect to other FISA authorized activities:

The Justice Department's Natiopal Security Division, the Office of Legal Policy and
the Office of Legal Counsel are providing policy and tegal advice with respect to the
Protect America Act;

The Justice Department’s Civil Liberties and Privacy Office is consulting with the
Nationgl Security Division in its assessmenis under the Protect America Act;

The Privacy and Civil Libesties Oversight Board, curvently within the Executive
Office of the President, is conducting its own review of the policies and procedures of
the Protect America Act; :

The Assistat Secretary of Defense for Intelligence Oversight reviews reporis of
violations by NSA. and other Dofense Department intelligence entities, on a quanterly
basis: ‘ ; '

The Iineliigence Oversight Board of the President's Fareign Intelligence Advisory
Board receives reports of violations on a quarterly basis:

The DoD Office of Inspecior General also conducts regular audits, inspections and
reviews of compliance with USSID {8 and minimization procedures.
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* Legistative Branch

*  The Permancnt Select Comynitiee on lmelhgcncc of the House of Rt.prc.sematwcs
and the Select Commitree on Intelligence of the Senate are conducling intensive
oversight of the Protect America Act. ;

¢  Memnbers and ;\'usﬂ’ have engaged in multple oversight visits at the. NSA.:Y

¢ Both committees have held open and closed bearings on the &UbJECL and have
received rufiicrous staff and member bncﬁng,s R

. Thc House and Senaie Judictary Commitices have likewise reccned oversight
bncﬁngﬂ have conducted oversighit v;srts. and have held public héarings.

s Congress will havc an oppoﬁuxﬂty to revisit und clanfy lunguage in the Protect
- America Act before extending the Act or making it permanent. ~

Judiciat Branch

« The Forcign Intelligence Sun'citlm Court his a direct role under the statute in .
reviewing proccdures by which the Inteliigence Community determing that 2 target is
vutside the United States. . -

* These procedures have alrc:xiv bccn submitted to the court and are currcml) under

review.

~® A recipicat of a directive under section 105B of the Protect America Act ma);
challenge its !e.gnlizy before the Foreign Intelligence Surveillance Count,

Ttns cxtensive oversight helps ensure that agencics implementing the authoritics of the
Protect America Act are doing 50 in a careful, thoughtful, way that is fully ransparent o the
Ceongress, and that demoastrates due regard for the protcctmn of privacy and civi] liberties of
_ Ammcans .

[ hope this information is helpful. If you have any questions or would like more
information on uny of these issues, please contact Kathleen Turner in the Office of Logislative
Aftairs at ) :
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A 156:25:‘ 87
The Honorable John M. McConnell
Director '
Office of the Director of National Intelligence
Washington, DC 20511

Dear Director McConnell:

I appreciated our meeting on July 11, 2007 to discuss the Administration’s
proposal to modernize the Foreign Intelligence Surveillance Act (FISA). I found
your presentation thoughtful and helpful. As you know, Chairman Rockefeller
and Chairman Leahy have underscored our need to review the determinations and
legal opinions related to the President’s Terrorism Surveillance Program in order
to proceed with revision to existing U.S. law. This review is critical to a careful
revision of the FISA that satisfies our national security needs and addresses
important civil liberties concerns.

During our meeting, you singled out three key changes to the FISA that you
would like to be enacted on an expedited basis. In our ensuing discussion, we
confirmed that one of these provisions is already part of 1.S. law. AsInoted in
our meeting, it is vital to have legislative language that is narrowly crafted to
cover your two remaining changes in order to move forward in a timely way. I
look forward to reviewing the new language as soon as you develop it.

I welcome the opportunity to continue.our dialogue on this important issue.
Thank you for your attention to this matter and I look forward to your prompt
response.

r Sincereiy; s

o« ;éhcldm.Wiﬁtéhouse»-‘
- 1+ United States Senator

PRIN]TEP orr RECYCLED PAPER

R
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

July 27, 2007

The Honorable Harry Reid
Majority Leader
United States Senate

The Honorable Mitch McConnell
Minority Leader
United States Senate

The Honorable Nancy Pelosi
Speaker
House of Representatives

The Honorable John A. Boehner
Minority Leader
House of Representatives

Dear Majority Leader Reld Mmonty Leader McConnell, Madam Speaker and Mmonty Leader
Boehner

I appreciate the opportunity for today’s meeting between staff members and the
constructive dialogue on legislation to modernize the Foreign Intelligence Surveillance Act
(FISA) and restore our capability to help defend the country effectively. I am pleased that there
appears to be genuine agrcement on the need to act before the August recess to close gaps in our
current capability. <

Congressional staff provided thoughts on possible modifications of the current FISA
court process as an interim solution to remedy this gap. Unfortunately, this proposal would not
close critical gaps in the Intelligence Community’s ability to provide warning of threats to the
country. The proposal would continue the current situation that, in a significant number of cases,
we would have to obtain court orders to collect foreign intelligence about foreign targets located
overseas. The proposal would also require in practice that we continue to divert scarce
counterterrorism experts to compiling court submissions in order to gain judicial approval to
gather necessary foreign intelligence about these overseas targets. I conclude this proposal
- would not solve the deep concerns I have cxpressed about the current situation facing the
country.

Attached is an interim proposal which I believe will effectively close the critical gaps in
our intelligence capability in the short term. Although my strong preference is the immediate
adoption of the proposal I transmitted to Congress in April, in light of the urgency of the

UNCLASSIFIED
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situation, I offer the attached significantly narrowed proposal focused on the current, urgent need
of the Intelligence Community to provide warning. The proposal would make clear that court

orders are not necessary (o effectively collect foreign intelligence about foreign targets overseas.
The proposal would also provide a means of obtaining assistance that may be required from
private parties. : '

It is also my strong preference that we immediately provide liability protection for those
who are alleged to have assisied the government following September 11, 2001. However, in
recognition of your indication that more time is necessary to consider this matter, the interim
proposal does not contain such a provision. While far from ideal, this interim proposal would
immediately give our Intelligence Community the tools it needs to protect the Nation, pending
continued discussion of this important additional issue.

I am available to brief all members of the Congress at their earliest convenience on this
matter. Ilook forward to continuing our discussions and constructive dialogue. If you have any
questions on this matter, please contact me or the Chief of Staff to the President.

Sincerely,

- O o]

J.M. McConnell

cc:  The Honorable John D. Rockefeller IV
The Honorable Christopher S. Bond
The Honorable Silvestre Reyes
The Honorable Peter Hoekstra
The Honorable Patrick J. Leahy
The Honorable Arlen Specter
The Honorable John Conyers, Jr.
The Honorable Lamar S, Smith

Attachment: As stated

UNCLASSIFIED
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

July 24, 2007

The Honorable John D. Rockefeller, IV
Select Committee on Intelligence
United States Senate

‘Washington, DC 20510

The Honorable Patrick Leahy
Judiciary Committee

United States Senate
Washington, DC 20510

The Honorable Carl Levin

Setect Committee on Intelligence (Ex-Officio)
United States Senate

Washington, DC 20510

Dear Sanators:

Thank you for meeting with the Chief of Staff to the President, the Counsel to the
President, and me on Monday, July 23, 2007 to discuss a way forward on legislation to
modernize the Foreign Intelligence Surveillance Act (FISA) s as to restore our gapability to
help defend the country effectively. 1 appreciate the opportunities provided by the Senate over
the past meoriths to discuss the urgency of my proposal given the threat faced by the country.

Given the constructive dielogue of the past months, I was disappointed in the indication
at the meeting that the Senate may not be able to act on legislation before the August recess. The
recently released National InteHigence Bstimate concluded that the United States currently “is in
a heightened threat environment.” I have briefed a majority of Senators on specific details that
cause me to have deep concern about the current threat facing the country.

I have also discussed at hearings and other meetings how outdated parts of the FISA
statute significantly degrade the capability of the Intelligence Community to collect critical
intelligence to protect America, while doing little to enhance privacy protections for Americans.
As you are aware, in a significant number of cases, we are in the unfortunate position of having
to obtain court orders to-collect foreign intelligence about forelgn targets located oyerseas.

My duty as head of the Intelligence Community is to provide warning of terrarist activity -

and other threats to our security. But under the current statute, we are missing a significant
amount of foreign intelligence that we shouid be collecting to protect our country, 1 will scon
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forward separately a classified attachment to this letter describing the degraded capability we
currently face as a result of various dcvelopmcnts -and the reason for my deep concern.

In my view, it is essentxal to our Nation's security that Congress act immediately to
modernize FISA. The Administration’s strong preference is the immediate adoption of our
proposed bill, including retrospective protection against lawsuits for those who are alleged to
have assisted the government. In our conversations, you have indicated that the miost significant
impediments to prompt action on legislation are the Administration's insistence on retrospective
immunity for those who are alleged to have assisted the government after September 11, 2001
and the Administration's unwillingness to provide certain documents refated to highly classified
intelligence programs, particularly historical information on such programs. While I would
strongly prefer the liability issue be taken up and resolved now, my highest priority must be to
ensure that I am able to close intelligence gaps and provide critical warning time for our country.
If you continue to believe that it is not possible to resolve all issnes prior to the August break,
then I strongly urge you as a first step to act immediately on a FISA modernization bill that
would be prospective only. Our work during the summer recess could then turn to identifying a
way to provide meaningful liability protection and to attempt to reach an accommodation on the
document requests. While far from ideal, the Administration would support such a bifurcated
process that would allow ns to modenize FISA immediately and give our Intelligence
- Community the i0ols it needs now to protect the Narion, while leaving sside the importast but
less urgent Liability and document issues until later in the summer.

In the context of the current threat, the most critical piece needed right now by the
Intelligence Community is FISA modernization. 1urge you to. act prior to the Angust recess to
ensure we do not have critical gaps in our ability to provide waming of threats to the country. As
I stated before the Senate Select Committee on Intelligence on May 1, 2007, “Twle must make
the requested changes to protect our citizens and the nation.”

I look forward to continuing our discussions. i you have any questions op this matter,
please contact me or the Chief of Staff to the President.

Sincerely,
M el
IM. McConnell

cc:  The Honorable Christopher S. Bond
The Honorable Arien Specter
The Honorable John McCain
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~ DIRECTOR OF NATIONAL INTELLIGENGCE -
WASHINGTON, DC 20511

JUN 25 2007

The Honorable Tom Udall
House of Representatives
Washington, DC 20515

Dear Representative Udall:

Thank you for your May 3, 2007 letter to the President regarding Title IV of the
Administration’s proposed Intelligence Authorization Act for Fiscal Year 2008. The President
has asked me to respond to your concerns regarding the proposed amendments to the Foreign
Intelligence Surveillance Act (FISA). It is v1tally important that Congress and the Executive
Branch work together to close critical gaps in our intelligence capability, while ensuring the
protection of the civil liberties of Americans.

' As you have observed, in certain emergency situations, the proposed amendment to FISA
would permit the retention of information if it “contains significant foreign intelligence
information.” The intent behind the provision is to ensure that the Government may retain
valuable foreign intelligence that is collected unintentionally, rather than being required to
destroy all such information. However, this provision would not allow all information
inadvertently collected to be retained. Rather, the Government could retain only significant
information relating to the capabilities, intentions and activities of foreign powers, organizations
or persons, to include information on international terrorist activities. As a safeguard, the
"Administration’s proposal would require that all such retention be regularly reported to the

congressional intelligence committees as part of the Attorney General's assessments currently
required by FISA.

The proposal, as you note, also contains liability protection for persons that allcgedly
assisted the government with lawful intelligence activities after September 11, 2001. We
appreciate your position; however, it is vitally important that the Government retain a means to
secure the assistance of private parties. As a former Director of the National Security Agency, a
private sector consultant to the Intelligence Community, and now the Director of National
Intelligence, I am acutely aware that in order for us to do our job, we frequently need the
sustained assistance of those outside of government to accomplish our mission.

We appreciate your input regarding the specifics of the proposal. We have begun a
constructive dialogue with Members of Congress, their staffs, and groups outside of government
to discuss concerns and ideas for modifications. We are sure you agree that our most important

duty is to do everything possible to protect America, while ensuring that we respect the
Constitution, laws, and the civil liberties of all Amencans in all of our activities.

UNCLASSIFIED
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Elease contact my Director of Legislative

Sincerely, .

Q«Mé;w@

SR If you have any questionis on this matter,
' Affairs Kathleen Turner, who can be reached on’

J. M McConnell

‘*’,‘” o f%m@% to de
/re _
P

2
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

July 25, 2007

The Honorable Silvestre Reyes

. House Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, D.C. 20515

'Dear Chairman Reyes:

I write in response to your letter to the President of July 18, 2007, in which you stress the
imperative of the President’s taking steps to protect the Nation in light of recent findings
regarding terrorist risks to our homeland. I appreciate the commitment in your letter to make
immediate changes to the Foreign Intelligence Surveillance Act (FISA) if clarifications to the

‘law were necessary. Iam writing to reiterate my belief that such clarifications are urgently
needed and are reflected in the FISA modernization proposal that the Administration has
submitted to Congress. I hope that Congress will be able to act mmednately. as your letter
suggests, to provide the legislative changes needed to protect the nation in this period of
heightened threat.

. As you note, our Nation faces an intelligence “gap”— a situation in which our
Intelhgence Community everyday is “missing a significant portion of what we should be gettmg”
in order to protect the American people. I stressed the same point in recent testimony before the

~ Senate by explaining that “[w]e must make the requested changes [to FISA] to protect our
citizens and the nation” because, under FISA today, “[w]e are significantly burdened in
capturing overseas communications of foreign terrorists planning to conduct attacks inside the
United States.” Put differently, as the head of our Nation’s Intelligence Community, I am

“obligated to provide warning of threats of terrorist activity and I have deep concern about the
current threat s1tuauon

Like you, I believe that this situation is unacceptable in the current, heightened threat
environment. The recent National Intelligence Estimate concluded that our Nation faces a
determined enemy in Al Qaeda. If we are to stay a step ahead of the terrorists and protect the
American people, I firmly believe that we need to be able to use our capabilities to collect
foreign intelligence about foreign targets overseas without requirements imposed by an out-of-
date FISA statute. Accordingly, I share your view that it is essential that the Administration and.
Congress work together and without delay to close the current intelligence gap by amending the
FISA statute.

Hearings before the House Permanent Select Committee on Intelligence (HPSCI) in 2006

discussed this gap, in addition to open and closed hearings before the Senate in 2006. See, for
example, Lt. General Alexander’s statement before the Senate Judiciary Committee on July 26,
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2006 at a hearing on “FISA for the 21" Century.” While these hearings have resulted in
discussion of the issues, FISA remains in need of modernization. Today, for instance, the statute
requires in a number of important situations that we obtain court orders to most effectively
obtain foreign terrorist communications. Simply put, in a significant number of cases, we are in
the unfortunate position of having to obtain court orders to effectively collect foreign intelligence
about foreign targets located overseas.

Let me also emphasize that Congress’s providing additional resources to the Executive
Branch will not remedy intelligence gap It is necessary and essential that Congress modernize
FISA. Ibelieve it is not feasible, nor is it wise, to remove significant numbers of our most
critical analytic resources — counterterrorist analysts who understand the languages, organization,
and operations of our enemies — from tracking current threats to the nation and devote large

“numbers of them to writing detailed probable cause justifications in cases where the foreign
targets are located overseas. The classified annex outlines the scope of the issue and explains in
more detail why providing additional resources are not the answer. In short, resource allocation
is not the fundamental issue we face in this area, but instead a fundamental problem with a law
that requires modification to ensure we are protecting Amenca, while respectmg the privacy
rights of Americans.

Please contact me if you have any questions or addmonal views on how to amend FISA
immediately.

Sincerely,

@ wa

J.M. McConnell

cc: HPSCI members

UNCLASSIFIED
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- Modernizing the
Foreign Intelligence Surveillance Act

Statem,enf for tlie Record

Senate Select Committee on Intelligence -

‘May 1, 2007

J. Michael McConnell -
Director of National Intelligence
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Information as of
May 1, 2007

INTRODUCTION

UNCLASSIFIED

SENATE SELECT COMMI'I'I‘EE ON
INTELLIGENCE
FISA MODERNIZATION

UNCLASSIFIED
STATEMENT FOR THE RECORD

Good moming Chairman Rockefeller, Vice Chairman Bond,
and Members of the Commiwee

Iam pleasedtobeheretodaymmymleastheheadofthe
Intelligence Community (IC) to express my strong support for the
legislation that will modcm.ze the Foreign Intelligence Surveillance
Act of 1978 (FISA).-

Since 1978, FISA has served as the foundauon to conduct
electronic surveillance of foreign powers and agents of foreign
powers in the United States. My goal in appearing today is to share
with you the critically important role that FISA plays in protecting the
nation’s security, and how I believe the proposed leglslauon will
improve that role, while continuing to protect the pnvacy rights of
Amencans

The pmposéd legiélation to amend FISA has several key -
characteristics:

¢ It makes the statute technology-neutral. It seeks to
bring FISA up to date with the changes in
communications technology that have taken place
. since 1978;

e It seeks to restore FISA toits original focus on
"~ protecting the privacy interests of persons in the
United States;

¢ It enhances the Government's authority to secure
assistance by private eatities, which is vital to the
IC’s intelligence efforts;

UNCLASSIFIED ‘ . I
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e And, it makes changes that will streamline the FISA
process so that the IC can use FISA as a tool to

gather foreign intelligence information more qmckly
and efﬁclently

As the Committee is aware, I have spent the majority of my
professional life in the IC. In that capacity, I have been both a -
collector and a consumer; of intelligence information. I had the honor
of serving as Director of the National Security Agency (NSA) from
1992 to 1996. In that position, I was fully aware of how FISA serves
a critical function in enablmg the collectxon of foreign intelligence
information,

. In my first eight weeks on the job as the new Director of
National Intelligence, I immediately can see the results of FISA-
authorized collection activity. I cannot overstate how instrumental
FISA has been in helping the IC protect the nation from terronst
attacks since September 11, 2001

Some of the specxﬁcs that support my testimony cannot be
discussed in open session. This is because certain iriformation about
our capabilities could cause us to lose capabnhty I look forward to
claborating further on all aspects of the issues in a closed, classified
sefting.

I can, however, make a summary level comment about the
current FISA legislation. Since the law was drafted in a period
preceding today’s global information technology transformation and
does not address today’s global systems in today’s terms, the
community is significantly burdened in capturing overseas
communications of foreign terrorists planning to conduct attacks -
inside the United States. We must make the requested changes to
protect our citizens and the nation.

TODAY’S NATIONAL - Because I believe that the proposed legislation will advance
SECURITY THREATS our ability to protect the national security, I would like to take a few
' - minutes to discuss some of the current threats. The most obviousis
_ the continued threat from international terrorists. Despite the fact that
we are in the sixth year following the attacks of September 11, 2001,
and despite the steady progress we have made in dismantling the al
Qaeda organization, significant threats from al Qaeda, other terrorist
organizations aligned with it, and its sympathizers rémain.

Today, America confronts a greater diversity of threats and
challenges to attack inside our borders than ever before. As a result,
the nation requires more from our IC than ever before.

I served as the Director of NSA at a time when the IC was
first adapting to the new threats brought about by the end of the Cold
War. Moreover, these new threats are enhanced by dramatic, global
advances in telecommunications, transportation, technology, and new
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centers of economic growth.

Although the aspects of Globalization are not themselves a
threat, they facilitate terrorism, heighten the danger and spread of the
proliferation of Weapons of Mass Destruction (WMD), and contribute
to regional instability and reconﬁgumt:ons of power and influence —
especxally through increasing competition for energy.

- Globalization also exposes the United States to complex
counterintelligence challenges. Our comparative advantage in some
areas of technical intelligence, where we have been dominant in the
past, is being eroded. Several non-state actors, including international
terrorist groups, conduct intelligence activities as effectively as -
capable state intelligence services. Al Qaeda, and those aligned with
and inspired by al Qaeda, continue to actively plot terrorist attacks
against the United States, our interests and allies.

- A significant number of states also conduct economic
espionage. China and Russia’s foreign intelligence services are
among the most aggressive in collecting against sensitive and
protected U.S. systems, facilities, and development projects
approaching Cold War levels.

FISA NEEDS TO BE "In today’s threat environment, the FISA legislation is not

TECHNOLOGY-NEUTRAL agile enough to handle the country’s intelligence needs. Enacted
nearly thirty years ago, it has not kept pace with 21st Century
developments in communications technology. As a result, FISA
frequently requires judicial authorization to collect the
communications of non-U.S., i.e., foreign persons, located outside the
United States. Currently, FISA forces a detailed examination of four
questions: :

Who is the target of the communications?
Where is the target located?

How do we intercept the communications?
Where do we intercept the communications?

This analysis clogs the FISA process with matters that have
little to do with protecting privacy rights of persons inside the United
States. Modernizing the FISA would greatly improve the FISA
process and relieve the massive amounts of analytic resources
currently being used to craft FISA apphcanons

FISA was enacted before cell phones, before e-mail, and
before the Internet was a tool used by hundreds of millions of people
worldwide every day. When the law was passed in 1978, almost all
local calls were on a wire and almost all long-haul communications
were in the air, known as “wireless” communications. Therefore,
FISA was written to distinguish between collection on a wire and

~ collection out of the air.
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3
000062



FOREIGN INTELLIGENCE
COLLECTION UNDER
FISA -

UNCLASSIFIED

Now, in an age of modern telecommunications, the situation
is completely reversed; most long-haul communications are on a wire
and local calls are in the air. Thmk of using your cell phone for
mobile communications.

Communications technology has evolved in ways that have
had unforeseen consequences under FISA. Technological changes -
have brought within FISA's scope communications that the IC
believes the 1978 Congress did not intend to be covered. In short,
communications currently fall under FISA that were ongmally

~ excluded from the Act.

The solution is to make the FISA technology-neutral. Just as
the Congress in 1978 could not anticipate today’s technology, we
cannot know what changes technology may bring in the next thirty
years. Our job is to make the country as safe as possible by providing
the highest quality intelligence available. There is no reason to tie the
nation’s security to a snapshot of outdated technology.

Communications that, in 1978, would have been transmitted
via radio or satellite, are transmitted principally via fiber optic cables.
While Congress in 1978 specifically excluded from FISA's scope
radio and satellite communications, certain fiber optic cable
transmissions currently fall under FISA’s definition of electronic
surveillance. Congress® intent on this issue is clearly stated in the
legislative history: .

“the legislation does not deal with international signals
intelligence activities as currently engaged in by the National Security
Agency and electromc surveillance conducted outside the United
States.” :

Similarly, FISA places a premium on the location of the
collection. Legislators in 1978 could not have been expected to
predict an integrated global communications grid that makes
geography an increasingly irrelevant factor. Today a single
communication can transit the world even if the two people

. communicating are only a few miles apart.

And yet, simply because our law has not kept pace thh our
technology, communications intended to be excluded from FISA, are
included. This has real consequences to our men and women in the
IC working to protect the nation from foreign threats. :

Today, IC agencies may apply, with the approval of the
Attorney General and the certification of other high level officials, for
court orders to collect foreign intelligence information under FISA.
Under the existing FISA statute, the IC is often required to make a

-showing of probable cause, a notion derived from the Fourth
Amendment, in order to target for surveillance the communications of
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a foreign person overseas. -

Frequently, although not always, that person's
communications are with another foreign person overseas. In such
cases, the current statutory requirement to obtain a court order, based
on a showing of probable cause, slows, and in some cases prevents
altogether, the Government's efforts to conduct surveillance of
communications it believes are significant to the national security.

) This is a point worth emphasizing, because I think many
Americans would be surprised at what the current law requires. To

state the case plainly: there are circumstances under which when the
Government seeks to monitor, for purposes of protecting the nation
from terrorist attack, the communications of foreign persons, who are

‘physically located in foreign countries, the Government is required
under FISA to obtain a court order to authorize this collection. We

- find ourselves in this position because the language in the FISA

statute, crafted in 1978, simply has not kept pace with the revolution

in communications technology.

Moreover, this Committee and the American people should
be confident that the information the IC is seeking is foreign
intelligence information. Writ large, this includes information
relating to the capabilities, intentions and activities of foreign powers,
~ organizations or person, including information on international
terrorist activities. FISA was intended to permit the surveillance of
foreign intelligence targets, while providing appropriate protection
through court supervxsxontoUS cmzensandtootherpersons in the
United States.

While debates concemning the extent of the President's
constitutional powers were heated in the mid-1970s, as indeed they
are today, we believe that the judgment of Congress at that time was
that FISA’s regime of court supervision was focuséd on sitaations -
where Fourth Amendment interests of persons in the United States
were implicated. It is important to note that nothing in the proposed
legislation changes this basic premise in the law.

Another thing that this proposed legislation does not do is
change the law or procedures governing how NSA, or any other
government agency, treats information concerning United States
persons. For example, during the course of its normal business under
current law, NSA will sometimes encounter information to, fromor
about U.S. persons. Yet this fact does not, in itself, cause the FISA to
apply to NSA's overseas surveillance activities.

- Instead, at all times, NSA applies procedures approved by the
U.S. Attorney General to all aspects of its activities that minimize the
acquisition, retention and dissemination of information concerning
U.S. persons. These procedures have worked well for decades to
ensure the constitutional reasonableness of NSA's surveillance
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activities, and eliminate from intelligence reports incidentally
acquired information concerning U.S. persons that does not constitute
foreign intelligence.

Some observers may be concemed about “reverse targetmg
in which the target of the electronic surveillance is really a person in
the United States who is in communication with the nominal forexgn
intelligence target overseas. In such cases, if the real target is in the
United States, FISA would require the IC —to seek approval from the

- FISA Court in order to undertake such electronic surveillance.

In short, the FISA’s definitions of “electronic
surveillance” should be amended so that it no longer matters
how collection occurs (whether off a wire or from the air). If the
subject of foreign intelligence surveillance is a person
reasonably believed to be in the United States or if all parties to
a communication are reasonably believed to be in the United
States, the Government should have to go to court to obtain an
order authorizing such collection. If the government seeks to
acquire communications of persons outside the United States, it
will continue to be conducted under the lawful authority of
Executive Order 12333, as they have been for decades.

The proposed legislation reflects that it is vitally important
that the Government retain a means to secure the assistance of
communications providers. As Director of NSA, a private sector
consultant to the IC, and now Director of National Intelligence, I
understand that in order to do our job, we frequently need the
sustained assistance of those outside of government to accomplish om‘
mission.

Presently, FISA establishes a mechanism for obtgining a
court order directing a communications carrier to assist the
Government with the exercise of electronic suryeillance that is’
subject to Court approval under FISA. However, as a result of the
proposed changes to the definition of electronic surveillance, FISA
does not provide a comparable mechanism with respect to authorized
communjcgtions jntelligegice activities. The proposal would fill this
gap by providing the Government with means to obtain the aid of a
court to ensure private sector cooperauon with lawful intelligence
activities,

This is a critical provision that works in concert with the
proposed change to the definition of “electronic surveillance.” It is
crucial that the government retain the ability to ensure private sector
cooperation with activities that are “electronic surveillance” under
current FISA, but that would no longer be if the definition were
changed. It is equally critical that private entities that are alleged to
have assisted the IC in preventing future attacks on the United States
be insulated from liability for doing so. The draft FISA
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MMZaHon proposal contains a provision that would accompl:sh

this objective.
THE FISA PROCESS SHOULD ~  In addition to updating the statute to accommodate new
BE STREAMLINED technologies, protecting the rights of people in the United States, and

securing the assistance of private parties, the proposed legislation also
makes needed administrative changes. These changes include:

(1) streamlining applications made to the FISA Court, and (2)
extending the time period the Department of Justice has to prepare
applications following Attorney General authorized emergency
collection of foréign intelligence information.

The Department of Justice estimates that these prooess-
oriented changes potentially could save thousands of attorney work
hours, frecing up the Justice Departmeent’s National Security lawyers
and the FISA Court to spend more of their time ‘and energy on cases
involving United States persons - - precisely the cases we want them
to be spending their efforts on. And, if we combine the streamlining
provisions of this bill with the technology-oriented changes proposed,
the Intelligence Community will be able to focus its operational
personnel where they are needed most.

FISA WILL CONTINUE TO When discussing whether significant changes to FISA
PROTECT CIVIL LIBERTIES  are appropriate, it is always appropriate to thoughtfully consider
) FISA’s history. Indeed, the catalysts for FISA’s enactment were
. abuses of electronic surveillance that were brought to light. The
revelations of the Church and Pike committees resulted in new
rules for U.S. intelligence agencies, rules meant to inhibit
abuses while preserving our intelligence capabilities. I want to
emphasize to this Committee, and to the American people, that
none of the changes being proposed are intended to, nor will
have the effect of, disrupting the foundation of credexhty and °
legitimacy that FISA established.

Instead, we will continue to conduct our foreign intelligence
collection activities under robust oversight that arose out of the
Church and Pike investigations and the enactment of FISA.
Following the adoption of FISA, a wide-ranging, new intelligence
oversight structure was built into U.S. law. A series of laws and
Executive Orders established oversight procedures and substantive
limitations on intelligence activities. After FISA, the House and
Senate each established intelligence oversight committees. Oversight
mechanisms were established within the Department of Justice and
within each intelligence agency — including a system of inspectors
general,

More recently, additional protections have been implemented
community-wide. The Privacy and Civil Liberties Oversight Board
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was established by the Intelligence Reform and Terrorism Prevention
Act of 2004. The Board advises the President and other senior
executive branch officials to ensure that concemns with respect to
privacy and civil liberties are appropriately considered in the
implementation of all laws, regulations, and executive branch policies
related to efforts to protect the Nation against terrorism. Unlike in the
1970s, the IC today operates within detailed, constitutionally-based,
substantive, and procedural limits under the watchful eyes of

. Congress, numerous institutions within the Executive Branch, and,
through FISA, the judiciary.

With this robust oversight structure in place, it also is
important to ensure that the IC is more effective in collecting and
processing information to protect Americans from terrorism are other
threats to the security of the United States. FISA must be updated to
meet the new challenges faced by the IC.

The Congressional Joint Inquiry Commission into IC
Activities Before and After the Terrorist Attacks of September 11,
2001, recognized that there were systemic problems with FISA.
implementation. For example, the Commission noted that “there
were gaps in NSA’s coverage of foreign communications and FBI's
coverage of domestic communications.” As a result of these and
other reviews of the FISA process, the Departmcnt of Justice and IC
have conlmually sought ways to unprove

The proposed changes to FISA address the problems noted by
the Commission. At the same time, a concerted effort was made in
our proposal to balance the country's need for foreign intelligence
information with the need to protect core individual civil rights.

CONCLUSION A ' This proposed legislation seeks to accomplish several goals:

o First, the changes proposed are intended to make FISA
technology-neutral, so that as communications technology
develops - - which it absolutely will - - the language of the
statute does not become obsolete.

e Second, this proposal is not intended to change privacy
protections for Americans. In particular, this proposal makes
no changes to the findings required to determine that a U.S.
person is acting as an agent of a foreign power. The proposal
returns the FISA to its original intent of protecting the
privacy of persons in the United States.

o Third, the proposed legislation enhances the Government’s
ability to obtain vital assistance of private entities.

¢ And fourth, the proposed legislation allows the Government
to make some administrative changes to the way FISA
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applications are processed. As Congress has noted in its
reviews of FISA process, streamlining the FISA process
makes for better government.

This Committee should have confidence that we understand
that amending FISA is a major proposal. We must get it right. This
proposal is being made thoughtfully, and after extenslve coordination
for over a year .

Finally, I would like to state clearly my belief that bipartisan
support for bringing FISA into the 21* Century is essential. Over the
course of the last year, those working on this proposal have appeared
at hearings before Congress, and have consulted with Congressional
staff regarding provisions of this bill. This consultation will continue.
We look to the Congress to partner in protecting the nation. I ask for
your support in modernizing FISA so that it will continue to serve the
nation for years to come.

_ AsI stated before this Committee in my confirmation hearing
.earlier this year, the first responsibility of intelligence is to achieve
understanding and to provide wamning. As the new head of the
nation’s IC, it is not only my desire, but my duty, to encourage
changes to policies and procedures, and where needed, legislation, to
improve our ability to provide warning of terrorist actmty and other
threats to our secunty

I look forward to answering the Committee’s questions
regarding this important proposal to bring FISA into the 21" Century.
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Congress of the nited States
Washington, BC 20515

August 1, 2007

The Honorable Michael McConnell
Director of National Intelligence
Bolling Air Force Base ‘ i
Washington, DC 20005 '

Dear Admiral McConnell: “ i
Thank you for meeting with the Blue Dogs yesterday.

We share your concern about the need for surveilling af] foreign-to-foreign
communications involving suspected terrorists, and believe Congress should act before
we recess to clarify your authority to do this.

We support legislation to:

1. Authorize the FISA Court to issue a single order which approves your
ability to conduct certain targeting operations in foreign countries.

2. Clarifies that no court order is required to conduct surveillance of
foreign-to-foreign communications that are routed through the United
States.

3. Requires individualized warrants for Americans,

4, Compels compliance by private sector partners.

5. Sunsets in 180 days.

We also agree that it is important to address the issue of retroactwe 11ab1111y for
private sector partners,

_ " We intend to communicate our views promptly to House leadership and to urge
them to put this legislation on the House Calendar this week.

Sincerely,

Buo Cemere.

PRINTED ON MeCYCLED PAPER
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U.S. HOUSE OF REPRESENTATIVES
PERMANENT SELECT COMMITTEE
ON INTELLIGENCE

© May 31, 2007

The Honorable Mike McConnell

Director of National Intelligence
Office of the Director of National Intelligence .
Washington, DC 20511

The Honorable Alberto Gonzales
Attorney General of the United States
U.S. Department of Justice

950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Director McConnell and General Gonzales,

RO002

H-405, THE. CAPFTOL
WASHINGTON, DC 20515
(202) 225-7690

MK:HAELDEIANEY
ETAFFOWECTOR

MICHAELMEERMANG
MINORITYSTAPFDIREC TOR

The House Permanent Select Committee on Intelligence is conducting a review of

electronic surveillance activities by U.S intelligence agencies and legal authorities

governing electronic surveillance, particularly the Forelgn Intelligence Surveillance Act

(FISA).

This letter follows previous letters sent by the Committee as well as several

requests made by Members and Staff for documents relating to the NSA Survelllance

Program, described by the President as the "Terrorist Surveillance Program,"

(heremafter the Program).

To assist the Committee in evaluating afguments about the need to alter FISA, we
request that you provide the following documents to the Committee no later than June 8,

2007.
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1) All documents that reflect the President's authorization and reauthorization of

the Program, including any predecessor or successor programs, from 2001 to
present;

2) Any policy decision memorandum - or like document - that details the policy .
rationale for the President's authorization of the original Program. If such
memoranda cannot be provided, a written statement, signed by competent
authority, detailing the need for the TSP authorization in 2001 will suffice;

~ 3) All documents, including memoranda, that contain analysis or opinions from

the Department of Justice, the National Security Agency, the Department of |
Defense, the White House, or any other entity within the Executive Branch on the
legality or legal basis for the Program, including documents that describe why the |
necessary surveillance could or could not take place under FISA, from 2001 to

present,

4) Any memorandum within the control of the Executive Branch that details the
civil liberties safeguards (including minimization procedures) for American
citizens built into Program from 2001 on, also any memorandum that explains the
efficacy of such civil liberties safeguards. If such memoranda cannot be
provided, a written statement, signed by competent authority, explaining these
safeguards and their efficacy will suffice;

5) A written assessment of the efficacy of the Program from 2001 on. Such
assessment should explain what kind of information was gained by the Program,
how effective the Program was in gaining such information, what that information
was used for and the relative value of continuing the Program in its current form;

6) All documents that reflect communications with the Foreign Intelligence
Surveillance Court about the Program or types of surveillance that were

“conducted as part of that Program, that contain legal analysis, arguments, or

decisions concerning any interpretation of FISA, the Fourth Amendment, the
Authorization to Use Military Force or the President's authority under Article II
of the Constitution, from 2001 to the present;

- 7) A written assessment of the effects of the unauthorized public disclosure of the

Program in December 2005. Such assessment should include a statement of the
Impacts of the unauthorized disclosure in terms of fiscal costs, continued access to

intelligence information, cooperation of third parties and overall harmto U.S. -
national security, '

8) All documents that reflect communications with any telecommunications
company relating to the authorization, legal authority, or legal justification for the

* Program, from 2001 to present."
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The Committee cannot begin a serious evaluation of legislative proposals to alter the
FISA system unless we have facts regarding the adequacy of existing legal authorities.
We trust that you will comply with this request so that our evaluation of legislation may
begin promptly. ' o

Sincerely,

estre Re s; ; o Hoekstra

Chairman Ranking Republican Member
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

August 6, 2007

The Honorable Harry Reid
Majority Leader
United States Senate

The Honorable Mitch McConnell
Minority Leader
United States Senate

~ Dear Majority Leader Reid and Minority Leader McConnell:

I write to the United States Senate after discussions with Members indicated a letter
discussing the “Protect America Act of 2007,” §.1927 (Act) would be helpful. I deeply
appreciate the time spent by Members understanding the need for this legislation and acting
before the August recess to close critical gaps in the Intelligence Commumty s ability to provide
warning of threats to the country.

First, I note that this was not an issue discussed only in the last few weeks. In 2006, there
were extensive hearings and meetings before the Senate and the House of Representatives,
including an unusual open hearing before the Senate Judiciary Committee on “FISA for the 21*
Century” on July 26, 2006 where the Director of the Central Intelligence Agency and the
Director of the National Security Agency (NSA) testified. In addition, there were numerous bills
introduced in both the House and Senate. Indeed, in 2006, the House of Representatives passed
the “Electronic Surveillance Modemization Act” (H.R. 5825), but the Senate did not pass
legislation on this issue. In April 2007, responding to a congressional request, I transmitted to
Congress a proposal to modemize FISA and appeared at an open hearing before the Senate
Select Committee on Intelligence on May 1, 2007.

In addition, there were numerous classified briefings provided to committees of
Congress, individual Member briefings, and sessions open to all Members of Congress. The
leglslanve record of consideration of this issue has been lengthy and deep in substance.

Second, there is understandable confusion in the public discussion of what is admittedly a
complex — and frequently classified - issue. But I would note that in the interest of providing an
extensive legislative record and allowing for public discussion of this issue, the Intelligence
Community discussed in open settings extraordinary information dealing with our operations.
This will come at a price to our ability to collect vital foreign intelligence. However, to ensure
there was open legislative consideration of this matter, leaders of the Intelligence Community
went far further in open discussions than in any other time I can recall in my forty-year
mtelligence career.

As 1 noted in my testimony on May 1, 2007, but lost in some recent discussion of this

issue, the fundamental fact is that the Act is aimed at restoring the effect of the Foreign
Intelligence Surveillance Act (FISA) drafted in 1978. FISA, based on the technology of 1978,
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specifically excluded from its scope certain types of international communications carried by
radio and satellite. Today, many of those same communications are now transmitted by different
‘means. This change in technology resulted in requiring, in a significant number of cases, that the
Government seek court orders to monitor the communications of foreign persons physically
located in foreign countries. To be clear - the Intelligence Community was diverting scarce
counterterrorism analysts who speak the languages and understand the cultures of adversaries to
compiling lengthy court submissions to support probable cause findings on an individualized
basis by the FISA Court in order to gather foreign intelligence from foreign terrorists located
overseas. This is an unacceptable and irresponsible use of Intelligence Community resources.

Related to the discussion of exclusions contained in FISA as enacted in 1978 is the
proposal of limiting the gathering of foreign intelligence from targets located overseas to discrete
categories such as “international terrorism.” In 1978, generally no such limitation was placed on
activities excluded from the definition of electronic surveillance in FISA and directed at persons
overseas - nor is one appropriate today. The Intelligence Community must be able to gather
needed intelligence information on the array of threats to our national security as it was able to in
1978. .

Third, while fixing the problems created by changes in technology, the Act creates new
requirements not present in FISA as enacted in 1978. In addition to requiring certain
- determinations from the Attorney General and the Director of National Intelligence, the Act
requires the Government to submit its procedures established under the Act for determining that
acquisitions are not electronic surveillance to the FISA Court for judicial review.

Fourth, FISA — both before the enactment of this Act and after — generally requires a
court order to target the communications of persons in the United States for electronic ‘
surveillance as defined by FISA. Again, that was the case before this enactment and will remain
the case after. This is a requirement I strongly support. '

Fifth, there has also been confusing discussion about the treatment of information
concerning United States persons by NSA. These procedures governing how NSA treats
information concerning United States persons are frequently referred to as “minimization”
procedures. During the course of normal operations, NSA will sometimes encounter information
to, from or about U.S. persons. That fact does not, in itself, cause FISA to apply to NSA’s
activities directed at persons located overseas. o

Instead, as it has for decades, NSA applies procedures approved by the U.S. Attomey

" General to its activities that minimize the acquisition, retention, and dissemination of information
concerning U.S. persons. These procedures have worked well for decades and eliminate from
intelligence reports incidentally acquired information concerning U.S. persons that does not
constitute foreign intelligence. :

The Act makes clear in Section 105B(a)(5) that “the minimization procedures to be used
with respect to [acquisitions must] meet the definition of minimization procedures under section
101(h)” of FISA, which defines in law the requirements of such procedures. The Act does not
change the definition of minimization procedures contained in FISA.

Finally, there will be intense oversight of activities conducted under the Act. ‘There are
extensive training, compliance, and other procedures in place at agencies to ensure our activities

2
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are conducted according to law. The relevant agencies have Inspectors General staffs with the -
appropriate clearances, training, and technical background to ensure that activities are reviewed
and audited.

T am committed to keeping the Congress fully and currently informed of how this Act has

* improved the ability of the Intelligence Community to protect the country and reporting — and

remedying — any incidents of non-compliance.

Thank you for the time afforded to me and the consideration of proposals to fix critical
gaps in our intelligence operations. Ilook forward to continuing our discussions and working
with all Members to address any concemns about the Act. If you have any questions on this
matter, please contact me.

Sincerely,

it ol

J.M. McConnell

cc:  All Senate Members

Attachment: DNI Statement for the Record, May ‘1‘, 2007
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SENATE SELECT COMMITTEE ON
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FISA MODERNIZATION

UNCLASSIFIED
STATEMENT FOR THE RECORD

Good morning Chau'man Rockefeller, Vloe Chau-man Bond

‘ and Members of the Committee.

1am pleased to be here today in my role as the head of the
Intelligence Community (IC) to express my strong support for the
legislation that will modermze the Foreign Intclhgcncc Surveillance
Act of 1978 (FISA).-

Since 1978, FISA has served as the foundation to conduct
electronic surveillance of foreign powers and agents of foreign
powers in the United States. My goal in appearing today is to share
with you the critically important role that FISA plays in protecting the
nation’s security, and how I believe the proposed leglslauon will
improve that role, whlle contmumg to protect the pnvacy rights of
Amencans

The proposéd legiélation to amend FISA has several key"
characteristics:

o It makes the statute technology-neutral. It seeks to
bring FISA up to date with the changes in
communications technology that have taken place
since 1978, -

e Itseeks to restore FISA to its original focus on
protecting the privacy interests of persons in the
United States;

o It enhances the Government’s authority to secure
assistance by private entities, which is vital to the
IC's intelligence efforts;

UNCLASSIFIED . 1
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e And, it makes changes that will streamline the FISA
process so that the IC can use FISA as a tool to
gather foreign intelligence information more qmckly
and efﬁclently .

As the Committee is aware, [ have spent the majority of my
professional life in the IC. In that capacity, I have been both a *
collector and a consumer; of intelligence information. Ihad the honor
of serving as Director of the National Security Agency (NSA) from
1992 to 1996. In that position, I was fully aware of how FISA serves
a critical function in enabhng the collectlon of foreign intelligence
information.

In my first eight weeks on the job as the new Director of
National Intelligence, I immediately can see the results of FISA-
authorized collection activity. I cannot overstate how instrumental
FISA has been in helping the IC protect the nation from terronst
attacks since September 11, 2001.

Some of the spemﬂcs that support my testimony cannot be
discussed in open session. This is because certain iriformation about
our capabilities could cause us to lose capability. I look forward to
elaborating further on all aspects of the issues in a closed, classified
setting.

I can, however, make a summary level comment about the
current FISA legislation. Since the law was drafted in a period
preceding today’s global information technology transformation and

oesnotaddresstoday s global systems in today’s terms, the
community is significantly burdened in capturing overseas .
communications of foreign terrorists planning to conduct attacks -
inside the United States. We must make the requested changes to
protect our citizens and the nation.

Because I believe that the proposed legislation will advance
our ability to protect the national security, I would like to take a few
minutes to discuss some of the currerit threats. The most obvious is
the continued threat from international terrorists. Despite the fact that
we are in the sixth year following the attacks of September 11, 2001,
and despite the steady progress we have made in dismantling the al
Qacda organization, slgmﬁcam threats from al Qaeda. other terrorist
organizations aligned with it, and its sympathizers yemam

Today, America confronts a greater diversity of threats and
challenges to attack inside our borders than ever before. As a result,
the nation requires more from our IC than ever before.

I served as the Director of NSA at a time when the IC was
first adapting to the new threats brought about by the end of the Cold
War. Moreover, these new threats are enhanced by dramatic, global
advances in telecommunications, transportation, technology, and new

- UNCLASSIFIED 2
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centers of economic growth.

Although the aspects of Globalization are not themselves a -
threat, they facilitate terrorism, heighten the danger and spread of the
proliferation of Weapons of Mass Destruction (WMD), and contribute
to regional mstablllty and reconfigurations of power and influence —
especially through increasing competition for energy.

Globalization also exposes the United States to complex
counterintelligence challenges. Our comparative advantage in some
areas of technical int¢lligence, where we have been dominant in the
past, is being eroded. Several non-state actors, including international
terrorist groups, conduct mtclhgence activities as effectively as '
capable state intelligence services. Al Qaeda, and those aligned with
and inspired by al Qaeda, continue to actively plot terrorist attacks
against the United States, our interests and allies.

A significant number of states also conduct economic
espionage. China and Russia's foreign intelligence services are
among the most aggressive in collecting against sensitive and
protected U.S. systems, facilities, and development projects
approaching Cold War levels.

FISA NEEDS TO BE In today’s threat environment, the FISA leglslauon is not
TECHNOLOGY-NEUTRAL  agile enough to handle the country’s intelligence needs. Enacted
: nearly thirty years ago, it has not kept pace with 21st Century
developments in communications technology. As a result, FISA
frequently requires judicial authorization to collect the
communications of non-U.S., i.e., foreign persons, located outside the
- United States. Currently, FISA forces a detailed examination of four

questions:

Who is the target of the communications?
Where is the target located?

How do we intercept the communications?
Where do we intercept the communications?

This analysis clogs the FISA process with matters that have
little to do with protecting privacy rights of persons inside the United
States. Modernizing the FISA would greatly improve the FISA
process and relieve the massive amounts of analytic resources
currently being used to craft FISA applications.

FISA was enacted before cell phones, before e-mail, and
before the Internet was a tool used by hundreds of millions of people
worldwide every day. When the law was passed in 1978, almost all
local calls were on a wire and almost all long-haul communications
were in the air, known as “wireless” communications. Therefore,
FISA was written to distinguish between collection on a wire and
collection out of the air.

UNCLASSIFIED 3
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~ Now, in an age of modern telecommunications, the situation
is completely reversed; most long-haul communications are on a wire
and local calls are in the air. Thmk of using your ocll phone for
mobile communications.

" Communications technology has evolved in ways that have
had unforeseen consequences under FISA. Technological changes
have brought within FISA's scope communications that the IC
believes the 1978 Congress did not intend to be covered. In short,

~ communications currently fall under FISA that were ongmally
excluded from the Act.

The solution is to make the FISA technology-neutral. Just as
the Congress in 1978 could not anticipate today’s technology, we
cannot know what changes technology may bring in the next thirty
years. Our job is to make the country as safe as possible by providing
the highest quality intelligence available. There is no reason to tie the
nation’s secunty to a snapshot of outdated technology.

Commumcauons that, in 1978 would have been transmitted
via radio or satellite, are transmitted principally via fiber optic cables.
While Congress in 1978 specifically excluded from FISA's scope
radio and satellite communications, certain fiber optic cable
transmissions currently fall under FISA’s definition of electronic
surveillance. Congress’ intent on this issue is clearly stated in the
legislative history: . .

“he legislation does not deal with international signals
intelligence activities as currently engaged in by the National Security
Agency and electromc surveillance  conducted outside the United
States.” :

Similarly, FISA places a premium on thie location of the
collection, Legislators in 1978 could not have been expected to
predict an integrated global communications grid that makes
geography an increasingly irrelevant factor. Today a single
communication can transit the world even if the two people
communicating are only a few miles apart. :

And yet, simply because our law has not kept pace with our
technology, communications intended to be excluded from FISA, are
included. This has real consequences to our men and women in the
IC working to protect the nation from foreign threats. '

FOREIGN INTELLIGENCE

COLLECTION UNDER . Today, IC agencies may apply, with the approval of the
FISA - Atxomey General and the certification of other high level officials, for

court orders 1o collect foreign intelligence information under FISA.
Under the existing FISA statute, the IC is often required to make a
-showing of probablc cause, a notion derived from the Fourth
Amendment, in order to target for surveillance the communications of
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a foreign person overseas.

F:equently. although not always. that person's
communications are with another foreign person overseas. In such
cases, the current statutory requirement to obtain a court order, based
on a showing of probable cause, slows, and in some cases prevents
altogether, the Government's efforts to conduct surveillance of
communications it belicves are significant to the national security.

This is a point worth emphasizing, because I think many
Americans would be surprised at what the current law requires. To
state the case plainly: there are circumstances under which when the
Government seeks to monitor, for purposes of protecting the nation
from terrorist attack, the communications of foreign persons, who are
physically located in foreign countries, the Government is required
under FISA to obtain a court order to authorize this collection. We
find ourselves in this position because the language in the FISA
statute, crafted in 1978, simply has not kept pace with the revoluuon
in commumcauons wchnology

Moreover, this Committee and the American people should.
be confident that the information the IC is seeking is foreign
intelligence information. Writ large, this includes information
relating to the capabllmw. intentions and activities of foreign powers,
organizations or person, including information on international
terrorist activities. FISA was intended to permit the surveillance of
foreign intelligence targets, while providing appropriate protect.lon
through court supervision to U. S citizens and to other persons in the
United States.

While debates concerning the extent of the President's
constitutional powers were heated in the mid-1970s, as indeed they
‘are today, we believe that the judgment of Congress at that time was

that FISA’s regime of court supervision was focuséd on situations -
where Fourth Amendment interests of persons in the United States

. were implicated. It is important to note that nothing in the proposed
legislation changes this basic premisé in the law. :

Another thing that this proposed legtslanon does mot do is
change the law or procedures governing how NSA, or any other
government agency, treats information concerning United States
persons. For example, during the course of its normal business under
- current law, NSA will sometimes encounter information to, from or
about U.S. persons. Yet this fact does not, in itself, cause the FISA to
apply to NSA's overseas surveillance activities.

Instead, at all times, NSA applies procedures approved by the
U.S. Attorney General to all aspects of its activities that minimize the
acquisition, retention-and dissemination of information concerning
U.S. persons. These procedures have worked well for decades to

ensure the constitutional reasonableness of NSA's surveillance

UNCLASSIFIED o 5

000084



UNCLASSIFIED

activities, and eliminate from intelligence reports incidentally
acquired information concerning U.S. persons that does not constitute
foreign intelligence. ‘ ‘

Some observers may be concemed about “reverse targeting”
in which the target of the electronic surveillance is really a person in
the United States who is in communication with the nominal foreign
intelligence target overseas. In such cases, if the real target is in the
United States, FISA would require the IC —to seek approval from the
FISA Court in order to undertake such electronic surveillance.

In short, the FISA’s definitions of “electronic
surveillance” should be amended so that it no longer matters
how collection occurs (whether off a wire or from the air). If the
subject of foreign intelligence surveillance is a person
reasonably believed to be in the United States or if all parties to
a communication are reasonably believed to be in the United
States, the Government should have to go to court to obtain an
order authorizing such collection. If the government seeks to
acquire communications of persons outside the United States, it
will continue to be conducted under the lawful authority of
Executive Order 12333, as they have been for decades.

SECURING ASSISTANCE The proposed legislation reflects that it is vitally important '
. UNDER FISA that the Government retain a means to secure the assistance of
- : communications providers. As Director of NSA, a private sector
- consultant to the IC, and now Director of National Intelligence, 1
understand that in order to do our job, we frequently need the
sustained assistance of those outside of government to accomplish our
mission.

Presently, FISA establishes a mechanism for obtaining a

court order directing a communications carrier to assistthe
Government with the exercise of electronic surveillance that is

- subject to Court approval under FISA. However, as a result of the
proposed changes to the definition of electronic surveillance, FISA
does not provide a comparable mechanism with respect to authorized
communications intelligence activities. The proposal would fill this -
gap by providing the Government with means to obtain the aid of a
court to ensure private sector cooperation with lawful intelligence
activities. '

~ This is a critical provision that works in concert with the
‘proposed change to the definition of “electronic surveillance.” It is
crucial that the government retain the ability to ensure private sector
cooperation with activities that are “electronic surveillance” under
current FISA, but that would no longer be if the definition were
changed. It is equally critical that private entities that are alleged to
have assisted the IC in preventing future attacks on the United States
be insulated from liability for doing so. The draft FISA
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Modernization proposal contains a provision that would accomplish
this objective. : . '

In addition to updating the statute to accommodate new
technologies, protecting the rights of people in the United States, and
securing the assistance of private parties, the proposed legislation also
makes needed administrative changes. These changes include:

(1) streamlining applications made to the FISA Court, and (2)
extending the time period the Department of Justice has to prepare
applications following Attorney General authorized emergency
collection of foreign intelligence information. ,

The Department of Justice estimates that these process-
oriented changes potentially could save thousands of attorney work
hours, freeing up the Justice Department’s National Security lawyers
and the FISA Court to spend more of their time and energy on cases
involving United States persons - - precisely the cases we want them
to be spending their efforts on. And, if we combine the streamlining -
provisions of this bill with the technology-oriented changes proposed,
the Intelligence Community will be able to focus its operational
personnel where they are nceded most. '

When discussing whether significant changes to FISA

are appropriate, it is always appropriate to thoughtfully consider

FISA’s history. Indeed, the catalysts for FISA's enactment were
abuses of electronic surveillance that were brought to light. The
revelations of the Church and Pike committees resulted in new
rules for U.S. intelligence agencies, rules meant to inhibit
abuses while preserving our intelligence capabilities. I want to
emphasize to this Committee, and to the American people, that
none of the changes being proposed are intended to, nor will
have the effect of, disrupting the foundation of credibility and
legitimacy that FISA established. . '

Instead, we will continue to conduct our foreign intelligence
collection activities under robust oversight that arose out of the
Church and Pike investigations and the enactment of FISA.
Following the adoption of FISA, a wide-ranging, new intelligence
oversight structure was built into U.S. law. A series of laws and
Executive Orders established oversight procedures and substantive
limitations on intelligence activities. After FISA, the House and
Senate each established intelligence oversight committees. Oversight
mechanisms were established within the Department of Justice and
within each intelligence agency ~ including a system of inspectors
general. : :

More recently, additional protectidns have been implemented

. community-wide. The Privacy and Civil Liberties Oversight Board
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was established by the Intelligence Reform and Terrorism Prevention
Act of 2004. The Board advises the President and other senior
executive branch officials to ensure that concerns with respect to
privacy and civil liberties are appropriately considered in the
implementation of all laws, regulatlons, and executive branch policies
related to efforts to protect the Nation against terrorism. Unlike in the

- 1970s, the IC today operates within detailed, constitutionally-based,
substantive, and procedural limits under the watchful eyes of
Congress, numerous institutions within the Executive Branch, and,
through FISA, the judiciary.

With this robust oversight structure in place, it also is
important to ensure that the IC is more effective in collecting and
processing information to protect Americans from terrorism are other
threats to the security of the United States. FISA must be updated to
meet the new challenges faced by the IC.

The Congressional Joint Inquiry Commission into IC
Activities Before and After the Terrorist Attacks of September 11,
2001, recognized that there were systemic problems with FISA
nmplcmentatlon For example, the Commission noted that “there
were gaps in NSA’s coverage of foreign communications and FBI's
coveragc of domestic communications.” As a result.of these and
other reviews of the FISA process, the Depanment of Justice and IC
have continunally sought ways to unpmve

The proposed changes to FISA address the problems noted by
the Commission. At the same time, a concerted effort was made in
our proposal to balance the country's need for foreign intelligence.
information with the need to protect core individual civil rights.

CONCLUSION " 'This proposed legislation seeks to accomplish several goals:

o First, the changes proposed are intended to make FISA
technology-neutral, so that as communications technology
develops - - which it absolutely will - - the language of the
statute does not become obsolete.

e Sccond, this proposal is not intended to change privacy
protections for Americans, In particular, this proposal makes
no changes to the findings required to determine that a U.S.
person is acting as an agent of a foreign power. The proposal
returns the FISA to its original intent of protecting the
privacy of persons in the United States. -

o Third, the proposed legislation enhances the Government’s
ability to obtain vital assistance of private entities.

o And fourth, the proposed legislation allows the Government
to make some administrative changes to the way FISA

UNCLASSIFIED : | | 8

000087



UNCLASSIFIED

applications are processed. As Congress has noted in its
reviews of FISA process, streamlining the FISA process
makes for better government.

This Committee should have confidence that we understand
that amending FISA is a major proposal. We must get it right. This
proposal is being made thoughtfully, and after extensive coordination
for overa year.

Finally, I would like to state clearly my belief that bipartisan
support for bringing FISA into the 21" Century is essential. Over the
course of the last year, those working on this proposal have appeared
at hearings before Congress, and have consulted with Congressional
staff regarding provisions of this bill. This consultation will continue.
We look to the Congress to partner in protecting the nation. I ask for
your support in modemizing FISA so that it will continue to serve the
nanon for ycars to come.

As 1 stated before this Committee in my confirmation hearing

.earlier this year, the first responsibility of intelligence is to achieve

uwerstanding and to provide warning. As the new head of the
nation’s IC, it is not only my desire, but my duty, to encourage
changes to policies and procedures, and where needed, legislation, to
improve our ability to provide warning of terrorist actmty and other
thmats to our security.

I look forward to answering the Committee’s questions
regarding this important proposal to bring FISA into the 21* Century.
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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
PRINCIPAL DEPUTY DIRECTOR OF NATIONAL INTELLIGENCE
(ACTING)

" "WASHINGTON, DC 20511

SEP 27 2007

The Honorable Sllvestne Reyes

Chairman

Permanent Select Committee on Intclhgence
House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

Thank you for your letter of September 24, 2007 to the Director of National Intelligence
(DNI) regarding the discussion at your Commitiee’s hearing on the Protect America Act and an
incident in which proceeding under the Foreign Intelligence Surveillance Act (FISA) to collect
on foreign targets abroad delayed the initiation of coverage expected to reveal the

- communications of Iraqi insurgents who had kidnapped U.S. soldiers. By providing this event as

an example, the DNI hoped to provide somie context as to why the authorities provided by the
Protect America Act are critical to protect the nation.

In particular, in the hearing before the House Judiciary Committee on September 18,
2007, the DNI provided the following example: “American soldiers [were] captured in Irag by
insurgents, and we found ourselves in a position where we had to get a warrant to target the
communications of the insurgents.” The DNI explained that the process of ohtaxmng a court
order put the Intelligence Community (IC) in a difficult position.

In the hearing beforc your Committee on September 20, 2007, the DNI was asked to
discuss this example further, In that testimony, the DNI explained that this example
demonstrated that FISA has put us in a position where “[w]e are extending Fourth Amendment
rights to a terrorist foreigner, foreign country, who’s captured U.S. soldiers, and we’re now
going through a process to produce probable cause....” The Director further explained the
greater context, which is that FISA, because it has not kept pace with technology, requires that
the IC meet a probable cause standard in situations where no substantial privacy right of an
American is at issue. Moreover, the DNI endeavored to explain that while useful, the emergency

provisions of FISA still require a finding of probable cause that the target of the collection is an
agent of a foreign power.

The timeline you have proposed releasing publicly contains a number of additional
details that the DNI did not discuss in open session. If you believe that the public release of this
timeline will help to further inform the debate, the IC does not object. Indeed, Director
McConnell tried to be as open as possible in his testimonies because we understand that these
issues are of utmost importance to the Congress and to the public. In the interest of protecting
sensitive sources and methods, however, we have made some minor modifications to your
original proposal, which are attached.

Some aspects of the proposed timeline also deserve clanﬁcatxon The timeline that you
provided may give the i 1mprcssmn that the process of obtaining the emergency authorization
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under FISA began ‘at 10:00 a.m. on May 15, 2007 In fact, the process bcgan earher,
evidenced by the source material provided to the Committee by the National Security Agency on -
" June 8, 2007. On May 14, 2007, as soon as specific leads had been identified, analysts began to
" compile all the necessary information to establish the factual basis for issuance of a FISA court

~ " order as rcqmred by the emergency authorization provision of the statute.

A As the Commlttee is awarc the circumstances of this case presentcd novel and
= comphcated issues. These issues, which needed to be evaluated before the emergency
-authorization.could be rcquestcd dlstmgulshed this situation from a typical case of targeting
. non-U.S. persons abroad. This was the focus of the internal Executive Branch deliberations
‘between 12:53 p.m. and 5:15 p.m. and the reason behind the decision to contact the Attorney
Gencral for emergency authonty rather than the Sclicitor General.

While adnutt_edly this was a complex situation, the Director used this example to
illustrate the point that, due to changes in technology, the FISA statute extends privacy -
protections to foreign terrorists located outside the United States merely because FISA makes a
geographic distinction based on the location of the collection. Novel issues aside — in order to

~ comply with the law — the Government was required to spend valuable time obtaining an
emergency authorization as required by FISA to engage in collection related to the kidnapping.

The Committee has received extensive, in-depth briefings and detailed documentation
. concerning this case over the past months. The professionals, both in the IC and at the

- Department of Justice, analyzed the facts and legal issues presented in this situation as they are
required to do under the law. FISA's emergency provision, while extremely useful, still requires

“a determination before the Attorney General can authorize the collection that there is a factual
and legal basis for granting FISA authority. Failure to ensure that the facts and the legal issues
of this case satisfied FISA's requlrements could have exposed these professionals to cmnmal ‘
penalties.' :

We appreciate the time and effort you have spent on this important issue and we look
forward to working with you further to make the authorities provided by the Protect America Act
permanent. If you have any questions on this matter, please contact the Director of Leglsla’uve

: Affalrs Kathleen Turner, who can be reached on

Sincerely,

M
Ronald L. Burgess,
Lieutenant General, &

"Enclosure

'cc: The Honorable Peter Hoekstra

- 'See 50 US. c § 1809 (providing criminal sanctions for intentionally engaging in electmmc survexllance under
color of law excepr. as authonzed by statute),
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August 7, 2007

The Honorable J.M, McConnell
Director of National Intelligence
. Washington, D.C. 20511

Dear Admiral McConnell: |

Thank you for your letter of August 6, 2007, regarding S. 1927, the Protect
America Act of 2007, which was signed by the President over the weekend.

As you know, the Act is scheduled to sunset in six months so Congress will
be revisiting the issue in the near future. For this reason, I believe it would be
very helpful for you to clarify a few additional points regardmg the Act and the

~ alternative considered by the Senate.

| First, Section 105A of the Foreign Intelligence Surveillance Act (FISA), as
added by the Act, would exclude from the definition of electronic surveillance any
surveillance directed at a person reasonably believed to be located outside of the
United States, presumably even if that person is a U.S. citizen. A number of us
have expressed concern about the failure of section 105A to distinguish between
foreigners and U.S. persons outside the United States — pasticularly in light of your
repeated statements that your intent was to ensure that the Intelligence Commumty
could “effectwely collect foreign intelligence from foreign targets overseas.”

Was it your intent that U.S, persons outside the United States be subject to
surveillance in the same mannet and to the same extent as foreigners? Ifnot,
would you agree that Section 105A should be clarified to make this distinction?

Second, when the Act was under consideration in the Senate, Senator
Rockefeller and I introduced an alterative bill, S. 2011, In a statement dated
August 2, 2007, you indicated that you “could agree to a procedure that provides
for court review — after needed collection has begun — of our procedures for
gathering foreign intelligence through classified methods directed at foreigners
located overseas.” S.2011 takes this approach. In particular:
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. Like the bill that was adopted, S. 2011 would permit the DNI and the
Attorney General to authorize the immediate electronic surveillance of
persons reasonably believed to be outside the United States, without first
applying to a court or waiting for court epproval. Under S.2011, the DNI
and the Attorney General would be required to submit an application for
approval within 10 days of initiating electronic surveillance and could
continue surveillance pending a ruling by the court. Even if the court ruled
that the procedures were invalid, the surveillance could continue (with the
court’s approval) during the pendency of any appeal.

. Like the bill that was adopted, S. 2011 would not require the FISA court to
review applications for the use of electronic surveillance in specific cases.
Instead, the FISA court would review procedures certified by the DNI and
the Attorney General to ensure that electronic surveillance will target
persons reasonably believed to be located outside the United States.

While the Rockefeller-Levin approach (8. 2011) was under consideration on
the Senate floor, it was represented that you “could not support” it. I have
enclosed a copy of S. 2011. I would appreciate if you would review it and let me
know whether in fact you oppose it, and if so, what gpecific language is of concern
to you. :

' Thank you for your willingness to continue to work with us on this
important issue. ' :

Sincerely, :

| Carl Levin
-+ Chairman
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TITLE

This Act may be cited as the “Protect America Act of 2007”.

SECTION 1. PURPOSE — To provide for a procedure before the FISA Court for
an order, which may be amended as necessary at the request of the government with the
| approval of the Court, authorizing procedures, guidelines, means or methods that wiil
pémﬁt the collection of intelligence between foreign persons located outside the United
States, while bringing incidental contacts with United States persbns ot home or abroad

into compliance with existing law and minimization procedures.

SECTION 2. ADDITIONAL PROCEDURE FOR AUTHORIZING CERTAIN
ELECTRONIC SURVEILLANCE. |
(@ IN GENER.AL.—'Ihe Foreign Intelligence Surveillance Act of 1978 (50 U.S.C, 1801

et seq.) is emended by inserting after section 105 the following:

“CLARIFICATION OF SURVEILLANCE OF PERSONS OUTSIDE THE UNITED
STATES

“SEC. 105A. Notwithstanding any other provision of this Act, a court order is not

required for the electronic surveillance of the contents of any communication between

petsons that are not located within the United States for the purpose of collecting foreign
intelligence information, witbout respect to whether the communication passes through

the United States or the surveillance device is located within the United States..

Page 1 of 12
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“ ADDITIONAL PROCEDURE FOR COURT APPROVAL FOR AUTHORIZING
CERTAIN ELECTRONIC SURVEILLANCE
“‘SEC. 105B. (a) IN GENERAL.—Notwithstanding any other provision of this title, the
Attomey General, in consultation with Director of National Intelligence, upén the
authorization of the President, may apply to a judge of the court established under scction
103(a) for an ex parte order, or an extension of an order, authorizing electronic
surveillance for a period of 1 yea:, in accordance with this section.
“(b) APPLICATION —
‘(1) CONTENTS,—An application for an ordér, or extension of an order, submitted
under subsection (a) shall include—

‘*(A) the identity of the Federal officer making the application;

‘(B) a written certification made ‘under oath by the Director of Naﬁona.l
Intelligenc(cl and the Aﬁoﬁcy General that— |

**(i) there are reasonable procedures in place for determining that the |
electronic surveillance under this section is directed at persons reasonably
believed to be located outside the United States;

**(if) there. are reasonable procedures in place to assess the implementation

of the procedures described in subclause (i) to achieve the objective described in

thaf subclause;

“(iif) the acquisition does not constitute electronic surveillance within the
meaning of paragraph (1) or (3) of section 101(f), and, to the extent any
acquisition constitutes elecuoﬁc survelllance within the ﬁcmhg of paragraph (2)

or (4) of section 101(f), that it is approved or minimized as appropriate;

Page 2 of 12
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“(iv) a significant purpose of the electronic surveillance is to obtain
foreign intelligence inforination; ’
“) the‘ proposed minimization procedures meet the definition of
minimization procedures under section 101(k); and
(vi) the clectronic surveillance involvé obtaining foreign intelligence
information from or with the assistance of 2 commuuications service provider,
custodian, or othéx person (including any officer, cniployce, agent or other
specified pefson of such service proyider, custodian, or other person) who has
access to communications, either as they are transmitted or while they are stored,
or equipment that is being or may be used to transmit or store such
communications;
*(C) a general description of the nature of ihc foreign intelligence information
sought; and
| (D) a general statement of the means by which the clectronic surveillance will
be effected. | | |
“(2) SPECIFIC PERSONS AND PLACES NOT REQUIRED.—(A) An application for
an order, or cx’texgion of an order, submitted under subscction (a) shall not be required to
identify— |
“(j) the persons, other then a foreign power, against whom the electropic
surveillance will be directed; or |
«(11) the specific facilities, places, premises, or property at which the electronic
surveillance will be directed or conducted;

‘(c) APPLICATION APPROVAL; ORDER —

Page 3 0f 12
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(1) APPLICATION APPROVAL.f—Notwithstanding an& other law, a judge
considering an application for an order, 6: extensi'on of an order, submitted under
subsection (a) shall — |

“(A) assess —

“() the procedures by which the Government determines ‘that electronic
surveillance under this section is directed at persons reasonably bglieved to be located
outside the United States; and |

(fi) the minimization procéduxes to be used with respect to United States persons
from such _electroﬁic surveillan;:c activity; and

*“(B) approve such application if the judge detcrmines that the procedures assessed

P.

arc in accordance with law and are reasonably designed to detenixine whethér the targets

are outside the United States;

“2) ORDER.——A judge approving an application pursuant to paragraph (1) shall
issue an order that— | '

*(A) (1) authorizes the electronic surveillance as requested, and (if) approves the
minimization procedures with respect to United Statés persohs;

“(B) directs the applicant to follow the procedures referred to in section 1058
(6)(1)B)({) and the minimization procedures submitted by the Government as approved;

“(C)at tﬁe request of ﬂxe applicant, requirés a sbcciﬁed communications service
provider, custodian, or other speciﬁed’pcrso.n, to fu‘mish the applicant forthwith with all
information, facﬂiﬁes, or technical agsistance necessary to accomplish the elcctfonic

surveillance in a manner that will protect the secrecy of the electronic surveillance and
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produce a minimum of interference with the services that provider, custodian, or other
person is providing; and

“(D) at the request of the epplicant, requires such communications provider,
custodian, or other spcciﬁed person to maintain under security procedures approved by
the Attorney General and the birector of National Intelligence any records concerning the
electronic surveillancg or the ald furnished that such person wishes_ to maintain. -

X 3 MINIMIZATION PROCEDﬁRES .An application for reauthorization of an
order issucd un&er this section, shall contain a description of the Government's '
mininﬁzationvproced_urcs. |
“(d) GUIDELINES FOR SURVEILLANCE OF UNITED STATES PERSONS. —Not
later than 15 days after the date of the enactment of this section, the Attorney General
shall establish guidelines that address commxm_ications with perso;is inside the United
States and United States persons outside the United States and are designed to ensure that
an application is filed under soction 104 when the Attorey General secks to continue
electronic surveillance that began under this section but: -

~ %(1) effectively is or has become surveillance of a person within the
Unitec}. Sfﬁtes; or .
(2) is of a nature or quantity as to inftinge on the reasonable expectation
of privacy of persons within the United States.
“(e) COMPENSATION.—The Government shall compensate, at the prevailing rate, a
person for providing iﬁformation, facilities, or assistance pursuant to an order of the court

under this section or pursuant to a directive under section 105C.

| | : _ Page 5of 12
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“‘(f) LIABILITY.—Notwithstanding any other law, no cause of action shall lie in any
court against any person for providing any information, facilities, or assistance m
é.ccordance with an order under this section or a directive under section 105C.

¢ ‘(g.) RETENTION OF ORDERS.—An order granted under this section and directives
under section 105C shall be retained for a period of not less than 10 years ﬁom the date
on which such order or dircéﬁve is made.”’ |

“(h) APPEAL. The Government may sppeal any denial of an application submitted
under this section to the ‘court established under section 103(b), If such court determines
that the denidl was properly entered, the court shall immediately provide for the record a
written statement 6f each reason for its decision, and, on petition of the United States for
a writ of certiorar, the record shall be transmitted under seal‘ to the Supreme Céurt of the

United States, which shall have jurisdiction to review such decision,

“IMMEDIATE AUTHORIZATION OF CERTAIN ELECTRONIC SURVEILLANCE
' “SEC. 105C. (@ In Gencral—NotyJitllstanding any law, the Director of National
Intelligexice and the Attorney General, may, prior to the subrhission of an application
ﬁnder section 105B, authorize the immediate clectronic surveillance of persons
reasonably believed 1o be outside the United States if the Director of National
Intelligence and the Attomey General determine that it is in the interest of the national
security of the United States to begm the electronic surveillance and. such electronic
surveillance is subject to the certification to be filed as set forth below. 'I'he authority in
this subsection shall not be used for sucéoséive or multiple authorizations of elecﬁonic

 surveillance of the same or similar scope,
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“(b) In such a case, the Attorney General shall—
“(1) transmit within § days of the initlation of electronic surveillance

pursuant to this section under seal to the court established under section 103(a) 2

* copy of a certification made under section 105B(b)(1)(B). Such certification shell

be maintained under security measures established by the Chief Justice of the
United States and the Attorney General, in consultation with the Director of
National Intelligence, and shéll remain sealed éxcept upon motion of the
Government;
~ (2) submit an application for the épproval of such electronic surveillance

to the court established under section 103(a) as soon as practicable, but I no event
more than 10 days after the initiatioﬁ of the electronic surveiuahée;

“(3) the court shall act on such application in accordance with section
IOSE within 30 days after receiving an application under this subsection. The
court may grant one or more extensions of not more than 30 days, if the court
determines that additional time is needed. Any clcétr_onic surveillance subsequent
to the court’s action shall be conducted only if apprdired in accordance with

section 105B. If the application is disapproved, the data collected may be used or

disclosed only as authonzed by the court.

**(c) SPECIFIC PERSONS AND PLACES NOT REQUIRED —A certification

under subsection (a) is not required to identify:

*“(1) the person or foreign power against whom the electronic surveillance

will be directed; or

Page 7of 12.
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“*(2) the specific facilitics, places, premises,_of propetty at which the

electronic surveillance will be directed or conducted. | "

¢¢(d) DIRECTIVE.—With rcspect to an authoﬂzéﬁon of electronic surveillance
under this section, the Attorney General, in consultation with the Director of National
Intclligence, may direct a spe'ciﬁed communications sexvice provider, custodian, or other
specified person, to: (1) furnish the applicant forthwith with all information, facilities, or
technical assistance neccsséry to accomplish the electronic surveillance in a manner that
will protect the secrecy of the electronic surveillance and produce a minimum of
interference with the services that pravider, custodian, or other person is providing; and

(2) meintein under security procedures approved by the Attorney General ‘and the

Director of National Intelligence any records concerning the electronic surveillance or the

aid} furnished that such person wishes td maintain,

‘ »“(e) FAILURE TO COMPLY —In the cage of a failure to comply with &
directive issued pursuant to subsection (e), the Attorney General, in consultation with the
Director of National Intelligente, may invoke the aid of the court estaﬁlished under
section 103(a) to compe] compliance with the directive, and the court shall issue an order
requiring the person to comply with the directive unless the court finds that the directive
does not meet the reqhirémcnts of this sécfioﬁ or is otherwisc unlawful. Failure to obey
an order of the court may be punished by the courtvas contempt of court, Any process
under this section may be served in any judicial district in which the person mé.y be
found.

“f) PENDENCY OF APPEAL. With the approvel of a court of competent

jurisdiction, the Government may continue any electronic surveillance affected by a
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directive issued under this section during the pendency of consideration of an application
submitted under section 105B, and any appeal process, including the period during
which & petition for writ of certiorari may be pending and the period of any review by the
Supreme Court of the United States, |
“REPORT TO CONGRESS
SEC. 105D  REPORT TO CONGRESS- Not later than four months after the date of
the enactmeﬁt of this Act, the Inspector General of the Department of Justice, in
coordination with the Inspector General of the Office of the Director of National "
Intelligence and the Inspector General of the National Security |
Agency, shall inform, in a manner consistent with the national secmity, the Select
- Committee on Intelligence of the Senate, the Permanent Select Committee on Intelligence
of the House of Reprcsentaﬁveé, the Comxﬁittee on the Judiciary of the Senate, and the
Cormittee on the Judiciary of the House of Representatives, conceming electronic .
surveillance under this section during thc previous four-month period. Among the
eleménts of each report hado under this section shall be— | |
(&) a0 essessment of whether the Act is fimctioning as intended and the
degree to which the program is resulting in the collection of communications that
originat§ or terminate inside the United States;
(b) a description of the incideénts of non-compliance with a directive issued
by the Attomcy General under section 105C; | | |
(¢) a copy of any guidelines énd procedures implexﬁcnting this Act,

including the guidelines established pursuant to section 105B(d);
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(d) e description of any incidents of non-compliance by an element éf the
Infclligence Compunity with guidelines or procedures established for detcrr.nining that
the electronic surveillance authorized by the Attorney General and Director of National _
Intclligénco directed at persons reasonably believed to be outside the United Stufés; '

(e) a description of any incidents of non-compliance with respect to
minimization procedures and approval requirements concerning U.S. persons; and

() the number of certifications and directives issued under section 105C

during the reporting period.

(®) TECHNICAL AND CONFORMING AMENDMENT.—

The table of contents in the first section of the Foreign Inteiligence Surveillance Act of
1978 (50 U.S.C. 1801 ef seqb.) is amended by inserting after the item relating to section |
105 the following: |
“Sec, 105A. Clarification of surveillance of persons outside the

United States. _ | |

“Sec. 105B. Additional procedure for court approval authorizing certain electronic
surveillance,

“Sec. 105C. Immediate authorization of certain electronic surveillance.

“Sec. 105D. Report to Congress

SEC, 3. EFFECTIVE DATE; TRANSITION PROCEDURES

(2) Except as otherwise provided, the amendments made by this Act shall take

effect immediately after the date of the enactment of this Act.
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(b) Notwithstanding any other provision of this Act, any order in effect on the
 date of enactment of this Act issued pursuant to the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 18.01 et seq.) shall yemain in effect until the date of expiration of such
order, and, at the request of the applicant, the court established under section 103 (a) of
such Act (50 U.S.C. 1803(a)) shall reauthorize such order as long e the facts and
circumstances continne to justify issuance of such order under the provisions of the
Foreign Intelligence Surveil.lanpe Act of 1978, as in effect on the day before the
applicable effccﬁve date of this Act. The Government also may file new applications, and -
the court esteblished under secﬁon 103(a) of the Foreign Intelﬁ'geﬁce Surveillance Act of
1978 (50 U.S.C. 1803 ()) shall enter orders granting such applicatiéns pursuant to such
vAct,' as long as the application meets the requirements set forth under the provisions of
such Act as in effect on the day before the cﬁ‘cctivé date of this Act. At the request of the
applicant, the court established under section 103(a) of th§ Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1803(a)), shall extinguish any extant authorization to
'conducf electronic surveillance or physical seaxéh entered pursuant to such Act, Any
-electronic surveillance ér physical séardh conducted pursuant to an order cnfercd under
this subsection shall be subject to the provisions of the Foreign Intelligence Surveillance

Act of 1978-(50 U.5.C. 1801 et seq,), as in effect on the day beforo the effective date of

this Act.

SEC. 4. SUNSET. -
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Except as provided in subsections (b) and (c) the amendments made
by this Act shall ceﬁse to have force or effect 180 days after tho date
of enactment of this Act, °

Any order under section 105B of the F oreign Intelligence
Surveillance Act of 1978, as added by this Act, in efféct on the date

described in paragraph (1) shall continue in effect until the date of

 the expiration of such order.

The expiration of amendments pursuant to A.subsection (a) shall not
have any effect ﬁpon the liability of any party under subsection (o)
of section 105B. Notwithstanding subseétion (&), subsection (e) of
section 105B shall remain in effect with regard to action taken in

accordance with sections 105A, B, C, and D.
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STATEMENT FOR THE RECORD OF
J MICHAEL McCONNELL
DIRECTOR OF NATIONAL INTELLIGENCE

BEFORE THE
PERMANENT SELECT COMMITTEE ON INTELLIGENCE
HOUSE OF REPRESENTATIVES

September 20, 2007

Good morning Chairman Reyes, Ranking Member Hoekstra, and Members
of the Committee: '

Thank you for inviting me to appear here today in my capacity as
head of the United States Intelligence Community (IC). I appreciate this
opportunity to discuss the 2007 Protect America Act; updating the Foreign
Intelligence Surveillance Act; and our implementation of this important new
authority that allows us to more effectively collect timely foreign
intelligence information. I look forward to discussing the need for lasting
modernization of the Foreign Intelligence Surveillance Act (FISA),
including providing liability protection for the private sector. I am pleased
to be joined here today by Assistant Attorney General Ken Wainstein of the
Department of Justice’s National Security Division.

Before I begin, I need to note that some of the specifics that support
my testimony cannot be discussed in open session. I understand, and am
sensitive to the fact, that FISA and the Protect America Act and the types of
activities these laws govern, are of significant interest to Congress and to the
public. For that reason, I will be as open as I can, but such discussion comes
with degrees of risk. This is because open discussion of specific foreign -
intelligence collection capabilities could cause us to lose those very same
capabilities. Therefore, on certain specific issues, I am happy to discuss
matters further with Members in a classified setting.

It is my belief that the first responsibility of intelligence is to achieve
understanding and to provide warning. As the head of the nation’s
Intelligence Community, it is not only my desire, but my duty, to encourage
- changes to policies and procedures, and where needed, legislation, to

.
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improve our ability to provide warning of terrorist or other threats to our
security. To that end, very quickly upon taking up this post, it became clear
to me that our foreign intelligence collection capability was being degraded.
This degradation was having an increasingly negative impact on the IC’s
ability to provide warning to the country. In particular, I learned that our
collection using the authorities provided by FISA were instrumental in -
protecting the nation from foreign security threats, but that, due to changes
in technology, the law was actually preventing us from collecting additional
foreign intelligence information needed to provide insight, understanding
and warning about threats to Americans.

And so I turned to my colleagues in the Intelligence Community to
ask what we could do to fix this problem, and I learned that a number of
intelligence professionals had been working on this issue for some time
already. In fact, over a year ago, in July 2006, the Director of the National
Security Agency (NSA), Lieutenant General Keith Alexander, and the
Director of the Central Intelligence Agency (CIA), General Mike Hayden,
testified before the Senate Judiciary Committee regarding proposals that
were being considered to update FISA.

Also, over a year ago, Members of Congress were concerned about
FISA, and how its outdated nature had begun to erode our intelligence
collection capability. Accordingly, since 2006, Members of Congress on
both sides of the aisle have proposed legislation to modernize FISA. The
House passed a bill last year. And so, while the Protect America Act is new,
the dialogue among Members of both parties, as well as between the |
Executive and Legislative branches, has been ongoing for some time. In my
experience, this has been a constructive dialogue, and I hope that this .
exchange continues in furtherance of serving the nation well.

- The Balance Achieved By FISA

The Foreign Intelligence Surveillance Act, or FISA, is the nation’s
statute for conducting electronic surveillance and physical search for foreign
intelligence purposes. FISA was passed in 1978, and was carefully crafted to
balance the nation’s need to collect foreign intelligence information with the
protection of civil liberties and privacy rights. I find it helpful to remember
that while today’s political climate is charged with a significant degree of
alarm about activities of the Executive Branch going unchecked, the late -
1970’s were even more intensely changed by extensively documented

3
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Government abuses. We must be ever mindful that FISA was passed in the
era of Watergate and in the aftermath of the Church and Pike investigations,
and therefore this foundational law has an important legacy of protecting the
rights of Americans. Changes we make to this law must honor that legacy to
protect Americans, both in their privacy and against foreign threats.

FISA is a complex statute, but in short it does several things. The
1978 law provided for the creation of a special court, the Foreign
Intelligence Surveillance Court, which is comprised of federal district court
judges who have been selected by the Chief Justice to serve. The Court’s
members devote a considerable amount of time and effort, over a term of
seven years, serving the nation in this capacity, while at the same time
fulfilling their district court responsibilities. We are grateful for their
service. ' ‘

The original 1978 FISA provided for Court approval of electronic

- surveillance operations against foreign powers and agents of foreign powers,
within the United States. Congress crafted the law specifically to exclude the
Intelligence Community’s surveillance operations against targets outside the
United States, including where those targets were in communication with
Americans, so long as the U.S. side of that communication was not the real
target.

FISA has a number of substantial requirements, several of which I
will highlight here. A detailed application must be made by an Intelligence
. Community agency, such as the Federal Bureau of Investigation (FBI),
through the Department of Justice, to the FISA Court. The application must
be approved by the Attorney General, and certified by another high ranking
national security official, such as the FBI Director. The applications that are
prepared for presentation to the FISA Court contain extensive information.
For example, an application that targets an agent of an international terrorist
group might include detailed facts describing the target of the surveillance,
the target’s activities, the terrorist network in which the target is believed to
be acting on behalf of, and investigative results or other intelligence
information that would be relevant to the Court’s findings. These
- applications are carefully prepared, subject to multiple layers of review for
legal and factual sufficiency, and often resemble finished intelligence
products. ‘ :
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Once the Government files its application with the Court, a judge
reads the application, conducts a hearing as appropriate, and makes a
number of findings, including that there is probable cause that the target of
the surveillance is a foreign power or an agent of a foreign power, and that
the facilities that will be targeted are used or about to be used by the target.
If the judge does not find that the application meets the requirements of the
statute, the judge can either request additional information from the
government, or deny the application. These extensive findings, including
the requirement of probable cause, are intended to apply to persons inside
the United States. :

It is my steadfast belief that the balance struck by Congress in 1978
was not only elegant, it was the right balance: it safeguarded privacy
protection and civil liberties for those inside the United States by requiring
Court approval for conducting electronic surveillance within the country,
while specifically allowing the Intelligence Community to collect foreign
intelligence against foreign intelligence targets located overseas. I believe
that balance is the correct one, and I look forward to working with you to -
maintaining that balance to protect our citizens as we continue our dialogue
to achleve lasting FISA modernization. :

Technology Changed

Why did we need the changes that the Congress passed in August? |
FISA’s definition of electronic surveillance, prior to the Protect America Act

" and as passed in 1978, has not kept pace with technology. Let me explain

what I mean by that. FISA was enacted before cell phones, before e-mail,
and before the Internet was a tool used by hundreds of millions of people
worldwide every day. When the law was passed in 1978, almost all local
calls were on a wire and almost all international communications were in the
air, known as “wireless” communications. Therefore, FISA was written to

_ distinguish between collection on a wire and collection out of the air.

Now;, in the age of modern telecommunications, the situation is

- completely reversed; most international communications are on a wire and

local calls are in the air. Communications technology has evolved in ways
that have had unfortunate consequences under FISA. Communications that,
in 1978, would have been transmitted via radio or satellite, are now
transmitted principally via fiber optic cables. While Congress in 1978
specifically excluded from FISA’s scope radio and satellite communications,
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certain “in wire” or fiber optic cable transmissions fell under FISA’s
definition of electronic surveillance. Congress’ intent on this issue is clearly
stated in the legislative history:

“the legislation does not deal with international signals intelligence.
activities as currently engaged in by the National Security Agency and
electronic surveillance conducted outside the United States.”

Thus, technologicai changes have brought within FISA’s scope
communications that the 1978 Congress did not intend to be covered.

Similarly, FISA originally placed a premium on the location of the
collection. Legislators in 1978 could not have been expected to predict an
integrated global communications grid that makes geography an increasingly
irrelevant factor. Today a single communication can transit the world even
if the two people communicating are only a few miles apart.

And yet, simply because our law has not kept pace with our
technology, communications intended to be excluded from FISA, were
included. This has real consequences to our men and women in the IC
working to protect the nation from foreign threats.

For these reasons, prior to Congress passing the Protect America Act
last month, in a significant number of cases, IC agencies were required to
make a showing of probable cause in order to target for surveillance the
communications of a foreign intelligence target located overseas. Then, they
needed to explain that probable cause finding in documentation, and obtain
approval of the FISA Court to collect against a foreign terrorist located in a
foreign country. Frequently, although not always, that person's
communications were with another foreign person located overseas. In such
cases, prior to the Protect America Act, FISA’s requirement to obtain a court
order, based on a showing of probable cause, slowed, and in some cases
prevented altogether, the Government's ability to collect foreign intelligence
information, without servmg any substantial privacy or civil liberties
interests.

National Security Threats
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In the debate surrounding Congress passing the Protect America Act, I
heard a number of individuals, some from within the government, some
from the outside, assert that there really was no substantial threat to our
nation justifying this authority. Indeed, I have been accused of exaggerating
the threats that face our nation.

Allow me to dispel that notion.
The threats we face are real, and they are serious.

In July 2007 we released the National Intelligence Estimate (NIE) on
the Terrorist Threat to the U.S. Homeland. An NIE is the IC’s most
authoritative, written judgment on a particular subject. It is coordinated
among all 16 Agencies in the IC. The key judgments are posted on our
website at dni.gov. I would urge our citizens to read the posted NIE

judgments. The declassified judgments of the NIE include the following:

e The U.S. Homeland will face a persistent and evolving terrorist threat
over the next three years. The main threat comes from Islamic terrorist
groups and cells, especially al-Qa’ida, driven by their undiminished
intent to attack the Homeland and a continued effort by these terrorist
groups to adapt and improve their capabilities.

e Greatly increased worldwide counterterrorism efforts over the past
- five years have constrained the ability of al-Qa’ida to attack the U.S.
Homeland again and have led terrorist groups to perceive the
Homeland as a harder target to strike than on 9/11.

e Al-Qa’ida is and will remain the most serious terrorist threat to the
Homeland, as its central leadership continues to plan high-impact |
plots, while pushing others in extremist Sunni communities to mimic
its efforts and to supplement its capabilities. We assess the group has -
protected or regenerated key elements of its Homeland attack
capability, including: a safehaven in the Pakistan Federally
Administered Tribal Areas (FATA), operational lieutenants, and its
top leadership. Although we have discovered only a handful of
individuals in the United States with ties to al-Qa’ida senior
leadership since 9/11, we judge that al-Qa’ida will intensify its efforts
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to put operatives here. As a result, we judge that the United States
currently is in a heightened threat environment. '

We assess that al-Qa’ida will continue to enhance its capabilities to
attack the Homeland through greater cooperation with regional
terrorist groups. Of note, we assess that al-Qa’ida will probably seek
to leverage the contacts and capabilities of al-Qa’ida in Iraq.

We assess that al-Qa’ida’s Homeland plotting is likely to continue to
focus on prominent political, economic, and infrastructure targets with
the goal of producing mass casualties, visually dramatic destruction,

. significant economic aftershocks, and/or fear among the U.S.

population. The group is proficient with conventional small arms and
improvised explosive devices, and is innovative in creating new
capabilities and overcoming security obstacles.

We assess that al-Qa’ida will continue to try to acquire and employ
chemical, biological, radiological, or nuclear material in attacks and
would not hesitate to use them if it develops what it deems is
sufficient capability. '

' We assess Lebanese Hizballah, which has conducted anti-U.S. attacks

outside the United States in the past, may be more likely to consider
attacking the Homeland over the next three years if it perceives the
United States as posing a direct threat to the group or Iran.

We assess that globalization trends and recent technological advances
will continue to enable even small numbers of alienated people to find
and connect with one another, justify and intensify their anger, and
mobilize resources to attack—all without requiring a centralized
terrorist organization, training camp, or leader.

Moreover, the threats we face as a nation are not limited to terrorism,

nor is foreign intelligence information limited to information related to
terrorists and their plans. Instead, foreign intelligence information as
defined in FISA includes information about clandestine intelligence
activities conducted by foreign powers and agents of foreign powers; as well
"as information related to our conduct of foreign affairs and national defense.
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In particular, the Intelligence Community is devoting substantial
effort to countering the proliferation of weapons of mass destruction
(WMD). State sponsored WMD programs and the risk of WMD being,
obtained by transnational terrorist networks are extremely dangerous threats
we face. China and Russia’s foreign intelligence services are among the
most aggressive in collecting against sensitive and protected U.S. systems,
facilities, and development projects, and their efforts are approaching Cold
War levels. Foreign intelligence information concerning the plans, activities
and intentions of foreign powers and their agents is critical to protect the
- nation and preserve our security.

What Does the Protect America Act Do?

The Protect America Act, passed by Congress and signed into law by
the President on August 5, 2007, has already made the nation safer by
allowing the Intelligence Community to close existing gaps in our foreign
intelligence collection. After the Protect America Act was signed we took
immediate action to close critical foreign intelligence gaps related to the
terrorist threat, particularly the pre-eminent threats to our national security.
The Protect America Act enabled us to do th1s because it contained the
following five pillars:-

First, it clarified that the definition of electronic surveillance under
FISA should not be construed to encompass surveillance directed at a person
reasonably believed to be located outside the United States. This provision is
at the heart of this legislation: its effect is that the IC must no longer obtain
court approval when the target of the acquisition is a forelgn intelligence
target located outside the United States.

This change was critical, because prior to the Protect America Act, we
were devoting substantial expert resources towards preparing applications
that needed FISA Court approval. This was an intolerable situation, as
substantive experts, particularly IC subject matter and language experts,
were diverted from the job of analyzing collection results and finding new

‘leads, to writing justifications that would demonstrate their targeting
selections would satisfy the statute. Moreover, adding more resources would
not solve the fundamental problem: this process had little to do with -
protecting the privacy and civil liberties of Americans. These were foreign
intelligence targets, located in foreign countries. And so, with the Protect
America Act, we are able to return the balance struck by Congress in 1978.
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Second, the Act provides that the FISA Court has a role in
determining that the procedures used by the IC to determine that the target is
outside the United States are reasonable. Specifically, the Attorney General
must submit to the FISA Court the procedures we use to make that
determination. ' '

Third, the Act provides a mechanism by which communications
providers can be compelled to cooperate. The Act allows the Attorney
General and DNI to direct communications providers to provide
information, facilities and assistance necessary to acquire information when
targeting foreign intelligence targets located outside the United States.

Fourth, the Act provides liability protection for private parties who
assist the IC, when complying with a lawful directive issued pursuant to the
Protect America Act.

And fifth, and importantly, FISA, as amended by the Protect America
Act, continues to require that we obtain a court order to conduct electronic
surveillance or physical search when targeting persons located in the United
States. -

- By passing this law, Congress gave the IC the ability to close critical
intelligence gaps. When I talk about a gap, what I mean is foreign
intelligence information that we should have been collecting, that we were
not collecting. We were not collecting this important foreign intelligence
information because, due solely to changes in technology, FISA would have
required that we obtain court orders to conduct electronic surveillance of
foreign intelligence targets located outside the United States. This is not
what Congress originally intended. These items:

e removing targets located outside the United States from the definition
of electronic surveillance; '

e providing for Court review of the procedures by which we determine
that the acquisition concerns persons located outside the United
States; .

e providing a means to compel the assistance of the private sector;

e liability protection; and
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¢ the continued requirement of a court order to target those within the
United States,

are the pillars of the Protect America Act, and I look forward to working
with Members of both parties to make these provisions permanent.

‘Common Misperceptions About the Protect America Act

In the public debate over the course of the last month since Congress
passed the Act, I have heard a number of incorrect interpretations of the
Protect America Act. The Department of Justice has sent a letter to this
Commlttee explaining these incorrect interpretations.

To clarify, we are not using the Protect America Act to change the
manner in which we conduct electronic surveillance or physical search of

Americans abroad. The IC has operated for nearly 30 years under section 2.5

of Executive Order 12333, which provides that the Attorney General must
make an individualized finding that there is probable cause to believe that an
American abroad is an agent of a foreign power, before the IC may conduct

~ electronic surveillance or physical search of that person. These
determinations are reviewed for legal sufficiency by the same group of
career attorneys within the Department of Justice who prepare FISA
applications. We have not, nor do we intend to change our practice in that
respect. Executive Order 12333 and this practice has been in place since
1981.

The motivation behind the Protect America Act was to enable the
Intelligence Community to collect foreign intelligence information when
targeting persons reasonably believed to be outside the United States in
order to protect the nation and our citizens from harm. Based on my
discussions with many Members of Congress, I believe that there is
substantial, bipartisan support for this principle. There are, however,
differences of opinion about how best to achieve this goal. Based on the
experience of the Intelligence Community agencies that do this work every
day, I have found that some of the alternative proposals would not be viable.

For example, some have advocated for a proposal that would exclude
only “foreign-to-foreign™ communications from FISA’s scope. I have, and
will continue to, oppose any proposal that takes this approach for the
following reason: it will not correct the problem our intelligence operators
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have faced. Eliminating from FISA’s scope communications between
foreign persons outside the United States will not meet our needs intwo
ways:

First, it would not unburden us from obtaining Court approval for
communications obtained from foreign intelligence targets abroad. This is
because an analyst cannot know, in many cases, prior to requesting legal
authority to target a particular foreign intelligence target abroad, with whom
that person will communicate. This is not a matter of legality, or even solely
of technology, but merely of common sense. If the statute were amended to
carve out communications between foreigners from requiring Court
approval, the IC would still, in many cases and in an abundance of caution,
have to seek a Court order anyway, because an analyst would not be able to
demonstrate, with certainty, that the communications that would be collected

“would be exclusively between persons located outside the United States.

Second, one of the most important and useful pieces of intelligence
we could obtain is a communication from a foreign terrorist outside the
United States to a previously unknown “sleeper” or coconspirator inside the
United States. Therefore, we need to have agility, speed and focus in

- collecting the communications of foreign intelligence targets outside the

United States who may communicate with a “sleeper” or coconspirator who
is inside the United States. '

Moreover, such a limitation is unnecessary to protect the legitimate
privacy rights of persons inside the United States. Under the Protect
America Act, we have well established mechanisms for properly handling
communications of U.S. persons that may be collected incidentally. These
procedures, referred to as minimization procedures, have been used by the
IC for decades. Our analytic workforce has been extensively trained on
using minimization procedures to adequately protect U.S. person
information from being inappropriately disseminated.

The minimization procedures that Intelligence Community agencies
follow are Attorney General approved guidelines issued pursuant to
Executive Order 12333. These minimization procedures apply to the
acquisition, retention and dissemination of U.S. person information. These
procedures have proven over time to be both a reliable and practical method.
of ensuring the constitutional reasonableness of IC’s collection activities.
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In considering our proposal to permanently remove foreign
intelligence targets located outside the United States from FISA’s court
approval requirements, I understand that there is concern that we would use
the authorities granted by the Protect America Act to effectively target a
person in the United States, by simply saying that we are targeting a
foreigner located outside the United States. This is what has been referred to
as “reverse targeting.”

Let me be clear on how I view reverse targeting: it is unlawful. Again,
we believe the appropriate focus for whether court approval should be
required, is who the target is, and where the target is located. If the target of
the surveillance is a person inside the United States, then we seek FISA
Court approval for that collection. Similarly, if the target of the surveillance
is a U.S. person outside the United States, then we obtain Attorney General
approval under Executive Order 12333, as has been our practice for decades.

If the target is a foreign person located overseas, consistent with FISA today,

the IC should not be required to obtain a warrant.

Moreover, for operational reasons, the Intelligence Community has
little incentive to engage in reverse targeting. If a foreign intelligence target
who poses a threat is located within the United States, then we would want
to investigate that person more fully. In this case, reverse targeting would be

-an ineffective technique for protecting against the activities of a foreign
intelligence target located inside the United States. In order to conduct
electronic surveillance or physical search operations against a person in the
United States, the FBI, which would conduct the investigation, would seek
FISA Court approval for techniques that, in a law enforcement context,
would require a warrant.

Oversight of the Protect America Act

Executive Branch Oversight

I want to assure the Congress that we are committed to conducting
meaningful oversight of the authorities provided by the Protect America Act.
The first tier of oversight takes place within the agency implementing the
authority. The implementing agency employs a combination of training,
supervisory review, automated controls and audits to monitor its own
compliance with the law. Internal agency reviews will be conducted by
compliance personnel in conjunction with the agency Office of General
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Counsel and Office of Inspector General, as appropriate. Intelligence
oversight and the responsibility to minimize U.S. person information i is
deeply engrained in our culture.

The second tier of oversight is provided by outside agencies. Within
the Office of the Director of National Intelligence (ODNI), the Office of
General Counsel and the Civil Liberties Protection Officer are working
closely with the Department of Justice’s National Security Division to
ensure that the Protect America Act is implemented lawfully, and
- thoughtfully.

Within fourteen days of the first authorization under the Act, attorneys
from my office and the National Security Division conducted their first
onsite oversight visit to one IC agency. This first oversight visit included an
extensive briefing on how the agency is implementing the procedures used
to determine that the target of the acquisition is a person reasonably believed
to be located outside the United States. Oversight personnel met with the
analysts conducting day-to-day operations, reviewed their decision making
process, and viewed electronic databases used for documentation that
procedures are being followed. Oversight personnel were also briefed on the
additional mandatory training that will support implementation of Protect
America Act authorities. The ODNI and National Security Division
performed a follow-up visit to the agency shortly thereafter, and will -
continue periodic oversight reviews. :

FISA Court Oversight

The third tier of oversight is the FISA Court. - Section 3 of the Protect
America Act requires that: :

(2) No later than 120 days after the effective date of this Act, the
Attorney General shall submit to the Court established under section
103(a), the procedures by which the Government determines that
acquisitions conducted pursuant to section 105B do not constitute
electronic surveillance. The procedures submitted pursuant to this
section shall be updated and submitted to the Court on an annual
basis.
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The Department of Justice has already submitted procedures to the FISA v
Court pursuant to this section. We intend to file the procedures used in each
authorization promptly after each authorization. '

Congressional Oversight

The fourth tier of oversight is the Congress. The Intelligence
Community is committed to providing Congress with the information it
needs to conduct timely and meaningful oversight of our implementation of
the Protect America Act. To that end, the Intelligence Community has
provided Congressional Notifications to this Committee and the Senate
Intelligence Committee regarding authorizations that have been made to
date. We will continue that practice. In addition, the Intelligence Committees
have been provided with copies of certifications the Attorney General and I
executed pursuant to section 105B of FISA, the Protect America Act, along
with additional supporting documentation. We also intend to provide
appropriately redacted documentation, consistent with the protection of
sources and methods, to Members of the Senate and House Judiciary
Committees, along with appropriately cleared professional staff.

Since enactment, the Congressional Intelligence Committees have
taken an active role in conducting oversight, and the agencies have done our
best to accommodate the requests of staff by making our operational and
oversight personnel available to brief staff as often as requested.

Within 72 hours of enactment of the Protect America Act, Majority
and Minority professional staff of this Committee requested a briefing on
implementation. We made a multi-agency implementation team comprised
of eight analysts, oversight personnel and attorneys available to eight
Congressional staff members for a site visit on August 9, 2007, less than five
days after enactment. In addition, representatives from the ODNI Office of
General Counsel and the ODNI Civil Liberties Protection Ofﬁcer
participated in this briefing.

On August 14, 2007, the General Counsel of the FBI briefed staff
members of this Committee regarding the FBI’s role in Protect America Act
implementation. Representatives from DOJ’s National Security Division
- and ODNI Office of General Counsel supported this briefing.
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On August 23, 2007, an IC agency hosted four staff members of this
Committee for a Protect America Act implementation update. An
implementation team comprised of thirteen analysts and attorneys were
dedicated to providing that brief.

On August 28, 2007, Majority and Minority professional staff from
this Committee conducted a second onsite visit at an IC agency. The agency
made available an implementation team of over twenty-four analysts,
oversight personnel and attorneys. In addition, representatives from ODNI
Office of General Counsel, ODNI Civil Liberties and Privacy Office and the
National Security Division participated in this briefing..

On September 7, 2007, nineteen professional staff members from the
Senate Intelligence Committee and two staff members from the Senate
Judiciary Committee conducted an onsite oversight visit to an IC agency.

'The agency assembled a team of fifteen analysts, oversight personnel and
attorneys. In addition, representatives from ODNI Office of General
Counsel, ODNI Civil Liberties and Privacy Office and DOJ’s National
Security Division participated in this briefing.

On September 12, 2007, at the request of the professional staff of the
Senate Intelligence Committee, the Assistant Attorney General of the
National Security Division, and the General Counsels of the ODNI, NSA,
and FBI briefed staff members from this Committee, and the Senate
Intelligence, Judiciary and Armed Services Committees regarding the
implementation of the Protect America Act. In all, over twenty Executive
Branch officials involved in Protect America Act implementation Supported
this briefing. '

Also on September 12, 2007, an IC agency provided an
implementation briefing to two Members of Congress who serve on this
Committee and four of that Commiittee’s staff members. Sixteen agency .
analysts and attorneys participated in this briefing.

On September 13, 2007, four staff members of this Committee and
this Committee’s Counsel observed day-to-day operations alongside agency
analysts. '

On September 14, 2007, an IC agency implementation team of ten
analysts briefed three Senate Intelligence Committee and one House
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Judiciary Committee staff member. The ODNI Civil Liberties Protection
‘Officer and representatives from the Department of Justice supported this
visit.

Additional Member and staff briefings are scheduled to take place this
week.

Lasting FISA Modernization
I ask your partnership in working for a meaningful update to this
important law that assists us in protecting the nation while protecting our
values. There are three key areas that I look forward to working with

Members of this Committee to update FISA.

Making the Changes Made by the Protect America Act Permanent

For the reasons I have outlined today, it is critical that FISA’s
definition of electronic surveillance be amended permanently so that it does
not cover foreign intelligence targets reasonably believed to be located
outside of the United States. The Protect America Act achieved this goal by
making clear that FISA’s definition of electronic surveillance should not be
construed to encompass surveillance directed at a person reasonably
believed to be located outside the United States. This change enabled the
Intelligence Community to quickly close growing gaps.in our collection
related to terrorist threats. Over time, this provision will also enable us to do
a better job of collecting foreign intelligence on a wide range of issues that
relate to our national defense and conduct of foreign affairs.

‘Liability Protection -

I call on Congress to act swiftly to provide liability protection to the
private sector. Those who assist the government keep the country safe
should be protected from liability. This includes those who are alleged to
have assisted the government after September 11, 2001. It is important to
keep in mind that, in certain situations, the Intelligence Community needs
the assistance of the private sector to protect the nation. We cannot “go it
alone.” It is critical that we provide protection to the private sector so that
they can assist the Intelligence Community protect our national security,
while adhering to their own corporate fiduciary duties.
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I appreciate that Congress was not able to address this issue
comprehensively at the time that the Protect America Act was passed,
however, providing this protection is critical to our ability to protect the
nation and I ask for your assistance in acting on this issue promptly.

Streamlining the FISA Process

In the April 2007 bill that we submitted to Congress, we asked for a
number of streamlining provisions to that would make processing FISA
applications more effective and efficient. For example, eliminating the
inclusion of information that is unnecessary to the Court’s determinations
should no longer be required to be included in FISA apphcatlons In
addition, we propose that Congress increase the number of senior Executive
Branch national security officials who can sign FISA certifications; and
increase the period of time for which the FISA Court could authorized
surveillance concerning non-U.S. person agents of a foreign power, and
renewals of surveillance it had already approved.

We also ask Congress to consider extending FISA’s emergency
authorization time period, during which the government may initiate
surveillance or search before obtaining Court approval. We propose that the
emergency provision of FISA be extended from 72 hours to one week.: This
change will ensure that the Executive Branch has sufficient time in an
emergency situation to prepare an application, obtain the required approvals
of senior officials, apply for a Court order, and satisfy the court that the
application should be granted. I note that this extension, if granted, would
not change the substantive findings required before emergency authorization
may be obtained. In all circumstances, prior to the Attorney General
authorizing emergency electronic surveillance or physical search pursuant to
FISA, the Attorney General must make a finding that there is probable cause
to believe that the target is a foreign power or an agent of a foreign power.
Extending the time periods to prepare applications after this authorization
would not affect the findings the Attorney General is currently required to
make.

These changes would substantially improve the bureaucratic processes
involved in preparing FISA applications, without affecting the 1mportant
substantive requirements of the law.

Mr. Chairman, this concludes my remarks.
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