287642.01

10
11
12

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

JOSEPH M. BURTON - #142105
STEPHEN H. SUTRO - #172168
DUANE MORRIS LLP

100 Spear Street, Suite 1500

San Francisco, CA 94105
Telephone: (415) 371-2200
Facsimile: (415) 371-2201

Attorneys for Defendant
ELCOMSOFT COMPANY, LTD.

SPECIALLY APPEARING AS OF COUNSEL:

KEKER & VAN NEST, LLP
JOHN W. KEKER - #49092
DARALYN J. DURIE- #169825
MICHAEL D. CELIO - #197998
710 Sansome Street

San Francisco, CA 94111-1704
Telephone: (415) 391-5400
Facsimile: (415) 397-7188

rlﬂkl
Cour
an Josoef Ca"fomla

UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

SAN JOSE DIVISION

UNITED STATES OF AMERICA,
Plaintiff,
v. '

ELCOM LTD., a/k/a ELCOMSOFT CO.,
LTD., and DMITRY SKLYAROV,

Defendants.

Case No. CR 01-20138 RMW

REPLY MEMORANDUM OF POINTS
AND AUTHORITIES IN SUPPORT OF
MOTION TO DISMISS BASED ON

FIRST AMENDMENT

Date: April 1, 2002

Time: 9:00 a.m.

Judge: Hon. Ronald M. Whyte

REPLY MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT OF
MOTION TO DISMISS BASED ON FIRST AMENDMENT
CASE NO. CR 01-20138 RMW




287642.01

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

TABLE OF CONTENTS
INTRODUCTION ..ottt sttt et 1
ARGUMENT ...ttt ettt st e s e e e 1
A. THE DMCA VIOLATES THE FIRST AMENDMENT AS APPLIED
TO THE SALE OF THE AEBPR.......ccoiitieee e 1
1. Computer Code 1S SPEECh......coiviiiicieieeee e 1
2. The DMCA Does Not Only Target Commercial Speech ...........cccooovvurccenee 3
3. The DMCA Cannot Survive First Amendment Scrutiny,
Whether Intermediate or Strict.........cccovmeenieinicieceeeeeeee e 5
a. The DMCA Is Not Content Neutral...........coooeeeeererereecveeeeriicinens 5
b. The DMCA Cannot Survive Intermediate Scrutiny..................... T
B. THE DMCA IS OVERBROAD ...cccooeiiiiiiereecreeee e 8
1. Elcomsoft May Bring a Facial Challenge to the DMCA.............cccon.e........ 8
2. The DMCA Elminates Fair USES ...........o...ovveoeeeereereeeeseerreseseesseeeesoeseesoseens 9
C. THE DMCA IS UNCONSTITUTIONALLY VAGUE ..o, 12
D. The DMCA Is Not A Valid Exercise of Congress’ Enumerated Powers .............. 13
CONCLUSION ...ttt ctetrt sttt ettt ettt e bt s te st neeae e se s bsenerennerene 14




287642.01

Mol R )Y

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

J y

TABLE OF AUTHORITIES
Page(s)
Cases
4805 Convoy, Inc. v. City of San Diego,

183.F.3d 1108, 1111 i, ettt et et e b se et nteene s 9
Arkansas Writers' Project, Inc. v. Ragland, :

481 ULS. 221 (1987) ettt ettt ettt et e st eas st entensene e et nns 4
Bantam Books, Inc. v. Sullivan,

372 U.S. 58, (1963) ..ttt ettt st sa e et et s et et e seene e te e erea 11
Bartnicki v. Vopper , :

523 U.S. 514, 121 S.Ct. 1753 (2001)ueiiiererrceierteiere ettt ettt 5
Bernstein v. United States Department of State,

922 F. Supp. 1426, 1436 (N.D. Cal. 1996).......cocovvrriiriiiciiciic 2,3,8, 11
Broadrick v. Oklahoma, 413 U.S. 601, 612 (1973) eecviereererieteeeeeeeeeee et 8
Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 584 (1994) .......c.cooeiroreveieiereereeeeereeerenns 4
Children of the Rosary v. City of Phoenix, -

154 F.3d 972, 983 (Oth Cir. 1998) ...ttt s s e b re e a et be v v 3
Denver Area Educational Telecommunications Consortium, Inc. v.

FCcC,

ST ULS. 727 (1996)... ettt ettt ettt e vt e sbe s et ss s bebeenebsebeeneenennsans 10
Entertainment Research Group, Inc. v. Genesis Creative Group, Inc.

122 F.3d 1211 (9" G 1997) oo veeeeeseeeses e eeeseeeees s es e esaese e s s se s sesresss e 11
Forsyth County v. Nationalist Movement,

505 U.S. 123, 130-137 (1992) .ttt ettt e sve s bbbt ne s 10
Harper & Row, Publishers Inc. v. Nation Enterprises, _

ATT ULS. 539 (1985)..cueeeeeeitrieitetetete ettt ettt et re ettt e s e b e s b e b e se s ennaesenneres 9
Houston v. Hill,

A82 TULS. 45T (1987 ) ettt be et e et e e re e neereebetnanaeren 6
Junger v. Daley, :

200 F.3A 481 ...ttt et ettt a s a et ne et ere e 2,3,8
Karn v. United States Department of State, '

925 B SUPP. 1, ettt sttt ettt s bt e e 2
Mattel, Inc. v. MCA Records, Inc.

28 F. Supp.2d 1120, (C.D. Cal. 1998) ..ottt e 4
Members of the City Council of the City of Los Angeles et. al. v. Taxpayers

for Vincent,

466 TS, T8O (1984).... ettt ettt e r ettt enr et entensene s 7,8
Name Space, Inc. v. Network Solutions, Inc., ‘

202 F.3d 573, 586 (2d Cir. 2000) .....oveerierinieirrerreieiriesisiesisesterenieeeeesse s eressetes e ess e siene s 2,6
New York State Club Association, Inc., v. City of New York,

ABT ULS. 1 (1988)..eeieeeeieirieeinteetee ettt sttt e s aa et e st e re s teeteebeeaeerennas 8.9

it




287642.01

Nordyke ». Santa Clara County, 110 F.3d 707, (9th Cir. 1997) c.cooviiiiiiiiiiciineeceeee e, 3
Posters 'N' Things, Ltd. v. U.S., | .

STTULS. 513 (1994) ...ttt st a ettt et et r s e be st e naseanns 12
Railway Labor Executives Ass’'nv. Gibbons,

4558 457 (1982).cuuimiiiiiierrii 14
RIAA v Diaimond Multimedia Sys., Inc., _

180 F.3d 1072 (9th Cir. 1999) ..eieiiieieeieieieeccterete et es et se s sas st saaesenesee 9,10
Richmond Boro Gun Club, Inc. v. City of New York,

97 F.3d 681, (2d Cir. 1996) ...ttt ettt re ettt 12
Riley v. National Federation of the Blind, Inc.,

487 U.S. 781 (1988)....eeeeeeeieteeeieeierceee e ettt ete ettt e e neetens 7
Roulette v. City [ Seattle, :

97 F.3d 300 (9% Ci. 1996) ceoverveereeeveeeeieeveeseeesaeeeeeeeeessasess s s s sses s ssss s senesen 8
Schaumburg v. Citizens for a Better Environment,

444 U.S. 620(1980).....ereeecriieeiieirieeeeriereesresiere st ee s sessteseaneseesesaestssesassesaeneesentasenesseesesiesenee |
Secretary of State of Maryland v. Joseph H. Munson Co., Inc.,

B467 U.S. 947 (1984) ...ttt ettt ettt aesn s s rererereeeaaeeeens 8,9
Simon & Schuster, Inc. v. Members of New York State Crime Victims Bd.,

502 U.S. 105, 116, (1991)..nmieieeeieteee et ettt et et n et saasn e sananes 4
United States.v. Moghadam,

175 F.3d 1269, 1275-76 (11th Cir.), cert. denied, 120 S. Ct. 1529

(2000) ...t ceretieter et ettt ettt e b e e e et s e nsshe s 14
United States v. Poocha,

259 F.3d 1077 (9th Cir. 2001) ........cc.c... eeeteeeereeaeereeteseeateteateateateateneebe s e st et e et ene et eh et e et ne 6
Universal City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir. 2001)..cccovnviiviniiiicnne 2,8, 10
Universal City Studios, Inc., v. Reimerdes,

111 F. Supp. 2d 294 (S.D.N.Y. 2000), aff’d, 273 F.3d 429 (2d Cir.

2001) et ettt e e bbbt e et ehe s et sh ettt sn e ns s e e eeenis 3
Village of Hoffman Estates v. Flipside, Hoffman Estates, Inc., ‘

A55TU.S. 489 (1982),....cecueeererieieeieieeteieieete sttt se et b et st eseseenesse e et r e sas e e n e 12
Virginia State Bd. of Pharmacy v. Virginia Citizens Consumer Council,

A25 ULS. TAB (1976) ...ttt ettt et se et s b st s b e mens e i nes 4
Ward v. Rock Against Racism,

A9T ULS. 781 (1989)....eeeieeieieceireietei ettt et bt es e sme s emees e beaeeas e 5
Other Authorities
Kerr, Are We Overprotecting Code? Thoughts on First Generation

Internet Law, 57 Wash. & Lee L. Rev. 1287 (2000) ...cc.coovvemmiriimeniiiiiiiincenincie i 3
Lemley & Volokh, Freedom of Speech and Injunctions In Intellectual

Property Cases, 48 Duke L. J. 147,236 (1998) ......ccoiiiiiiiiiees e 3

iii




287642.01

No TR S N @)

10
11
12

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

L INTRODUCTION

In enacting the anti-trafficking provisions of the Digital Millennium Copyright Act
(“DMCA”), 17 U.S.C. §1201 ef seq, Congress prohibited speech that is protected by the First
Amendment, rather than concerning itself with the consequences of that speech. Although
Congress’ choice may have been expedient, and even might have certain practical advantages, it
does not satisfy the exacting requirements of the United States Constitution.

Our opening brief argued that the DMCA was unconstitutional because (a) code is
speech; (b) the DMCA regulates that speech based on its content; () such regulations must be

narrowly tailored; (d) the DMCA is not narrowly tailored, and (e) even if ydu applied

intermediate scrutiny the DMCA still fails to pass muster under the applicable tests. In its

opposition, the government essentially concedes (a), and completely concedes (d). The
government argues, however, that the DMCA can survive because (i) it does not regulate speech
based on its content, and therefore subject to intermediate scrutiny, (ii) it passes that standard,
and (iii) in any event, Elcomsoft lacks standing to bring this challenge. The government also
attempts to suggest, notwithstanding its concession, that code ‘should not be deemed speech after

all. As we explain below, those arguments are unavailing.

II. ARGUMENT

A. THE DMCA VIOLATES THE FIRST AMENDMENT AS APPLIED TO THE

SALE OF THE AEBPR

1. Computer Code is Speech

The government concedes, as it must, that computer source code is speech and, as such,
is protected by the First Amendment. See United States’ Opposition to Defendant’s Motions to
Dismiss the Indictment on Constitutional Grounds (“Opposition™) at 19-20. Faced with the
logical consequences of that concession, however, the government claims that no consensus has

arisen with respect to object code. Although that assertion might have some merit as a purely

1 -
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academic matter, it does not comport with the law.’ Every court to have considered the issue has
concluded that object code is protected expression.” Indeed, in one of the cases that the
government cites for the proposition that the courts have “struggled” with the issue, Universal
City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir. 2001), the court held that object code is
entitled to protection under the first amendment: “If someone chose to write a novel entirely in
computer object code by using strings of 1’s and 0’s for each letter of each word, the resulting
work would be no different for constitutional purposes than if it had been written in English.”

Id at 445-46. The other case cited by the government, Junger v. Daley, 209 F.3d 481 (6" Cir.
2000), does not consider the first amendment status of object code at all. Moreover, the
government’s own descriptions of the other three cases it cites make clear that object code was
not at issue. The Government concedes that in Bernstein v. United States Department of State,
922 F. Supp. 1426, 1436 (N.D. Cal. 1996), the court did “not reach [the] object code question.”
The government also relies on dicta in a footnote in Karn v. United States Department of State,
925 F. Supp. 1, 9 n. 19, but neither the footnote nor the case discusses object code. Finally, the
government cites Name Space, Inc. v. Network Solutions, Inc., 202 F.3d 573, 586 (2d Cir. 2000),
but that case dealt with top level internet domain names such as “.com” and .gov,” and the words
“source code” and the words “object code” do not even appear in the opinion.

The government also suggests that the “functional” element of computer code brings it
outside the protections of the first amendment. This precise argument has been rejected in this
district. In considering whether export requirements on computer code éomported with the first
amendment, Judge Patel wrote: “Whether source code and object code are functional is
immaterial to the analysis at this stage. Contrary to defendants' suggestion, the functionality of a

language does not make it any less like speech.” Bernstein v. United States Department of State,

! The government’s claim that object code “generally only has meaning to . . . computer[s]” is
also not strictly accurate. See Opposition at 20. As the Southern District of New York
recognized, “All code is human readable. As source code is closer to human language than is
object code, it tends to be comprehended more easily by humans than object code.” Universal
City Studio, Inc. s v. Reimerdes, 111 F. Supp. 2d 294, 306 (S.D.N.Y. 2000).

2 Moreover, the fact that computer code is offered for sale is of no constitutional significance.
See Section 1I(B)(2), infra.

2
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922 F. Supp. 1426, 1435 (N.D. Cal. 1996) (emphasis added).® The court went further still,
rejecting the government’s argument that the distinction between subject code and object code
was of constitutional significance, holding “even if [the challenged] source code, which is easily
compiled into object code for the computer to read and easily used for encryption, is essentially
functional, that does not remove it from the realm of speech.” Id.

Indeed, the dearth of authority in support of the government’s position is not surprising,
because whether computer code is expressed as source code or as object code makes no logical
difference to the analysis.* No court has ever adopted the distinction the government urges
here.” “It cannot seriously be argued that any form of computer code may be regulated without
reference to First Amendment doctrine.” Universal City Studios, Inc., v. Reimerdes, 111 F.
Supp. 2d 294 (S.D.N.Y. 2000), aff’d, 273 F.3d 429 (2d Cir. 2001) (emphasis added).

2. The DMCA Does Not Only Target Commercial Speechl

The government argues that the DMCA is valid because it targets commercial speech,
and equates commercial speech with speech that is sold. But whether speech is sold — as are the
vast majority of books in America — is of no constitutional moment. Commercial speech is
speech that “proposes a commercial transaction.” Children of the Rosary v. City of Phoenix, 154
F.3d 972, 983 (9th Cir. 1998) (citing Board of Trustees v. Fox, 492 U.S. 469, 473 (1989); see
also Nordyke v. Santa Clara County, 110 F.3d 707, 710 (9th Cir. 1997). “The fact that expressive

> The Ninth Circuit affirming Bernstein has been withdrawn pending en banc review. See 192
F.3d 1308 (9" Cir. 1999). The current procedural ambiguity of the ultimate result
notwithstanding, Judge Patel’s analysis remains sound. Indeed, the government cites the district
court’s opinion in its opposition.

* Indeed, as technology advances the distinction becomes increasingly less meaningful. The Sun
Corporation’s Java programming language allows programs to work on any operating system,
thus making the underlying workings of the program increasingly irrelevant to the programmer.
See http://java.sun.com/java2/whatis/.

> Even the law review articles the government cites is inapposite. In one case, the government
quotes a single sentence, devoid of analysis, in an article otherwise directed to the use of
injunctions in copyright cases. See Lemley & Volokh, Freedom of Speech and Injunctions In
Intellectual Property Cases, 48 Duke L. J. 147, 236 (1998). In the other, the author states his
view that code can be speech, but that Junger v. Daley, supra, should have been decided with
more reference to what the author believes is traditional first amendment law. See Kerr, Are We
Overprotecting Code? Thoughts on First Generation Internet Law, 57 Wash. & Lee L. Rev.
1287 (2000). ‘ :

3
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materials are sold neither renders the speech unprotected, nor alters the level of protection under
the First Amendment. [Plaintiff] need not give away its [wares] in order to bring them within the
ambit of the First Amendment.” Mattel, Inc. v. MCA Records, Inc. 28 F. Supp.2d 1120,

1137 (C.D. Cal. 1998). Or, to quote Samuel Johnson’s succinct statement: ““No man but a
blockhead ever wrote, except for money.”” Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569,
584 (1994) (quoting 3 Boswell's Life of Johnson 19 (G. Hill ed. 1934)); see also Virginia State
Bd. of Pharmacy v. Virginia Citizens Consumer Council, 425 U.S. 748, 761 (1976) (“Speech
likewise is protected even though it is carried in a form that is sold for profit.”) Thus, the
AEBPR does not lose its protected status as expression simply because it can be sold for profit;
indeed, that fact is irrelevant to the analysis. The government does not cite a single commercial
speech case in its discussion of the issue, and with good reason. It misapprehends the nature of
the doctrine.

The same is true of the government’s further argument that the DMCA merely prohibits
the sale of the AEBPR, not the AEBPR itself. See Opposition at 18. The constitution draws no
such distinctions. The government cannot prohibit the sale of protected expression in the form of
a computer program any more than it can criminalize the sale of expression in the form of books
or newspapers. According to the government’s line of reasoning, a statute criminalizing the sale
of all daily newspapers in the country would implicate no first amendment concerns because the
legislation would target the sale of the newspaper, not the newspaper itself. This is not the law.
See Arkansas Writers’Pfoject, Inc. v. Ragland, 481 U.S. 221, 227-28 (1987) (invalidating tax on
magazines as inconsistent with first amendment); Simon & Schuster, Inc. v. Members of New
York State Crime Victims Bd., 502 U.S. 105, 116, (1991) (invalidating as inconsistent with the
first amendment New York’s “Soh of Sam” law, which required a criminal’s income from works
describing his crime be deposited in escrow account, which funds were then made available to

victims of crime.)

4 .-
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3. The DMCA Cannot Survive First Amendment Scrutiny, Whether
Intermediate or Strict

a. The DMCA Is Not Content Neutral

Whether a statute is content neutral is evaluated with respect to the government’s
purpose. See Ward v. Rock Against Racism, 491 U.S. 781, 791 (1989) “[g]Jovernment regulation
of expressive activity is content neutral so long as it is ‘justified without reference to the content
of the regulated speech); Bartnicki v. Vopper , 523 U.S. 514, 121 S.Ct. 1753, 1760 (2001). In
this case, the DMCA’s prohibition is defined with reference to the content of the code. Indeed, it
is precisely the content of the code that causes the government to seek to regulate it.

The government suggests that Congress’ purpose in enacting the DMCA is content
neutral because it targets only the “functional” aspect of software. In so arguing, the government
proposes no workable standard — nor any standard of any sort — to define a regulation
addresses the “functional” component of speech and when it does not. Instead, the government
seems to suggest that Congress can regulate speech whenever the government’s real target is the
potential consequences of that speech. But speech frequently has potential consequences.
Indeed, often those potential consequences are the very point of the speech. The consequences
that potentially flow from speech do not change its protected nature.

Of course, Congress may regulate speech that is functional in certain circumstances.
One would not defend an action for breach of oral contract by invoking the first amendment. In
that case, the speech is functional, because the words have legal significance in and of
themselves. The contract is formed once the words are spoken. Similarly, if someone uses a
stolen password in order to gain unauthorized access to a building, he has committed trespass,
even though he has done so with words or symbols. Likewise, the Government can regulate the
use of the AEBPR to decrypt an eBook, in certain circumstances, even though the user types on
her keyboard in order to activate the program. Congress could have banned the use of the
AEBPR for certain purposes without running afoul of the first amendment, even though that use
involves the transmission of computer code.

While the first amendment might not prohibit the regulation of “functional” speech when
_ 5 i
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the speech is inseparable from its consequences, it does prohibit the regulation of speech that is
expressive. Although we recognize that it is a difficult question, we posit that speech is
protected by the first amendment when the potential consequences of the speech flow from its
effects upon third parties. For example, when a candidate says, “vote for me,” he hopes that the
listener will indeed vote for him. Indeed, he may convince the listener to do so. Nonetheless,
the decision to vote is made by the listener, even if that decision can be traced back to the
listener’s reaction to the speech. How-to manuals are protected by the first amendment for this
reason: a third party must make use of the speech in order for the “functional” act to occur. See
Bernstein, 922 F. Supp. at 1435 (“Instructions, do-it-yourself manuals, [and] recipes” are all
“speech”).
~ The AEBPR, once sold, simply resides on a computer. It does not perform any function

until it is used by the purchaser. The purchaser must make a decision to violate the copyright
laws by making an unauthorized copy of an eBook, or to use the AEBPR for a legitimate
purpose. As a result, the AEBPR does not become “functional” until it is used by a third party.

Where Congress seeks to justify a regulation based in a listener’s reaction, the prohibited
speech must be so inflammatory that it renders the listeners unable to control themselves. See,
e.g., United States v. Poocha, 259 F.3d 1077 (9th Cir. 2001); Houston v. Hill, 482 U.S. 451, 462
(1987). Because there is neither evidence that the AEBPR so overbears the power of rational
thought, nor reason to believe such evidence exists, the regulation of that speech cannot pass
constitutional muster.

Moreover, “[flunctionality and expression are . . . not mutually exclusive.” Name Space,
Inc. v. Network Solutions, Inc., 202 F.3d 573, 586 (2d Cir. 2000) (holding that although current
top-level domain names such as “.com” and “.net” are not expression under the first amendment,
future domain names, although functional, may be entitled to such protection). In areas where
functional and expressive components are inseparably intertwined, the Supreme Court has
always found that the first amendment applies. For example, in City of Ladue, the Supreme
Court invalidated a sign ban even though signs posted on houses or front lawns involved the

“functional” creation of “visual blight and clutter,” because the functional aspect of the
6 ..
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