UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

JOHN DOE and AMERICAN CIVIL
LIBERTIES UNION,

Plaintiffs, Case No. 04 Civ 2614(VM)
V.

JOHN ASHCROFT, in his officia capacity as
Attorney General of the United States,
ROBERT MUELLER, in his officia
capacity as Director of the Federal Bureau of
Investigation; and MARION E. BOWMAN,
in his official capacity as Senior Counsdl to
the Federal Bureau of Investigation,

Defendants.

BRIEF OF ELECTRONIC FRONTIER FOUNDATION, ET AL., ASAMICUS CURIAE
IN SUPPORT OF PLAINTIFFSJOHN DOE AND AMERICAN CIVIL LIBERTIES
UNION

TABLE OF CONTENTS

. PRELIMINARY STATEMENT ...t s 1

[1. THE CHALLENGED STATUTE ...ttt s 1

[T, INTERESTS OF AMICI ... .ottt ss e sr e e nneesnneennee s 2

V. ARGUMENT ...ttt et e b e s e e e b e e s aneeebeesaneenneesnneenneeas 4
A. NSL authority under Section 2709 reaches a broad range of sensitive records in the

possession of abroad range Of ENLITIES. .......cocvviieiiece e 4

1. A broad range of Internet services providersis subject to Section 2700............c.cceeueeee 4

2. Section 2709 reaches a broad range of sensitive records regarding expressive
BCHIVITY ON T TNLEINEL. .....c..ee e 6

B. The First and Fourth Amendments protect the privacy of Internet users expressive
BOLIVITIES. ettt st s b bt e e bt et e s bt e s be et e e beenbeenbesaeenbeenneeneenrens 8

C. Section 2709 unconstitutionally authorizes the FBI to demand a broad array of
sensitive records protected by the First and Fourth Amendments. ..........ccceveceevieecnenne 11

CONGCLUSION ..ottt et r e e r e b e r e sae e sn e n e sneenre s 17



TABLE OF AUTHORITIES

Cases
Andersen Consulting LLP v. UOP, 991 F.Supp. 1041 (N.D. 1. 1998)........ccoevevieireeceereceee 5
Camara v. Municipal Court, 387 U.S. 523 (1967) ......cccceveeieeieeciesiesieseeste e steese e e eee e snens 11
FTC v. Netscape Communications Corp., 196 F.R.D. 559 (N.D. Cal. 2000)........cccccevurrrverrrrennne 5
Gibson v. Fla. Legidative Investigation Comm., 372 U.S. 539 (1963) .........ccccevveveereerrerieesreennenn 9
In re Application of U.S for an Order Pursuant to 18 U.SC. Section 2703(d), 157
F.SUPP.20 286 (S.D.N.Y . 2000) ....veoververereereeeseeseseseeeseseeessesssesssesesesesesessesseesssesssesssesessesssesssenees 5
In re Doubleclick Inc. Privacy Litig., 154 F.Supp.2d 497 (S.D.N.Y. 2001) ......cccecevriverreirreenens 5
Konop v. Hawaiian Airlines, Inc., 302 F.3d 868 (9th Cir. 2002) .........cccceeveereeieseereee e 6
Lamont v. Postmaster General, 381 U.S. 301 (1965).......ccccceerurrrirrierieeieeseesieeieeseeseeseeseesseseesns 9
Martin v. City of Sruthers, 319 U.S. 141 (1943) .....ccooiieeeeere ettt 9
Mclntyre v. Ohio Elections Comm’'n, 514 U.S. 334 (1995).......cccceiierenieereeiesieeseeseeseesee e e 8,9
NAACP v. Alabama, 357 U.S. 449 (1958)......cccurireririririeieenie et ste s see s s ssessessesneas 9
Ren0 V. ACLU, 521 U.S. 844 (1997).....cccuiieririeriesiesieieee e sie sttt st b s sneeneas 1,10
Roaden v. Kentucky, 413 U.S. 496 (1973) .....cccecieieeieseeseeeesee s e eseeseesseeaeseesseseesseesseenesneennens 10
Sheldon v. Tucker, 364 U.S. 479 (1960) ........cceeieeiieeiesieeieseesreesieseesreesseseesreessesseesseesesseesseensenns 9
Smith v. Maryland, 442 U.S. 735 (1979) .....cocuririeeriesesie st 11,12, 16
Sanford v. Texas, 379 U.S. 476 (1965) .......cccceeieeeeiecieeseestesieesee e see s e sse e re e e sreesreenesneennens 10
Sanley v. Georgia, 394 U.S. 557 (1969) .......ccceieeiieierieeiesiesieesiesee s ete e e esse e e etesnee e eneens 9
Talley v. California, 362 U.S. 60 (1960) .......ccccoveeerieeiieiiesieeiieseeseesse e sseeseesee e enaesseesreesesneessens 8
United Sates v. Mullins, 992 F.2d 1472 (9th Cir. 1993) ......ccoieoeieerece e 5
United Satesv. New York Tel. Co., 434 U.S. 159 (1977) ..occeeeeeieeieeeese et eee e 12
United Satesv. U.S. District Court, 407 U.S. 297 (1972) .....cceeveeeeieeieeeesteee e seene e 2,11
Watchtower Bible & Tract Soc'y of New York, Inc. v. Village of Sratton, 536 U.S. 150
(2002) c...eveoeveeeeeeeeeeeseeeseseeeseeese e ee s s seee s es s ee e e s st e s et et st st eeseees et et eereeesenererereeerens 8
WoIf v. Colorado, 338 U.S. 25 (1949) ......cceeieieeieeie ettt ee e te et sne s 11



Statutes

18 U.S.C. §2510, Electronic Communications Privacy Act, Pub. L. 99-508, Title I, 201[al,

100 Stat. 1867 (OCE.21, 198B) .vvverrrerrreeeerseeseseeeesseesesssseessseesssssessssesssseesssssssssessssssssseneen 1,4,6
18 U.S.C. 8 2703(E) vvvvvverrreeeeeeeereeesesseeesessesssssessessssssssssessssssssesessssssssssessesssssessessessesesssessssssseenn 7
USA PATRIOT Act, Pub. L. No. 107-56, 115 Stat. 272 (OCt. 26, 2001) .....vvveeereeerrereereeserseenenn 2

Law Review Articlesand Treatises

Daniel Solove, Digital Dossiers and the Dissipation of Fourth Amendment Privacy, 75 S.
CAL. L. REV. 1083 (2002)......cuiireereriereeeeiesiesessessessesessessesessessessssessessessssessessesessessesessessessssesss 12

Preston Galla, How the Internet Works (MacMillan Computer Publishing 1999) ...........cccccveueee.. 4

U.S. Internet Service Provider Association, Electronic Evidence Compliance — A Guide for
Internet Service Providers. 18 BERKELEY TECH. L.J. 945 (2003) ......ccccoevevieeveereeieseesee e 6



The undersigned civil liberties and Internet services organizations the Electronic Frontier
Foundation, the Center for Congtitutional Rights, the Center for Democracy and Technology, the
Electronic Privacy Information Center, the Online Policy Group, the Salon Media Group, Inc.
and the U.S. Internet Industry Association respectfully submit this brief amicus curiae in support
of plaintiffsS motion for summary judgment.

l. PRELIMINARY STATEMENT

Paintiffs challenge the constitutionality of 18 U.S.C. § 2709, which authorizes the FBI to
compel the production of subscriber and communications records in the possession of a broad
range of Internet-related communications service providers, potentially covering billions of
records from tens of thousands of entities. These demands, known as National Security Letters
(NSLs), are issued without judicial oversight of any kind, yet alow the FBI to obtain a vast
amount of congtitutionally protected information. The statute is unconstitutionally overbroad
because, on its face, it can be used to reach much protected speech yet is not narrowly tailored to
serve a compelling government interest. Moreover, the vague language and broad sweep of the
statute means that the FBI’s use of NSLsis not cabined by any intelligible standard. The Internet
isanew and powerful medium of expression that hosts millions of dialogues covering a range of
topics “as diverse as human thought.” Reno v. ACLU, 521 U.S. 844, 852 (1997). Countless of
these dialogues occur anonymously or pseudonymously, whether through e-mail, message
boards, or World Wide Web sites. Section 2709 facially violates the Constitution by allowing the
FBI to obtain, without adequate procedural or substantive safeguards, First Amendment-
protected records that identify previously anonymous Internet speakers, readers, and
associations, as well as records that contain communications content protected by the Fourth
Amendment. Amici, representing the interests of a broad range of Internet users and service
providers, therefore submit this brief in support of plaintiffs motion for summary judgment.

I. THE CHALLENGED STATUTE

Section 2709 of the Electronic Communications Privacy Act (ECPA), see Pub. L. 99-508,

Title 11, 201[a], 100 Stat. 1867 (Oct. 21, 1986) (codified as 18 U.S.C. § 2510, et seq.), provides



that:

A wire or electronic communications service provider [ECSP] shall comply with
a request for subscriber information and toll billing records information, or
electronic communication transactional records in its custody or possession made
by the Director of the Federal Bureau of Investigation,

where the FBI director or his designee makes the required certification that the records sought
“are relevant to an authorized investigation to protect against international terrorism or
clandestine intelligence activities....” 18 U.S.C. § 2709, as amended by the USA PATRIOT Act,
Pub. L. No. 107-56, 115 Stat. 272 (Oct. 26, 2001).

Ill.  INTERESTS OF AMICI

The Electronic Frontier Foundation (“EFF") is a non-profit civil liberties organization
working to protect rights in the digital world. EFF actively encourages and challenges industry
and government to support free expression and privacy in the information society. Founded in
1990, EFF is based in San Francisco. EFF has members al over the United States and maintains
one of the most- linked-to Web sites in the world, <http://www.eff.org>.

The Center for Congtitutional Rights (“CCR”) is a non-profit legal and educational
organization that is dedicated to advancing and protecting the rights guaranteed by the United
States Constitution and the Universal Declaration of Human Rights. Founded in 1966 during the
civil rights movement, CCR has a long history of protecting individuals deemed by the
government to pose a threat to national security from improper government surveillance. See,
e.g., United Sates v. United Sates District Court, 407 U.S. 297 (1972); Kinoy v. Mitchell, 67
F.R.D. 1 (SD.N.Y. 1975). Following the September 11, 2001 terrorist attacks on the United
States, CCR has challenged a number of government measures taken in the name of national
security that threaten our civil liberties. Among the suitsit islitigating are: Rasul v. Bush, 124 S.
Ct. 534 (2003); Humanitarian Law Project v. Ashcroft, 352 F.3d 382 (9th Cir. 2003);
Humanitarian Law Project v. Ashcroft, No. CV 03-6107 ABC, 2004 U.S. Dist. LEX1S 926 (C.D.
Cal. Jan. 23, 2004); and Turkmen v. Ashcroft, No. 02 CV 2307 (JG) (E.D.N.Y.).

The Center for Democracy and Technology (“CDT”), <http://www.cdt.org>, is a non



profit public interest organization in Washington, D.C., dedicated to promoting civil liberties in
this age of digital technologies, including advocating strong privacy protections for personal
information and strong First Amendment protections for the Internet.

The Electronic Privacy Information Center ("EPIC") is a not-for-profit public interest
research organization located in Washington, DC. EPIC's activities include the review of federa
law enforcement activities and policies to determine their possible impacts on civil liberties and
privacy interests. Among its other activities, EPIC publishes books, reports and a bi-weekly
electronic newdetter. EPIC also maintains a heavily-visited site on the World Wide Web,
<http://www.epic.org>, containing extensive information on emerging privacy issues.

The Online Policy Group (“OPG”), <http://www.onlinepolicy.org>, is a nonprofit
organization dedicated to online policy research, outreach, and action on issues such as access,
privacy, the digital divide, and digital defamation. The organization fulfills its motto of "One
Internet With Equal Access for All" through programs such as donation-based e mail, email
newsletter hosting, Web site hosting, Internet domain registrations and colocation services,
technical consulting, educational training, and refurbished computer donations. The California
Community Colocation Project (CCCP) and QueerNet are OPG projects. OPG focuses on
Internet participants civil liberties and human rights, like access, privacy, and safety, and serves
schools, libraries, the disabled, the elderly, youth, women, and sexual, gender, and ethnic
minorities.

Salon Media Group’ s division the WELL, <http://www.well.com>, is a pioneering online
gathering place that in its 19-year history has helped define the rights and responsibilities of
participants in online communities. The WELL offers subscribers from around the world a
members-only online discussion service providing award-winning forums, e-mail, Web
publishing and intelligent conversation. The WELL spun off its ISP division in 1996 in order to
focus on our core service of hundreds of featured discussion areas. The WELL is committed to
providing individuals, groups and businesses with rich environments for exchange and

expression, and with powerful tools and services to build and enhance public and private



communities.

The U.S. Internet Industry Association (“USIIA”) is a trade association with more than
200 members in Internet commerce, content, and connectivity. Its mission includes advocating
deployment of broadband and advanced services, and supporting the growth and viability of the

Internet industry.

V.  ARGUMENT

A. NSL authority under Section 2709 reaches a broad range of sensitive records
in the possession of a broad range of entities.

1. A broad range of Internet services providers is subject to Section 2709.

“Electronic communications service’ is broadly defined as “any service which provides
to users thereof the ability to send or receive wire or electronic communications.” 18 U.S.C.
§ 2510(15). An electronic communication is “any transfer of signs, signals, writing, images,
sound, data, or intelligence of any nature transmitted in whole or in part by a wire, radio,
electromagnetic, photoelectric or photooptical system that affects interstate or foreign
commerce....” 18 U.S.C. § 2510(12).

Applying these definitions to the Internet!, “ISPs such as America Online, Juno and

L A brief discussion of the Internet’s basic workings may be of aid to the Court (for an
introductory volume on the subject suitable for a lay audience, see Preston Galla, How the
Internet Works (MacMillan Computer Publishing 1999)):

The Internet is a globa network of many individual computer networks, al speaking the same
networking protocol, the Internet Protocol (1P). Every computer connected to the Internet has
an |P address, a unique numeric identifier that can be “static”, i.e. unchanging, or may be
“dynamically” assigned by your ISP, such that your computer’s address changes with each rew
Internet session.

More sophisticated networking protocols may be “layered” on top of the IP protocol, enabling
different types of Internet communications. For instance, World Wide Web (Web)
communications are transmitted via the HypterText Transfer Protocol (HTTP) and e-mails via
the Simple Mail Transport Protocol (SMTP).

Additional protocols use their own types of addresses. For example, to download a Web page,
you need its Web address, known as a Uniform Resource Locator (URL) (eg.,
<http://www.eff.org>. To exchange e-mails, both the sender and recipient need e-mail addr esses
(eg., user@isp.com). Computers that offer files for download over the Internet are called
servers or hosts. For example, a computer that offers Web pages for download is called an
HTTP server or Web host. Any computer may be server, client, or both, depending on the
communication. The amount of data in an Internet communication is measured in bytes.



UUNEet, as well as, perhaps, the telecommunications companies whose cables and phone lines
carry the traffic" are ECSPs. In re Doubleclick Inc. Privacy Litig., 154 F.Supp.2d 497, 511 n. 20
(S.D.N.Y. 2001). ECSPs aso include providers of e-mail service that are not ISPs, eg.
Microsoft’'s free Web-based e-mail service Hotmail, <http://www.hotmail.com>, see In re
Application of U.S. for an Order Pursuant to 18 U.S.C. Section 2703(d), 157 F.Supp.2d 286, 289
(S.D.N.Y. 2001), Netscape's similar service via <http://www.netscape.net>, see FTC v. Netscape
Communications Corp., 196 F.R.D. 559, 560 (N.D. Cal. 2000), and the donation-based e mail
service amicus OPG  offer's  to  activiss and  progressive  organizations,,
<http://www.onlinepolicy.org/services. shtml>.

Similarly, services offering the capability to create e mail “listservs’ or mailing lists—
essentially subscription email newdetters—are likely to be considered ECSPs by the FBI.
Examples again include OPG, which hosts 979 newsdletters serving 111,187 subscribers, as well
as the Yahoo! Groups service, <http://groups.yahoo.com>, which enables users to administer
newsletters ranging over thousand of topics.

The “electronic communications service” definition is not limited to services provided to
the genera public. Hence any corporate office, school or library that offers its employees,
students or members the means to access the Internet or otherwise communicate via an electronic
network is an ECSP. See, e.g., United Sates v. Mullins, 992 F.2d 1472, 1478 (Sth Cir. 1993)
(airline that provides travel agents with computerized travel reservation system accessed through
separate computer terminals can be an ECSP); Andersen Consulting LLP v. UOP, 991 F.Supp.
1041, 1042 (N.D. I1l. 1998) (Andersen, which has internal e-mail system, is an ECSP).

Although it has not been definitively litigated, it is aso possible that providers hosting
message boards or Web sites that alow visitors to post or send messages are ECSPs. See, e.g.,
Konop v. Hawaiian Airlines, Inc., 302 F.3d 868, 870 (9th Cir. 2002), cert. denied, 537 U.S. 1193

Communications to and from an Internet-connected computer occur through 65,536 different
computer software ports. Many networking protocols have been assigned to particular port
numbers by the Internet Engineering Task Force. For example, HTTP (Web) is assigned to port
80 and SMPT (e-mail) is assigned to port 25.



(U.S. Feb 24, 2003) (NO. 02-969) (court adopted parties assumption that host of Web-based
message board was ECSP). Such services would include amicus Salon Media Group’ s discussion
forum the WELL, and amicus EFF's Action Alert service, <http://action.eff.org>, which allows
visitors to the EFF Web site to send e- mails to their government representatives regarding online
civil liberties issues.

Given the absence of judicia guidance in the matter, the FBI is likely to read the statute
broadly, potentially reaching even individuals who host email accounts or Web sites for friends
and family. Even individuals who merely run a home wireless network that can be used to access
the Internet by passersby outside the household may be treated by the FBI as an ECSP. What is
clear is that rather than covering only traditional 1SPs, the definition of electronic
communications service likely encompasses services provided by tens if not hundreds of
thousands of individuals and corporations, and that number will only grow as networking

technology becomes cheaper, more powerful and more user-friendly.

2. Section 2709 reaches a broad range of sensitive records regarding
expressive activity on the Internet.

Section 2709 is an “awkward” ECPA provision for ECSPs because in stating what

records the FBI may demand, i.e. “subscriber information and toll billing records information, or
electronic communication transactional records,” 18 U.S.C. 82709, the statute uses terms that
are not defined and do not appear elsewhere in ECPA. U.S. Internet Service Provider
Association, Electronic Evidence Compliance — A Guide for Internet Service Providers. 18
BERKELEY TECH. L.J. 945, 974 (2003). Nor has any court considered the scope of these
undefined terms, such as “éelectronic communication transactional records.”

Furthermore, insofar as the types of records obtainable with an NSL are in doubt, entities
served with NSLs are in a poor position to act as a check on the FBI’s behavior. Each NSL is
accompanied by a gag order prohibiting the ECSP from ever revealing the demand was made,
see 18 U.S.C. §2709(d). As aresult, each ECSP—alone, in secret, without being able to consult

with other ECSPs and without the benefit of adequate legidative or judicial guidance—is l€eft to





